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AWS IRF &=

ERAEER

AWS Resilience Hub
AWS RoboMaker

AWS RTB Fabric

AWS Security Hub
AWS Z&EHES
AWS Service Catalog
AWS Shield

AWS SimSpace Weaver
AWS Snowball

AWS Supply Chain
AWS Telco Network Builder
AWS Transform

AWS Transfer Family
AWS Transit Gateway
AWS Trusted Advisor
AWS Verified Access
Site-to-Site VPN
Amazon VPC Lattice
AWS Wickr

Amazon CodeCatalyst

Amazon Comprehend Medical
Conferencing E{S (AMCS LLC $5 &/ RS )
Bi#& O EE (AMCS LLC $BERM IR )

BEEEBETL
FISEEEBIEH O

DynamoDB Accelerator

Amazon Elastic VMware Service

Oracle Database@AWS

Red Hat OpenShift Service on AWS

AWS RS TZERMAH AWS B5



AWS tRFEE EREES

* AWS App Runner

BEEFENMEM NEEFIE AWS

BBRMA LY REETHEE. LTURBERAIRSNAE AWS i,

. MRGHEBENERER , AR HIPAA 2 FedRAVP WEEHIHRAE , HARARMOH
AWS 158

. EHABBERERBENBRETRRNEEBE T,

- ¥TEYAWS BRAREEERMFAREE K MEFEY AWS 7, MREFERHEFERAENA
BREET , BFOEAER AWS (#)

- MREFER RERFHENARER AWS |, BB ABRIERIRE , FOEHAZEM AWS ().

- MREBEBEFIMEE AWS R , FOERAFEMAWS (). MEFHMER , F2BEE AWS I
% XM AWS ().

LeEaE Mz IR R Thae

TRICEEEM AWS (%1 ) SEEM AWS (R ) XERN AWS BiZER, MRLERRBPRIIHE
PRI BRIFINEE |, RITAERALLIhEE. MREFEEMTIZENIIRE , BRI UBARSHHE
PEThae. WHRFMET , FSREBUHER AWS Th&Ee.

aE S AWS ($7) S AWS ( HERE )
A AWS &4 MR e =
BYSERKEN B =
£/ 5 Enterprise #5& AWS B =
BBE AWS HeeE ERERKETE B =
5 AWS FRE 1B 1 B =
#t AWS BURBSEARE B =
£ AWS Marketplace B =

BB EEEE AWS 17



AWS tRFEE EREES

IhEE M AWS (#7) M AWS (R )
#& AWS B IR FIEE A HIPAA &% SEC &8 B i
BEE4SE AWS Bif ARV 2K ERIFHER B, MFEFHHAEA , =
FESE AWS Bl &
NWEXR,
FHUEEMA B B =
IAM Access Analyzer = =
B AFEUBUR B =
AERNRF R X H R = )
Savings Plans = =
ANEFEBEREMA Cost Optimization 2 &
Hub
B B)&#F A AWS Organizations = B
B EiRZ A IAM Identity Center = B
BERENA IAM AEEEE = &
FEAIRFHES 5 =
£/ AWS Console Mobile Application S =
FRZIERREIREXZE B 2, NMELERAEE
2| IDBREA , Rt
SEBRAZITHERE
BXE.

LB EFIRER

ERERBEMIRH AWS BRE , € AWS BURLRENERE , LUHBERKEE., £ AWS &
FEREBEERT, ERES AWSIRF , BAERIKRF , UAREHMIHHFEEHANRE, NREEH

R ERE 18


https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/cost-management/latest/userguide/cost-optimization-hub.html
https://docs.aws.amazon.com/cost-management/latest/userguide/cost-optimization-hub.html
https://docs.aws.amazon.com/cost-management/latest/userguide/bcm-lite-coh-savings.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_role-manager.html
https://docs.aws.amazon.com/consolemobileapp/latest/userguide/what-is-consolemobileapp.html

AWS 155 B (EE
NEFE , ENERUAE - AKRIKE , BAZHRE, LHANMAZRMBEREHER |

ERBAE AWS REFEBEERFETIES, WEMBEE AWS BEHER ; T8 , AWS gaRREEE

LR B

AWS 2EE R AWS Organization B 5T :

- ABEEBR, EREARMOT AWS BEE € AWS EEEBTERR K SR8 REHEE
RCPs) MARFIZEFHIBIER SCPs), MRBHMERVHCOH |, BEHAEM AWS (#ER) .

- AIFHAG, AIGHACGERRTFAIREFTINEMUAG. AENENERKEKE AWS RBEHE
ERNEEEFIE, SAEREEE , ZUUNENBRERKE. WEFMEN , F2EEFEE
B ETE AWS SXEFHE. BFRBRAUBEAE. B AWS BESR D HEENERIKES , mMF
SREAESFE4HU  EFSELRMALRIIEREE, BUUREEREY IAM BAEFH IAM £
AE , BREANERERFFR , TEHEAREEATE.

BEERBEXERLENF  BLEREFHERE. RERR , ERPHEMNRARAREXTHTEH AL
FELAWS HEZERPHABEER. EFFEHTHANFEIHERE,

AWS BRIFEEEHBEERFAREERER , SATRAERPNERBERILFR. flwn , BrIBE—
BERFEY Lambda W , AREATEERFH API AT, EHRAEIRFES. WEFME
A, F2EBIRE Lambda 28, RAEEMESRBHMEBENERIRFHESR , e EILINEE,

BRIFTENR , CHNERTSRMETMN ERMVASTEFEIE, BHERE AWS ERUAFAREFEE, &1
LA (T T 5B 1E -

- BYNE S3REEFBUAEHENBERAGLIER, MEFHMENR , 528 Amazon S3 A,

« 3 APl Gateway AP| f{ AFERERXMNEIMN, NMEFMEEN , FSEEE HTTP APl

- FANE P it BT EC2 #1TEEE , UAFHTEBEMARER ENER. MEFHMER , F2
BIRRE SRV 55 — 1B EC2 BT,

« B3 CloudFront 2 , #SFEMNBE Web ABRRHEENFEAE , HII0 .html, .css, .js MREHE
R, MEFMEF , 528 CloudFront AP,

« B3 Lambda BE URL , /& Lambda ENEIRHLEE, BEEATLNEEFIHN HTTP Wk, FHRELN
Lambda BRI E B IEMHMETA, MFEFHMEER , FSRELEE URL , AKX Lambda EKEl URLs #Y
ZEHBFER,

- FERAELHFIHHEM AWS BEINES,

Lo, BERAER AR |, SR MFEE S HE , BURHE BRIV FEUE.
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https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-cross-account-lambda-integrations.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedWithS3.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-dynamo-db.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/tutorial-launch-my-first-ec2-instance.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/lambda/latest/dg/urls-configuration.html
https://docs.aws.amazon.com/lambda/latest/dg/urls-auth.html
https://docs.aws.amazon.com/lambda/latest/dg/urls-auth.html

AWS IRF &=

ERAEER

EEEZMN AWS RF

AL AWS 1RF RIBEEREFERN BRREE AWS ., TREREMESREEEETHH X,

EHENER

aff MFA &

PELENETENH

S2ELNER

ERBHEER

ERTEABIEA

EEIRE

EERBEESN

A=A AWS EiF

£ AWS (¥f) £t AWS (EFE )
=2t AWS () aEf AWS (GERE )
EAWS SREFEVE M AWS (ERE)
E

B AWS SRETEPAE FARA AWS IRF

=

EAWS REFEHE EFREAEERD

HE

£ AWS REHEES

FER3: (BF) K

BEEZEET (MFA) E AWS MCP falfRS:
EAWS REFEFLR FEHRERAEESFH
VE 7 B bt 4 3 31F

EAWS REFEEME T AWSIEFE B8

B o 2 = HER

EAWS BREPRESR T WEEBEA

Y Bt 4% B 3 AWS 1RF

TEA B B RBEA
AWS 1R F

£ AWS REHEERR

E# RYIREE AWS ik

BRI X

£ AWS BREHEER

=

= SN EN

i

TEM, BEEBH
AWS EiF,

AWS B LIRS
P GEYT:

EEEN AWS RS
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-account-payment.html

AWS IRF &=

ERAEER

(2]
BWARIR S 8B A

BIREB#
FHRIEHIR P

BT RS

ST HH R

B BR 52 H PR

BrRE RS

HEERE#H®
BEARELE
i BR PR B TR ER

EERY A BRER

AERIENEHR

BRIEE AWS EREHE

= AWS (#F)

TEA

TEA

At AWS (R )

BE AWS 1RF &5
s

B AWS IRFE BI&

EAWS RERHRE KEBFHIR
IR B

EAWS FREFRELYE TEH
i BR &l

EAWS SREREHS TEHA
H BR &

£ AWS [REFRBKRE TEHA
i BR &l

BEEBKKREE AWS |AM &S
5% TE AR i E

EERZ Bk STEREXE
HEAREBIE THEA
MBR AWS BREFWFT TEH

BIEREER

B AWS SREPEET

Al BR #5Z #58 H UK

ERENATURE
it

BREH AWS B E R

ERENER

ID EX

£ AWS 5% E AR &

E3EH AWS tRF

By IR 5

EEEN AWS RS
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/free-tier-plans.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/multisession.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_ai-opt-out.html
https://pages.awscloud.com/DSAR_RTF.html

AWS tRFEE EREES

% s AWS (#f) aEf AWS (R )
EEERNIRS £ AWS BREFEEN EBEHENIRS
EHiRE
BYEEESFERE TEA At AWS (ER )
BREEHNIRFRERR TEA REER AWS IRF
BEEEE

EEEN AWS RS 22



AWS tRFEE EREES

T AWS ((#7)

/A Warning
BEMEMEEQERBENETFRMATER, SUREELIFIULER,

ESERAERMAWS (F) B, BAMEBURELRE AWS HNIRE , BEEA M Google F GitHub %
BERANEAREN AWS BiR, ENEFRSHEBEERD. ERTS AWSIRF M RE , THEH
et EL A, IREEANEFFE , CHNERBANE—HEEARAE , BAXZHRSG, SHEN
FRIREREEREHER. ERILE AWS REFERERS. FHER , URFEEBKE

23



AWS IRF &=

ERAEER

Book store project
Account ID: 111122223333

Project resaurces:

Project team:

@

martha_rivera@email.com

saanvi_sarkar@email.com

Spend limit: USD $25

You!

martha_rivera@email.com

Book delivery project
Account ID: 555555555555

Project resources:

Ble:

Project team:

£

martha_rivera@email.com

¢

saanvi_sarkar@email.com

1

richard_roe@email.com

Spend limit: USD $100

Pet Store project
Account ID: 444455556666

Project resources:

Project team:

£

martha_rivera@email.com

1

richard_roe@email.com

Spend limit: None

24



AWS tRFEE EREES

B8 AWS ERAEM for AWS (#7) B, AWS HEEB Y AWS BB IDIRF , ERRKREMA
BARBARERE. AWS EBX ID BEEFEF It ARE—E . MRESEY , AWS BER
ID B AREZL AWS IRF |, RIFTREERABET —LRE , BBV EBRELRE.

MM AWS (5 ) WRMET  HSMTHIXH ;

- HEEGEEEE
« X¥& AWS BR¥5 Ef AWS (#7)

{E M for AWS ( 7 ) #4175

EREME AWS |, B TREFERTREAN. RANBRIEFSRE 1USD (REFEFEHE ) 3-5

R, BREWIRF P IEFFR,. EAMENAETE 2 , ETEELEEA. EALERZERB AWS &%
EREELEHNRATXNRLEARS . 5, EEEEM B AWS |, BAREFAHFE REHFRNERK, £E
BIERT , BRFERMARER , XREIIANENE, ERENBFTETE , EUUREXHIR
&, SUE AR B R 2N EERRE,

& for AWS (new) XEBEHIIRFFEA Google, GitHub, Apple I Amazon, MREEEBEEEH
B A Google IRF , S FEAZKKRSE AWS,

AWS fEREEM AWS (%)

1. BARKEMEE AWS,
2. BMALWETFEHIEEEA , HlI0 Google, Apple. GitHub =% Amazon,

3. MREHEAEHENEAN , RRSKEEREHEFINEA, BAR , RRSKEEFERE
AWS &iff,

4. BALNERE K AREZEE,

EERTERXEFIMERNERE K neRERREXALERE,
5. WARRER K BEECHZEAEBRBMOETEN. REENETBHER

ELRRHERRECNERNERE , LEFBHSEERRERA,
6. BMALIRFNSHRERZR A ARBEERE.

AWS ZEELNRIBRTE T SIEME

CHEAEELE 8 EFRT , & 128 AF T,
- EEDBRASETIEEFZR : KB, M. BFN 1 @#8 % &*()<>[1{}| _+= ko

EFEEM for AWS (37 ) E{TEEM 25


https://signin.aws.amazon.com/signup?request_type=builderId

AWS 1R &R A% ER
- ETERE AWS IRF ENERRNE T E bt E,
7. BMAZHBHEFEET K RRBREEE

8. AWS BZME—EERMEE AWS Bl EEHEBHN=E 2—*. NFFREA ,
BIAWS B BHER, B ARKEELRE,

s
W%

BREAUFIRAWS EEFRE, BEFHAWS RE , At BEEEER AWS EEFEA, &
AWS FRER , BAILBFEEBKE, BUNER , URESERIIREMHEMERTE.

RED R

& AWS | A LUEE Al FIETE, HiEERKKEETHE K MBNREEFNETE ,
PR #l o

3
1
<+
it

- BEAGETIE
- BEEBKEE AWS REDifHE
- £ AWS FRTE PRV X i PR

£ AWS B E

/A Warning
BB EECARBENEFRMAFER, SREELFIULER,

AWS BERCEBAFRERGCE, BOEREMAWS (#) I, DTEM AWS BE, &
LUER AWS BERSIT T 5IBE

. RUAFRGRENER, NEHEET  BSMEAVS BETRTER,

. FRERGHANEE,

. BEERREHECHER, NEFHBET , BOMBEERAEE AWS BE D HE.

. EERZMOR. DBFERT , FSRETRCHOR,

. EEENNRSR. NBFERR , BHHEAWS REFEBENHRSK,

. HEBFRABEAUHE, NBHMET , BSME AWS BEHAHBBHIES,

. EREROTHRA, NEHEET , BSME AWS BERE Y F MR,

®rESR 26


https://settings.aws.com

AWS 1R &R A% ER

- RRCANREET. WFEFMEF  FSHEEAWS RETRBEHNIREET.

- EEENFREREN. MFEFHER , F2EEAWS REFEELN UL HERE. £ AWS FREF
SELENEF B RE AWS REFRELNBIZER,

- EELNRERENBARERE. WEFMET , F2HEE AWS REDEHMENZBRE AWS
REFEESEEZRE (MFA).

BEREERERETNRNLLURER , RESBEEHRERZE AWS BB R ID hiE, B/ AWS 218
RIDEELSFERATMAWS () BEY, NEHMAET  BF2RTEE AWS BEERID?,

EiZAHFEBELE

/A Warning
EMEMEERRERBENETFRMFER., EUREREEZFEULER,

IBATLAE Al RS T ERHEERNEFEEE | L% Agent Toolkit , ZTEHEHE T AWS MCP A RES
HREMN—EBENREERNTHEE, EELANAIFEIERREZEINEE AWS EE,

HimE LEEREERNEESHE

« BHLHE Al RIBETEEZINCHEENERNCHEHANESR,

- EARRIESARAERERNRL AWS EREF , BNFHEAR, EERARSEEEMERL
ERNEEREM  URELEFRTRELENEMNER , BRELEARDA KB EINNEF
g,

- BH A RELEEERPRKREERNETABEESE,

- FERRRERXBYNER , FEXRBENRBEEA,

- BWEENZAERTH AWS CLI, AWS Tools for PowerShell #l AWS SDKsfEf, AR X &S
HIE, BE BRNENERYA 12 M, FATIHGSRENENEAESR

aws login --profile profile-name

# profile-name MR AZENKRREHNBRENREEEE. DTS HBRMENARBER
LEDEREREBIETHBEAER. AWS ATBHNENBZEAER 90 X, 90 X#& , BKEER
RERERREPR T FEUHE.

BEEAFBIE 27


https://docs.aws.amazon.com/signin/latest/userguide/sign-in-builder-id.html
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS tRFEE EREES

IR Al R T B BT R ER

BEERBAEACH—BEAER  AIEBTETHRRKREELNERE AWS B,
AWS EEEA

EH AWS TEAKEN Al {RiETEEEIENESR

1. 7E https : //https://settings.aws.com BERK AWS E&7E.

2. EXEEERD  BEELEFINER,

3. EALAMEBEIY  EEEUNEBEEREHRRE.

4. BELE A RETEFERAEN AWS EAER,

5. EEERAREENART , AREFBRAEBENP@BWAT,

EEEVRT , BEHN Al RIBAERAAERER, BoERSt FRETE AWS |, B
EERBAEHE A RBNEEN 2 EVER,

BHRBAERNREESR, LREEEBR A RBIEFN BRNA N,

Use your terminal
BT TS BERTRILEF/REET :

curl -fsSL https://github.com/aws/agent-toolkit-for-aws/blob/main/setup-
instructions/setup.md

ERERRMIAE AWS BB | SNAEEXERE AWS MCP fAfRss , MESATUENIHEER
BEREANRERAKRE, CUgRIRAER  HPaSeHtBRARNES. RABRBLIRE
EREHFETBRASRHANHEER. UTRIENRABR :

- B EREER , RERERRE

- B ERRER , MRABEEER
AISGERFR T =R,

- B EREER  RESRASERNXE. cEACNRBERRERERLR,

LRk, ETEACHRBERETMIERERT R,
EERRE el —LEENEE. eTEAENRBESRE

Wi

HH

BIRH Al IRIETEEETEPNER 28


https://settings.aws.com

AWS tRFEE EREES

ERZEER

BEERMBAEACH—BEAER AR TETHRRAREELNEE AWS R, BWUEAR
ERERFHEEER, RELERH EENABREMNEABERESR AWS CLI, ZEABERERREM
ME—B B,

fltn | MRENE—EERRE , MyFirstProject ¥ EREMyFirstProjectProfile HifEEEER
EEEE  EALUER AWS CLI FHISHREA RENZER :

aws login --profile MyFirstProjectProfile

MBHRET S —EE A WEZEBookstore , BAUFERAREESBAL R IHRERE REFH
©BookstoreProfile, A% , BaJLAEH AWS CLI FHIGHEA

aws login --profile BookstoreProfile

T8, ERHTHEHY —BAaTR  SEETRETERERER LA AWS EAERLERE AWS TIEMR
288

ERAZEER 29



AWS tRFEE EREES

Choose AWS sessions

(i) By continuing, you allow AWS CLI, SDKs, and local developer tools to use your
credentials until your session expires.

~ Active sessions Sign out of AWS

MyFirstProject b

Signed in 1hour ago

~ Add session for Martha Add session

Bookstore

It BERE R AT BART B BV E A o TAEREER M TARBE R THEREERE LAERY AWS B A BRI KR BRE
RUIREE |, WiRM Al mBAEREAARBUNERERNERZEAER,

FELLEHIR | BEFE A MyFirstProject , B ARE A Bookstore, EiEIE AWS TIPSR EMH
£, BB BT T HIEE -

- ZEHE AWS & A MyFirstProject , i21E MyFirstProjects

- ZE{FH Bookstore , 551212 Bookstore,

s PEBRTMEINI/ERE , HBIEERE R,

- BEAWSIRF EA IAM ERERFE , fINEER BUARFEMR AWS (GER ) | FRERET
1EREER

ERAZEER 30



AWS tRFEE EREES

RBENZRAERSE Al RERERXARBEINEES RN EAERMEE., flM , BaLER
AWS CLI FHITREA

aws login --profile MyFirstProjectProfile

IR EEEE ZIZEBookstore TEMRER |, 81 Al {RIE LB EBookstoreBERHE I AWS EiR.

— ERBSLN R R A B S R AR R TR,
AWS ERBETER BIF

/A Warning
BEMEREEOARMENTFRMHTERR, SRRESEELFEULER,

ELHAERE  EUUHERETEERS, ESRETIUE FEANERER AWS HE, &l
AT ERBNEE. BB S EETRELBE,

SR LABTH BRI ERBEENT -
- IMESMREEMBEZETAN S3 RETRECK. BAUHTHERE , UEAREERNRFITRR
SRR S3 TR,

- fMESMRIEEMMBEZTEAN SQS ERAEBK, ZAUHTIERE , UEAREHEBNEREBE
REESH SQS 175,

PITERRBRHENE

1. BALBKERE | I https : //https://console.aws.amazon.com/iam/ B IAM £32 A&,
2. EEXEAMEBEERY  EERFEERHEEE,
3. STHEREE , BEELEENERF PRIV SEEE,

EEUMBR Amazon S3 REFETEBEBCR , UBKRBREHRNREFITRBER , WBCRIERFAEXE
ZE! Amazon S3 fE1FErEE.

a. WAS3URI, RERE S3, RERTPWREFTFEPENEHE,
b. BEEFEMERREFTEBEEK,

AWS ERBERER BE 31


https://console.aws.amazon.com/iam/

AWS IRF &=

ERAEER

c. MRREREHBHBER , FH Amazon S3 TEARFEERAEFITBECE, WHEFHEER ,
52 Amazon S3 User Guide H#9 Adding a bucket policy by using the Amazon S3

console,

ZHUM BR Amazon SQS BURAMBRE R B BUER | EEFTA T8 FH Amazon SQS 1751,

a. 7 SQS fFHBBHEAITIER,
b. EIEMBR SQS Bk,

c. MIBRERESEEMNBEE , FH Amazon SQS TR AREFTHEHE., MEFHMAENR ,
28 {(Amazon SQS B A &) HHTE Amazon SQS

FEUR

£ AWS ER BRI ETE

/A Warning
EMEMEERRRBENETFRMFER., EURERELZFEIULER,

&R LATE AWS REFEFHER.

 AWS REREHENZTR

1.
2.

£ https : //https://settings.aws.com BIRX AWS F&E.
EXEBEERYD  BEEEELTLMNEA,

RS EEFHERE AWS BWEESS ID [HERE,
SHERE | BERENER,

&+¥f Current password (B IR ZE) , B8 A B 5IH ZFE,
SHEHET |, MAFER,

AWS FEELNBRBES T IR

AN

~

HAELHBEFR , &S 128 fAF .

E
E
§ I HERT R
BEER

W, W A BRI,

3

//\
ELRERASETIEET T : KB, MR, BEMN 1 @#$% " &* () <> [1{} | _+=FF%,

2k p N DR

32


https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-configure-add-permissions.html
https://settings.aws.com

AWS tRFEE EREES

FAWS REAREEZEERER (MFA)

/A Warning
EMEREENRRIENFEFRMATER, SUREREZFIULER,

ZEERRE (MFA) E—EMEBEANMEG  EBENZ2M. F—EARE : ENER , BRER
ENRE  BANBER, HURRALURKARE (GHEENEY , /N2 ER) AR E (&
BENEY , flnEyEaiEi). RARNERERE MFA SERIRFHEENNEE.

BRLGEMAERRERS A UEMERFEERZ2NEN TSR, MREELIEANERES
AT AEACEMNZ 2R, HRREREBAEN , Sl EELEARXPRAZERBONEL
ee. MRLBERIRE MFA RE , EWHBIEE 2R EHREENFIE,

EX
ESEMAERE MFA KER , FroETIESR
- RMIBRREEMSE MFA RE, NMREEEZFIMAECSEMN MFA £E | SREEERENIK

Fo

- RfIRREEHRECEMN MFAKE , URAECARSHMAEESEFN, i, BEZGELR
BEFRETNERARERZENNE.

- MREFEAMEE Google BIIRFE , WA LUEB Google tIREFRIAZ ERE., MEFMEN , FZ
RS B B 2-Step B & o

- WMREMEA Continue with Apple ZIZLRF , 8 Apple tIREHPAIBEERMAZERT. REE , W0
FIABANGFHEEN , F2E Apple IRFNEERTE,

- MREFEFEE GitHub BURE | BA[LUER GitHub IRFRVAZ ERE., NEFHMAENR ,
EIERE (GitHub) # EE5 .,

- WMREMEH Continue with Amazon B RF |, BAILUEIB Amazon lIRERAAZ EM® ., MEHMEE
A, B2RTEEMITERE 2,

B

\

s
¢

¥ AWS 8B Y MFA ZHE

BFH#H AWS BRZETIZSEEZERZRNT (MFA) REEE,

EEZEEZENF (MFA) 33


https://support.google.com/accounts/answer/185839
https://support.apple.com/en-us/102660
https://docs.github.com/en/authentication/securing-your-account-with-two-factor-authentication-2fa/configuring-two-factor-authentication
https://www.amazon.com/gp/help/customer/display.html?nodeId=G3PWZPU52FKN7PW4

AWS tRFEE EREES

FIDO2 Ea7&E 8%

FIDO2 23& CTAP2 1 WebAuthn % | LINE B RIEHREZAER., FIDO ZAEREGREHY
AME K EATCHEBEIEAERWMAELZH - AWS,

AWS X & FIDO RSB MERF RFARE : AERERNZLEW, WF FIDO BRERHZFRE
BHNEFRES , F2HT X,

MR

FULHBEERNEERIEE , a0 MacBook £ TouchID = Windows Hello 1%, mMREMEE
B FIDO BABEAER , 2% WebAuthn , BAIUFERAENERISEAE-ERE, NEFMAEA , 5
28 FIDO B9 5%,

T2 &R

&I LA BB B B2 FIDO2-compatiblesh#8 USB. BLE 3 NFC BN Z £ &R, RRRETE@WA MFA &
B, FEBTMNBER. YubiKey 5 Feitan EEVHEETHNEE., MFEMEHERESMNBE ,
FA2H FIDO REE M,

ZHEER. BUSRREM/ENHEM FIDO BFER

ZEE=FHEBTXETHEAENFTHN FIDO HFoRE  FAEREESR, EF FIDO EXNEEF
MEAMFXEZAIEE, ELE FIDO HARKE T E IAM Identity Center BB ER , BERMIERE
S EITRIE FIDO BaRas | BA MFA R LLRIR,

® Note

BL FIDO BRFB[ LRI TIREN FIDO EAER , BAETEB, BTSSR TRBESR
BUBTSRNWEE , LTRSS UEGEERK. FW , B UEXEN Macbook L&
Apple Touch ID EFHETEI® K ABRTEEARKBER LR , #£H Google Chrome #&
B iCloud HHVEITE® , & Windows ERREEREAML, NEFEMLEREBREERRK
MBABER BN AIRLZBITSRNE BT LM EBMNFMERN , 52/ passkeys.dev
g EE |, ER FIDO Alliance and World Wide Web Consortium (W3C) #EH &R,

RERERREN

REREBABRAR—RMERE OTP) BE=F50REaHE. CUUERAZEETHRENFIREKL
HEEREARER  HAREN MFARE, E=rREREAERALANS RFC 6238 , EREAER
By — XM (TOTP) JEEE | BAELE AU BERER,
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ERTEWA MFA B | S4AERTRNBASRTAARBREREARXNERRE. SEEKGE
AEN MFA REBRL AR, EUUAEAEENEREZMMEREREARER,

BAETIIMENE =L REREAEINETESE, T8 , £ANE TOTP WEARXHEMAR
AWS Builder ID MFA,
ERRH ERENBRERERAER

Android 1Password, Authy, Duo Mobile, Microsoft
Authenticator, Google Authenticator

i0S 1Password, Authy, Duo Mobile, Microsoft
Authenticator, Google Authenticator

A& MFA £E

® Note
it MFA, B, RBEER—EEELEA®R  TRTERTEEFENEE LB A MFA,

FEHARFERNEAREXZMEN MFA £E

1. 1 https : //https://settings.aws.com BERL AWS ER7E.
2. EXEEBEERYD  EEEELZLMNEA,

REEREEMEME AWS BNRESR ID RERE,
3. EXR:2HEL K BEFMEE.
4. HEEMMFAREREL  EERESREAREN,

5. AWS Builder ID 2T EREEEN , 2 QREAFEK. BFR "REAER, WX
N, IETXE QR REBHWERZENREAEXPFBE@ A,

6. FRMEHREREAEX. WERRAEXRE A F2HR BESFEAES,

MRBREFEAEAXIESE MFA RESIRF |, HERENH MFA ZEEFIRFARIER,

7. ¥IETMFAEARXEAXE QRAE , AR ERELANRESNEAERER LT TIHP—17
B’IE -
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https://play.google.com/store/apps/details?id=com.azure.authenticator
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https://apps.apple.com/us/app/authy/id494168017
https://apps.apple.com/us/app/duo-mobile/id422663827
https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://apps.apple.com/us/app/google-authenticator/id388497605
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1. BEETQRTG , AREAEAENFEH QR &, fi0 , B LLUEZREME RSUEZEREL
REHEGHERE, RAREARZENERERHELRR,

2. BERETIEER K ARE MFA EARXTRAZNEER,

TEAE , ENREREAENSEELETR —XERR,

8. ERFEHREABAHHAS K WABNHRERIREABAPH —RERE, B#IF Assign MFA (38
i MFA).

/A Important

EERBEIUNERENER, NREELRENE  RABREFAXTERER , Al MFA
RECKIEEHW AWS BES ID B , B MFA RETES., gBEEEREARRE

AERIN—RMERE (TOTP) FiB T —/ REBEEREBE, EEBERT , BAUEH

BLEE, MEHMER , BBE#HA IR HHRHH BB RHRRHRBHRHRRIHRS o

9. BETAWSHER D HFARERHSELNER FREEEFHE. LEBTHHEEIHERE
EREEMAY E M A

MFA £ BRI LA AWS RE. BERM AWS EBEES ID #EEH,

KEZeRIMALZHN MFA K&
FRZESBEMEN MFA £E&

1. £ https : //https://settings.aws.com BIRX AWS F&TEo
2. EFEEERT , BEEEETLMENEA,

REEREEHREME AWS ZWREESR ID BRERE,

ExeHEE L , BEGEMERE.

HEMMFARERRE L , BERE TR,

BRENZLTREMA, NMREEAERBNERRZSER  FHEEEINEHNER,
BEEELNETR. EHERERBENEZRENBESRMAERTE.

EEHEAWS ZER D HPARERMUZCNER  FERENDS, LEBTHBEES LEE
EREEMAY E M A

N o o b~
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AWS IR EE &L

MFA £EIRFE R LAE AWS 3RE. BERHM AWS EE=R ID #BE A,

EfrE MFA &

EfonE MFA £E&

1. 7 https : //https://settings.aws.com BIREX AWS F&%Eo

2. EXEEBEERY  EEEETLSMNBA,
RSB EEHRERE AWS BHERESS ID FRERE,

3. EIE Security (R£H), ERIKEEHK , A5 EMTRERRE,

4. ENMERESFEN MFAEE, SURLEEEFTR. RESHBRBFEH R,

5. EFMMETYD , EMFAREEZBIHRATERE ARBEENTE. EFnENEESET
EZEEZRRFE (MFA) £ET,

MERIEHY MFA &

BEMERLREMESZEERATN MFARE, ZEFAZEERRE K BURSEEIPBRAEER

ME MFA 88,
MIBR MFA &

o
hil

1. 7E https : //https://settings.aws.com BRL AWS
2. EXEEERYD K EEEELZLMMNEA,

RSB EEREEE AWS BNEBES ID RER.
3. ERLMEEL , ENMELEN MFA KE , REZEMER,
4. TEMBR MFA REr ? EHRE  BRBERMBRENEE,
5. E#E MkR,

REBHNERETEBEHRESEEZERZRT (MFA) RET,

BB MFAEE
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M ER AWS FRE VAT R TAEFE R

/A Warning
EMBEMEEQERBENTFRANER. EURESELFIULEER,

BRI BAE AWS REFMIBRERENA TR, MREEEIHINKE  FEELHNRHILMER
P8 TYERE B o
i BR PR TR ER

1. £ https : //https://settings.aws.com BIRX AWS E&TEo
2. EXEBEERYD  EEEELZLMNEA,

REEREEMEME AWS BNRESR ID RERE.
3. HYEBEAMNEKE  EEMERAE ITFERER.
4. FEFDIGHERIE |, RBRBEMERAE TERER.

&8 H AWS BRTE

£ AWS REFEE SR 4B S ERE

/A Warning
MBI EERERBENETFRMFER. BUREREEZFEIULER,

BRLERSEEHE, MEERKERIUERENER  MRECABRENESE |, ERBREIRE
BEALWERE. WREHE AWS HIERR  SHNEBL AR EARNEFRENXH LETHEBET
2MRF.

EREBEZRE , B0 LUE AWS Builder ID 2 E 2, EREFEMRE AWS 3RE. AWS ZESS ID
AR &% B AWS B ESS ID BEEFEIRNEM AWS ERFPHNERE,

EHERBREEEAAESRETENBRBEPIRERN SN, ENEBELEFENTHR AWS, BR
NEERESENEMBATE.
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AWS tRFEE EREES

PEENBENER

1. 7 https : //https://settings.aws.com BRI AWS
2. EFEEERT , BEEEERER.
3. HHHREREN  BEEERER,

o
hil

REEREEHNEDE AWS ZWEESS ID BRERE.
MEREREA , FEERE.

(R ) #HHE8  BAFHERE.

(1A ) HRIER K B AFTWER,

BEMREFEE.

N o o &

£ AWS BREFEBFERNE FE M4t

/A Warning
EMEMEEQERIAEBNEFRMATERR, SURERELIFIULER,

IERBAE AWS REFRBEENEFTHN, ELBEETEHMHR , BRNNWEFBAEEEN AWS &
EEN AWS ZERR ID 55, EREEEAZEFBHFIR AWS SREFHNEMESR |, BEFLUEH
ZEFEH AWS BIXEM,

SEANERRATRANEERS | SREKKEAALHETBEbYL,
BECHETFBY

—

£ https : //https://settings.aws.com BERL AWS ER7E.
. EXEEERY  BEEERERE.
3. HEBREEEN  BEEERERE

REERLEMEDE AWS BHWRESR ID RERE
4. MEBHEEF  FEREBRE.

5. HREFEM4i  WAFHNE Tl , RRZERIETEN. BMNSEEHEF B4yt
HEBRRIHIGEE, CEERIEFHMHREIRTBA .

6. HHBRBWN K WARMEZEEHETFBHNRIR,
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7. #IE Verify ().

£ AWS 52 E iR B SR BiEE A

/A Warning
EMBEMEERRERBENEFRMFER. EURERELZFEIULER,

BRI L mEEER AWS REMBBNEFRBS U, ERBIELER  TRELERERT.
& ERELNBISER

1. 7E https : //https://settings.aws.com BERK AWS E&7E.
2. EXEEERT  BEETERER.

3. MEMKREF , FEERE

4. BWAFHRIBHEER,

5 EERE.

nl‘ﬂ

£ AWS ERE B EFEME A ERY AR LS E AR %5

/A Warning
MBI EERBRBENETFRMFER. EUREREEZFEULER,

AWS Al R FTReEEANTHREF AT URERY , SIS EREBE, FARBRE, BIEIE
B, Al , BATESKEERBTERE AWS BE L&A REHN AWS EiEF /A5, LALLER
AWS RERENEABHRBTRKIE RS, EFRHNIZEIH Al RIFZEZFREBUR AWS EEF&
B AWS {8, WERBREBRNFMER , F2H Al IRIIZEEIE HBER XK,

BETEZWARE R , SitE Al REEETZRBEREN BoIMREZEN Al BT , £ALHR
BRRBETZBFIEER,

iZEIRH Amazon Monitron EEHMIS R, MEFHMEN , F2E AWS ¥ ER. REEREEE
ATLLEIEIRH AWS Al IR EERMERA.
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AWS I FEE EREEE
BETRE AWS Al REFERAER

1. 7 https : //https://settings.aws.com BIREX AWS F&E.

2. EXEEERYP , BEEXR

3. SIS | BEEME , ARBETE AWS Al RBEAEH.
4. TEREHNEE K RABREBEEEERD,

FERIEH AWS B EEE ID BB

/A Warning
BMEEEOERHEENTFRMAFERE. BREEEFIULER,

BT LAFE SR F#a4R 82 AWS Builder ID HEBRVEAEZ A , AR R AWS Builder ID £EL AWS HIFERA
BRAMBRE. RFSE 30 RABRBELENGER , YELENERNERREFENE, EERBRERESEE
AREERE | IREEERARA AWS RERE, SMATLIBEBREEMEERZRNERSHMEE.

WETEENTREFNNFMAES  SFEELMWAWS Bk, EAEX, Em. BE. SHNERAEE
MEAES  FSHE AWS B,

AERIENER

1. 1E https : //https://settings.aws.com BIRX AWS ERTEo
2. EFXEEERD , BEEEERER.
3. REEERERE

RGeS AEHERNE AWS BNEESE ID RER.
4. BEBILENMER,
5. B LFBEREMEBESS ID ERE AWS EBHER,

RERA R EHRERMAKRIENFBRNERER , FE 30 RATK.

6. ERKRIRMACEEFRNEFEMHR , FEERL AWS ZER ID REENBAEEERET,
BECALNENTE Z2IP HENHTARE.

e

RERSFERER | EEEEMBR AWS EREES ID,

EREH AWS BESS ID EX 41
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£ AWS SREFEUER

/A Warning
EMBEMEERRERBENETFRMFER., EUREREZFEULER,

ERUSLEY AWS BER AWS 1RF WE— . EXRUISHEAMIBEELRANRE, LB AWS
MEREBAREAERAN—EHBNERARS. —EERTUBEEARNRBNEERR. S0,
BALEVRBRAEENER  EXRESERARINER  aFERE, EEERNET.

BRI REEBERRERAANLER  wMAULAESEERAEXZENERER.

RIBIRFHPNER , SEERTBAEEACHRKEZH. IRECANELEFE , BAILUE AWS REF
ABEERZEXHRS, MFFMBER , F2REAWS REFEUZ RS, SAERERE &
HEAEESARENERENEELER,

BEYERNEESEH

« BUUERTRUBERKES 7 HENER,

- BEERERENENERLERK -1, HtERKNERENERTUEEHRNER.

- EREBUIETIERFR : a-z, A-Z, 0-9 FWAE ()

- EREVERE , SREBEBEHUPHIER/ME  SER AWS ERGEBRE (Bx%H)
(us-east-2), BN ( HTEFWE ) (eu-north-1) REKEE ( EHR ) (ap-southeast-2),
FLEINTNERERBELECKET. WEFHER  F2EAWS B BNEE,

B

g

i

E

T
F

A

£ https : //https://settings.aws.com BEREL AWS ERE.
EXSEERYD , BEEER,

BEBIER,

EERERYD , BASERNHELREERE,

ERBFEBRERFR K SRERXSLRALEE,
5. BEEV

A

BIER 42


https://settings.aws.com

AWS tRFEE EREES

BYERFELEVENRKE, EENERTAHAE , EUNEEERTFHAWS EEFZA URKE
o

WMREERTE Al RIS T ELEER EE AWSIRF , BUURTEENERHPELEIR,
2R Al imis TENSHIRRRFEHRER

What is the Region for my project test project?
Create a hello world Lambda function in my project test project.

Create an S3 bucket in my project test project.

AWS B ZH R

/A Warning
MBI EERRERBENETFRMFER. EUREREZFEULER,

ELRVERE , SRBEEBBUPHNER/ME , ER AWS BEGEERI (HBXB ) (us-
east-2), BUM ( BiESMEE ) (eu-north-1) RImAEE (FFH ) (ap-southeast-2), BEI
WEAERBERBETEEXE,

TR AWS B AEHNIRFZEINN NEEBSHE !

. MREEAWS BREFEEHKRET , CFEANESEIASEE, IREEEFEEEES , HEH
M AWS (P ) . BT LLARKNIRERAERIIEE , LLERT RN ED,

« AWS ARES S EHM T EN BT , EEEESEBARTNGIM. EEEEEHZE 2026 £8 A 18
BNEFXERESE A6 BF2E TR, MREZEEER , B LEAWS 3RE PR K BIGERIN ESE,

s BB UMRENERFERA, ELRBEBBE—EFHFN , ZEFVEELZNETERHTE, NFE
SHIMER , BSBAWS HERBERR, i RERKEAUERSE BEFTFER, £ & AWS EEX#E
A, BUUERSEREPRIEELRYE  EELREEEZFRINKRKEE  SREFHEESE,

- WREFEH Amazon Bedrock , BIALAE A APIAPIs A" ErFFETERARA AWS EiE NEABE
YER,

- MREFEA CloudFront , BIEEEFMZEE 2B ERNISEIERELZFER, ESFE AWS WAF
#&H CloudFront £/ .
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AWS RS EE R
- BYESK £HRERN CloudTrail EHREHE 2EREEENEEP, EBUUFEELSEH,
- AWS WAF 1 Amazon CloudWatch Logs EXEIRE ( #SEIEILEP ) (us-east-1) 121t

BALAER AWS 3RE , SREIRFHFEERNFNEEE., £ § AWS EEBIHA , KAZERBEE
AREELEFFENES , 215 Bedrock fl SageMaker, MRERLIKBHEEERB RS , TS
BEASFTAE AP| IR B EKREHNEE ED,

S AWS BHE AR ERZIND
BEEBRE  BRECERIEMAWS BRZH , —EHRRERAWS BR &
B AWS Bl BB ERMEY

1. 7E https : //https://settings.aws.com BIRL AWS F&Eo
2. EXEEBEERD , BEEXR,
3. EEIEBERY , EBEHMLENA.

HlmEesp |, Sha kI RERAEBE AWS RS 1D,
4. HR EE , FEFI AWS B ZHNEREHEEHSP,

ESREEMNERDEI[EG AWS ERE | ELERA Amazon Resource Name €2 b1 H AWS
&1,

EEBERE (HxH) MEERHERNER/ME (us-east-2)

Bl Bl RCHS
Zith-F R BAE AG
FIARE AR
BRE BS
BERE% BB
BEH BZ
AR BO
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Bl Bl RACHS
22 BR
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ERRMRE PM
HREST SX
RET=HRERNNES TC
XBHRES VI

FoAEE (EH) MERBERNBIR/ME (ap-southeast-2)

B & BIRHS
fE T AF
BN AU
oY) IE) BD
T BT
P BN
RIHIR KH
a2 CN
RN (Timor-Leste) TL
£ FJ
5B HK

ERAEE (R ) HEEHERNBEIR/ME (ap-southeast-2) 47



AWS tRFEE EREES

Bl Bl RACHS
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Bl& BIRHH
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Bl Bl RACHS
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Bl& Bl RACHS
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Bl Bl RACHS
FREEE MR
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Bl Bl RACHS
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Bl Bl RACHS

Ber RE

EffgE SH
BARENERETHE GS

HEREMNEELE SJ

ik Ug ) EH

HBNZERR

/A Warning
BEMEREEOARIENTFRMHTERR, SARESELFEULLER,

ERERAEMNH AWS R , € AWS EEREBEEBCR , @FEREHIBEK RCPs) MARI2H
R SCPs), EEREBMZH A L ERBEFTEIERRENTEIH AWS EER 2 A LREEK
RYENE , LA B BRI R E B3 .

SR ARFF B BOR
UTRERTHARAZNREEHIEE  SE8E

{
"Version" : "2012-10-17",

"Statement" : [
{

"Sid" : "BlockOrgEscape",

"Effect" : "Deny",

"Action" : [
"account:CloseAccount",
"organizations:AcceptHandshake",
"organizations:LeaveOrganization",
"sso:Createlnstance"

1,

"Resource" : "*"

BBNZERR 57



AWS tRFEE EREES

},
{
"Sid" : "ProtectManagedRoles",
"Effect" : "Deny",
"Action" : [
"iam:AttachRolePolicy",

jam:CreateRole",
"iam:DeleteRole",

iam:DeleteRolePermissionsBoundary",
"iam:DeleteRolePolicy",

iam:DetachRolePolicy",
"iam:PutRolePermissionsBoundary",

iam:PutRolePolicy",

iam:TagRole",
"iam:UntagRole",
"iam:UpdateAssumeRolePolicy",

iam:UpdateRole"
1,

"Resource" : "arn:*:iam::*:role/managed/*",
"Condition" : {
"StringNotLike" : {
"aws:PrincipalArn" : "arn:*:iam::*:role/managed/

AWSManagedAccountManagementAccessRole"

EERAERINRER  TEBRILBER, WEFMER , BSRBAER AWS T8,

RRERIRER  LBRERFEESHABNREE  RUBERANSEAREIRS , @FEHERELRE
ARHVIRF

o, BARERPHABEAEEATIRBEHEER , MRHHFIZEHHLEE AWS SREPTHK
MERETHEB R

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" : "BlockAccountManagementAPIs",
"Effect" : "Deny",

HRMBHIREIHRE 58



AWS IRF &=

ERAEER

"Action" : [
"account:AcceptPrimaryEmailUpdate",
"account:DeleteAlternateContact",
"account:DisableRegion",
"account:EnableRegion",
"account:GetAlternateContact",
"account:GetContactInformation",
"account:GetGovCloudAccountInformation",
"account:GetRegionOptStatus",
"account:PutAccountName",
"account:PutAlternateContact",
"account:PutContactInformation",
"account:StartPrimaryEmailUpdate"

1,

"Resource" : "*"

IlSidll
"Effect"
"Action"

"Resource" : "*"

IlSidll
"Effect"
"Action"

"Resource" : "*"

IlSidll
"Effect"

"Action" : [

"notifications:
"notifications:

"notifications

"notifications

"DenyBillingOperations",
IlDenyl
"billing:*",

1
’

"DenyNotificationContactsOperations",
IlDenyl
"notifications-contacts:*",

1
’

"DenyRestrictedNotificationOperations",
IlDenyl

1
’

AssociateChannel",
AssociateManagedNotificationAccountContact",

:AssociateManagedNotificationAdditionalChannel",
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:

AssociateOrganizationalUnit",
CreateEventRule",
CreateNotificationConfiguration",
DeleteEventRule",
DeleteNotificationConfiguration",

:DeregisterNotificationHub",
"notifications:
"notifications:
"notifications:

DisableNotificationsAccessForOrganization",
DisassociateChannel",
DisassociateManagedNotificationAccountContact",
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"notifications:
"notifications:
"notifications:
"notifications:
:GetFeatureOptInStatus",
"notifications:
"notifications:
"notifications:

"notifications

DisassociateManagedNotificationAdditionalChannel",

DisassociateOrganizationalUnit",
EnableNotificationsAccessForOrganization",
GetEventRule",

GetNotificationConfiguration",
GetNotificationEvent",
GetNotificationsAccessForOrganization",

"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListManagedNotificationChannelAssociations",
"notifications:ListMemberAccounts",
"notifications:ListNotificationConfigurations",
"notifications:ListNotificationEvents",
"notifications:ListNotificationHubs",
"notifications:ListOrganizationalUnits",
"notifications:ListTagsForResource",
"notifications:PutFeatureOptInStatus",
"notifications:RegisterNotificationHub",
"notifications:TagResource",
"notifications:UntagResource",
"notifications:UpdateEventRule",
"notifications:UpdateNotificationConfiguration"

1,

IlResourcell nmn

"Sid" "DenyRoleManagerDisablement",

"Effect" "Deny",

"Action" "iam:PutAccountProperties",

"Resource" : "*",

"Condition" : {
"ForAnyValue:StringEquals" : {

"iam:AccountPropertyNamespaces" "RoleManager"

[

ERRAERIIRER  SBRLEE, NFFHRER

s
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{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" : "UsEastlPartitional",
"Effect" : "Deny",

"NotAction" : [
"account:*",
"acm:*",
"activate:*",
"artifact:*",
"aws-marketplace:*",
"bedrock-mantle:CallwWithBearerToken",
"bedrock-mantle:CreateInference",
"bedrock-mantle:GetInference",
"bedrock-mantle:GetModel",
"bedrock-mantle:ListModels",
"bedrock:ApplyGuardrail",
"bedrock:CountTokens",
"bedrock:GetFoundationModel",
"bedrock:GetFoundationModelAvailability",
"bedrock:GetInferenceProfile",
"bedrock:InvokeModel",
"bedrock:InvokeModelWithResponseStream",
"bedrock:ListFoundationModels",
"bedrock:ListInferenceProfiles",
"budgets:*",
"ce:*",
"chatbot:*",
"cloudfront-keyvaluestore:*",
"cloudfront:*",
"cloudshell:*",
"cloudtrail:LookupEvents",
"cloudwatch:BatchGet*",
"cloudwatch:Describe*",
"cloudwatch:GenerateQuery",
"cloudwatch:Get*",
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"cloudwatch:List*",
"consoleapp:*",
"cost-optimization-hub:*",
"ec2:DescribeRegions",
"ecr-public:*",
"freetier:*",

"health:*",

"iam:*",

"identitystore-auth:*",
"identitystore:*",

"invoicing:

* 11
’

"kms:CreateGrant",
"kms:Decrypt",

"kms:DescribeKey",
"kms:ListAliases",

"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:

"logs:*",

AttachCertificateToDistribution",
CreateCertificate",
CreateContactMethod",
CreateDistribution",
CreateDomain",
CreateDomainEntry",
DeleteAlarm",
DeleteCertificate",
DeleteContactMethod",
DeleteDistribution",
DeleteDomain",
DeleteDomainEntry",
DetachCertificateFromDistribution",
Get*",

IsVpcPeered",

PutAlarm",
ResetDistributionCache",
SendContactMethodVerification",
SetIpAddressType",
TagResource",

TestAlarm",

UntagResource",
UpdateDistribution",
UpdateDistributionBundle",
UpdateDomainEntzry",

"managedblockchain-query:*",
"managedblockchain:*",
"mapcredits:*",
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"notifications:
"notifications:
"notifications:
"notifications:

"notifications
"organizations
"pricing:*",
"qi*t,
"routeb53:*",
"route53domain

GetManagedNotificationConfiguration",
GetManagedNotificationEvent",
ListManagedNotificationChildEvents",
ListManagedNotificationConfigurations"
:ListManagedNotificationEvents",

kN
o ’

s:*",

"route53globalresolver:*",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"servicequotas
"signin:*",
"sso-directory
"sso-oauth:*",
"sso:*",
"sts:*",
"support:*",
"tax:*",

kN
o ’

kN
o ’

"trustedadvisor:*",

"uxc:*",
"waf:*",
"wafv2:*"

1,

"Resource" : "*"

"Condition" : {
"StringEquals"

’

{

"aws:RequestedRegion" : "us-east-1"

"Sid" : "DenyUsEastlWafResourceAssociation",

"Effect" : "Deny
"Action" : [

n
’

"wafv2:AssociateWebACL",
"wafv2:DisassociateWebACL",
"wafv2:GetWebACLForResource",
"wafv2:ListResourcesForWebACL"

15
"Resource" : "*"
"Condition" : {

’
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"StringEquals"

{

"aws:RequestedRegion" : "us-east-1"

}
}I
{

"Sid" : "UsWest2Partitional",

"Effect" : "Deny",

"NotAction" : [

"bedrock-mantle:
"bedrock-mantle:
"bedrock-mantle:
"bedrock-mantle:
"bedrock-mantle:

CallwithBearerToken",
CreateInference",
GetInference",
GetModel",
ListModels",

"bedrock:ApplyGuardrail”,
"bedrock:CountTokens",
"bedrock:GetFoundationModel",

"bedrock:GetFoundationModelAvailability",

"bedrock:GetInferenceProfile",
"bedrock:InvokeModel",

"bedrock:InvokeModelWithResponseStream",

"bedrock:ListFoundationModels",
"bedrock:ListInferenceProfiles",

"cloudshell:*",

"cloudtrail:LookupEvents",

"health:*",

"identitystore-auth:*",
"identitystore:*",

"kms:Decrypt",

"kms:DescribeKey",
"kms:ListAliases",

"networkmanager-
"networkmanager:

chat:*",

* 11
’

"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"servicequotas:*",
"sso-directory:*",

"sso-oauth:*",
"sso:*",
"support:*",

"trustedadvisor:

Iluxc:*ll

1,

* 10
’
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"Resource"
"Condition"

"y
’

{

"StringEquals" : {
"aws:RequestedRegion" : "us-west-2"

}
}I
{

"Sid" : "RegionFloor",

"Effect"
"NotAction"
"bedrock-
"bedrock-
"bedrock-
"bedrock-
"bedrock-
"bedrock
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock
"bedrock:
"bedrock:
1,
"Resource"
"Condition"

"Deny",

[
mantle:CallwWithBearerToken",
mantle:CreateInference",
mantle:GetInference",
mantle:GetModel",
mantle:ListModels",

:ApplyGuardrail",

CountTokens",
GetFoundationModel",
GetFoundationModelAvailability",
GetInferenceProfile",
InvokeModel",

:InvokeModelWithResponseStream",

ListFoundationModels",
ListInferenceProfiles"

"
’

{

"StringNotEquals" : {

"aws:Re

questedRegion" : [

"unspecified",

"us-e
"sele

ast-1",
cted-region",

"us-west-2"

RUFEREThEER |, TOIRBIZFBREERAZENIRS
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{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" : "UsEastlPartitional",
"Effect" : "Deny",
"NotAction" : [
"a4sb:*",

"access-analyzer:*",
"account-access:*",

"account:*",

"acm:*",

"activate:*",

"artifact:*",
"aws-marketplace-management:*",
"aws-marketplace:*",
"aws-portal:*",
"bedrock-mantle:CallWithBearerToken",
"bedrock-mantle:CreateInference",
"bedrock-mantle:GetInference",
"bedrock-mantle:GetModel",
"bedrock-mantle:ListModels",
"bedrock:ApplyGuardrail",
"bedrock:CountTokens",
"bedrock:GetFoundationModel",
"bedrock:GetFoundationModelAvailability",
"bedrock:GetInferenceProfile",
"bedrock:InvokeModel",
"bedrock:InvokeModelWithResponseStream",
"bedrock:ListFoundationModels",
"bedrock:ListInferenceProfiles",
"billing:*",
"billingconductor:*",
"budgets:*",

"builderid:*",

"ce:*",

"chatbot:*",

"chime:*",
"cloudfront-keyvaluestore:*",
"cloudfront:*",

"cloudshell:*",
"cloudtrail:LookupEvents",
"cloudwatch:BatchGet*",
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"cloudwatch:Describe*",
"cloudwatch:GenerateQuery",
"cloudwatch:Get*",
"cloudwatch:List*",
"compute-optimizer:*",
"config:*",

"consoleapp:*",
"consolidatedbilling:*",
"cost-optimization-hub:*",
"cur:*",
"datapipeline:GetAccountLimits",
"devicefarm:*",
"directconnect:*",
"ec2:DescribeRegions",
"ec2:DescribeTransitGateways",
"ec2:DescribeVpnGateways",
"ecr-public:*",

"fms:*",

"freetier:*",
"globalaccelerator:*",
"health:*",

"iam:*",
"identitystore-auth:*",
"identitystore:*",
"importexport:*",
"invoicing:*",

"ig:*",

"kms:*",
"license-manager:ListReceivedLicenses",
"lightsail:AttachCertificateToDistribution",
"lightsail:CreateCertificate",
"lightsail:CreateContactMethod",
"lightsail:CreateDistribution",
"lightsail:CreateDomain",
"lightsail:CreateDomainEntry",
"lightsail:DeleteAlarm",
"lightsail:DeleteCertificate",
"lightsail:DeleteContactMethod",
"lightsail:DeleteDistribution",
"lightsail:DeleteDomain",
"lightsail:DeleteDomainEntry",
"lightsail:DetachCertificateFromDistribution",
"lightsail:Get*",
"lightsail:IsVpcPeered",
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"lightsail:PutAlarm",
"lightsail:ResetDistributionCache",
"lightsail:SendContactMethodVerification",
"lightsail:SetIpAddressType",
"lightsail:TagResource",
"lightsail:TestAlarm",
"lightsail:UntagResource",
"lightsail:UpdateDistribution",
"lightsail:UpdateDistributionBundle",
"lightsail:UpdateDomainEntzry",
"logs:*",
"managedblockchain-query:*",
"managedblockchain:*",
"mapcredits:*",

"mobileanalytics:*",
"networkmanager:*",
"notifications-contacts:*",
"notifications:*",
"organizations:*",

"payments:*",

"pricing:*",

R
"quicksight:DescribeAccountSubscription”,
"resource-explorer-2:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"routeb3:*",

"route53domains:*",
"route53globalresolver:*",
"s3:CreateMultiRegionAccessPoint",
"s3:DeleteMultiRegionAccessPoint",

"s3:DescribeMultiRegionAccessPointOperation”,

"s3:GetAccountPublicAccessBlock",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetMultiRegionAccessPoint",
"s3:GetMultiRegionAccessPointPolicy",
"s3:GetMultiRegionAccessPointPolicyStatus",
"s3:GetStoragelLensConfiguration",
"s3:GetStoragelLensDashboard",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints",
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"s3:ListStoragelLensConfigurations",
"s3:PutAccountPublicAccessBlock",
"s3:PutMultiRegionAccessPointPolicy",
"savingsplans:*",
"servicequotas:*",

"shield:*",

"signin:*",

"sso-directory:*",

"sso-oauth:*",

"sso:*",

"sts:*",

"support:*",

"supportapp:*",

"supportplans:*",
"sustainability:*",
"tag:GetResources",

"tax:*",

"trustedadvisor:*",

"uxc:*",
"vendor-insights:ListEntitledSecurityProfiles",
"waf-regional:*",

"waf:*",
"wafv2:*"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"aws:RequestedRegion" : "us-east-1"
}
}
},
{
"Sid" : "UsWest2Partitional",
"Effect" : "Deny",

"NotAction" : [
"bedrock-mantle:CallwWithBearerToken",
"bedrock-mantle:CreateInference",
"bedrock-mantle:GetInference",
"bedrock-mantle:GetModel",
"bedrock-mantle:ListModels",
"bedrock:ApplyGuardrail”,
"bedrock:CountTokens",
"bedrock:GetFoundationModel",
"bedrock:GetFoundationModelAvailability",
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1,

"bedrock:GetInferenceProfile",
"bedrock:InvokeModel",

"bedrock:InvokeModelWithResponseStream",

"bedrock:ListFoundationModels",
"bedrock:ListInferenceProfiles",
"cloudshell:*",
"cloudtrail:LookupEvents",
"health:*",
"identitystore-auth:*",
"identitystore:*",
"kms:Decrypt",
"kms:DescribeKey",
"kms:ListAliases",
"networkmanager-chat:*",
"networkmanager:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:
"route53-recovery-readiness:*",
"servicequotas:*",
"sso-directory:*",
"sso-oauth:*",

"sso:*",

"support:*",
"trustedadvisor:*",

"uxc:*"

"Resource" : "*",
"Condition" : {

}
}I
{

"StringEquals" : {

"aws:RequestedRegion" : "us-west-2"

"Sid" : "RegionFloor",
"Effect" : "Deny",
"NotAction" : [
"bedrock-mantle:CallwWithBearerToken",

"bedrock-mantle:CreateInference",
"bedrock-mantle:GetInference",
"bedrock-mantle:GetModel",
"bedrock-mantle:ListModels",
"bedrock:ApplyGuardrail”,
"bedrock:CountTokens",
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"bedrock:GetFoundationModel",
"bedrock:GetFoundationModelAvailability",
"bedrock:GetInferenceProfile",
"bedrock:InvokeModel",
"bedrock:InvokeModelWithResponseStream",
"bedrock:ListFoundationModels",
"bedrock:ListInferenceProfiles"
1,
"Resource" : "*",
"Condition" : {
"StringNotEquals" : {
"aws:RequestedRegion" : [
"unspecified",
"us-east-1",
"selected-region",
"us-west-2"

32 HH R 1B B AR A5 422 Rl B R
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"Version": "2012-10-17",
"Statement": {
"Sid": "DenyBedrockUsage",
"Effect": "Deny",
"Action": [
"bedrock:ApplyGuardrail”,
"bedrock:CallWithBearexrToken",
"bedrock:InvokeAgent",
"bedrock:InvokeAutomatedReasoningPolicy",
"bedrock:InvokeDataAutomation",
"bedrock:InvokeDataAutomationAsync",
"bedrock:InvokeFlow",
"bedrock:InvokeInlineAgent",
"bedrock:InvokeModel",
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"bedrock:InvokeModelWithResponseStream",
"bedrock:InvokeTool",
"bedrock:0ptimizePrompt",
"bedrock:Retrieve",
"bedrock:RetrieveAndGenerate",
"bedrock:StartFlowExecution",
"bedrock-mantle:CallwWithBearerToken",
"bedrock-mantle:CreateInference"

]I

"Resource": "*"

"Version": "2012-10-17",
"Statement": {

"Sid": "DenyLambdaUsage",

"Effect": "Deny",

"Action": [
"lambda:DeleteFunctionConcurrency",
"lambda:InvokeAsync",
"lambda:InvokeFunction",
"lambda:InvokeFunctionUrl",
"lambda:PutFunctionConcurrency"

]I

"Resource": "*"

"Version": "2012-10-17",
"Statement": {
"Sid": "DenySageMakerInference",
"Effect": "Deny",
"Action": [
"sagemaker:InvokeEndpoint",
"sagemaker:InvokeEndpointAsync",
"sagemaker:InvokeEndpointWithResponseStream"

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "DenyCompute",
"Effect": "Deny",
"Action": [

1,

"ec2:CreateNatGateway",
"ec2:CreateVolume",
"ec2:CreateVpnConnection",
"ec2:RunInstances",

"ec2:StartInstances",
"elasticloadbalancing:CreatelLoadBalancer",
"autoscaling:CreateAutoScalingGroup",
"ecs:CreateService",

"eks:CreateCluster",
"eks:CreateNodegroup",
"eks:CreateFargateProfile",
"elasticbeanstalk:CreateEnvironment",
"apprunner:CreateService",
"apprunner:ResumeService",
"batch:CreateComputeEnvironment",
"elasticmapreduce:RunJobFlow",
"appstream:CreateFleet"

"Resource": "*"

"Sid": "DenyLambda",

"Effect": "Deny",

"Action": "lambda:CreateFunction",
"Resource": "*"

"Sid": "DenyDatabase",
"Effect": "Deny",
"Action": [

"rds:CreateDBCluster",
"rds:CreateDBInstance",
"rds:RestoreDBClusterFromS3",
"rds:RestoreDBClusterFromSnapshot",

rds:RestoreDBClusterToPointInTime",
"rds:RestoreDBInstanceFromDBSnapshot",
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rds:RestoreDBInstanceFromS3",
"rds:RestoreDBInstanceToPointInTime",
"rds:StartDBCluster",
"rds:StartDBInstance",
"dynamodb:CreateTable",
"dynamodb:CreateGlobalTable",
"elasticache:CreateCacheCluster",
"elasticache:CreateReplicationGroup",
"timestream:CreateDatabase",
"timestream:CreateTable",
"memorydb:CreateCluster"”,
"es:CreateDomain",
"aoss:CreateCollection",
"redshift:CreateCluster",
"redshift:ResumeCluster",
"redshift-serverless:CreateWorkgroup",
"dsql:CreateCluster"

1,

"Resource": "*"

"Sid": "DenyStorage",

"Effect": "Deny",

"Action": [
"elasticfilesystem:CreateFileSystem",
"datasync:CreateTask",
"storagegateway:ActivateGateway",
"glacier:CreateVault"

1,

"Resource": "*"

"Sid": "DenySageMaker",

"Effect": "Deny",

"Action": [
"sagemaker:CreateApp",
"sagemaker:CreateEndpoint",
"sagemaker:CreateNotebookInstance",
"sagemaker:CreateProcessingJob",
"sagemaker:CreateTrainingJob",
"sagemaker:CreateTransformJob",
"sagemaker:StartNotebookInstance"

]I

"Resource": "*"
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}I
{

}I
{

"Sid": "DenyBedrock",
"Effect": "Deny",
"Action": [

"bedrock:CreateCustomModelDeployment",
"bedrock:CreateDataAutomationProject",
"bedrock:CreateEvaluationJob",
"bedrock:CreateMarketplaceModelEndpoint",
"bedrock:CreateModelCustomizationJob",
"bedrock:CreateModelImportJob",
"bedrock:CreateModelInvocationJob",
"bedrock:CreateProvisionedModelThroughput",
"bedrock-mantle:CreateCustomizedModel",
"bedrock-mantle:CreateFineTuningJob",
"bedrock-mantle:CreateReservation"

]I

"Resource": "*"

"Sid": "DenyAIML",

"Effect": "Deny",

"Action": [
"kendra:CreateIndex",
"personalize:CreateSolution",
"personalize:CreateCampaign",
"forecast:CreatePredictor",
"forecast:CreateForecast",
"rekognition:CreateProject",
"lex:CreateBot"

]I

"Resource": "*"

"Sid": "DenyNetworking",
"Effect": "Deny",
"Action": [

"cloudfront:CreateDistribution",

"route53:CreateHostedZone",
"appmesh:CreateMesh"

]I

"Resource": "*"
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"Sid": "DenyApiGatewayCreate",
"Effect": "Deny",

"Action": "apigateway:POST",
"Resource": [

"arn:aws:apigateway:*::/restapis",

"arn:aws:apigateway:*::/apis"

"Sid": "DenyMessaging",

"Effect": "Deny",

"Action": [
"mqg:CreateBroker",
"kafka:CreateCluster",
"kafka:CreateVpcConnection",
"kinesis:CreateStream",
"firehose:CreateDeliveryStream",

"kinesisanalytics:CreateApplication",

"kinesisvideo:CreateStream",
"sns:CreateTopic",
"sqs:CreateQueue",
"events:CreateEventBus",
"pipes:CreatePipe",
"scheduler:CreateSchedule"

]I

"Resource": "*"

"Sid": "DenyAnalytics",

"Effect": "Deny",

"Action": [
"states:CreateStateMachine",
"glue:CreateJob",
"glue:CreateCrawler",
"athena:CreateWorkGroup",
"appsync:CreateGraphqlApi",
"appflow:CreateFlow",
"datazone:CreateDomain",
"datazone:CreateProject",

"entityresolution:CreateMatchingWorkflow",

"datapipeline:CreatePipeline",
"dataexchange:CreateDataSet"

]I

"Resource": "*"
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}I
{

"Sid": "DenyDevTools",

"Effect": "Deny",

"Action": [
"amplify:CreateApp",
"amplify:CreateBranch",
"cloud9:CreateEnvironmentEC2",
"codebuild:CreateProject",
"codepipeline:CreatePipeline",
"codedeploy:CreateApplication",
"cloudformation:CreateStack",
"cloudformation:CreateStackSet",
"codeartifact:CreateRepository",
"codeartifact:CreateDomain"

1,

"Resource": "*"

"Sid": "DenySecurity",

"Effect": "Deny",

"Action": [
"kms:CreateKey",
"wafv2:CreateWebACL",
"cloudhsm:CreateCluster",
"network-firewall:CreateFirewall",
"secretsmanager:CreateSecret"”,
"acm-pca:CreateCertificateAuthority",
"cognito-idp:CreateUserPool",
"cognito-identity:CreateldentityPool",
"ds:CreateDirectory",
"ds:CreateMicrosoftAD",
"fms:PutPolicy",
"payment-cryptography:CreateKey"

1,

"Resource": "*"

"Sid": "DenyMedia",

"Effect": "Deny",

"Action": [
"medialive:CreateChannel",
"mediapackage:CreateChannel”,
"mediaconnect:CreateFlow",
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"mediatailor:CreateChannel"

1,

"Resource": "*"

"Sid": "DenyIoT",

"Effect": "Deny",

"Action": [
"iot:CreateThing",
"iot:CreateTopicRule",
"iotevents:CreateDetectorModel",
"iottwinmaker:CreateWorkspace",
"iotsitewise:CreateAssetModel",
"iotsitewise:CreatePortal",
"jotfleetwise:CreateCampaign"

1,

"Resource": "*"

"Sid": "DenyMisc",

"Effect": "Deny",

"Action": [
"ses:CreateConfigurationSet",
"ecr:CreateRepository",
"aps:CreateWorkspace",
"healthlake:CreateFHIRDatastore",
"transfer:CreateServer",
"managedblockchain:CreateNetwork",
"managedblockchain:CreateMember",
"route53-recovery-control-config:CreateCluster",
"fis:CreateExperimentTemplate",
"appfabric:CreateAppBundle",
"appfabric:CreateIngestion",
"b2bi:CreateProfile",
"b2bi:CreateTransformer",
"geo:CreateMap",
"geo:CreatePlaceIndex",
"geo:CreateTracker",
"geo:CreateGeofenceCollection",
"geo:CreateRouteCalculator"

]I

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [

{

"Sid":

"Effect": "Deny",
"NotAction": [

"a2c:*",

"access-analyzer:CheckAccessNotGranted",
"access-analyzer:CheckNoNewAccess",
"access-analyzer:CheckNoPublicAccess",
"access-analyzer:ValidatePolicy",

"account:*",

"acm:*",

"aco-automation:*",
"action-recommendations:*",
"activate:*",

"aiops:*",
"airflow-serverless:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",

"apigateway:*",
"app-integrations:*",
"appconfig:*",

"appflow:*",
"application-autoscaling:*",
"application-signals-mcp:*",
"application-signals:*",

"application-transformation:*",

"applicationinsights:*",
"appmesh:*",
"appsync:*",

"aps:*",
"arc-zonal-shift:*",

"AllowFreeTierServices",
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"artifact:*",

"athena:*",
"autoscaling-plans:*",
"autoscaling:*",
"aws-external-anthropic:*",
"aws-marketplace:*",
"b2bi:*",
"backup-gateway:*",
"backup-search:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bcm-pricing-calculator:*",
"bedrock-agentcore:*",
"bedrock-mantle:*",
"bedrock-websearch:*",
"bedrock:*",

"budgets:*",

"ce:*",

"chatbot:*",

"cloud9:*",
"cloudformation:*",
"cloudfront-keyvaluestore:*",
"cloudfront:*",
"cloudshell:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codecommit:*",
"codeconnections:*",
"codedeploy-commands-secure:*",
"codedeploy:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"compute-optimizer:*",
"config:*",

"consoleapp:*",
"consolidatedbilling:*",
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"cost-optimization-hub:*",
"customer-verification:*",
"databrew:*",
"datapipeline:*",
"datasync:*",
"datazone:*",

"dbgms:*",

"dlm:*",

"ds-data:*",

"ds:*",

"dsql:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr-public:*",

"ecr:*",

"ecs-mcp:*",

"ecs:*",

"eks-auth:*",
"eks-mcp:*",

"eks:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"entityresolution:*",
"es:*",

"events:*",
"evidently:*",
"execute-api:*",
"finops-agent:*",
"freertos:*",
"freetier:*",
"geo-maps:*",
""geo-places:*",
"geo-routes:*",

"geo:*",

"glue:*",
"groundtruthlabeling:*",
"health:*",

"iam:*",
"identitystore-auth:*",

HRBES RN RBEEHFBER

81



AWS IRF &=

ERAEER

"identitystore:*",
"imagebuilder:*",
"internetmonitor:*",
"invoicing:*",
"iot-device-tester:*",
"iot:*",
"iotdeviceadvisor:*",
"iotfleethub:*",
"iotjobsdata:*",

"iotmanagedintegrations:

"iotsitewise:*",
"iottwinmaker:*",
"iotwireless:*",
Ilkms:*ll’
"lakeformation:*",
"lambda:*",
"launchwizard:*",
Illex:*ll’

"license-manager-linux-subscriptions:*",
"license-manager-user-subscriptions:*",

"license-manager:*",
"logs:*",
||mgn : Al ,

"migrationhub-orchestrator:*",

"migrationhub-strategy:*",

"mpa:*",

‘mg:
"networkflowmonitor:*",
"networkmanager-chat:*",
"networkmanager:*",
"networkmonitor:*",

"notifications-contacts:*",

"notifications:*",
"nova-act:*",

"oam:*",
"observabilityadmin:*",
"opensearch:*",
"organizations:*",
"osis:*",

"payment-cryptography:*",

"pi:ik",
"pipes:*",
"polly:*",
"pricing:*",
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:DeleteConversation",
:GenerateCodeFromCommands",
:GenerateCodeRecommendations",
:GetConversation",
:GetIdentityMetadata",
:GetTroubleshootingResults",
:ListConversations",
:PassRequest",

:SendEvent",

:SendMessage",
:StartConversation",
:StartTroubleshootingAnalysis",

:UpdateConversation",
:UpdateTroubleshootingCommandResult",
:UsePlugin",

"ram:*",

"rbin:*",

"rds-data:*",

"rds-db:*",

"rds:*",

"rekognition:*",
"resource-explorer-2:*",
"resource-explorer:*",
"resource-groups:*",
"rhelkb:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"routeb3:*",
"route53domains:*",
"route53globalresolver:*",
"route53profiles:*",
"route53resolver:*",

"rum:*",

"s3-object-lambda:*",

"3 x",

"s3express:*",

"s3files:*",

"s3tables:*",

"s3vectors:*",
"sagemaker-data-science-assistant:*",
"sagemaker-geospatial:*",
"sagemaker-mlflow:*",

OO0 O0o0o0o0a0o0o0a0a0a0a0a0a0a0

:StartTroubleshootingResolutionExplanation”,
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"sagemaker-unified-studio-mcp:*",

"sagemaker:*",
"scheduler:*",
"schemas:*",
"secretsmanager:*",
"serverlessrepo:*",

"servicecatalog:Describe*",
"servicecatalog:List*",
"servicecatalog:ProvisionProduct",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:SearchProvisionedProducts",
"servicecatalog:TerminateProvisionedProduct"”
"servicecatalog:UpdateProvisionedProduct",

"servicediscovery:*",
"serviceextract:*",
"servicequotas:*",
"ses:*",
"signer:*",
"signin:*",
"sns:*",
"sqlworkbench:*",
"sqs:*",
"ssm-contacts:*",
"ssm-guiconnect:*",
"ssm-incidents:*",
"ssm-quicksetup:*",
"ssm-sap:*",
"ssm:*",
"ssmmessages:*",
"sso-directory:*",
"sso-oauth:*",
"sso:*",
"states:*",
"sts:*",
"support:*",
"swfi*",
"synthetics:*",
"tag:*",

"tax:*",

"timestream-influxdb:*",

Ilts:*ll’
"uxc:*",

"verifiedpermissions:*",

HRBES RN RBEEHFBER

84



AWS IRF B E

ERAEER

"vpce:*",
"waf-regional:*",
"waf:*",
"wafv2:*",

"wellarchitected:*",

"xray:*"

]I

"Resource": "*"

"Sid": "DenyEC2CapacityBlock",

"Effect": "Deny",

"Action": ["ec2:PurchaseCapacityBlock", "ec2:PurchaseCapacityBlockExtension"],

"Resource": "*"

"Sid": "DenyRestrictedAgreements",

"Effect": "Deny",

"Action": ["artifact:AcceptAgreement", "artifact:AcceptNdaForAgreement"],

"Resource": [

"arn:aws:artifact::

"arn:aws:artifact::

"Sid": "DenyDocDB",
"Effect": "Deny",

arn:aws:artifact::

arn:aws:artifact::

:agreement/agreement-9clkBcYznTkcpRIm",
:agreement/agreement-y@3aUwMAEorHtqgjv",
:agreement/agreement-bexgr7sjvXAW4Gxu",
:agreement/agreement-HZTdNwJuqOKLReXC"

"Action": ["rds:CreateDBCluster", "rds:CreateDBInstance"],

"Resource": "*",
"Condition": {
"StringEquals": {

"rds:DatabaseEngine": ["docdb"]

"Sid": "DenyCloudWAN",

"Effect": "Deny",
"Action": [

"networkmanager:CreateCoreNetwork",
"networkmanager:CreateConnectAttachment”,
"networkmanager:CreateConnectPeer",
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"networkmanager:CreateVpcAttachment",
"networkmanager:CreateSiteToSiteVpnAttachment",
"networkmanager:CreateTransitGatewayPeering",
"networkmanager:CreateDirectConnectGatewayAttachment",
"networkmanager:PutCoreNetworkPolicy",
"networkmanager:ExecuteCoreNetworkChangeSet"

]I

"Resource": "*"

"Sid": "DenyTransitGatewayAndVPN",
"Effect": "Deny",
"Action": [

"ec2:CreateTransitGateway",
ec2:CreateTransitGatewayVpcAttachment",
"ec2:CreateTransitGatewayConnect",
ec2:CreateTransitGatewayConnectPeer",
"ec2:CreateTransitGatewayMulticastDomain",
ec2:CreateTransitGatewayPeeringAttachment",
"ec2:CreateTransitGatewayPolicyTable",
ec2:CreateTransitGatewayPrefixListReference",
"ec2:CreateTransitGatewayRoute",
ec2:CreateTransitGatewayRouteTable",
"ec2:CreateTransitGatewayRouteTableAnnouncement",
ec2:CreateClientVpnEndpoint",
"ec2:CreateClientVpnRoute",
ec2:AuthorizeClientVpnIngress",
"ec2:AssociateClientVpnTargetNetwork",
ec2:CreateVpnConnection",
"ec2:CreateVpnConnectionRoute",
ec2:CreateVpnGateway",
"ec2:CreateCustomerGateway"

]I

"Resource": "*"

"Sid": "DenySageMakerGroundTruth",

"Effect": "Deny",

"Action": [
"sagemaker:CreatelLabelingJob",
"sagemaker:CreateWorkteam",
"sagemaker:CreateWorkforce",
"sagemaker:CreateHumanTaskUi"

1,
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{

"Resource": "*"

"Sid": "DenyGlacierStorageClasses",
"Effect": "Deny",
"Action": ["s3:PutObject"],
"Resource": "*",
"Condition": {
"StringEquals": {
"s3:x-amz-storage-class": ["DEEP_ARCHIVE",

"Sid": "DenyEC2Fleet",
"Effect": "Deny",

"Action": ["ec2:CreateFleet"],
"Resource": "*"

"Sid": "DenyEC2BYOLAndLicenseConfigurations",
"Effect": "Deny",

"GLACIER"]

"Action": ["ec2:RunInstances", "ec2:StartInstances"],

"Resource": "arn:aws:ec2:*:*:instance/*",
"Condition": {
"StringEquals": {
"ec2:Tenancy": "host"

"Sid": "DenyEC2InstanceStoreRootDevice",
"Effect": "Deny",
"Action": ["ec2:RunInstances"],
"Resource": "arn:aws:ec2:*:*:instance/*",
"Condition": {
"StringEquals": {
"ec2:RootDeviceType": "instance-store"

"Sid": "DenylLicenseManagerAssociation",
"Effect": "Deny",
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"Action": ["license-manager:CreatelLicenseConfiguration"],

"Resource": "*"

"Sid": "DenyIAMRestrictedActions",
"Effect": "Deny",
"Action": [

"iam:*Alias*",
"iam:*0rganizations*",
"iam:*Provider*",
"iam:*LoginProfile*",
"iam:CreateGroup",
"iam:AttachGroupPolicy",
"iam:AddUserToGroup",
"iam:PutGroupPolicy",
"iam:UpdateGroup",
"iam:UpdateServerCertificate",
"iam:UpdateSigningCertificate",
"iam:UploadServerCertificate",
"iam:UploadSigningCertificate",

iam:TagServerCertificate",

iam:UntagServerCertificate"
1,

"Resource": "*"

"Sid": "DenySSOCreateInstance",
"Effect": "Deny",

"Action": ["sso:CreateInstance"],
"Resource": "*"

"Sid": "DenyRequestSpotInstances",
"Effect": "Deny",

"Action": ["ec2:RequestSpotInstances"],
"Resource": "*"

"Sid": "DenySpotMarketType",
"Effect": "Deny",

"Action": ["ec2:RunInstances"],
"Resource": "*",

"Condition": {

iam:SetSecurityTokenServicePreferences",
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"StringEquals": {
"ec2:InstanceMarketType": "spot"

}
}I
{

"Sid": "DenyReservedInstanceAndCapacityPurchases",

"Effect": "Deny",

"Action": [
"athena:CreateCapacityReservation",
"cloudfront:CreateSavingsPlan",
"dynamodb:PurchaseReservedCapacityOfferings",
"ec2:AllocateHosts",
"ec2:CreateCapacityReservation",

ec2:CreateCapacityReservationBySplitting",

"ec2:CreateCapacityReservationCancellationQuote",

ec2:CreateCapacityReservationFleet",

"ec2:PurchaseHostReservation",

ec2:PurchaseReservedInstancesOffering",
"ec2:PurchaseScheduledInstances",
"elasticache:PurchaseReservedCacheNodesOffering",
"es:PurchaseReservedElasticsearchInstanceOffering",
"es:PurchaseReservedInstanceOffering",
"glacier:PurchaseProvisionedCapacity",
"memorydb:PurchaseReservedNodesOffering",
"rds:PurchaseReservedDBInstancesOffering",
"redshift:AcceptReservedNodeExchange",
"redshift:PurchaseReservedNodeOffering",
"sagemaker:CreateReservedCapacity",
"savingsplans:CreateSavingsPlan"

1,

"Resource": "*"

"Sid": "DenyExportableCertificateRequests",
"Effect": "Deny",
"Action": ["acm:RequestCertificate"],
"Resource": "*",
"Condition": {
"StringEquals": {
"acm:AllowExport": "true"
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"Version": "2012-10-17",
"Statement": [

{

"Sid":

"Effect": "Deny",
"NotAction": [

"a2c:*",

"access-analyzer:CheckAccessNotGranted",
"access-analyzer:CheckNoNewAccess",
"access-analyzer:CheckNoPublicAccess",
"access-analyzer:ValidatePolicy",

"account:*",

"acm:*",

"aco-automation:*",
"action-recommendations:*",
"activate:*",

"aidevops:*",

"aiops:*",
"airflow-serverless:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",

"apigateway:*",
"app-integrations:*",
"appconfig:*",
"appfabric:*",

"appflow:*",
"application-autoscaling:*",
"application-signals-mcp:*",
"application-signals:*",

"application-transformation:*",

"applicationinsights:*",
"appmesh:*",

"AllowPaidTierServices",

FTEIP T A AWS BRIV FEL. LEREZER. BEFWN
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"appsync:*",

"aps:*",
"arc-zonal-shift:*",
"artifact:*",

"athena:*",
"autoscaling-plans:*",
"autoscaling:*",
"aws-external-anthropic:*",
"aws-marketplace:*",
"b2bi:*",
"backup-gateway:*",
"backup-search:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bem-pricing-calculator:*",
"bedrock-agentcore:*",
"bedrock-mantle:*",
"bedrock-websearch:*",
"bedrock:*",

"budgets:*",

"ce:*",

"chatbot:*",

"cloud9:*",
"cloudformation:*",
"cloudfront-keyvaluestore:*",
"cloudfront:*",
"cloudshell:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codecommit:*",
"codeconnections:*",
"codedeploy-commands-secure:*",
"codedeploy:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codeguru-security:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"cognito-identity:*",
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"cognito-idp:*",
"cognito-sync:*",
"compute-optimizer:*",
"config:*",
"consoleapp:*",
"consolidatedbilling:*",
"cost-optimization-hub:*",
"customer-verification:*",
"databrew:*",
"dataexchange:*",
"datapipeline:*",
"datasync:*",
"datazone:*",

"dbgms: *",
"devops-guru:*",
"dlm:*",
"docdb-elastic:*",
"ds-data:*",

"ds:*",

"dsqgl:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr-public:*",

"ecr:*",

"ecs-mcp:*",

"ecs:*",

"eks-auth:*",
"eks-mcp:*",

"eks:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"emr-containers:*",
"emr-serverless:*",
"entityresolution:*",
"es:*",

"events:*",
"evidently:*",
"execute-api:*",
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"finops-agent:*",
"firehose:*",

"fis:*",

"fms:*",

"forecast:*",
"freertos:*",
"freetier:*",
"geo-maps:*",
""geo-places:*",
"geo-routes:*",
"geo:*",

"glacier:*",

"glue:*",
"groundtruthlabeling:*",
"health:*",

"iam:*",
"identitystore-auth:*",
"identitystore:*",
"imagebuilder:*",
"internetmonitor:*",
"invoicing:*",
"iot-device-tester:*",
"iot:*",
"iotdeviceadvisor:*",
"iotfleethub:*",
"iotjobsdata:*",

"iotmanagedintegrations:*",

"iotsitewise:*",
"iottwinmaker:*",
"iotwireless:*",
"kafka-cluster:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kinesisvideo:*",
"kms:*",
"lakeformation:*",
"lambda:*",
"launchwizard:*",
"lex:*",

"license-manager-linux-subscriptions:*",
"license-manager-user-subscriptions:*",

"license-manager:*",
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"logs:*",
"managedblockchain-query:*",
"managedblockchain:*",
"mapcredits:*",

"memorydb:*",

"mgn:*",
"migrationhub-orchestrator:*",
"migrationhub-strategy:*",
"mpa:*",

"mg:*",

"neptune-db:*",
"neptune-graph:*",
"network-firewall:*",
"networkflowmonitor:*",
"networkmanager-chat:*",
"networkmanager:*",
"networkmonitor:*",
"notifications-contacts:*",
"notifications:*",
"nova-act:*",

"oam:*",
"observabilityadmin:*",
"opensearch:*",
"organizations:*",

"osis:*",
"payment-cryptography:*",
"personalize:*",

"pi:*",

"pipes:*",

"polly:*",

"pricing:*",
:DeleteConversation",
:GenerateCodeFromCommands",
:GenerateCodeRecommendations",
:GetConversation",
:GetIdentityMetadata",
:GetTroubleshootingResults",
:ListConversations",
:PassRequest",

:SendEvent",

:SendMessage",
:StartConversation",
:StartTroubleshootingAnalysis",
:StartTroubleshootingResolutionExplanation"

OO0 o0oo0a0o0a0a0o0a0a0a0a0
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"q:UpdateConversation",
"q:UpdateTroubleshootingCommandResult",
"q:UsePlugin",

"ram:*",

"rbin:*",

"rds-data:*",

"rds-db:*",

"rds:*",

"redshift-data:*",
"redshift-serverless:*",
"redshift:*",

"rekognition:*",
"resource-explorer-2:*",
"resource-explorer:*",
"resource-groups:*",

"rhelkb:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"routeb3:*",

"route53domains:*",
"route53globalresolver:*",
"route53profiles:*",
"route53resolver:*",

"rum:*",

"s3-object-lambda:*",

"3 x",

"s3express:*",

"s3files:*",

"s3tables:*",

"s3vectors:*",
"sagemaker-data-science-assistant:*",
"sagemaker-geospatial:*",
"sagemaker-mlflow:*",
"sagemaker-unified-studio-mcp:*",
"sagemaker:*",

"scheduler:*",

"schemas:*",

"secretsmanager:*",
"securityagent:*",
"serverlessrepo:*",
"servicecatalog:Describe*",
"servicecatalog:List*",
"servicecatalog:ProvisionProduct",
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"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:SearchProvisionedProducts"
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct",

"servicediscovery:*",
"serviceextract:*",
"servicequotas:*",
"ses:*",
"signer:*",
"signin:*",
"sms-voice:*",
"sns:*",
"social-messaging:*",
"sglworkbench:*",
"sqs:*",
"ssm-contacts:*",
"ssm-guiconnect:*",
"ssm-incidents:*",
"ssm-quicksetup:*",
"ssm-sap:*",
"ssm:*",
"ssmmessages:*",
"sso-directory:*",
"sso-oauth:*",
"sso:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"swfi*",
"synthetics:*",
"tag:*",

"tax:*",

"textract:*",

"timestream-influxdb:*",

"timestream:*",
"transcribe:*",
"translate:*",
"tso*",
"uxc:*",

"verifiedpermissions:*",

"vpce:*",
"waf-regional:*",

’
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"waf:*",
"wafv2:*",
"wellarchitected:*",
"xray:*"

1,

"Resource": "*"

"Sid": "DenyEC2CapacityBlock",
"Effect": "Deny",

"Action": ["ec2:PurchaseCapacityBlock", "ec2:PurchaseCapacityBlockExtension"],

"Resource": "*"

"Sid": "DenyRestrictedAgreements",
"Effect": "Deny",

"Action": ["artifact:AcceptAgreement", "artifact:AcceptNdaForAgreement"],

"Resource": [

"arn:aws:

"arn:aws:

"Sid": "DenyCloudWAN",
"Deny" ,

"Effect":
"Action":

"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:

1,

"Resource":

arn:aws:

arn:aws:

artifact::
artifact::
artifact::
artifact::

"

:agreement/agreement-9clkBcYznTkcpRIm",
:agreement/agreement-y@3aUwMAEorHtqgjv",
:agreement/agreement-bexgr7sjvXAW4Gxu",
:agreement/agreement-HZTdNwJuqOKLReXC"

CreateCoreNetwork",
CreateConnectAttachment",
CreateConnectPeer",
CreateVpcAttachment",
CreateSiteToSiteVpnAttachment",
CreateTransitGatewayPeering",
CreateDirectConnectGatewayAttachment",
PutCoreNetworkPolicy",
ExecuteCoreNetworkChangeSet"

"Sid": "DenyTransitGatewayAndVPN",

"Effect": "Deny",
"Action": [
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ec2:CreateTransitGateway",
"ec2:CreateTransitGatewayVpcAttachment",
ec2:CreateTransitGatewayConnect",
"ec2:CreateTransitGatewayConnectPeer",
ec2:CreateTransitGatewayMulticastDomain",
"ec2:CreateTransitGatewayPeeringAttachment",
ec2:CreateTransitGatewayPolicyTable",
"ec2:CreateTransitGatewayPrefixListReference",
ec2:CreateTransitGatewayRoute",
"ec2:CreateTransitGatewayRouteTable",
ec2:CreateTransitGatewayRouteTableAnnouncement",
"ec2:CreateClientVpnEndpoint",
ec2:CreateClientVpnRoute",
"ec2:AuthorizeClientVpnIngress",
ec2:AssociateClientVpnTargetNetwork",
"ec2:CreateVpnConnection",
ec2:CreateVpnConnectionRoute",
"ec2:CreateVpnGateway",
"ec2:CreateCustomerGateway"

1,

"Resource": "*"

"Sid": "DenySageMakerGroundTruth",

"Effect": "Deny",

"Action": [
"sagemaker:CreatelLabelingJob",
"sagemaker:CreateWorkteam",
"sagemaker:CreateWorkforce",
"sagemaker:CreateHumanTaskUi"

]I

"Resource": "*"

"Sid": "DenyEC2Fleet",
"Effect": "Deny",

"Action": ["ec2:CreateFleet"],
"Resource": "*"

"Sid": "DenyEC2BYOLAndLicenseConfigurations",
"Effect": "Deny",

"Action": ["ec2:RunInstances", "ec2:StartInstances"],
"Resource": "arn:aws:ec2:*:*:instance/*",
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"Condition": {
"StringEquals": {
"ec2:Tenancy": "host"

"Sid": "DenyEC2InstanceStoreRootDevice",
"Effect": "Deny",
"Action": ["ec2:RunInstances"],
"Resource": "arn:aws:ec2:*:*:instance/*",
"Condition": {

"StringEquals": {

"ec2:RootDeviceType": "instance-store"

"Sid": "DenylLicenseManagerAssociation",
"Effect": "Deny",

"Action": ["license-manager:CreatelLicenseConfiguration"],

"Resource": "*"

"Sid": "DenyIAMRestrictedActions",
"Effect": "Deny",
"Action": [

"iam:*Alias*",

iam:*Q0rganizations*",

iam:*Provider*",

"iam:*LoginProfile*",

iam:CreateGroup",

iam:AttachGroupPolicy",

iam:AddUsexrToGroup",

iam:PutGroupPolicy",

iam:UpdateGroup",

iam:UpdateServerCertificate",

iam:UpdateSigningCertificate",
"iam:UploadServerCertificate",

iam:UploadSigningCertificate",

iam:TagServerCertificate",

iam:UntagServerCertificate"
1,

iam:SetSecurityTokenServicePreferences",
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"Resource": "*"

I

{
"Sid": "DenySSOCreateInstance",
"Effect": "Deny",
"Action": ["sso:CreateInstance"],
"Resource": "*"

I

{
"Sid": "DenyRequestSpotInstances",
"Effect": "Deny",
"Action": ["ec2:RequestSpotInstances"],
"Resource": "*"

I

{
"Sid": "DenySpotMarketType",
"Effect": "Deny",
"Action": ["ec2:RunInstances"],
"Resource": "*",
"Condition": {

"StringEquals": {
"ec2:InstanceMarketType": "spot"
}

}

},

{
"Sid": "DenyReservedInstanceAndCapacityPurchases",

"Effect": "Deny",
"Action": [
"athena:CreateCapacityReservation",
"cloudfront:CreateSavingsPlan",
"dynamodb:PurchaseReservedCapacityOfferings",
"ec2:AllocateHosts",
"ec2:CreateCapacityReservation",
ec2:CreateCapacityReservationBySplitting",
"ec2:CreateCapacityReservationCancellationQuote",
ec2:CreateCapacityReservationFleet",
"ec2:PurchaseHostReservation",
ec2:PurchaseReservedInstancesOffering",
"ec2:PurchaseScheduledInstances",
"elasticache:PurchaseReservedCacheNodesOffering",
"es:PurchaseReservedElasticsearchInstanceOffering",
"es:PurchaseReservedInstanceOffering",
"glacier:PurchaseProvisionedCapacity",
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"memorydb:PurchaseReservedNodesOffering",
"rds:PurchaseReservedDBInstancesOffering",
"redshift:AcceptReservedNodeExchange",
"redshift:PurchaseReservedNodeOffering",
"sagemaker:CreateReservedCapacity",
"savingsplans:CreateSavingsPlan"

1,

"Resource": "*"

"Sid": "DenyExportableCertificateRequests",
"Effect": "Deny",
"Action": ["acm:RequestCertificate"],
"Resource": "*",
"Condition": {
"StringEquals": {
"acm:AllowExport": "true"

ERWEFRZEFIBER

UTREXZFERNERZHBR. HBREEEXR

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" : "DenyAnyoneOutsideMyOrgAndAWS",
"Effect" : "Deny",
"Principal" : "*",
"Action" : [
"aoss:*",

"appconfig:*",
"appstream:*",
"autoscaling:*",
"codebuild:*",
"codecommit:*",
"cognito-identity:*",
"cognito-idp:*",

EROAREHRE o


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html#rcp-supported-services

AWS IRF &=

ERAEER

1,

"comprehend: *",
"comprehendmedical:*",
"daX:*",
"dynamodb:*",
uecr:*u’
"health:*",
"kinesisvideo:*",
nkms:*n’

"lOgS:*",

HSB:*H’
"secretsmanager:*",
nsqs:*n’

"sts:*",
"support:*",
"textract:*",
"transcribe:*",
"translate:*"

"Resource" : "*",
"Condition" : {

"BoolIfExists" : {
"aws:PrincipalIsAWSService" : "false"
1,
"Null" : {
"aws:PrincipalARN" : "false"

I
"StringNotEqualsIfExists" : {
"aws:PrincipalOrgID" : "${aws:ResourceOrgID}"

"Sid" : "DenyAwWSWhenItsNotMyOrgsSourceAccount",
"Effect" : "Deny",

"Principal" : "*",

"Action" : [

"aoss:*",
"appconfig:*",
"appstream:*",
"autoscaling:*",
"codebuild:*",
"codecommit:*",
"cognito-identity:*",
"cognito-idp:*",

HRNERZHIBRE
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AWS IRF &=

ERAEER

1,
IIR
IIC

"comprehend: *",
"comprehendmedical:*",
"daX:*",
"dynamodb:*",
uecr:*u’
"health:*",
"kinesisvideo:*",
nkms:*n’

"lOgS:*",

HSZ:*H’
"secretsmanager:*",
nsqs:*n’

"sts:*",
"support:*",
"textract:*",
"transcribe:*",
"translate:*"

esource" : "*",
ondition" : {
"Null" : {

"aws:SourceAccount" :

3,
"StringNotEquals" : {
"aws:SourceOrgID" :

EERZ B

/A Warning

EMEMEERRRBENTFRAMER. EURERELZFIULESR,

.)_}

Y
¢

Ak

o

"false"

"${aws:ResourceOrgID}"

R—RRAREE—EER AWS NWEIR. B—EWURIREEAA ARSI E £

FRER AWS &

EERZBIBR
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AWS IRF &=

ERAEER

i€ NRER P TEEERNER AWS EEEZE

t HERP TERBNER AWS EEXEA
1. BRAWS EEFEA,

2. EELLANEREBAWS EEERA,
3. EEFEYMEZR,
4

HERATITERERT  ERERPIERR. FATIERRRERARE 12 NSO THERR.

R TR GEELERE,
5. RAEREEMEQEZHERN AWS ERAER,

£ AWS BREFHNWER 2B
1 AWS REFIRER

1. ¥ https : //https://settings.aws.com BARL AWS E&ZE
2. EFEEBEERY  BEELEFIWNER,
3. EELANEESH  EEREVNEERZIRERRE,

REGREEMEQLEFER AWS EEFEAE M.

it tIRER AWS EEEEA

# YIRER AWS BEE2A

1. BRBAWS EEFEA,

2. BEEREE,

3. EAWSRET , BELEFINER,

4. EREANEEST | RERVNEEDHERRIE,

REGREEMEQLEFER AWS EEFEAE W .

#E URER R TERBRNER AWS EEEEREA

104


https://console.aws.amazon.com/
https://settings.aws.com
https://console.aws.amazon.com/

AWS tRFEE EREES

BEEEBXEE AWS REFiH1E

/A Warning
BEMBEMEEQERBENETFRANER. SURESELFIULEER,

BULREBRKEFINENER, EREERREHAAERE , SEEARHGMAEEFEI AWS #9R
%, ENEBRKEBUTUTNER, ERTEBRKEEFEMERTRAME AWS RBNFFT. EXE
A BENMERARXZLFIEG., T8 , MARKEATEERMHBENFTT , FINRBRERIIER
XHRE, BEREMLEEBRKSERT AWS R , FSE £H AWS CloudTrail EEZEHER,

£ AWS FBREF , ENENEXKXNEEETEANEFEERER. EERVEAZEKKEN AWS ZEHR
% , 5528 AWSManagedSettingsReadOnlyAccess, ZERREAZTERETEN AWS TEBUR ,
$52: B AWSManagedSettingsAdminAccess,

BERREFAELNERE  BEETIEE,
B EHNEEREE
BB R B T SABLT RSB -

- B, B, wE. BERAERERPH AWS ER.
- FHLAWS RRE.

« BB ZHRS,

- FRIES AWS IRBHBLEE.

B Bk R B EE BT T HIENME ¢

- BEBAER,

- BREVEMIRENME. MFBFMER , FBRAWS EXBEFTEN BE.
- BFEERRESRER,

- EEEMEBKENFTT,

- RERTBREMERKE.,

- BEERNEE,

« REHERNARE RN

3
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSManagedSettingsReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSManagedSettingsAdminAccess.html

AWS 155 B (EE
- RAHEMREFMET | SHE U NEFRE.

- RAREFRBEA.

c REBIRARENESTR,

« RERBABEERHHRE,

- REBEERNIRAIBE,

- RIBFIEERME AWS X Hi,

- BRNRRIIFERE S RIEHEHE

- REAARBEENR R BNBEAH.

- BMATENHHERRCE S FES. ERANBHNKE
- BEHBNABEEREA,

- BB KREERE,

« HITHRE AWS,

- THEEIRBBENRS.

- B AWS EFRALER  SREANEE.

- EINEEIRFERIREBER.

- EEBEREGIRER BB,

« FARESIKRFMIREE .

B X Bk & AT 7 EUAERY AWS BR

EFHH AWS BRELEBRIRKERAS  HThEs 8B EEANEER, LACEEHRE
BB EN AR GEHEETRENERERKERERS.

AWSServiceRoleForAccountAccessManager FRIEE#F ABEE TIREREZAE

* account-access.amazonaws.com

25 NWABHTBEKAccountAccessManagerServiceRolePolicy AFFIRFEREEEHEEN
BRTR T5IEE :

- B
fE : organizations:ListAccounts, organizations:ListAWSServiceAccessForOrganizatic
organizations:DescribeAccount b#Y "arn:aws:organizations::*:account/o-*/*"

BB B AT LR RY AWS BTR 106



AWS tRFEE EREES

MEFMENR , F2RAWS IRFEFERNEES,
BEERHRE T AWS SREFHE

EEBFEBRKE , B AWS RESTH BREREEEFGEMN. ERKESR 14 ROFBES
BiE. BBKKELEEY AWS Z2ER ID FREFIENER, tfIrTAEREMR AWS (#1) RIT
LEiRAE,

BrEEBEL BT AWS RE F i

1. 7E https : //https://settings.aws.com BERL AWS EZ3E .

2. EXEBEERD , EBEEK.

3. EERFHMERAE.

4, HEETFEHD  WAETEHHHURE FEHHUEE, BUESRE (,) o8 (;) 2REFEHH
it

EEZHENERNELAN—ZEER,

6. EIFEIXEGE,

o

MR ERKRERKEEE |, SttfRENREERNIRBEER K,
£ AWS SRERBFEEBRNEMAERSR

/A Warning
EMEREEQERIENTFRMATERR, SUREELIFIULER,

BALBFEEBREFNER, NEERKEJUEERTHTHERENESR |
BT AWS R TE F it 1F,

s
W%
dn
i
T
i)
=
B

BEERKESRER

1. 1£ https : //https://settings.aws.com BEREX AWS R E.
2. EXEEBEERD  BELEFINESR,

3. HENE , BEBFETNERKKE.
4

EEFEL4D  ASEFBHUHEFHBHHIOEE, SUER (, ) RDH (; ) 7REFEHH
ko
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https://docs.aws.amazon.com/IAM/latest/UserGuide/account-access-manager.html
https://settings.aws.com
https://settings.aws.com

AWS I F &2 fEREEE
5. ERRREFERXEHAANER,
6. BREEEEHE.

MBLHERAERBEETE , BEMARETRBANLRRERIE,
€ AWS BREFHERTBERERKE

/A Warning
EMEMEERRRBENETFRMFER. EURERELZFEIULER,

B REREERRERERT B, ENERXEEERTHTIERE. ECBRERKER | 11

HEZBFIRZER, ERRERUNEMNERSEREETENERY , ELEMUEE,
RERBRERKE

1. £ https : //https://settings.aws.com BIRX AWS F&TEo

2. EXEEERT K EERELEFIWNER.

3. ENMERSIZRY , ENERERTBEBRNKE K RREEBR,
4. WEFLHNEE K RERBEBR.

ERKENAREERN —&2 , BB EMAMEEEMER, 2R AWS RETEBREBK
g K F2E £ AWS RETBEREBKE.

£ AWS SREFBERERX S

/A Warning
BEMEMEEQERBENEFRMATER, SURERELIFIULER.,

BELAER EEREE , #ATAERPBREBRKE, EMSEBAEZHEMNERNEFIE, TSHER
BBk R B 2 I A E IR

o
i

ZAK
"
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https://settings.aws.com

AWS IRF &=

ERAEER

BEREB S

o
hil

1. 7E https : //https://settings.aws.com BERL AWS
2. EXEEERT , BEEBEK

3. EMLEBRZERAKSRZE K.
4. BEEBRK.

5. HWRRLENERE , ARBEBEK,

£ AWS 5% 7E R ¥ B Bk A & 1Y B4 5E

/A Warning
EMEREENRRBIEBENEFRMANER, SUREREZFIULER,

BRI ERBR., BFEETE AWS REFRE 14 X, ELHBFERBRR
HEFESEFEH. SEIHHECEINERF K MEBKRERKE, MEFEEF
PRRERXES.

6 b

1. 1£ https : //https://settings.aws.com BIREX AWS F&E.
2. EXBEERKRT , BEZEERK,

3. ENEBEFERBERRENKESG R,
4. BIEHEE.

5. WFEEHEE K RAREEHSBBHE.

£ AWS BREREMNEIXBFREBRKE

/A Warning
BMBEEOERBENTFRMAHER, LAREREFIULRER.

:I:I'H

HETBHFNE
ST AWS BT

nl‘ﬂ

BEEBEE
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https://settings.aws.com
https://settings.aws.com

AWS tRFEE EREES

BULAEHE, BHNNEERNBBENMEEIBFRERKE, ELENEEBFR , CNERKES
WE-HEFEH K HTPISLEFEEBFR 14 REVBH B,

EMERBE

1. ¥ https : //https://settings.aws.com BARL AWS E&7E
2. EFEEERD , EEERK.

3. EWMCEHE. BHNEEBFZERRENKING R,
4. EBEEHEIL

5. WFREWEE K RREBEEHEXEBE.

£ AWS EREF FHRIERI IR P

/A Warning
EMEEEQERIAEBENEFRMAHTERR, SUREELIFIULER,

EREMEMR AWS (F1) B, BIIRFUR RBH RSP, £ RBLHRT , £EWE 100 USD K&

22, WEESIE 100 USD WEARE. ELATHBRRFBEB 6 BAK , BLAARENER
g, B LERAREMNETE, FRINGEFEE , SR R HNRBAWS R 2%

B AWS BRI BT,

FikRFNERSEIR

AMENEFER  FEBTIER

- BEEABRENER, BEEABRFE , MIEEREFEHR
o FHREF |, B LAEEL Always Free RIEME R AEE,

- BREHMRBEMEANFTHNER,

- BYAXNEHMBSRENER,

« BULEUXHRE , URELBAAERIVNESTHE, NFFMER , F2HEAWS FHEF
B RS

« BEEBEMEREES HIPAA F SEC &8,
- RBAERK , BNIRF T2,
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AWS tRFEE EREES

« ETFEREARE ZEMAWS (EFE ) . BERARIRFER , JEERA BYNIRFE S XERNEM
RERLI AWS (RS ) #EEMER, T8 , S LEBAER AWS e AERIRFRHE -

- BEEREARER.

£ AWS BXIE TR SRR iR 5
FHRIEH IR

1. 7E https : //https://settings.aws.com BERL AWS EZ%E.
2. EXEEEERD  BEIRE,
3. 1#IE Upgrade (FH#&)o

4. BERKER.

5. HBENSRAR.

RIBENVLE , BURFERE-ERBERA,
BEFARIRS

7. BREEENEDZE  REFEREXHRFILERES HRS, MECERFNFAES
£ AWS BRTE FP 3 37 HH PRl

8. BEEREEEAE

s
W%
&

R FHRE R
£ AWS ERE M X th BR

/A Warning
MBI EERERBENETFRMFER. ETREREZFEULER,

TR HRE ?

XHRFTRARAS AWS O ERREZRHNAERNEREE. EAXHRHIRRELCSTAR/E
EXANBEESEE. XHRIVARERER, EUNARLERREXHIRG , BRTHHHMERER
TE 37 H PR

FREHER T


https://settings.aws.com

AWS tRFEE EREES

MREEERFHABEINERS , € AWS TEZERUAFLEER , BENEEREEREP, X
HIRFIELER, BENMPETEEHEMR . EENERARAELSNRELR  NRTUETEEFER
MER , BT EAREERE.

BEERETIENEMARITERHRS , EREHERBEEEE, S4ASENEHESREY
X RS, MBEFMER , F2EEAWS BREFABREHIRE

X PR %2 —%& AWS Budgets.
RELZILERS

B HRFIRERRAKAN LR, MAREM. EAREXHRHIE , LFTH&/IMESR 20 USD
HARE WA RF 45T

FERERENRER : HXHREAR-EREMRER, HNMEFE , FEEATHERSICR AT
BIER X HRE

AERTFAEFTNAR | AFTRBBENEEAMIES , EETREBRME extrapolation. AWS looks &
SHLENTE , UREENHTHER. AWS tEFERLEANES , nRKERS , IGEER&HE S
=

MREBFHZEREEINT  TReHNRTFETEERS, NMREVERERENHRS , BH4E
FELLELEIR,

NMRECEEFRATEFNER . TRLEBENRTEIREAAZESHRE , M EEFARBENRE.

@ Note
XHERHATSFEEAE  WEARKRER,

EA

EBRAAERIRFIA 50%. 75% M 90% B , HELBLHEARR 10 RAED BB S/ 2 H R F
B, S EREEA,

5 P12 F 19 5P 3 A A #2261 2R B RTS8 RY 2 H BRBIERE

B HRFIEEH I ENIREBBERENEHE. NRENABEIL LR, 8 AWS EEFEENER
RpEL, ELRARFEEERTAERMEEE , FILEEERRE,

RELNTCERS 112


https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-managing-costs.html

AWS tRFEE EREES

FLEBYHEIR

EEIRB RN 7 X, HEFRSFLAE, EEBEAH EENRBEHEBERRER AWS, R
BERHBRRBURRER. EERATREAZERNAMERBZFEEER , F2H R8RS
B,

FIAEESHTHNERBERENTH. EASHERT , CEENETMAATHITEZIRE. T8, &
HUEFRT , EFASEIIEMRR. fln NRLZCHAESBSFAERE , EFSHTIHEENK
. AlIFHTERS T ERE.

ZEFERAEER

EEEIRE AN S X, IBERSE S, ENERATEARSRENT. BELERSRE
AWS Compute Optimizer WEZEF. NEFHEF , F2ERGEEES.

FBHAUBAERYBATERLNEE  UREREERER, WEFHEENR , B2HERASELLTF
B, BEl , FREHZHRFBERN -2 , RMEBEBHEE EC2, RDS M SageMaker im %,

BMEFEEC2HTEERNER : IRRIEE CPU EARER 5% , HERMEEE 110 8% 14 RAEX
PR 5MB, RMEEEF EC2 #1TER,

WREE G P HTERER  AEEFEANRERGT. R GH P HTEREEEBRE 14 XAA
true , HIEEF :

« GPU XBE/E/REAREIBE MBI 99%

« GPU fmiSsry EARBREHTERMITRHBEN 99% FERKH

- BITEREERN GPU LIREAEER 5%

« CPU BABERAERE 5%

- WERERAR/NR5MB/X

BMEF RDS ERENRE  MRERNEFHTERTI2EMTBIRELR , BEBX 14 XRAEE TR
B , &MLEE RDS for MySQL F RDS for PostgreSQL :

- REEREER

- CPU FHEE

- RBEEUEASEE

fEFZ A F R ARHR BRI IEH T HRFIRRE 113


https://docs.aws.amazon.com/compute-optimizer/latest/ug/view-idle-recommendations.html
https://docs.aws.amazon.com/cost-management/latest/userguide/cost-optimization-hub.html
https://docs.aws.amazon.com/cost-management/latest/userguide/cost-optimization-hub.html

AWS tRFEE EREES

KM EEREE SageMaker mHHWERERE : RIHEEBRE 14 RRREFAA , B2 EE SageMaker i
2

TEBRESRABEREZR
HEIRF AN 4 X, EEESESRANEATFEREEEF. ETREREMNER., B,

RAAHE A EMRSHIRENER : EC2, RDS, Lambda, Bedrock 1 SageMaker, fRI&H kLY
Lambda SIEFEHAAY Bedrock 1&{E , SLiZIE N A3 H W] 8 & PE L B E £ AN,

MRBEFTRFSREMERR

AWS BEFENERLFLAMEER, ZNERNERE,

EEENRMAER , B AWS SREEMENTHRGE. EMBAR  REERUTERFEFHENR
B,

/A Important
MREEEREGEN 90 RAKRKEEMTENE , & AWS KAMBRERER.

HittFEIENEESH

« WMREMEM Amazon Route 53 , RIF 24 NG RElRE —Eil@E, SRR RBERATE T H R #l
R, FAEHREBRBRESTEER, £EEBAT , ELAEETRECHRES I HRE,
- BREZULERERFIEME 10 BAER.

£ AWS FREARE I X HIEHI
1 AWS SBEREY X HR4

£ https : //https://settings.aws.com BARX AWS & E.
EXEEEEHRTP , BEIRE,

EHRERNRAS , stHRERG , BEREERNRE
B OB ERN I HRFIH BETRS,
MREZZEHITRS , FAABTHE.
BEREXZHRF,

o o A~ v bh o~
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AWS tRFEE EREES

7. FEEARHAAEGAITENIERE , SULNERELFERRD. EFREERIEFES
AR BN 3%

8. EERRERHAEES,

*HRH TR,
£ AWS ERE BT < th PR

/A Warning
EMEREENRRBIEBENFEFRMATER, SUREREZFIULER,

EXRERETLRBRE AWS REFEHMZHRS, BUEMIRD X HRS , BEZRNRER
e, MR AWS RAZERELRFMHEETHERRBIEENER , EULUESZHIRH.
RENEXRFAEIRFMEF , FREIEBRFINEFHAER, NFEXHRHEEFANFME
A, F2E EAWS REFET X HERS.

£ AWS FRIE A BB #7 32 tH BR

BT 32 Hi R A

1. 1£ https : //https://settings.aws.com BIREX AWS F&E.
2. EXESEERTP , BEIRE,

3. EMERAEAF , sHHTERS , BEERZEET.

4. stHEAERS (USD) , MAFNTEERS,

EMRBEENEERERER,

5, FERAEVRECERLEANGKE  FENEFLHNERRD. ZEHREERNEFZE XA ED
E3,

6. EEREFRE.

X R EE A
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AWS tRFEE EREES

£ AWS 5RTE P BER H R

/A Warning
EMEREENRRBIEBENEFRMANER, SUREREZFIULER,

EREFETURBKE AWS REFBERILRE, EEBRIURHBIE , AWS ##TBERERK
X, R EHENERKEUT MR R AZE ., NFEIHRIEESXNFMER , FSH £ AWS
REFETZHRE,

£ AWS FE AP B BR32 HH BR I

R RR % PR

1. 7 https : //https://settings.aws.com BIRX AWS E&TEo
2. EXEEEERD  BEIRE,

3. HEIERAAXF , stHRERS  BENBER,

4. BIEBRRS

5. HEREMNEE  AREBEBR.

IEHVTE B BR HIAE ML BN B BRo

EFI# AWS BRFNRBERR

/A Warning
EMEMEERRRBENETFRMFER., EURERELZFEULER,

BT LAER AWS REBE S REIRR AWS BREs , BEMAEE, NRERIRER AWS |, EREN IR
FrEAM , SMEEEUIRFERES 100 USD NEE. ZTROEENERLEENES 100 XTEAE
RECEREMAERT, NFERSHENMBNFRER , F2R EEENNEE, A, EETUF
HUEIB 30 A—FREHEE AWS k% , ELBRBREREALERERT,

REIRFTEGFEESEM AWS BREL BB ZREBENEF , REAMPREANEAR. RIEEARS
RHEIIRFHE  SAELBETSELATIMNER. FNRBRFAESENMEARIEASATRE
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https://settings.aws.com

AWS tRFEE EREES

R, AABEERE, W, RBRFHEBLIFHNEREEHEEAWS EEFRMANERBEN
BE AWS B, WFERBERFTENSKBREIBFE , F2REM AWS (3 ) ZEH AWS R,

NEBRFHEFEESANEERLEVBEENLEEEARN, EANAERBIRASHE  FEAKR
AT ERANWRKE , BEEXFE%REpay-as-you-goEE,

BHEANFMAERBBAMEENTEEE, MREARENABIRSFHE , AFMAERETUFEEAMR
%, YAMBERX S R%ERpay-as-you-goEE, WHEFMER , FSREZETH AWS FIRER IR
FEo

FBAILAER RAEETEARERIE AWS RBENAE , AENERRHLEBA R,

ERENREBLTREAE

/A Warning
EMEREEORRBENEFRAHNER, CURERELZFIULESR,

AWS EZBBEERBEZELRRFIN 8% K, R EAXRAERESAPEBEFBHENE, W
FHMER K LUNUREEXHEE , K REAKABERZERE S RRHEIMY 100%, £E 7 LA
FRE LUE KEHE B AR

BALLEB FII A XEH AWS REBHRAR,
5/ AWS RE

EALE AWS REFERENSBIRSHHBHAY, SRBEANBAY. NEFMER  #S
M AWS BRETRIBNTALY, SHRERISRIESTAMMERS BRI EHENBEY
BT HFRE,

MBLAGEEE | LALVE AWS REFHERER L ERSRBEANBE A, NBEARE BT
BINBEET | WS & AWS BERAHBANIES,

{# A Billing and Cost Management £##&

& ] LAE A Billing and Cost Management £ & REMBEERNEELSRAE. RENKAEEE
ZEEE Tmonth-to-date AENEMRE S REZREBAERFINBEE, HREEEHATHRES
REE, BULMETYEE
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https://docs.aws.amazon.com/accounts/latest/reference/supported-services-sign-up-new.html
https://docs.aws.amazon.com/accounts/latest/reference/upgrade-account.html
https://docs.aws.amazon.com/accounts/latest/reference/upgrade-account.html

AWS tRFEE EREES

- IR

- AWS B L RAERE

- BERNAE

- BNFRAAE

+ f&HImonth-to-date(MTD) B &
. &8 BImonth-to-date(MTD) A&

THREFRBMAEARENRAEEEES , RBmonth-to-dateVERAERHF RELFRAE.
F RBLRRAE

1. BARX Billing and Cost Management 12 #& , #8t & https : //https://console.aws.amazon.com/
cost-management/,

2. BEREBEFE,
3. EE{Xmonth-to-dateEBRFAEHF , FiEE MTD EBRAE %.

BRHENRE

/A Warning
BMEREEOERHENTFRAFERR. SREHEEFIULER,

MREBEF AWS BF | EREWIRSFEAMN , AETBEE , SETLES M 100 USD #I B
B, ELTETIHBIEET AWS RIE. EAILUE AWS EHAEHERRNER AWS NTEFHKE
EE, FMIEELEIBRMEELER AWS KBS RYEPHIRN AWS REEA , ERELTREEED
B, B2 E 20 USD KB,

EERHED

A Amazon EC2 BB #1788

« 1£ Amazon Bedrock &5 EEER
- BUEE

« f£A Lambda 23 Web EAER

« 3 Amazon RDS E¥E

BEENNEE 118


https://console.aws.amazon.com/cost-management/
https://console.aws.amazon.com/cost-management/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/tutorial-launch-my-first-ec2-instance.html
https://docs.aws.amazon.com/bedrock/latest/userguide/getting-started.html
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_GettingStarted.CreatingConnecting.MariaDB.html

AWS tRFEE EREES

£ AWS FRE PR ERNIREEHA

/A Warning
EMEREENRRIENFEFRMATER, SUREREZFIULER,

BT LER AWS FRERBRIREEH. NREFEANE REAFR , LEASERERESIORNEE
FHRMAWS BHRHE. SUTURREEAERNAE. IRECANRFEE , ERTURERE.
BERERANSEERNEE, MREERANRIERE , EUURKRERHMEENEA. SR E
AWS FREREBENIRE AN £ AWS REPEERBEM.

BEiRER RBHER , AWS RBLSRUBEEMEAER, NRERAT AWS £BLRIEBE 184
A&, URBEERE  AFEABRENEFE. MFARENENENFEES , F2HE EAWS
RIE R FHRIEHIIRE

R SRR IR AR
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3. EMBRHEAT , B2 E Emonth-to-dateE A FMF&Bmonth-to-date B, BB ERERNFIE
BH,

4. (ER) FEERERATREAEREAHM , FRERE. RESHEEFHER@EE AWS Billing

and Cost Management £ &,

##7£ Billing and Cost Management Console & Z|HIREERIF Cost Explorer ERIEREDEFE
B—R, AWS EMEERNEIZTREEMTE. MREEAZHRS , ETEFE AWS REM
AWS RAEE T A Fmonth-to-dateFEHERNER,

£ AWS FRE F 1R IR E E & 5C 8%
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BRBAE AWS REFBRIRER LR K. REELANRAAE , TREASNIRERS &, R
BERANR RBLR , ITEEIERIRERE LK,

BRUTHEEFBHEAXZNSERBRERAEENRR, ECFERAEE, RRRAPNEITRHFE
o MRENBZIUEMEHIFL , EH LESERUEMKBIRTHEF. BRETE7EFEEE

e

B4R S8 Y MR B R S RC 8%
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2. EXEEEERT | BEIRE,

3. HERREXE  EERGIRERLRE. RMNEKEENSnERERLILHK,
4. BETHERR A FEINEZERID.

£ AWS RREREBLNNRI N

/A Warning
EMEMEERRRBENETFRMFER., EURERELZFEIULER,

EALME AWS REFEERENARAT R, ENIRAXARZIAMBEERPH AWS ERERE, R
REEEZRUIRFRERES  SIRFARENEFEE  IREEENAIRE N,

EEENNRARX

1. 1£ https : //https://settings.aws.com BIREX AWS F&E.
2. EXESEERTP , BEIRE,

3. HEHET , LFEITRERA. BEEHE,

4. SHERNRARN | BEEH,

5. WMAZHFANRAR , ARBERF.
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£ AWS EREFEIT K

/A Warning
EMEREENRRIENFEFRMATER, SUREREZFIULER,

BT LAE AWS BRER A AWS 1RE, EEZARKREBEENERAIRARN AWS KB, MRE
ERNERERE , BN ERAEEERERNRA XL ETHR.

EARZE  FRECEEARBBRENNTRAIRECRERALCNERARAR. IREERERAF,
AR EREAFARBES,

BEEETHR

1. 7 https : //https://settings.aws.com BIRX AWS E&TEo

EXEEERS , BEFRE,

SR  RERGIREREREH. RRSEELENEQEIRERE L8k,

EBET , LSRR MAAGEEENNRER, NRLIEIENRE , BLFEHTEAEE.
BEINRE,

HFRIEHIEE | REREBEELT

o o bk~ w0 DN

MREHERERTIRFWBERE BRI ARV AENEEREMLER , X Support FOHFBIRE
B,

£ AWS SREREE LRI ER

/A Warning
BMBEEOERBENTFRMAHER, LAREREFEIULRER.

B LAE AWS RREFBERIFNER ., SREFNEEEEBANCHEENER. RERERARSRHE
MEW, ENEFRTUTRSUNEGCERERNER,
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£ https : //https://settings.aws.com BIRL AWS
EXEEEERT , BEIRE,

EERET K LEEINNREN. BEEE, IREREFIHE , IELEBFRK,
BEREEY.

HRAERNRES  BRARE.,

BERE

2 e

£ AWS EREFEERFEM

/A Warning
BMBEEOERBENTFRMAHER, LR EREFIULRER.

BAME AWS REFERENRETMRBARLREL. CHRBEASEANCHENER,
SE AT ER M BRBT S B SO AR AR
BEBTISHE  EFRMBR-RSERYBIRE.

® Note

MRERMEERFERBRERE FHUNFEF , AWS Bol M EREZER/HENRIE
o

BEFREFMRE

1. 1£ https : //https://settings.aws.com BIREX AWS F&E.
2. EXEEEERD  BEIRE,

3. HEERRET , LERINNKEA. BEEEHE,

4. EBEBRBRE

5. BREHNRBEMER,

6. EERT.
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BEEENXERBER

MRIEMFEER , BUE AWS REFHWFEMMERERE L EEENXEERE. EARELE
M XXHFE1E 24 /NEAH Support B, REELENIRFEMALERR , BFREELENERE,

LSRR EERBEH

1. £ https : //https://settings.aws.com BIRX AWS F&TEo

EXEEEERT , BEIRE,

EHRET , LFFICTREA. BEEE,

iE1E Manage tax exemption (EXE &) , ARZI1ZE Add tax exemption (¥Ti8ER).
EEEHNERBEENREERE,

HERRER X

BREEHEN , RERIZEE Submit (1K),

N o o B~ w0 DN

£ 24 DR, IRZBERVFEAMER , FELENETAXHER , IEFBEBXERFIBHAE,
—BERERERRE , EULUERXRIETER , XBSActve (BX) M.

MRENRBPFEIERE | RITAEIE 5= 1 BB B AL,

£ AWS FRE AR M ST R R

/A Warning
BEMEMEEQERIEBENEFRMATERR, SURERELIFIULER,

LA LE AWS REFRENZTRAANIEAS. IKAWS BESABHEAEIRE , UHBXTRER
RIEEBEBE KA, NESEBBNFEET  F2ETREHN AWS RENE. RBEEAZEHER
MARER , EXASIEHA/ L. SRIZNFEEREAERTENHEE  cHSERZEHEANAR
BER,

RAREH B

1. 1£ https : //https://settings.aws.com BIREX AWS F&E.
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AWS 1R &R A% ER
2. EXEBEEBERTD , BRRE,
3. HEREMARSRTY , CEEFITANKE. BELNME

BIENFTEEENE , RREREEFEQZFRAPNBHNHERE , RREHNHBNBE 6
18 A B SE4F A o B B

4. HERRUEMMERER AWS R  FEEEEREFE.

RHIEH AWS REERE

1. 1E https : //https://settings.aws.com BRI AWS F&Eo
2. EFXFEEEERD , BEIRE,
3. HEEWMERRSRTD , LEFITANKE. EELNEH.

BENFTEEEME , RREBLEFEAZERAPNBHNEERE , AREHHBNBE 6
18 A B SE4E A o B B

4. BESBREBURREN R,

5. SYMRIFN K MALBRNEHRR. ELRRIEASR  RTEEERLFE AWS REEHE &
RER R

6. EETHBRIH.

E AWS RREREEHNEMNIKRS

/A Warning
BEMBEMEEQERBENTFRANER. EURESELFIULEER,

MREFM AWS MBIFANEMABZ b FRE it | BAFEAEHZRE AWS Amazon Web
Services India Private Limited (AWS India) #&5T#. ENE AWS SEBENIRE , MENEFREFTTEU
ENEE L (INR) M3k T (USD) S,

MRENIRFNMRN AWS HE |, FERATETHNEFRERENIRS, AEEFRANMEM AWS H]
EtRF., WEBEEAWS HERFNET. ERETFRE  URFHEIREENKAIRSEIHRT (PAN).

ES ]
« [0 AWS EDEEM AWS ((#7)
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AWS I F &2 fEREEE
- EBENEFBREET

@ AWS ENEEEM AWS ( #7)
AWS EIERHE AWS AE R, MRERWIEREAFRERUVRANE | BERATHEREMR.
FEAZM AWS (#1) E AWS EIE

1. BIfE https : //aws.amazon.com.

2. TEEREAEEM AWS (¥ ) MEM AWS (#E ) 2EEZE0EEL | RESH AWS,
3. EEXA, #lm0 Google. Apple. GitHub 3% Amazon,

4. RREESRLBRNZEHEFENEA. BAR  RALBKEEHEQE AWS .

5. MALHNER A AREBEEE.

EERTEBRKEFNERNERE , LEBSSHERKXEHRA,
6. WARENR K RERASHNBAMBBNEFHG. REENETEBHE  FEEFEE,
7. BALIRFNESHRERR ARBEEE.

AWS FEBNHRTE T FIFRME -
ELEAELR AT, &Z 128 BF .

- EXREDIERTI=ZBFREE : KB, IR, HFN | @#$ % EEAQM[E () <>
(1 {1 _+= Rk

« ETREER AWS IRF SN HENE FEMF b EE,
8. MAZHBHEFEET K ARRREFEE,

MRIEAV B AE i u ARBE (VR ENE , BN SHEERR S ERK (CERT-In) ER , AWS Al
HAFBELREFEN T DER , TR TE AWS BRI FEHE,

BEBESIRESACHEZENZBL ARG ARERFBEN M LERNBBESMEAT,
wm, MREFHBERALREMEBRRBREBLERS , BN BRBXH LETRNEERSRE, NEES
NRHJAGEE 52 F8)the section called “AREFREN TESHEEH,

9. ERESHMEFHNEEBEMN,

10. BERERRRFHEEENAMEREL., NRERENT., AN ERFBARBAFMBERER
ARABREEAEBNER, TEEEABTLURITE, §EXE K EEXBKLENAS,

1. RBEEENFEREEE  EEZANBRENCESINEXHER , W AEHXHEH.
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® Note
MREFEARE , UITEEATRHNEBRBITHER  RMEREERATENEAX
HERETRE.

12. ERLEANEFBRENERE,

MRRER BN BEEARMNE LI EER SRR ELABURARE, FRELRENZBN
REFEAREFBRENXARELRE. NRETESFEIRENBHS LU ARBINERE | B8
EERIRFEMRETEE,

13. BERXEAURRE K AREFRE,
ERIRFEME  RREERETFHABNEEFRERR, SHAUERN AWS SREFPHRE
EEE LRERE, SLRBBEFRES T AWS RH.

14. AWS BHEZNE —BER,

EEFNAWS RE |, it REERER AWS FEIBA, £AWS REF , SUNBFEERRE.
BIUHER , UREREHIRENLBRE.
BEERENEFREEN

ATHEHNEEMEIDMEER (CERT-In) EHR , AWS ERFEFNREBEFI AWS BRI 2 8,
FEVRETRIFENG DER. ENF I L AERSRUNMNERENB S PHEBETRE. &£
BREHNE , AWS BREXARBEEEN , URERHNEBRTHEAR T FBRE N X4 1H BB
HEAN, CEBRBIMREEFBEENBBLRAENH LETINABTEEN.

EEEMENIRERRE, U MEMBBISER , F20 €4 AWS FE. RERELINANREFR
HENEMESA , GIRERBHEEFA TN EBANE L  BURFEEFLEFRIEFFBREENR,

RELNE FRFEMRE

BULERETEEREEER LRRENTFRERE, NMRENRIREATERTIRIT RN
BYSNEMEFREGALRRKUETRE,

BYENEFREEN

EEEREFRR  LEERUHCESHNEXHMNENA. NEEINBHEREE | 52 /0the section
called “FHRAE BN T EZ HNEEFH,

3
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1. ¥ https : //https://settings.aws.com BARL AWS E&ZE
2. EXEEERD , BEEERERE.

3. HHUEFRE A6 EBEEEVEFRE.
4

BERECFTEANEFRENNFRBXEMTNEE, flU , MREFEEH L REMERE KR
HERIRF | BLARBRXF LETNEREERE,

5. REEHELFERNEHRKEH. RBEEENXHEE  SURFSELEXHFEENEENEIZR, M
RELERGER |, FEEXHFPNARERAIR TR BEH,

6. BERER.

BB EFEHIE AWS EFREERR LBFIFFHREERNEARETIRNER,

ﬂﬁiﬁﬁﬁmﬁgﬂEEﬁﬁgﬁigl

BUREEFREEA , SINRFEMNEEAR, BRRE  UREEEARBENEE. XHE
B, XHLEEHXHER,

MREFEEANBFREFN BB MRS  IEHMTAXHEF  REEESTEFARIENG
Do

1. 1£ https : //https://settings.aws.com BAREL AWS R E.

2. EXEEBEERD , BEEERERE.

3. HEEFRJ K EERXFERE

4. BERE K ARENLEEENEA.

EREMENE , FERTIES

- MRGRETENER , FBLREFEAREFREN X LNEBT AR, flw, mRE
FFEIEA L AEMERRERIELRIRS  SLARK X LETINEESRE,

- MREREFENXHEE  SRFELEXHNERET (ER ) NEIFR, XHLEFFAR

BEAMEEH TR,
« MREHBARE  ATECERATEHMEBRBTHER , RMABRBEERTRNEASXHEE
EITERRE

- MFHINBHEIEE |, 52 [Bthe section called ‘AR EFREN TEZHNEEH",
5. BEERX,
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NRAARENESEREMSABRRBENG D  SREEEEFBARIIFFREBRNEM
BRESRNBEA, SHAIREEFRERRNE AWS EFREERRPRFER.

AREFRENTEINERSF

EZLUTIHNEBRMZENRAREETEFRE,

(® Note
THHANERZTRARFRE,

« PAN + - BEHBUANEEERN | kAR (PAN) FEEHHOEREBIZBHBMEA. LANERAM
—HYFAHEFNFF. PANEHEFT , BERXFENEF , XA AAAAALLLIA, EEFALX
HETERE  SESERMEAE PAN XS LENEERH (BA) IRIZAMH (H¥E) X LE
F<HRIEE. BB ERARITIFNE SR , 8E PAN HEX M,

- BEREPRVIEPIC- BEREDE , UBRAERARFSGPE EPIC), SEHHNERBEZESEXBIKM
EERERNE— 52 FHEN. BRE IDEPIC BT +EAFL , SBFENETF, EAIAFED
EERZESEMNELBEY , REER D NERMY. BEECALNHFETRRE  SXERKLERR
M IEEME .,

- BR-NRENERTRHNEMDZE  BMNEREERATANNARRETRRE. BRRHITS
12-16 A7 , 2REFE. BFNERIEF R, EECRALXFETRR  SLARRENEER
B, Y EERFANEANEE. SR EEKERNSELBKEMN Parivahan Sewa #3% , MEE
BEVE M.

- NEEMERE - A REMERRHANRAEKE (MCA) BITHNH , AN KEXEMAEAER.
BREARE S NMEREMNEZMNLE. SEBEMDISLEEBIHE (CIN) , ERH 21 AF
AR —REERAT , 2BFENHT., EECRAKXFETRR  SL4FA LELFEMEREX
o BALETEL RSB DY , WZE CIN AR,

BAMERIRFEIZIAERNENERFEE

- HAMEAIRE - PAN &, 1EEK ID +/EPIC FME .
- HREERF - PAN FRQREMREE.
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R E PR EL ENEIRE AWS

/A Warning
HMBEMEERRRBENETFRMFER. EUREREEZFEULER,

MREEM AWS WIBIFNEHAB S MRSyt |, ZNFERAEGERENEEL AWS B
Amazon Web Services India Private Limited (AWS India) 253]#9, AWS India 2 EBEHNIRE | £
BREEEUERIE K MTARET. EREEARCHEREEEE LIS X

MEEMRBNIREET , B A HFEEREM AWS Biling £ A,
5/ AWS EXIE 2 EIERREE B P RYFT 8 MR E 2 BRR#IT T 5IE

o FIWBIFE K AR
o fmEE % B K A MRS
- #m& Goods and Services Tax number

- BERBERR

718 = iR B K A MRER
& T LLF 18 Permanent Account Number (PAN) ZI&# IR 5 3 THREE
HZMEHRE PAN

£ https : //https://settings.aws.com BERL AWS ER7E.

EXEEERTD  BETERER , ARBEFIINRE,

£ Tax Settings (IR &R E) EEHIHIEE Edit ({RE).

¥ Permanent Account Number (PAN) , B A& PAN |, RZR®E#E Update (E#H)o

A

fmEE % R K AMRSR
& O] LA iR EE IR B 1 Y 2 E Permanent Account Number (PAN)
fmEE 5 E PAN 515

1. 7 https : //https://settings.aws.com BIRX AWS E&TEo
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AWS IR FEE (R
2. EXBEERT , BEEEERTER , ARBEFTEMNIRE,

3. 1E Manage Tax Registration Numbers (BEER MR , BELZHEN PAN 3R,

4. £ Manage Tax Registration (EEREFM) KT , #IF Edit (f&28).

5. BEWMESENMMN , A%IERE Update ().

#mE8 Goods and Services Tax number

& A] LAHREE R P Y 2 E Goods and Services Tax number (GST)o
fmIE2E GST 5Ri5

1. 7 https : //https://settings.aws.com BIREK AWS F&TEo
2. EXEEERD | BEETERERE  REZBEFTEIMNKE,

3. 7t Manage Tax Registration Numbers (BEER & MHR) , BIFREHFEN GST HIFHIEE
Edit all (£ Z54F18).

4. 1t Manage Tax Registration (EERE5M) KT , i#IF Edit (RE).
5. ENESFNMM , REIEIE Update (BH).

BREBRBERR

A LATE AWS BREF BB EHRBER,

EERGRBER

1. ¥ https : //https://settings.aws.com BIREX AWS E&Eo

2. HEXEEBEEKRD  EEEERER AR BEFEFFEIMNRE,
3. BETHBHIMEEREER.

4., ERBREERP , BEXH ID TRERNBRER,

® Note
REEETANKRERER  TSEREEREER.

#m& Goods and Services Tax number 130


https://settings.aws.com
https://settings.aws.com

AWS EFEE e
BEIRAWS (ENGEHES

FBAIEBEMENIRERRBER |, #5528 AWS 1RF B (SOR) #E RS — 18 SOR., MREM
AWS HIERFEEEZEALDRNERERDRE , AITEALREER, ESEREIRBFMEAT
mELNBERI M ER , MRFVENRBREAEREENNULETRE , BIRFHN SOR KEBHEE.

MREERIRFBERMNEDE AWS HIEETRE  ATEEENREABREREENTRRART
Xo MREWERNRAARCAFHFIRESEF , ELAEFRIENARIIIFFHMER. ERA
THRENRENE AWS HEMNNRZ 2REFR. MFEFBER  F2EME AWS HEZRTERB
ERFRFRETBF

(® Note

MREEEACEAFRBIRERFERARRNARAT N AWS HIERS , AERE B BRI
ETRE , ALEARFERETERE  TREAERNTRRERE.

HRSEIRFH SOR , ZBrAIER T REREBLEN :

EARENRBEFSE SOR

1. ¥ https : //https://settings.aws.com BIREX AWS E&Eo

2. EFEEERD , BEEEERER , AREEFTEINIRE,

3. EERNRRHREEBRDEBEFERE.

4. BAFHREMIL,

5. ENREXERT , t#H SORNWEESZEBEEPREERREY,

6. (MRENARNARLFXAREAFIFIRERF ) ERBNARARERT , EFWATERIZTF

HEFHER , SR RBHERNEREE.

HEENMN SOR TRERRFH , FRAMEENFF , YBFELNFERNRAXHRE
7. EEREREFEE,

RoiER  UEEN SORMEBESHRAENMRERERM L,

ERRENBRBEERAZE SOR

HERENIRFBETER SOR |, B4 AEH MRS AHBEBARBEMIRE (TRN) , WREFHEXN
TRN, &t 7] LAMIBRERMR S ARBABERY TRN, EIRFAYET SOR SRIFH BB LU NEIR/E |, UIRE
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BRI IRE b , AT AMNETIRF BB, ERFHN SOR BER , BEWIBEA , HENIK
FEBAZBEH AWS HE.

1

2
3.
4

o

£ https : //nttps://settings.aws.com BARX AWS EXE,

EXEEERD  BETERER , AREBEFIINIRE,

BEUEHIRE  AREZEEERBEERM , ARBEFE. £HHEEIMER TRN,
(MREHARARFAREAFAERERNF ) TTEEERT , BEEERTER , REE
EFHEIMRE,

BEMEARAIUEFRARRZ S FOFRER , IFEHH AR,

REFRZE , FEERATER.

FURMBREEEAR  FENREERE,

FEHL AWS X

i}

/A Warning

EMEREENRRBEENFEFRMATER, SUREEZFIULER,

SR PIRET AWS BEERES: | AW {E 5 T LB AWS Support &1E.

O UEREASTESEESE +, BIBTHER , BEFMEARIE, B LIBKE A Business
Support+ , REFEARKIEASEA,

ERXXE

WRELBINER, BREERNIREMEBAERE , BAIUE AWS REFFREAZBESIEFEXE+, &1
URENERBFAREMER  SFERESEIREMABERE,

B EERS

1. 7 https : //https://settings.aws.com BIRX AWS E&TEo
2. EFEEERT , BEXE,

3. SHHERIE  BEEVYRH

4. #HHEIFE K WAZIERFNES.
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5. &R  HAREHEE, WRTHN , FHEAERHENS R,
6. BRERIREH,

BAXERGz® , BULUREARGER , WBEFEASE.
BARIBRIRBIE A

1. 1£ https : //https://settings.aws.com BEREL AWS &R E.
EXEEERYD , BEXE.

BELZNZERM, EUBES , BB ERRANFIEER.
FEEXOBEEXE  FENETRACHOE K AREFELEE,

LN

EENRBIFRE | BUNERE | SEK AWS REPBER.
R RIE A =PI

o
hil

1. 7£ https : //https://settings.aws.com BRI AWS
2. EFEEERT , BEXE,
3. i#{E Resolve case (fEREH),

fRR%E | BEELETIRAIFRENA,
Technical support (17 % %)

MREN AWS EREEE  BFERMXE, EEFIENXE K FHEAWS XEFOLATHENE
REAMESL,

X BB E RN RS EIRS
MREHFASENERSCHE  FESXES R OERERELE,

EFREAERN DABEE , BFECERARMFN AWS BB | LUREFANERBCHA.
FREEREXE + 3 H

B LA BB RIZEASE A MR E Business Support+, Business Support+ A 2026 & 10 A 31 HRIR &
Bit, 52026 F11 B 1 B , EEEERK , B2UWE 174 USD # Business Support+ ZH8 , LA
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WEEA 29USD WAEAR., EREBEMBERERBIEASHAR  SERETEARE  XEENIEAS
BETER AWS BRE , BRBEMNREENE.

EHREELIE+BRAABA 29 EZEAT AWS BNRREB 2 , UREERE, NEFHHAEHR A F2
REEFHET. ENFTEESSABY , EREEUEAL,

X&) & Business Support+ & A

1. ¥ https : //https://settings.aws.com BIREX AWS F&%E.

2. EXEEERD , BEXE.

3. EERKEA. EEFPEEBTINMEER,

4. WEAFE , ENGEZEAR  RARBERKBEA.

RO LFERECE | BEEARETISZIEE, ELIUEHK K MEXE + FHMEIEHER , mMBAEM

REANHBHBEEDRW. BUUBKUREEEERZM , E—BBUE , MEENKE Business
Support+ {EEEE =,

HUHBE R < &+

1. ¥ https : //https://settings.aws.com BIREX AWS E&TEo
2. EFEEERD , BEXE,

3. EERUHFEL
4

EEUZE T 52 AREREEUH Business Support+ 8 Y Bl RIREIE AL E | S E TS HATF
= , MAZKN 174 ZUEA SR BREEERE.

5. EFEUHFEIIEREEARSE,

£ AWS CloudTrail ESi8E R

/A Warning
EMEMEERRRBENETFRMFER. EURERELZFEULER,
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£ AWS CloudTrail B2 R E =R

EBHEREE AWS CloudTrail 24 |, CloudTrail 2 — R , "TIREBERKKE AWS AR FrEkENE)
{EWEC 8%, CloudTrail B ERNFTE APl ILEERASEH, I IIERE EEAMEWL |
RrrE X EBIREH APl B4E AWS . EALUEHA CloudTrail FINENER , YEBEENERBHNGE
R, REBRHOAE, REBROKRE , URHEMGFBENR.

£/ CloudTraill EEHEHR TENER

RHABREERANAE WEAE AWS CLI, MREHESEBERKKEHRAER , B LUEM CloudTrail
BEHERTERPNEMNER. ERNERREEEM AWS REH AWS EEFEE FRUENERE
IR B E B FE S H onBehalfOf 28k, LBHERRERE ID MH D FMIE ID, ELE
HEEREZBFMERNERESS ID.

HESI onBehalfOf 2RI EEZIEBKKE , BLFEFEAWS CLI M1 AWS EEEZE, M
RIEZH AWS CLI RE , BHLAER AWS CloudShell FEUBIERE, FERFER Shell , BAILE
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1. B AAWS BEXEA |, W https : //https://console.aws.amazon.com/cloudtrail/ FARX
CloudTrail £# &,

2. HEEEBKF , #E Event history (BHEB LK), BB CHENEHEE  UREBETR
IENEG. BESHS,

3. HEE#R&HYF, FERITIRE:

"onBehalfOof": {
"userId": "00000-e00f-000-000-0000000",
"identityStoreArn":
"arn:aws:identitystore::111122223333:identitystore/000000-0000-0000-0000-60000007"

[

ERERE CloudTral B4 2EBKENE D,

FER 2. 1% onBehalfOf BBEREZBE BN &
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aws login --region project-region
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BE ID, EERE P EMRER ID AWS B8 us-east-18F , —&FEH .

aws sso-admin list-instances --region us-east-1
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"Instances": [
{

"InstanceArn": "arn:aws:sso:::instance/ssoins-0000000000",

"IdentityStorelId": "d-000000",

"OwnerAccountId": "111122223333",

"CreatedDate": "2025-10-26T23:10:58.529000+00:00",

"Status": "ACTIVE",

"PrimaryRegion": "us-east-1",

"Regions": [

{

"RegionName": "us-east-1",
"Status": "ACTIVE",
"AddedDate": "2025-10-26T23:10:58.529000+00:00",
"IsPrimaryRegion": true

BEERRFHFRE ID, ERIFERT , 55 FHE ID & d-000000,
3. BT TIGSREREEE onBehalfOf ZEMEBERKK S,

aws identitystore describe-user --user-id 00000-e00f-000-000-0000000 --region us-
east-1 --identity-store-id d-000000
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"IdentityStoreId": "d-000000",
"UserId": "00000-e00f-000-000-0000000",

"UserName":
"Name": {

"carlos_salazar",

"FamilyName": "Salazar",
"GivenName": "Carlos"

+

"DisplayName":

"Emails": [

{

"Carlos",

"Value": "carlos_salazar@example.com",
IlTypell: IIWOIkIl’
"Primary": true

1,

"UserStatus":

"CreatedAt":
"CreatedBy":
"UpdatedAt":
"UpdatedBy":

"ENABLED",
"2025-10-26T23:15:27.213000+00:00",
"00000000000",
"2025-10-26T23:18:55.432000+00:00",
"0000000000"
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(#EREILEB ) R, MBEFHENR , BF2RERNEE,

I8 AWS BIERR ID BB D ZIREEEIRS , fINENERIKS,

. BB TUREERRHEE RCPs) MRMRSIEE (SCPs) , EAMBMTRHHTETEN. %
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- fEf AWS Marketplace.
- & AWS RABESENHKE.
- EF AWS RSB,
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RFER IR 2 RAVERIRF
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RFE , MARREAEEFB4bU, ELMAERIIGER K SNERIRFEXNAEBPNRERF
MRH AWS ZESR ID SREHEEELIRS , IFELBEREBES I RR. BN AWS BZES D thlEs
ERRFEPE ThEE B AWS B IV Identity Delegated Admin 1R F

HRERIRFREREAEE B  HEFEFXNELEBTHHMERERFTE !

« AWS Organizations A AERIRFETNWE FBHH4HuL R AWS EENTEE N
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FUAERSThAER AWS | RRESIAEE ? 142


https://settings.aws.com

AWS tRFEE EREERE
RRREFEIhRER | MR T IE AWS BREFEMEREF ?
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BRLMERARLERENARERZLNTNZE AWS 8. BEERM , FHE AWS REHE UM E
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RIFR BRI 82 AHIT T HIBE -
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https://console.aws.amazon.com/organizations
https://docs.aws.amazon.com/cli/latest/reference/organizations/enable-aws-service-access.html

AWS tRFEE EREES

$ aws organizations enable-aws-service-access \
--service-principal account.amazonaws.com

Lo THMRR IR EEER T,

A AWS IRFEENZEREE SRS

BEERRAMMEMREM AWS FEf AWS ( EFE ) SEMRARFNERIIEER A AWS IRFE
ENEREESIKRF, AELEEMER  F260 LBEEMESR,

B ASEABIMEFEERBNEREEE AWS IRF, SMUEIRF#® , XIRFFNFERENA
B LB B X E#FAccountId2 8 |, £ Organizations X FIiEEMaccountin B ZE B FEAY AWS
CLI # AWS SDK #1F, EAZEZ RN EE SR hHMKA SRS AWS WikRFEE API B4 AWS
Organizations,

EEREZTHRERFIMAZTRNEREIRS , BEATIER
AWS CLI & SDKs

M Account Management RN EREE SRS

BRI UER TGS REAARFERRENEREES,

® =IEFFA
BEHTELEYR , EHEFETIER .
« BHEEREBAEERIRF BT RE

- EBHEB S ARAE YR,
- BUAA/BEBPHIRFEERAZEEF

BB REETHIRBERE

account.amazonaws.com

» AWS CLI : register-delegated-administrator

TrEHSRARMNKERFEMA/RFEERBENEREES.
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/cli/latest/reference/organizations/register-delegated-administrator.html

AWS tRFEE EREES

$ aws organizations register-delegated-administrator \
--account-id 123456789012 \
--service-principal account.amazonaws.com

B THREIRFIEEER L.

TGRSR , BRI UEARE 123456789012 B A BRI KRS EEM AWS CLI SDK
APl 124E |, ELBEMA --account-id SRS EEHB PN R ERE,

AWS EEXIEES

AWS IRFEBEERFTRAFTXIEMER, EReeERAEP—E AWS SDKs#Y AWS CLI 3¢ API ##
ERPAT AT

A AWS Organizations AR %12 & B 5 BR % 17HY

MBEEHEM AWS (ERE ) FM R AZNIRERRAERIIEE , LEARER AWS FH AWS
Organizations IR FIB KRR FIFE . &ELLEMEE , F20H LREMEE,

AEFERMEGH |, REBUME PEARBEZEFBIBEK (SCPs) AWS Organizations 2R BR Hl 48 & tk &
WEAENACTHTHRE, NERKEFBERNFMERNR , 523 BAWS Organizations  F£HE
M) FHTHEE

« 33 SCPs

* /% SCPs E#ZE OUsHIRF

 SCPs IR RE

- SCP B¥5E;

Example#ifl 1 : BFIEIRF &k B S W E BB A

Ty EHSEETMEERFEZLIRFESR T PutAlternateContact®
DeleteAlternateContact APl 24, ERF LS HERFANEMEIREBFTHESHERBE A,

JSON
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_attach.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_syntax.html

AWS tRFEE EREES

"Version":"2012-10-17",
"Statement": [

{
"sid": "Statementl",
"Effect": "Deny",
"Action": [
"account:PutAlternateContact",
"account:DeleteAltexrnateContact™
1,
"Resource": [ "arn:aws:account::*:account" ]
}

Example#Efl 2 : Byl R Stk F & SRS R EME R SRS R ERBIEA

THEHEHR ResourcenE—MLH ™ |, ERTERBEAREIEXFRNBBELER, &
KRABERFEENZEREESIRFER , MR SCP 18 FHE T MRS A EMERBE A,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Statementl",

"Effect": "Deny",

"Action": [
"account:PutAlternateContact”,
"account:DeleteAlternateContact"

]I

"Resource": [ "*" ]

}
]
}

Example#ifl 3 : Bk OU YR ERF Stk B S ERBIEA

T5I%EH] SCP a2 MR SIRFHNEMESEME OUs WFEETLE. ESGEHHEEE OUs
RAEIR E PR EFEAME X E S HERBHE A
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AWS tRFEE EREES

{5 FA IS #¢ AWS Control Tower

L EARBERIE AWS Control Tower fIBFEAREM AWS ( #FE ) 53 AWS |, IREBERAEREW
HRETIEE, EELREMEE  F2HE LEEMmEE,

AWS Organizations S ERR® , TRESPEENRBEME AWS IRIE. Stk AWS Organizations %
R/ A A8 ST = AWS Control Tower, 78 AWS Control Tower & Organizations A& ¥ 12
B, EREAREUHREERY , RUHBLLHAXNRRENEELSE, SRS AWS R,

RENEREZEREEK S E AWS Control Tower iEE 7 BIB/ 0N IHEE AWS Organizations, & AWS
Control Tower EF —fAFAMHAE R ER , UiBBBRAECHEBIIRFFEEBRNLLNEHRE
%,

EBEA BIYEBRHEH AWS Organizations #4# AWS Control Tower , &7 BURIE B AT ERE .
Z2BEHR AWS WIRE, BEEPAEREENRESZENFER S FA HENLCERRERBE
E , AWS Eif RARRSEENZLHNER.

MEFHMES , 528 ( AWS Control TowerfEFEER) FHTERZAWS Control Tower ?,

T & AP #4EHE K

WEFARER T HRMRE AWS AR AWS (#ER ) M, WREHIRS R ERThEER RE
APIEX, ERLEEMER , F2RH LBEMEE,

£ B AWS IRFH AP RIE—ZIMBREEN 2 —E1F :

- BUIABR -BIRFANFEAESACENZREFEHRKRFPNIRFBMLR  REEAER, X
L HE A — @R 5 B2 AWS CLI Ik AWS SDK 24ERKF , REB& AccountId 88K , EEEIFEAS
MABRER,

- HBAR - BEEBTPERRFANEAESACTFRREERN BB TRKERFEFHNIRSE
M, REFEARERX, ERARUES—EIRFEE AWS CLI 5| AWS SDK ##1E8 , B&8a8
AccountId 28 , SEEFEAEARARTEN., CREREBANEERFIRFEENZREES
R 5 I OY AR = P Y IR 1,

AWS CLI M AWS SDK #4E 7] LATE B I AR IR IR &1,

- MREREE Accountld B8 , MRESEBLATTHT , YADEBFREAZLARRELFER
HIRE, ERIkFEEAEBHKE , B2k,
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html

AWS tRFEE EREES

- MRFBEE AccountId B8 , ARFEEEEABABTHHIT , MBRESEIEEMN Organizations tkF
PiEfE,

« MRWIHRENIRE RIRFEERRBNERIRFRZRERSIRS , AT AccountId 28
PREEZABNEMAXEIRSE , LEREENKRS

o AR — T LA E A —EBERBSIRIELE AccountId BEFHIEEECSHIRFREBEAR
F A6 RECARFEERENZREEERFNIRSE. FMEMIRS K SEEEIRE , #FHEK
FlAccessDeniedfIF AR o

- MREDBIEANIT BE , AXEAARFEMERAZTE Resource TR IAM BERRHLT BIE"*",
AFBER , RMEMABEILIRSFEED ARN.

- MREBEBBEXTIT BE , AXARFEERATE Resource TER IAM BERRHA TR
= AR ER , SMEABB T RERFFEERN ARN.

RTEXREBIEAYRT A

EAZH AWS BIE—& , BAUERA IAM AWS 1RF FFAIBURER T8, EHNMER tkE BT
Al, https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.htmlE &4 IAM 35 0] BU R E
EEIAMER (FRAEHAR ) K, BAEEERUUHMLERNITHLEERE , SAREBLRY
THITHLEENE,

UTREUHFTHRN—EIRFEBIEEZE,
#Y Amazon Resource Name &=, AWS tRFE

- WAL AWS IRF @ EEBERBRIAR resourcetEFH Y Amazon Resource Name (ARN) , 4R
BEESENREFRBIRSEREBTINIIRS  UTEANARER. BFSE L8 7 # APIHIRE
LB

BARFHIRS ARN :

arn:aws:account: :{AccountId}:account
ELERIEXNTHTIRFBHERER , IRTTE AccountID 28, BIAAFEALER,

HEE P R EIRF RS ARN :

arn:aws:account: :{ManagementAccountId}:account/o-{0rganizationId}/{AccountId}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS tRFEE EREES

ELEEABEX THITIRFE BERER , XAEE AccountID 28, FRefEALEN,

IAM BRI A B R 5|8

Account Management BR#§ th 2t 2{18 Account Management BRIG 45 EMRA S48 |, AT REB MR
5 il ]

account:AccountResourceOrgPaths

NARK5|#account:AccountResourceOrgPaths B EBEBNEEBIEEET S EEBEN
(OU) MR E, REZ OU BEMHERF/AEHYE, TIHEHARNBHBRERFBREERAZURM
fEEE OUs 2 —MtRF,

B account:AccountResourceOrgPaths EZEFHER K BUEMEA ForAnyValuedk
ForAllValuesZEFRIEE T, I, FEE , BMFEESEHB D OUsERaccount , FHESIE
FHFER

"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgPaths": [
"0-aalllbb222/r-alb2/ou-alb2-f6g7h1lil/*",
"0-aalllbb222/r-alb2/ou-alb2-f6g7h222/*"

account:AccountResourceOrgTags

WA R5|#account:AccountResourceOrgTags I BASE M EZIEBPIRFNEZER, EZBES
@EFEY  TAXRIENETRFINER, WEELWEFMENR , FSBAWS Resource Groups
(EREZEERM) PNEBFEESR. IFFREEMHEFIRRFIRBDEASEERNEN , F28 (AM
EAERERE) PR ER ABAC for AWS, THSEHIRNES RERFBREEAZHEETES 28

BE&project HEA blues WiIkFred,

H account:AccountResourceOrgTags =2 EFRER K EBXEMEH
ForAnyValuesiForAllValuesZEFHEEF, A, FEE , IFELSEHBNERS LHWE
Faccount , RGZSIBENFESR .

"Condition": {
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions

AWS tRFEE EREES

"ForAnyValue:StringlLike": {
"account:AccountResourceOrgTags/project": [
"blue",
"red"

(@ Note
BRESERERIEBPNIRE, SEIERBREREBI AWS 1RF,

RTELR AWS IRE

ELERRAMMERER AWS 2t AWS (ERE ) 5 AWS 1RF | SRR IR F YRS ThBE BT E%
E . AELEBEMEE , F2H LEEMEE,

RS RNAEE NEE AWS IRFE,
® Note

WMREH AWS IRFE 2 H Amazon Web Services India Private Limited (AWS ENE ) E£HE
B, EFHMEE, NEFHHEEN K B2EEENENIES,

£ |

« B AWS IRFE BB

« AWS EBiF EENIRFE RARUARER
- B3 MIRE AWS IRF

- EMRERAEEFEHE U

- BENREREED

- B AWS IRF &8

- B HEBRBBA AWS IRF

- BEF HWEEBRZA AWS IRF

- B AWS IRF BB

BRELHIRF
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AWS tRFEE EREES

B AWS tRE BlI&

B RRPMAESEA AWS i AWS (R ) AWS 1RF 52t , SRR F R RS ThRE R 2 3 Bl
B, BELRAMEE , F2H LEEEMEE,

MREFHE IAM FEAEN URL BEENLTAERE ( B Hfbeasy-to-rememberdBIAF ) , MAZ AWS
RS ID , A LAEIRFE BB

EETROMARIATHIRCHE  HSW (AM EAEERE) PHALNKAWS IEF D #ABE,
AWS B EENIRFEPRASER

MRE AWS EHEM AWS (ERE ) AWS B AWS tRkF &5t , RELARFRAERTIEE | Al
EAEMARER HE, HELEREMRER  F20 LBEMER,

AWS B RiER E AWS ERZETARENERMVE, THESH-HZERHR AWS X048
B, BEENFOUOBERREER. BRNEREL  YFRETRNRES. EXRTEE AWS EE
HEERRERN  WABVRHEM BE. BHREARERD. BEENRERD , bARELEE, £

AWS B BT RKREAENNESNTIHFEHE A RERELEREE, 05FTHANLHEEN
wE , F2R BN TAEES, FEE-STHIFERN AWS EE MBS , FEAWS 2

ESEARHRE.

AWS [EiE KB LA 5 AMERS R AT A

AREE - HERERMA 2019 £ 3 A 20 B alRBNEE. SRUERFRAARILNEELRRE
HHRINMERER, RRESEZIMAZER,

- EEMAES -2019F 3 A 20 H2ERBBNESERAER , BRRENAES, FHREN
ABSFAERREFTEAERS T MAERMAZH , SREACAELESRELTFEE, FEMRE
FAELREMARSE , BXELE PRAGLES AWS tRF, BAREMAREZ% , BRI
BEIPENZES  YEZEFTEYNERER. FEABUIRFRAZENARS A 2R
BASERABEIUEFN EEN  SENKERFRAZENARSE  F268H RASEHBRSTRNE
o

B B AWS IRF , SREBENBBEUHBRRMEESSE AWS BREENARSE, £ AWS EE
MABRBNERMES , FFrEEBREEFRE LB IRAZER/EEZENMARSNES. ERAK
EEREMABHNERESNER/MES , fIMDE, BARMER , MR B EMA RS LTERE
HEEIL , F2REENMARSNER. RFEAR  BUNEIRFFRAEM AWS EEMARES
REEFRECEEMBERANZENA RS,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html
https://aws.amazon.com/about-aws/global-infrastructure/regions_az
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-multi-region-fundamentals/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-multi-region-fundamentals/introduction.html

AWS tRFEE EREES

BRI i AWS IRF |, 88 IAM BERNBZABERNS A BREAEMEHERESYER , LFFEA
BEFITHNREAEN IAM 5o EAERENEAERFIELEEP AWS IR, EERERT
AWS |, ZENAEBESESEFR , BELESP —RAEEER IAM BERFEAER , U ILFEE
Hrh AWS iR, ERRERAEENARER , S8E0 IAM ERMNEAER AWS EEERE
B, —BERERARATESNARTY  REAEMN IAM SR AILERBMERRESF LR/
ME IAM BEAERREFEHRARZEMARES S AWS B IR,

ERFREENAREE , 80 IAM BABREEFER K MESRERZENARTEHPERY IAM 7H
B, FAEENARSTEMRXESTNER  MEXEARENARSTHER (WRENE)
BRERENRETRENR,

/A Important

FRESSEFH BETERN IAM 7H.. EFERBRERENER  EEFEELEM. &
15 R 2132 51 B8 BRAE AT 3R ER B B R

AWS BEFSSHEASEIE. SEAEREBRAE—EIEE , MESESEELHE —SZEER. 5E
EEEEIHK AWS Identity and Access Management (IAM) #1T{EBE , I 7 R [E partitions. AWS
commercial BiFFHEEVRaws D EIEF. PEEELRaws-cnZEIEF , LK% AWS GovCloud
(US) BFifuRaws-us-govaElEF 2z ERMUERER., RIBEEYL WHEIE AWS RS , BRI EX
DEIE AWS EBiF REMA .

- aws FEIEFMIRFAREGTFINEXIIETNZEERSE , MEEFESLERNULERME AWS &
R plan , BB EZBUMNEE Amazon EC2 #i1TEE , AEEZELNEBNEFRNFELEREE
Ko

+ aws-us-gov 2 E|[EHHIRS A EEFE AWS GovCloud ( EEITE ) [EiFH AWS GovCloud
(EERI) EE, WEFMEENR , FSBAWS GovCloud (US).

« aws-cn PEEFHIRFRAEZELFRILRENEERESE, NEFHMBENA , 28 Amazon Web
Services in China (Amazon Web Services (1 E)).

ES |

- EFAARS2E

- BANEAREINEEER
- RERENFERRS

- BASEABIIREHN B
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/partitions.html
https://aws.amazon.com/govcloud-us/
https://www.amazonaws.cn/about-aws/china/
https://www.amazonaws.cn/about-aws/china/

AWS IRF &=

ERAEER

- BASEABBDRESE

ERAAESE

TRAWS B ATAEERIIH, FRESSRBRABEEEFER , MEEMARSAETLFERR

R, FeeERTM

Opt-in Regions

TIHESREREMARE , BXATHA , TREATEH .

=t

M (BE)
TAWE (B8
TAESR (A1)
TAME (BEHE)
TAWE (HEIE)
TAME (BEX)
TAME (BRAD)
TAES (M)
TAES (RH)
MK B (4 Fl)
BOM (RRER1t)
EVRES: )

BOM (FBET)

DR=RINCEE0E:FS)

Code
af-south-1
ap-east-1
ap-east-2
ap-south-2
ap-southeast-3
ap-southeast-4
ap-southeast-5
ap-southeast-6
ap-southeast-7
ca-west-1
eu-central-2
eu-south-1
eu-south-2

il-central-1

GA

GA

GA

GA

GA

GA

GA

GA

GA

GA

GA

GA

AWS B3 EERIRE FRUASRER
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AWS 1RF &= EREES

=x Code R RE
R (FARBEE R me-central-1 GA
Middle East (Bahrain) me-south-1 GA
=P E (FE) mx-central-1 GA

Default Regions

THEHARAMA  BEEFEH

28 Code

DAME (RR) ap-northeast-1
DAHE (HH) ap-northeast-2
EAHE (KER) ap-northeast-3
DAME (ZE) ap-south-1
SEARHB[E (T IN) ap-southeast-1
DAHE (FHR) ap-southeast-2
MEX (D) ca-central-1
BUN CER=E) eu-central-1
BUM (HT RS E) eu-north-1

BN (EFEM) eu-west-1

BN (2 eu-west-2
Europe (Paris) eu-west-3
mAEM (BRAE) sa-east-1
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AWS tRFEE EREES

28 Code

EEFRIP (HS EEdLEh) us-east-1
EEIRER (RX%MH) us-east-2
KEIFEER (0F /e 2L EB) us-west-1
XEFEP (BRER) us-west-2

NEERHEBERAHEABHNSEE  F28 (AWS —RBEEmM) FNESRE. NESEES
(TEmE ) XEN AWS RIEBFE , F2HAWS ESRFHEE,

/A Important

AWS 2 :ZIE 4 regional AWS Security Token Service (AWS STS) in% , MA = £1Hi%
HRBAMEE, [EH AWS STS inM THERBREREMERETEHBER AWS , MREME
AR AWS STS ind , IR SEETEAEE, T8 , RELIH AWS STS inF (https://
sts.amazonaws.com) B TEFE B FRHMETERA AWS B 1 R EXN , AERBAN +8
W, MREGEERRFAFMNES , EAIUFERAESE AWS STS IWm#H THERBFR , A
£ AWS STS I RZEHEME PEMN ITERERZRF AWS B, EFfEEHPEEN
NIERERFREKR, IRERERFIERBETH , AIBLEBANFHAREEZELNRRK. W
%= AWS STS inF AR AWS BEHFMAER , FFS2EE AWS STSAWS EFFEE

RANERESRNEZEESE
EERARNEAREZH , FELEETIEE !

- EREEREREAM , AT EEERERHBENENFEAME BN E - FL AWS £ 5
X Al BR# , ‘=38 Amazon Bedrock ( FE2BFE K [EEHHE NEEE) 1 Amazon Q Developer
( 528 Amazon Q Developer ¥V E EIFEE) FHABEEHER. WREEAELRK , eME8
BELEENHIBEVERERNRE AWS BiE- SFELHARAERN IAM EREBANESE, ETER
BT ANEENERTAERAEESER.

o IBAILAER IAM FF T 2R 12 4] E 5 FE — AWS Identity and Access Management (IAM) ‘& & M {EzF
A, AEAEEMLEEAETURA, £H. BN HES. mEFAEHR , F28 (AM £
EIERE) PWAWSAFTTRANER AWS BiF , WA LIEA aws:RequestedRegionf® &8
RIZHE AWS BRI WFEL AWS [EiF,

AWS [EiZ] £ MR 5 PR = 173


https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/bedrock/latest/userguide/cross-region-inference.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cross-region-processing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws-enable-disable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion

AWS tRFEE EREES

- RANEFHEEREEN - BANGFEARREZENE. EREREFEIAPEINERVTE,

- Amazon EventBridge B & — & W LATE EventBridge T EFBEMREEHEH, RRSASEN
RES T E Y EventBridge B , EEF A BB TERE,

- REABFBEERE - ARBA/FRRENARSNIFRSHE , BEERFREEEBEMRE
* ENABLING
» DISABLING
» ENABLED
» DISABLED

EZEMNASHZZEIREER ENABLINGE, DISABLING AREERF | S EEUE, &
Al , ConflictException#&iBE , EXK (MA/EA ) BEEEZEEFREUARESWER AWS
RIS MR, ENEAREES | B AWS RIS E % BN FHENABLED,

FRIE R M FER R
RBASERREEE , FESTSIRBMFRRS

- ERERBAT  RARSFEL P EILE NN - ELRAEEE , AWS S8TEEREREERX
B HHIRS | SlIAEEN IAM RS ZEZEE, XZBIRFEELIENKE , EERTES
BRGNS, ETWBRETRZE , SEEEER B,

- FRAEST-—ESUHNET - FRESR K BRENTEZELAURSTRET. FAERUERETESED
EIRENRTEEN.

« E-IRFERMEEREHATAE 6 EETHHNESREFR - —EFREFRY —@EiRFRAZRE
A— A% ERESE,

« AARETILAE AWS RIS E IR 50 B EEIRIFFR - EEIRF W LARERA 50 EFEERES
EREBTH. —EFREFRBAIERA —ERFINEEESE,

RASERBMRFRD B

BREH AWS IRF AIERRESE , FHT THIEFFHNSER, T3 AWS EEFRE BF —FREE
EBUABHER, BRLER AWS EETEE RENEETMEART WY RIEZIRFHHATRRE
o
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AWS IRF &=

AWS EXE R A

ERAEER

RBASEFERBM NES AWS 1kF

@ HBIKFFHA
EEFOTTIERFFNSR , IAM ERESIACHLEET TSR .
« account:ListRegions ( EEMA WBE , AWS Bl UREME I =RERARE
A)o
* account:EnableRegion

* account:DisableRegion

1. AWS EETZE NEFREFTN AWS iIRFREAE = IAM EHERABGESTEA
BEREALANIKRFER , RARBEIRF,

ERFEAL , M THRBEER AWS BiF,

BELERAREANES  ARREMENDERASER. £E5IRERT.
MBELRERARE , BREERNNT , ARBRERAES.

o & 0 N

MREERFERRER  FREABTRNXT , WA disable ETHE , RRREFRAEL,

BAZEZEMAERRR  SUNRESEESFENZEDS. NFENEINLSR  F2H T
REBSEEZE AWS EEFEAEE , AR IRFANEBEBETRARE , F2H PR
FARED AWS EEFES

F4}

AWS CLI & SDKs

O LAERAT5 AWS CLI ss S E AWS SDK S RERE A, £/, BEUMSIH [EEHEE AR
BE -

* EnableRegion
* DisableRegion
* GetRegionOptStatus

* ListRegions

AWS [EiZ] £ MR 5 PR = 175


https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region-procedure.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region-procedure.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/change-default-region.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/change-default-region.html

AWS IRF B E

ERAEER

® =IEFFA
BEHRT TSR, ELAHAHEEZIRENA

* account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

* account:ListRegions

NREERELERNGT , LTUBFELEALEADNBRRBEANED , LHT LA

HE.HE*”EAEIJ ﬁb o

TrEHEeRBETEENKERFRAESS, FANEAERSARBBABNERRS , HRE

RFEENEREERSIKRS,

AR, BUUUERAEENGSERED , REFEA B enable-region disable-

region,
aws account enable-region --region-name af-south-1

Lt SRR M EELE®W L,
BRERIERLSH, THGMTUBEEEEF RNWEIMREE,

aws account get-region-opt-status --region-name af-south-1

{

"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"
}

RS = RMBEESH R EE
EEFEH REWRF ERANEE AWS Organizations , 5T FIRRFFHNLE,

(® Note
AWS Organizations 3 & B AWSOrganizationsReadOnlyAccess}

AwSOrganizationsFullAccessEE#H , LIRMHEFE AWS R FEE APISFFA , A&

AWS B3 EERIRE FRUASRER
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AWS tRFEE EREES

A LAfE AWS Organizations £ &S FEIRFER., EERBEFTNZIEBUR ,
Organizations AWS 3 & BUR K E #o

3
¢
an

® Note

EETUREERFSERTHNEREEESRFHTELRE  LEEKERFEEFERAZ
Bl , BMAAE

- BUABBTHFIATIE , WEERERFNRE, EFREESEFREIRS, EEELR
VEBRERS . NRENEBRERESHIRE  BERERAMBYRE ,na/ﬂﬂﬁﬂlﬁ%ﬂ
8 BV A Th k.

« A AWS Account Management BRIEHI ZEEFE. EERXRELIER , F2HE BA AWS
REFEENZEEFN.

AWS BEEF#EA
AR S5 R Ry B

FEREBNEERSEEAERE A AWS Organizations £ 4,

EEELEAWS 1RF | EREEERNIRS,

BERFRERSIER,

EEEHT , BREERAREANES,

BIERE  RRBERASEARIE,

WMRLBRZFRARE  BEREBTIHXT  RREBERARERSE,
WREBRZBERRE  BREBETIHXT K WAERETES , ARREEAESE,

N o a bk Do

AWS CLI & SDKs

BRI LAERA T3 AWS CLI s T HE AWS SDK B FIRERMA. FH. EBRMIHERK SRS
HY [ ERERE -

* EnableRegion

* DisableRegion

* GetRegionOptStatus
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_available-policies.html#ref-iam-managed-policies-updates
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html

AWS tRFEE EREES

* ListRegions

® =IEFFA
BEIT TSR , BLAHEAHEEZRFENFFA

* account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

* account:ListRegions

MRIEERELREBIFTT , KAURTFREECREERTENERRIZEANES , AR TFHMARRK
ANMNBE AN

TrEHERERTEENKERFRARS, FANEAERLARBBBNERRS , KB
RFEENZRERSIRSE,

AR, B UEAMERNGSERES , AEFEH B enable-region disable-

region,

aws account enable-region --account-id 123456789012 --region-name af-south-1

Lt SRR M ELE®E .

® Note
HRERERERZ %A 20 EEFFER. B8, £EkI

TooManyRequestsException,

BRERFELH. TIMTUREESRR

3

R A9 B FIR R

aws account get-region-opt-status --account-id 123456789012 --region-name af-south-1
{
"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"
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AWS tRFEE EREES

}

SEHT HUMREE AWS IR

BLEREERE AWS IRFE MRE AWS FEAEM AWS ( ER ) &£, NWRES kRFRAER
Thee , A ERT WIRE, HELBEMREE | F260 LEEEMRE,

&A LAE A AWS Billing 1 Cost Management 12 & REHATE AWS IRF IREREFHRE. BETH
A EFIREMNIREAMBERE , F28 AWS IREHERAERE FHAEER

EHNREREE Bt

EBLEREERPURE AWS EREM AWS (ERE ) EMRARFVERIIEE , AT ERRER
EETEMHFuiu, FELBEMRER | B2 LBEMRE,

ERSERRER , EURFEENREAEE T AWS 1RF. i, ReREETENE, NE
BEZEL | BEEMBUNMKERFNREREE T E4Fibut,

@ Note
BF 5% AWS 1kF TTRRFENE NG T EEEIE[AIT,

R LMRBIRF REABMIRFEBN -5 , AFRN A XNEMREREEFEHH

« BMIRF AWS IRF SHEEIRS - BN AWS 1kF REBBE Y BABSEBNEERSE , B UE
A AWS EERFZAEMBREAEEFHMN. BETHNAMTHRE  F2REFEIL AWS IRF
KEERRFNREAEE FEN

- EAWS IRF fHBH - BHRABRN AWS B EIRS , EERFIEZREESRFPEAE TN
#&£ AWS Organizations T AEFEHKERFHVBRFEREE FEHH , HEB CLI AWS H SDKsI
BRARFARNEFKERFNEFBH, BE THNARTHIRE  FSEEH AWS IRF 8+
1 NRERAEEFEHL.

ES- ]
- EFBY AWS IRF EEIRFHNREAEEFEH
- EH AWS tRF HBHER NREAEETEH
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/

AWS tRFEE EREES

EXEIL AWS 1RF SEBIRFHNREAEEFEH
EEREBEM AWS 1kRF EBRRFIREAEETEH LI, FATTIEFHNISR,.

AWS EEEFRA

(® Note

BRAL BRBEANAWS IRFIRFERAE , EFTELENW IAM Frl, BEEL IAM FHE
RACHE PEITELDE,

1. A AWS IRF RN E B4 it MR | UIEHWAWS EE T A5 9 EA AWS tkRFRFER
o

EEZANALA  BEENIRFRBIRE , AREFRS,
EIRFEHEMNIRFFMERAS  RERF , ARBNERE 7B u MR,
EWRFHMEEARR L , BERE,

EREIRFETBHEE L  ERNEFEA b, FEVHNE 74 ibu MY
AIRBEL. AR BERTIER. RIBINR EEELNHMEF B itbitno-

reply@verify.signin.aws,

6. EWBRFEFHBHAEENRERT A BASREFBHFRIINAE , ARBERTEN.

o M 0N

(® Note

RERKZURFES 7ESIEEE, NREERGEFRBRIEFHHN,
R RR B ERIR,

3
%
i

AWS CLI & SDKs

B AWS CLI S HF —{f AWS SDKs API #EF X B, BREFEA RIATIHER AWS EE

FEE,

EH# AWS IRF B EM NREREE FEH

& EM A AWS Organizations A mEMABPEMNRERFHIRERAEE FE4ut | FHIT T
EFNIER,
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https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account

AWS tRFEE EREES

® Note

EEEHNERFHREAEEFE 4tz , BRETHRURENTZE, NEFHFHER ,
A2 BAWS Organizations  EAERERE) FHNER EMHERFNEFERE S F B4
#tAWS Organizations,

BHAIUEARERAES Y BEAR , EERX PNIRFEEEHNKERFHBERAEE FEFibit,
AWS EE X E WMFEstep-by-stepiRfA , FFER PRMNTBEN B IL AWS IRF SiEEIRFHIRE
RES B4

® Note

BELZEMERIRFHREAEZE Bt | EREHE AWS REFE MU MAERN KSR
Fo. AWS Builder ID BB EERIRF A, MARREAEES FEBF bl , EFSELRAER
DR E, WEFEFMET  FSRBMAERYEEBNERIRS.

AWS Management Console

® fm&t

- BEREERFIABSTNEREEZSIRFHERERFHATIRER , E4ERAKREE
B RBHEEFE.

 SSECEAE R AR R F IR ER AR A SR Y IRERV T BB R VIR F

£/ AWS Organizations FEAEMAERFNREREE FEH bt

1. & A AWS Organizations A, BHEL IAMERESDEA , SLEBNEERE DY
BEAEFDEAN (TER).

2. EAWSIRFEEL K EFEFHREAES FHFwUNRERS,

3. HERFHMEAERT , BREBFERE K RRBEENE FE i,

4. HETFEHT  WARERAENTFE T  RBREBEERTF. ESK—RXMUEEE (OTP) &
EEHNEF B4t
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https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://console.aws.amazon.com/organizations/v2
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials

AWS tRFEE EREES

® Note

WREEZSEXBREER Organizations TR AL EE , ZAUERXB
BEE 24 NMERABRE TR OTP BF. BEERKM , FHERFFMEART LE
FEERE  ARBRETREFBHER,

5, ERMEBEWRT K GATL—ESRPERIME T u AR  RRRIFMHST. ESHEMN
EXERFHBRERE,
AWS CLI & SDKs

R BMERA T3 AWS CLI S TS H AWS SDK B ERERMMIEFRREAEE FEFbiL (B
BATEEFE bt ) -

» GetPrimaryEmail

 StartPrimaryEmailUpdate

» AcceptPrimaryEmailUpdate

® fm&t
- BEREERFIEBTHEREESIRFHKERFATELRF , ELARAKREE
B RBHEEFE

« BESEFHERERA R REN TRBBPIIRS,

- WHRERIRFE , AccessDeniedExceptionEMEEREEHL BT ,
StartPrimaryEmailUpdate i &AcceptPrimaryEmailUpdatesk B3 2% 4 $85 55,

® BIEHT
HRSEERE , BLAHEERIF BB ENFTA
* account:GetPrimaryEmail
* account:StartPrimaryEmailUpdate

* account:AcceptPrimaryEmailUpdate

EHRFERAEE FEMH 182


https://docs.aws.amazon.com/accounts/latest/APIReference/API_GetPrimaryEmail.html
https://docs.aws.amazon.com/accounts/latest/APIReference/API_StartPrimaryEmailUpdate.html
https://docs.aws.amazon.com/accounts/latest/APIReference/API_AcceptPrimaryEmailUpdate.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
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AWS tRFEE EREES

MREERAELEM[BIFTR , BUUART - EEAEERBUREAEE T BFibit EFMIRE
B, BRFHMEARRSHERMEANED.

FETRRERAEETHFHUERF  BLAEKBRTIEG M RVIES , BSERAEEEFENF
APls,

Example GetPrimaryEmail

TrEHERERTEENKERFEBBRERAEE FBAbu. ERNBABNLERBABN
BERF , IRBIRFEENZREESIRF.

$ aws account get-primary-email --account-id 123456789012

Example StartPrimaryEmailUpdate

TG ERBREAEEF B U EREF., BEFNEFEFUE | Wi —ERE (OTP)
BEEHEBPEERSRFHNEFEFibit. FANEAENLARBEBNERRS  $XA
RFEENEZRERSIKRS,

$ aws account start-primary-email-update --account-id 123456789012 --primary-email
johneexamplecoxrp.com

Example AcceptPrimaryEmailUpdate

THEHIEEZ OTP BXF , YKFNEFBHF b REABBTEENREIRS, EANEAE
MLARBEBNEERIRF , WRERFEENZREZSIRS,

$ aws account accept-primary-email-update --account-id 123456789012 --otp 12345678
--primary-email johneexamplecorp.com

EHRERER

ELIERRPUMMERER AWS FEft AWS (R ) 5E , SRAIRFER R EMBRERER
R, EELBEMRER , F28H LBEMEE,

HRmE AWS IRFENREAEER  FITTIEFPHIE,
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AWS EXE R A

mEEIEHIREA B ET

(® Note

BABELL BB AWS IRFIRERE  ETEEEENN IAM 551, BEEL IAM EHE
HRECNEDHITELSE,

1. A AWS IRF M EFE4but R | UEMAWS EE A5 S EA AWS RFIRER
&,

EEZEEMNALA  BEENIRFEBIRE L AREZIRF,
HIRF EEMNIRFFMERAS  REEF , ARBNERE 7B u MR,
ERFHEEARANRIRSE , RERE,

ERERBEE L , EXBAEE. ﬁgﬁ%ﬁﬁﬁ’&%ﬁ%ﬁ%ﬂ’ﬂﬁﬁo R BEENER. WF
Hitfgs| , SR ERCEAEEBHREER , F28 (AM EREER) PHEE HNRE
AWS tREREME.

o b~ 0N

AWS CLI & SDKs

1 AWS CLI S HF —1{ AWS SDKs AP #EF X EILER. BREEA BITIHER AWS EEE

o'n L
T Ho

FH AWS IRF €1

ELERRANMESER AWS &2t AWS (R ) SEMSRAIRFNVERIHEERER AWS IRF &
B, FELEEMEER | B2 LEEEMEE.

EEZER AWS IkF |, FEAEEZRECNERERX — R EWn S B0 R NER. TEMH. &
B, RSB ELHIENYE  LURFZENDRIRE , LER -SHBINEERE,

IRENZBEEREHEME , FINENZEEMN 184 , 0 Biling and Cost Management &
FARH AWS Organizations £ &, BPEBREFERAZES LZRGAEHIRS , UERFIEHIR
F&#E., BRNTIRE , BEZEBFERATAREE , HlW0 organization-purpose-environment (440
sales-catalog-prod), EREBIEMNELZLEZE K BEHEFARMRBASSEBENR (PI) BWIRFEHE,
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AWS tRFEE EREES

- BMIRFE AWS IRF SHEEIRF - BR AWS 1kF REEBE VBB SEBINEEIRSE , &L
£/ AWS EEFZ AT AWS CLI M SDKs EFtRF B, BET7HRNMERAE  F2H ENBEY
AWS 1RF SEEIRFHIRE E R,

- HEAWS IRF EBR - HREBR KBRS AWS Organizations , EEIRFHEREESIRF P
£ F & o] LABE AWS Organizations EEAKFEFMEBAEMAXERFWIRFERE | &R AWS
CLI Ml SDKs BXRA A AEH . BE 7THMMAERE , 28 EFERPER AWS IRF BIRF
BH,

® Note
8T 5% AWS IRF TeZEME T seERIE TS,

ES|
- BB AWS IRF EBRIRFHNIREEE
- EFEBPEMTAWS IRF NIRF &R

BB AWS IRF RERIRFHIRFEHE
EEREH RS AWS IRF REBRFHIRSER , BRTTIRFRNSR,

AWS EEFEA

@ =IEFFT
AL ERABRERE,. IAMEAEDS IAM ACREMIREERE, REFEHN2BER
E, ITEZENAN AMBFUIREHIREERE, FH IAMERES IAM 685K , BEDH
BEEE T IAM 559 :

* account:GetAccountInformation

e account:PutAccountName

ENBUREFRERIRFNIESZRE

1. {EH AWS IRFENEFH Ut FZE , UEMAWS BEETIEAGSEA AWS IREREH
&,
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https://console.aws.amazon.com/

AWS 155 B (EE
2. HEEEAMNALA  BELNIRFSBIRG  RRBEEKRF,
3. HIRFEEMIRFFHMENS , BEME A RARBNENRF LR,
4. HEBT K BALEEHNNMEFERE  REBRERT

AWS CLI & SDKs

® =IEFFA

BAUERARERE. IAMEAEDS IAM ABREMREEZE. EEHT ISR  EH
IAM ERES IAM BEXEZTLVEETH IAM 51 :

 account:GetAccountInformation

* account:PutAccountName

EHBELEEFRERIRFNIRFE &R
SERBAE A T HI H A — R E

« AWS CLI : put-account-name

$ C:\> aws account put-account-name \
--account-name "New-Account-Name"

« AWS SDKs : PutAccountName

BB T EMT AWS 1RF WIRF S8

£ AWS Organizations PEAMBEEERE , EENEZREESRFPWERE IAM £HEH IAM B
B UETERREZE,

FESFHBPEAKRERFHNIRFEE , BT IIEFNDR,
BEX

EEM# A AWS Organizations TIEAEMRFEE , EEEHT —LUIEE !
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https://docs.aws.amazon.com/accounts/latest/APIReference/API_PutAccountName.html

AWS tRFEE EREES

- BREBSARAFENRE , TREEREIRFNRE. ENRERESRFRERS. ESELEN
EBRERA . MREWEBREAESHIRE , BV ERAMATE , F2RBAERBNE
AL

- BEFEEAAWS IRFEERBRAZEEFN. #ERTEMEAR , F2H BA AWS IRFEENZE
EFE.

AWS BEF#EA

® =IEFFA
BEREMABIIRFHNIRFERE , B8 IAM E£AES IAM AELEEF THIFFA :

- organizations:DescribeOrganization (ZRRE#A)

e account:PutAccountName

EHARERFNIRFEEE

1. 7E https : //https://console.aws.amazon.com/organizations/ BiEX Organizations & &,
2. EFEEERD , EE AWSIKF,

3. HEAWSIRFHEL , BELEFTHHRERS  EFBFETHNRIER , RAREFENRS
B,

4. EHRBT K BWAEHNER K RARRERT.

AWS CLI & SDKs
® =IEFFH
EEEHHEIRFNIRFERE , B8 1AM £RESR IAM ARXEAEFTHIFT :

- organizations:DescribeOrganization (ZRRE#EA)

* account:PutAccountName

EHRERFHIIEFERE
BRI AR TS H A —ERE -
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://console.aws.amazon.com/organizations/

AWS tRFEE EREES

« AWS CLI : put-account-name

$ C:\> aws account put-account-name \
--account-id 111111111111 \
--account-name "New-Account-Name"

« AWS SDKs : PutAccountName

EHT M EABEA AWS 1RF

BEEREERA AWS IRF IIRE AWS EREM AWS (ERE ) EMSARFVERIIE |, W
E#H WERBBA. SELBEMER  F28 LEEMRE,

HREHEART AWS B 2BHE= BEIRS ERBNERBEA. ERBBATAREEAR, NRE
NEHAEERIRE, RENZLMNMNE  CTANATAETBEL HRE, BLERRRFRER
HRMBOET B SN, RSB A SRR X R ET BN A BT B
#E

EReEEET I HE P —EHE ik S HEEEB R BIHEEE,

- PREEESAEA
- BREBHEA
- REWBEA

ERMRBIRF REABMIRFREBN -2 , AFEN A XHERFEES BB

« B AWS IRF - R AWS 1RF REBBEIRBA | SAUER AWS BEEFZARIEIB CLI
M SDKs AWS EFHIZBECHERBBA. BETHNABTIHERE  FSEEFE L HERBBEA
AWS #RF

- EAWS IRF @+ - HREBR AWS HBH R BIRF , EBIRFREREESIRFPHNERE T
#£ AWS Organizations A EFREFEBTFHERKERS , HEB CLI M SDKs AWS HER
A AREH. BETHOMABTIRERE , FS2EEHN AWS 1R HEB P EA BELEE A,

£
- BREBHBMEF B FER
- EMBV BBABHEA AWS 1RFE
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AWS IEF R R EEE
- EF AWS tRF &P E BERBIHIEA
« account : AlternateContactTypes AR R 5|

ERRBNE LB TR

EEBEETIRFHNEABRAERACH , RMNESLEOASERBNE B R ERE TIE
Ko

- EERBRARETERF. ZRATHZET  "+-()"%
- ETEBHBUNRELRA 254 F T , RTRERBF 2, EUTNEEFEMF bt a2 H#E0

PEETHEKRET : "+=.#|1&-_"
BB ERBBA AWS IR

EEHARFEBYT WERBEA AWS IEF | BHATHRFTNSH, T5 AWS EEXRA
FREEARBINT. EUMNERAWS BEIRA RENRESEEARTY BAeZIRS B
ERBIHE A

AWS EEEXRA

MERRER L NERBIEA AWS IRF

® =IEFFT
BEHT ISR, BEDOLEREETH IAM FFA

+ account:GetAlternateContact ( EESNKBEHMAET )

« account:PutAlternateContact (FREREFHEHNRBEEA )

+ account:DeleteAlternateContact ( MIBRERELEA )

1. UEEREHFTN IAM FRESL/ACAWS EEFEAEDTEA
2. RELRBLHLANKRFEER , RAREEBIRS,
3. HEIRFEHEL , A THEBEERBEA , AREEELAIRIERE,

EH WERBHEA AWS IR T


https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account

AWS tRFEE EREES

® Note
MRERBEIREZEE , MREARUABIRFNBEAERN LA EEREFATNAR
- DN

4. SEEATHBNMPHE.

/A Important

HREE AWS IRF | REBBRWALAEFRBNE FEFibu , MARBRAEA
VERRR RN E T B ut,

5. TRAIAEEER  FHEEEH,

AWS CLI & SDKs

BRI LAEA T3 AWS CLI s B E AWS SDK B FRERFER, EHRMBRBRBHEER

» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact

© fist
. BT RBESAEERESREBTNENE RIS HTELRE | EAARAIES
BRI EEER.
© BEHT

HREEIRE , BULAREMRE EZIRMENEFT
+ GetAlternateContact ( EESHNRBIEFHMET )

« PutAlternateContact ( REREHFERBIEA )
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https://docs.aws.amazon.com/accounts/latest/APIReference/API_GetAlternateContact.html
https://docs.aws.amazon.com/accounts/latest/APIReference/API_PutAlternateContact.html
https://docs.aws.amazon.com/accounts/latest/APIReference/API_GetAlternateContact.html
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https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

AWS IRF B E

ERAEER

« DeleteAlternateContact ( MIEREFRBIEA )

MRIEERELREBIFTH , BAURTFREECAEERNBIEEANRED , YR TFHMBAR

A B ARBED

Example

T oI HI S HEEEE ARSH B sIiREZABHEA.

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
Example

THIgHIE /BB RS RERNREBRBEA

$ aws account put-alternate-contact \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@eamazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"

Lo THMRR IR EEES T,

B WEBRBHEA AWS 1RF
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AWS tRFEE EREES

Example

® Note

MR EEHERE AWS IRFE FMMERENBSERSITZEPutAlternateContacti®E , RIS
— & SFIEFOBERG , WAFMAEETIUMARN AWS 1IRF MBS ERSEREEN
Big =06,

Example

THEHSMERBRARENEZSERBEA

$ aws account delete-alternate-contact \
--alternate-contact-type=SECURITY

Lo THMREIRFEELEA L.

(@ Note

MREESRZAMERBRNEBEA , F—EABSASUERRNASRXNE. FIERENER
#EEEResourceNot Found Bl AR o

B AWS 1R S R EA B EABREA

EEAMERRE AWS IRF BRI HERBIBARBER , FATTIRFINSR,
EX

ZEEMA AWS Organizations TR AEMERBEA | BREBYT—LENSRE -

- BRBEBCARAFRENER , TREERERFNRE. EWEE IEE?’“%UEJZE'PEJEO EEESEY
ERRTRRS . MRENEBRESESHIRE BB ERAMENRE , F2REBAERBNAE
IjJHbo

- BEERAAWS IRFEERBRAZEEFRN. BERTEMEAR , F2H BA AWS IRFEENZE

EFH.
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AWS tRFEE EREES

® Note

AWS Organizations ¥ & B AWSOrganizationsReadOnlyAccesss}
AwSOrganizationsFullAccessE2F# , MURMHEFE AWS tRFEE APIsFFA , BAE
B L e A MR E &R AWS Organizations . EEREENN SEBEK |, BF2HE
Organizations AWS ZEBENEH.

AWS BEEXHEA
M SARE AWS IRF 4B BV B CBIE A

1. FERABNEEIRSEZEAEREAAWS Organizations £ A&,
2. & FAWSIRF , BBEIEEHHIRS,

3. EEBEEN  AREBRABBAT , RIBBARE  REBIEA, REBHSAE BRI
Ao

4. HEMEBHEA , FRIGHTE  BIEREAEFREBEBBA.
5. LF (IR AMMPNE,

/A Important
HREEAWS IRF , REERRBALAEFERBENE F B , MARBEREA

VERETR RN E T B ut,
6. TRAIBEEER 6 FHEEFEH

AWS CLI & SDKs

R LAERA T 5 AWS CLI e S E AWS SDK 81 /EREEEL, EHAMBREABHEERR

» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact
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AWS tRFEE EREES

® fm&t

- BEHHHEIRFREZERFIEBTIFNEREZSIRFAITELRF , BLARAIRE
AR #E B9 (SR

« BESEFHERERA R REN TRBBPIIRS,

® =IEFFT
HREEERE  CLERERSE EZIRFENFTT -

« GetAlternateContact ( EEENRBHEFEMER )

« PutAlternateContact ( REREFERBIEA )

« DeleteAlternateContact ( MIBRERBIIZEA )

MREFEREL@RIFFA , BAURTFRELERAEZEFNBMBEANED , URTFHMUAR
Tnﬁﬂﬂﬂ]ﬁlﬁ’]ﬁ& o

Example

T oIS H S FEEEMS T BEARS N EREZBABIEA. CANBABNLAREABNEERK
F, ARBERFEENZRERSRS,

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING \
--account-id 123456789012

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
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AWS tRFEE EREES

Example

THEflERARPEENKERFRERFEABIEA. EANEABNLARBEBNEERR
F, ARBRFEENEZRERSRS,

$ aws account put-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@amazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"

Lo THMRR IR EEES T,

® Note

MREEERE AWS 1RF FMEEMNEBEERHTZEPutAlternateContacti®fE |, BIZE
— & SFIEHOBERG , WEAMEEETIUAERN AWS 1IRE M EEREFEHREN
BAE R A1,

Example

TrEHEMBREBTEELBIRFNRZEERBIEA, ERANEAERMLARBBBNEER
F, IREIRFEENEREZSIRS,

$ aws account delete-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=SECURITY

B THMRE IR EEES T,

Example

(® Note

MRBEFRZIRMERBRNIEEA , F—EABRIASUERRNAERKN. FIEBRHNERA
EE 4 ResourceNotFoundfl iR,

EH WERBHEA AWS IR T



AWS tRFEE EREES

account : AlternateContactTypes AR R 5| #

IO LMERAAA RS #account :AlternateContactTypesRIEE IAM IR o fF (HIEE ) =%
Big BB —E, Hlan, THEH IAM BFAIBERERAFRG I8 , AFEENZTEARER , BF
S AEBPS ERFBILLINGE R BIAE Ao

H account:AlternateContactTypes RZEFRER K BXEAMEH
ForAnyValuesiForAllValuesZ{EFHRBE T,

B EERBEA AWS RSP

EBLERERERE AWS IRF MRE AWS FERAEM AWS ( ER ) EMERARFAYERIEE | a0
EH WEEWBA. BELBEMMER , F2E8 LBEMEE,

R LIEHE IRF BN EEBHEET S EBBANESR, 2FR8, BFEut, EFERHENE
vhith ik,

B LRRE T EREERRR, NFFEER  F2REEIEHRATERR.

RIBIRFREABIUIRFREBN —52 , BUUNTENANREETERFBIEA

« B3 AWS IRF - B AWS 1RFE REEBBIBABE |, B LR AWS BB 4 5EiB CLI
M SDKs AWS EFE B EEIRFIIEA. BEETHRUNMHTIIRE  BSREFBIL AWS IR
F EEBK A

- EAWS IRF BB - BHABEN AWS B R EIRS , EERFIBZREEERSPEAETIU
#£ AWS Organizations £ A EFREFEBTFHERAKERS , HEB CLI M SDKs AWS HUER
FETAREH. BETHOMHTHRE  BSEEMEET AWS 1RF HEZBIHE A,

ES]

- ERERHBNEFBHFUFR

- EFMBY AWS IRF EBIRS I EEBIEA
- EFAEBPEM AWS BEIRFHEEBRIEZA
- BEIEBIEATERE

EFER RN E T Bk FFR

HEEREBEEMRFNEEBEERA A , BAEBEEDASHERBNE LB ERETIE
Ko
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AWS IRFEE ERERER

- ERERIRERTEHT.

- EFERBLEN +AERMERHHE , B/ HERBREFCSEEMSSHHEMBER, Hi
m, +1 (EB/MEKX) =X +44 (HKEH ),

- EFERBTESERER. RNBNARB B3I EE%, flm , +12025550179,

- HERRZ2ZE  SEREL AN BWEHA AWS, HRAASHIZE SMS , AT EZIRAE
EFEHB.

- HREE AWS IRF  REBBRAALASHERBNEFE 4t , MARBRAMEANSFEFREH
EFEM4ubit, ERBANEFEHA U NEFTRBRERFNREAE  ARSRENRFERA
B A R B LAE IR

EHBI AWS tRF SEEIRFINEERKZA

HERMEEIL AWS tkF REBRFHEEBEAFEES , FRTTIRFHINLSR. T3 AWS &
BEXps BEF—ZEERRBUAR. BUUER AWS EEF2E RIFINSESELRARFIY B4E
ZIRFHEEBIEET.

AWS BEEXIEE

MEEE I AWS 1RF ERIRFHEZBIEA

® =IEFFA
BEHTTISR , BELDLEHRETH IAM FF 1

« account:GetContactInformation ( EF X ERKAFMENR )

« account:PutContactInformation ( EFEEBEAEMEN )

1. HUEBAREHTN IAM EAEHABAWS EEFEEHGTEA
BEREL LANIRFRERE  REBEIRF,
ETHBEBREEARR , AREEFFE.

SE AT HELPHE.

TRFFERER , FREEHN.

o & 0N

EH BEEBEA AWS IR T


https://console.aws.amazon.com/

AWS IRF &=

ERAEER

AWS CLI & SDKs

A LAERA TS AWS CLI ip S s E AWS SDK 2 /ERHEE., EHMBMBRETERBIKET :

» GetContactinformation

» PutContactinformation

® fs&

- HEEHERERFREERFIEBTINEREESIRFHY

AR FEEY S ER.

© BAEHT

HRBERE , LS ERBRE FIZIREAETA

e account:GetContactInformation

* account:PutContactInformation

S BRR AR

NREEAELERNNT , CTNETREERE ERRBEERNLES , BET HAR

THHHQ*”EAE@ Eb o

Example

T OIS HIEREEERE ARF B I EEBIEE.

$ aws account get-contact-information
{
"ContactInformation": {

"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",

B WEEBHEA AWS 1RF
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https://docs.aws.amazon.com/accounts/latest/APIReference/API_GetContactInformation.html
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AWS tRFEE EREES

"StateOrRegion": "WA",
"WebsiteUrl": "https://www.examplecorp.com"

Example

T OIS E R E R ARSI EEBHEERA,

$ aws account put-contact-information --contact-information \

'{"AddressLinel": "123 Any Street", "City": "Seattle", "CompanyName": "Example Corp,
Inc.", "CountryCode": "US", "DistrictOrCounty": "King",

"FullName": "Saanvi Sarkar", "PhoneNumbexr": "+15555550100", "PostalCode'": "98101",
"StateOrRegion": "WA", "WebsiteUxrl": "https://www.examplecorp.com"}'

L TUREIRFIEELEA L,

BB P I AWS ERFHEEBHEA
& RimEAM T EMN AWS RERF hHEZBHEAFHEE
HFER

%II

, FHAT IR R SER,

= EFE#TEE AWS Organizations TR AN EEBMEA , BEEHT LI RE .

- BHEBSARAMAIE , TREEKBIRFNRE, ENREESRHKEIRF, E8EEEY
EBRERA . MREWEBREAESHIRE , RSB ERAMAE , F2RBAERBNE
RIL B

- BEEAAWS IRFEERBRAZEERFRN. EEREMEAR , F2H BA AWS IRFEENZE
EFE.

AWS EEEiZA
mEAEE M N EEBHEA AWS IRF

1. FERERNEERSEEAERZE AAWS Organizations £ &,
2. £ AWS IRFHREUEEEHHIRS,

3. EEBHREN , RERSKTEBBA

4. BIZ Edit (F5).
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://console.aws.amazon.com/organizations/v2

AWS 1P B2 (&S
5. LSF I AP E,
6. TRABEEER 6 FEEMHT

MREBEEFERE  ECEERER  RASKRBHEEENRG., BN MEIIERBER
B, MEFMEN , F2HEBREEBTRERF N EERE,
AWS CLI & SDKs

BRI AEA T3] AWS CLI ts T HE AWS SDK H F R, EHNNMBREEBIKEN -

» GetContactinformation

» PutContactinformation

® f"&E

- BEHHHEIRFREERFIEBTIFNEREESIRFATELRE , BLARARE
AR FE BV (SR
« BESEFHERERA R REN TRBBPIIRE,

® =IKFFH
HREBERE , LS ERERE BIIREAFTA

 account:GetContactInformation

e account:PutContactInformation

MREEREL@RIFFA , BAURTFEEERAEEFNBBEANED , AR TFEMAR
H# HY*HEAE’JE& o

Example

THgEfEEMARTEERSIRFHNEMNEEBREET. EANZEABHNLARBBBNEERR
F, IREIRFEENEREZSIRF,

$ aws account get-contact-information --account-id 123456789012
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AWS tRFEE EREES

{

"ContactInformation": {
"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",
"WebsiteUrl": "https://www.examplecorp.com"

Example

TrEplgREABTIEEXSIRFNEEBEEN. FANZEAERLARBBRBNERRS
FRERFEENEREESIKRF,

$ aws account put-contact-information --account-id 123456789012 \
--contact-information '{"AddressLinel": "123 Any Street", "City": "Seattle",
"CompanyName": "Example Corp, Inc.", "CountryCode": "US", "DistrictOrCounty":
"King",

"FullName": "Saanvi Sarkar", "PhoneNumber": "+15555550100", "PostalCode": "98101",
"StateOxRegion": "WA", "WebsiteUxl": "https://www.examplecorp.com"}'

Lo THMRR IR EEER T,

RETEHBEAEERE

ERLAE WEBBHEEAPREEFERT AWS IRF, MEBERTHEFRTILIEBRBEMINE
#o

ERARRER , BMEER SMS XFALEK 6 LHRBHEEEIRS BRI FENERRB. EF
ﬁk s RBAEERRE. FETK , AEEARBEH AR,

REEERBE , 5B

SETHIEE :

- BEXAREERMEER 5 piEBH,
- MREFBRFOEXS , EoEENEXBHEBEEBERF,
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AWS 1R &R A% ER
- MREXNBTIERREBY , FHERFHEXS , REBE K.

- MRBFERBERMBEERNBREE  ERELEAXNRT. FREARBHFRE,

- BRERE-—REHRLBMFENERERK. NMRESEEFERE  NESRBFRB,

- HREBPHREIRFE  ABENERERFHNEIEBHREFERT K MARENMBEFERN. BH
ZBI , FRRELT UARETXEFNEMAREERR,

EZERERTAMRE , FFFE A GetContactinformation #/E, BIERRK VerificationStatus WV ER
THHEHSP—EE :

« VERIFIED - BB ERPEFERE.
« UNVERIFIED - R EHEFERERERE,
« NOT_SUPPORTED - EfE5RIEERT N ERARIIRS,

BRERVNEENERRE AWS IRF
EERTEEAEBAERNIRFEFERE , BBEATS AWS CLI s T HHE AWS SDK HE#ERF :

» SendPhoneNumberVerification

» VerifyPhoneNumber

® =IKFFH
HREBERE , BLERERE FIIREAFTA

 account:SendPhoneNumberVerification

» account:VerifyPhoneNumber

EEREHIARE  BHBEE account :GetContactInformation,

Example

T3 AWS CLI £l 2#REBEHEEEHEANRFNETEBRBEFRE

$ aws account send-phone-number-verification

{
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AWS tRFEE EREES

"Status": "PENDING"

Example

T3 AWS CLI 5l R BB UTHERE

$ aws account verify-phone-number --otp 123456

{
"Status": "VERIFIED"
}
Example

5| AWS CLI €| S EEE A T EBREFERBAVRFTARE

$ aws account get-contact-information --query VerificationStatus
"VERIFIED"

BREABDRERFHNEZRE

WA LAER £33 A AWS CLI, =% AWS SDK B &tk P AWS Organizations H EFE 5. BEZ
Bl , BAETK PRSREMER,

AWS EE XA

BREKESIRFNEEBREEFZRE

® =IEFFT
BEHT ISR, EEDOMLEREETH IAM FFA

« account:GetContactInformation ( EEEFERIBURRECERRE )
« account:SendPhoneNumberVerification ( EABREE )
« account:VerifyPhoneNumber (#XRENF)

AWSOrganizationsFullAccess SEBEXTES
account :SendPhoneNumberVerification@} account:VerifyPhoneNumber, %0
RIGMBEZEE , FORIRTFELF .
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AWS IRF &=

ERAEER

FERABHNEEIRE 2 AEREAAWS Organizations F2 A&,
& AWS IRFHFEEUR EIRF.
BEBIBER  RARESRETEBREA,

0N~

NBRBIKERFHEFRR.
ERBHRPBARIS  AREERSE,

o

MREXBAREE  FELBERITAKEZEEREEEAR.

AWS CLI & SDKs

MREFRGARE  WSETES, REEERE AR ZERITHRB. BMAEEE6

HERBFREBIRFHEFERE , FEATH AWS CLI s 5 HE AWS SDK #E#E , WiIEERE

RS ID :

» SendPhoneNumberVerification

» VerifyPhoneNumber

@ f&&

- BEANBAERLARBABNEEZRFRN AWS IRFEENZREESIKRS.
o BESEFHEERA R REN TEBBPIIRS,

® =IKFFH
HREBERE , LS ERERE FIIREAFTA

 account:SendPhoneNumberVerification

* account:VerifyPhoneNumber

EZEREHMIBARRE  BHBEE account:GetContactInformation,

Example

T3 AWS CLI #flEaRBHREEZEER SRS EEBIRERR

B WEEBHEA AWS 1RF
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AWS tRFEE EREES

$ aws account send-phone-number-verification --account-id 123456789012

{
"Status": "PENDING"

}

Example
T%5 AWS CLI #flgRRXBEMEEEREIRFEFRBHZNLS !

$ aws account verify-phone-number --account-id 123456789012 --otp 123456

{
"Status": "VERIFIED"

}

iR AWS 1RF 585 FF

MR AWS FERAFEM AWS (#R ) M, SINREERSRAERIEE | Bt EAERE AWS 1R
F BT EHE, EERIMREE B2 hEEmEnE,

AWS & 538 5k T I HE— B RF AWS IRF :
AWS tRF ID

AT ME—FR B B 12 (L EURES | 5170 012345678901 AWS IRF, 85% AWS EIREH Amazon
Resource Name (ARNs) FEBEIRF ID., 1RFE ID oS —EIRFFNERES —ERFHHNE
REDBR, tRER AWS Identity and Access Management (IAM) A% |, B LAER AWS B
BEIRE RS ID HRFAIBEBEA . MABGEMBBIEF 5 , RS IDs EXEEFERANLA , B
TEREAUE, BRIABEEA,

IEXfEAZE ID

HEF AR , Bl
79a59df900b949e55d96al1e698fbacedfd6e@9d98eacf8f8d5218e7cd47ef2be , ERIBE
B AWS 1RF ID, &R LAFEER Amazon Simple Storage Service (Amazon S3) % F T8
MY EEIRF FZEUE AWS 1RF B | AL ID REB . S EXFEAE ID #EE AWS IR
F RIEFEAEDS IAM EAE,

EHAGR EITEDBRE AWS | T HERITELHEIRF,
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AWS tRFEE EREES

/A Warning

BB AWS ZAER (BREZBANEHEE ) BEAZSERD AWS IRF FFaeEEH
B AWS ERMNE=H, EEMIEMPFZEEES AWSRF B9 .

SREMN AWS 1RF ID

BT LMER AWS BEEE#A 5 AWS Command Line Interface () 3% AWS #8F ID AWS CLI, & £
B“aEYF  IRF D WNEBRAREREUBFERAEER IAMEREFIE A, EREUBEREDS IAM
FERESSEA , RF ID #HER,

SREMNIRF ID MARERE
AWS EEFEA
LRERE S D EARSREN AWS 1RF ID
® =IEFFA
BEHT ISR, EEDLOLEAREETH IAM FFA
- BERUBRFERESDBEAR , BLEEEM IAM FH,

1. EELANEESG  ZEEMRFEBIRG  ARBRELZLEAER.

® Tip
MREBREFINLZEEAERRE | Bl IAM SNBSS ERES D E
A, MARUIAMERAEEDEA, BERHERT , BSKREEBREFRESENIRE ID
S,

2. HEIRFHMEAERT , IRFRIFESHERE AWS IRF ID 3,

AWS CLI & SDKs

A EREMN AWS IEF ID AWS CLI
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AWS tRFEE EREES

® =IEFFA
BEHT ISR, BELHLEHEETH IAM 57

- ERUBERES ST TR, EAFEEM IAM FF 7,

£ F get-caller-identity &5 , 21T Ro

$ aws sts get-caller-identity \
--query Account \
--output text

123456789012

AEEHMRS ID KA IAM E/AE
AWS EE XA

LUIAM & B9 ZEABRSHREN AWS tRFE ID

® =IEFFA
BBYIT TSR, £F

')

DRABHEE TS IAM FF

 account:GetAccountInformation

1. BEALANSEI S  BELNEAERRE  AREELZLTEAER,

® Tip
MREBREFINLZEEAERRE | Bl IAM BENBS 2 ERAES D E
A, MARUIAMEREEDEA, EHERT , BSREERFREEEZEMWIRE ID
RS,

2. HEHERNIRFFMEEAT , IRFRIBSHERE AWS 1RF ID 3.
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https://docs.aws.amazon.com/cli/latest/reference/sts/get-caller-identity.html

AWS tRFEE EREES

AWS CLI & SDKs

R 2% EM AWS 1RF ID AWS CLI

© BEHT
ETHFTESE | £E D AERE TS IAM F :

- BERNIAM ERAERACESHTHTR , B4HEE
* sts:GetCallerIdentity

A get-caller-identity @85 , IR

$ aws sts get-caller-identity \
--query Account \
--output text

123456789012

SHEWEXNEME ID AWS 1RF

B BAER AWS 1RF AWS EERERA H S, WEXERAE IDAWS CLI, WIEXERE IDAWS
1R EBAKIES. B8 EXERE ID BB AWS 1RF AREMAE, MEF2EREDR IAM £

ﬁ%o
SHIERX ID MAREHESN IAM ERHE
AWS EEF#EA

LRERES IAMERESSBEATEER , SRERFNEXERE ID

© BEHT
EBHTTISE , BEHXERE T IAM F
. BELRERESSHT HEE | BREEEM IAM FA,
. BELLIAM EAESHBAR | SAERE

 account:GetAccountInformation
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AWS tRFEE EREES

1. LUREREDS IAM FHE AWS EEXEA B9E A
2. EALANEE G RIEBENIREZBIREG K RBBEZ2EAER,

® Tip
MREBREFINLZEEAERRE | Bl IAM BN ERES D E
A, MARUIAMERAEEDEA, BEHERT , BSKREBREFRESENIRE ID
S,

3. HERFHMEAEERT , EXFEAE D EHBREEREAE ID S, BAAEREREAE ID
REEE Amazon S3 TFEURHIEE ACLs).
AWS CLI & SDKs
FH SHERXFEHE ID AWS CLI
HHEIR AWS CLI f1 APl s B AR AWS IREARFERAE. IAM FRES IAM B,

5/ list-buckets @59 , WM TR0

$ aws s3api list-buckets \

--max-items 10 \

--page-size 10 \

--query Ownexr.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65f98019172f9ch9a5f50ccbEXAMPLE

ERERXIDHAEE IAM AGHNEESESEAE
AWS EEXEES

LER IAM BeNBES S ERAESIBEATELK , SHRERFHEN D

@ =IEFFH
. BHBEBERFYHMNEIE Amazon S3 FEFEFEMNFT,

1. LIAM ABHBS B ERE AWS EEBIIEA B9 & A
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AWS IRF B E

ERAEER

2. 71E Amazon S3 F#Z=AF , REMRETEEBURARTTENFHEER,
3. BREFITRIIER.
4. HEFHZHEEERNFEEITEHESET , AWSIRF SR E MWERX ID,

AWS CLI & SDKs
EH SHRIENEME ID AWS CLI

HREM AWS CLI f1 APl s FEAR AWS IRFRERAE. IAM ERAED IAM A€,

£ list-buckets 55 , W TR

$ aws s3api list-buckets \

--max-items 10 \

--page-size 10 \

--query Owner.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65T98019172f9cbh9a5f50cchbEXAMPLE

HIEZ BN &R AWS kP

MRE AWS ERAFEM AWS ( #EE ) AWS 1RFE 5 , SRR E AR SRR TIEE

B EITHED .. FELBEMER | F28 LEEMRRE,

B A S

EATHEBEPNEARBGHELENEE AIEE AWS tRF ., NFEREAENRA , F2H (AM
ERERERE) PHBEEAENBEETHREDEH. IFEARFNHY , F28 (AWS IRF BA

ERERERE) PHHEABEETHREDSEH. AWS

MR B £

- B AWS 1RF BU R BEEETHESE
- ¥ AWS 1R BIRABEE TR EE

- B WHMBBEEITHERE AWS IRF

¥ AWS 1R F E IR RIEEI TR I

WMRE AWS EFAEM AWS (R ) ZEft, NMREA/IRFRUBERTIE , B ERSEHE AWS 1R

FREVBBEETRE®E, EELBEMER , F20H LEEMEE,

HERNIRFEITREE
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AWS tRFEE EREES

ERATRANSEER | BB EDE NS EZEILF HEE AWS 1RF,

Lk BEER HR
BrmEmmEmSEy 1kFE - M AWS (R ) iEE

MERRZEREIRE HBFE https://repost.aws/knowledge- ~ AWS re:Post
AWS REEFENFMIRSHE®M  center/phone-verify-no-call
AR PIN IHEX , X EEH ?

EBRES AWSIRF EIBERE  https://repost.aws/knowledg AWS re:Post
ERSEBMY B IR TRBL  e-center/maximum-failed-att
ERRE LR, #HR 2 empts

2818 24 /Mg B ARBAR https://repost.aws/knowledg AWS re:Post
bR e-center/create-and-activate-

aws-account

FRFEBRURBMEEEA https://docs.aws.amazon.com/ AWS ZE AR &EIE
signin/latest/userguide/troubl

eshooting-sign-in-issues.html

MBI | BHEBAWS re:PostE BRHERMBEMBOAR. NRENHATEHE  FBHHE AWS
=&

¥ AWS Rk F BRI RIEEITHED

L EARBRER AWS 5t AWS (R ) EMSRUAIRFAVERIIAER , AWS t1RF HEIEAREE
EITHED .. SELBEMER | F25H LEEEMEE,

FERAUTEARBEEZHANEERFEMNEFHERENE REE, WEIRSERAEFN—KEA ,
52 BRI AWS IRF,

ES]

« BRAEMNARMEBRIEBCEEA RF

- BERFEELETEIBMIRS R

- BEEMABRNIRSE |, BHRKEE T EAHHER
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https://console.aws.amazon.com/organizations
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#feature-set
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#feature-set-cb-only
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_close.html
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https://docs.aws.amazon.com/signin/latest/userguide/introduction-to-root-user-sign-in-tutorial.html
https://console.aws.amazon.com/organizations
https://console.aws.amazon.com/organizations
https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/Closing-govcloud-account.html
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https://console.aws.amazon.com/support/home
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-making-a-payment.html
https://docs.aws.amazon.com/signin/latest/userguide/introduction-to-root-user-sign-in-tutorial.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html#start-ec2-instance
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
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https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/gdpr-center/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/vpc/latest/userguide/
https://docs.aws.amazon.com/vpc/latest/userguide/
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
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https://docs.aws.amazon.com/vpc/latest/userguide/create-endpoint-service.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpoint.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS tRFEE EREES

BITHEE, BLAEEREBRIEEETE. ZXATUIEIRE, £AE. A, WSS ERE
= AWS BR7.

MERRABIRFFIE , UM EREMIRFREEMBIRFN IAM BERFEAEREBRNER. WFE
B  F2E (AM ERERER) T IAM REYRIES EREFE

Account Management B BUR B &
SEBEEE: 2

EESWLER AWS JSON BURRIEEH T AFHAR, thpEaR , BHMEERE M BERE T o A
FEER#T UL BIE

JSON BURMY Action TERHRETARAFFRIEBHRPERNEF, BEREERABERKTH
1T AR BN RV ET T

EREERFEERDFNEE , F20 (RBERESE) FHAWS IRFEEERNEF,

Account Management P B R EEEEEZRIERAUTFE,

account

NMEFEE-RAXPIEESBEEE ,

i
H
Tedi
sh
&
&

"Action": [
"account:actionl",
"account:action2"

]

BT MERERZET () REEZEEE. Hl, EBEEEA AWS IRFERBBANIEEE ,
AEETHEHE,

"Action": "account:*AlternateContact"

EEMRIREEE S 9 BBERWES |, 5528 AWS Account Management HJ 5 5 B B 5K &4

Account Management H UK & IR
XEBRER : =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html#awsaccountmanagement-actions-as-permissions

AWS tRFEE EREES

EESWLER AWS JSON BURRIEEH T AFHAR, thpER , BMEERE M ERE T oA
FEER#AT UL B

Resource JSON BERTEZTEEEZEEAIENYH. REEKEEHAE Amazon Resource Name
(ARN) RIEEER. BRETXEERERNTT , FAEAFR () KRR BEBARFEER.

"Resource": "*"

Account Management R & IAM Bi3kResource TEHPW T I EERER | UIHBEEFEBR
I [E IS LEFEE AWS IRF .
« account

tresource @8R E ¥ IER AWS Organizations RIEEE 2 BT R ERFHIIEIL AWS IRFE .

 accountinOrganization

Mtresource BEEMNSRBEAIEEBRBFT AWS IRFE FIKERSE AWS Organizations .

EREERFEREREENRHE ARNSHEE |, F2H (RERESE) FHAWS IRFEEERNE
Fo BETHRETUERBLEFEEESEERN ARN , F2HAWS IRFEEESRMNEE.

EERRIRFEEG 2 BBERWEH| , 5528 AWS Account Management HY & % B BUER &4,
Account Management B BUR &4 R 5| #

XEBBEERRRGEZR =

EESWLER AWS JSON BURRIEEH T AFHAR, twHEaR , BMEEREERE T oA
FEER#TIRLE B

Condition TEERBERNIKRY , EERBXNBITRHE, SR ERFRTESETNREFER
X (PIIERTIR) , REHBRPHRGNBFRDNVE. EBZEFME AWS 2ERFRSIR  F2
B IAM EAEIERE) FHAWS 2EHRGFARBTREIE,

Account Management fRIE X E T IERHRSI8 , BRI ERAELREIBAEN IAM BERIR L EHE
E

« account : TargetRegion

LR REIRRABAWS EHAREEAKRNGIH. CUREHRER , A¥EEREEERIMN
ELEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html#awsaccountmanagement-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html#awsaccountmanagement-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html#awsaccountmanagement-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints

AWS tRFEE EREES

» account : AlternateContactTypes

B R B RIS B R BHE R 0 B
- IEE

. B

« SECURITY

EAL R REHREHHEEBABBEEZBENFR.

+ account : AccountResourceOrgPaths

LR REIRERA 518, HhESBRAREER S ERBEN (OU) NREEE, CHREEHER
R, REYEMEF OU HH BEIRF,

0-aalllbb222/r-alb2/ou-alb2-f6g7hl1ll/*

» account : AccountResourceOrgTags

LR RS RRABERASIBNEFTEEAKRNIH. CURLHERRX , AXENRLEREBKE
WEAE E R BRI RMERCHIRS.

« account : EmailTargetDomain

iRGZESIBRAREFBHESFTEERNSI®, CURLEERE K RAXEFESEEE
FEHRENEE, FRGRSIBES KNE. CEXEBRRNWEGFERStringEqualsH
£/ StringEqualsIgnoreCasem3f , iRIRB BE FE 4 utFERZEFEE, UT2
HBHHE K ESETHHMETGETE example.com, company.orgBEMRGIEESE , A
account:StartPrimaryEmailUpdateE{E5ER , 6141 EXAMPLE . COM,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowConditionKey",
"Effect": "Allow",
"Action": [
"account:StartPrimaryEmailUpdate"
1,
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {
"account:EmailTargetDomain": [
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AWS tRFEE EREES

"example.com",
"company.org"

EREERFEERRMHRCIBNEE , F28 (REEHESE) FHWAWS IRFEENRERSIE, &
ETHRETUERFMHRSIBOBENER , F2HEAWS IRFEEESRN B,

EERERFERES D BBERWES , 5528 AWS Account Management B & 4 B Bk &34

Account Management AR iy {7 EUE &5 B
YEACL: &

FHUEFIEE (ACL) ATEFIBL X RFKE, FRAENAG) HEFIEZRNFFT. ACL EER
BERAEBR , BEMAER JSON BERXAEN,

Account Management &9 B 14 2! 17 EU32 4l
X8 ABAC (BERHHER) : &

B R FHUES] (ABAC) R—EREXRE , IRBEMRER T, £ 7 AWS , ELBUHBRER.,
UL EREERE IAMBR (£RAEHAG ) MFE AWS Ef, AERMNERMN LERE ABAC
HE—F, BEBERE ABAC BR , A EEZRNEREAEEAFHNERERETRRE,

ABAC ERRENRETFHEREY Yt ERREELEHRKRAH.

HHA AWS IREEIE |, E3&EiB account:AccountResourceOrgTags/key-nameff &8 EBEHK
BFEES, IREMBZEMFH APIs T EZE%aws :ResourceTag/key-namef®R£48,

£ A X AV R A S IR AV 886 JSON BER

THSEHIBR AR 7, LR ARPERERL AL "CostCenter” B{EA "12345" 5 "67890" ZIRFHY
BH&E A

JSON

{
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html#awsaccountmanagement-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html#awsaccountmanagement-actions-as-permissions

AWS tRFEE EREES

"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"account:GetContactInformation”,
"account:GetAlternateContact”

]I

"Resource":"*",

"Condition":{
"ForAnyValue:StringEquals":{

"account:AccountResourceOrgTags/CostCentexr": [
"12345",
"67890"

WF ABAC VA , F2E (AM ERERERE) PHRIBEES ABAC REHEMHEZRFTAM IAM
HERE  RBEERERFIMAWS BRNVFFT,

B Account Management £ i g B & A & ¥
XEGRREE 2

BEEAERERE AWS BERNESENR , YELFEABASRACEKEETHEYL, AWS BEEE
HREEEREBEAER K MAREARMENRESE®. NEFMAERA K F28 AMEHERERE) 1
IAM R R Z < BRE T E IAM EEIEENAWS RIE.

Account Management K 5 B # = R8 3% AT
FEHE I TR (FAS) : 2

BIX I TERE (FAS) SRR MEFEAFTA AWS BRTE |, kS AWS BRI BRM TR ERH
AR, MFRH FAS BRENERFMET  F2RERFHTERER.

Account Management B lRi5 A& &
XERKAE &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html

AWS tRFEE EREES

REACRRBEEN IAM AE , AIMREHTERE, IAM EEE UK IAM REY, SRR
At. IEFMAES  F2H (AM EFRERER) PHEILACUEIRET A AWS BRI,

Account Management RIS ERE AR
XERBERZAR B

BHEFACREGE N —ERBAE AWS . BB TUREARENTHENAR. REER
AEghREEN 7 AWSIRF |, YHEBHEE. IAM EEE TR  EFRRERBERSEHN
AT A

NEEZRVREERBESACHFMAENR , FSHEAEL IAM BEHAWS B, FERKRPSKRER
%, A EeRBEGACHTN Yes, BIFRER | URARBHRIHER B EXH.

AWS Account Management B & 4 E BUR & 4

LB A B EEFER AWS BEREF AWS IRF BYMEASZHEE, 52 7R FERHMAERRRMN
#AWS B85 , FF2MR LEEFMEE,

BRI  FAENACREAEEUSBURFEEERNGTT. BERTEAEHHMEERYTEE
FISFT | IAM BEE T LR IAM B,

NE T A fE RIS L8 ) JSON BRI IAM B2 R BER |, F2H (AM EREERE) FHE
M IAM BUR (£ 8).

3

N Account Management EEMEMEMEREHWFHMEN , ESEEREREMN ARNs B |
28 (RIFEZESE) HH AWS Account Management I Bi1E, ERAGEH4ZE 5| #,

ES]

- BRBEER

- EH PRIRFEE AWS EEFES

- R PIRFEENHERTIE AWS EEEES
- B PIRFEENZEFIE AWS EEFES

BR&EER

BoRABREHEERFPINEBASRETUREY, FRHMBKIRFEEER, ELBETESRSL
B AWS tRFEABM. EERMSMES 7 EBURE , FEE T EIRERER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html

AWS tRFEE EREES

- FRIEER AWS SEBRRYERREERITT - eERBHEATRTENCERAENTELSE  FEA
BAARTFHSEREARIN AWS REBER., eMTELEN HERA AWS 1kRF. RMBRBEES
BERERARN AWS NEFZERR , WE—FROFHA. NFEZEA , F2EH (AM EAEE
) FH AWS XEBRSAEBHENAWS XEBXK.

- ERAREHERT - RE IAM BERNFAIR  FERTHTEXRMTNTT. KERLEN , B9
UESERERG T AIUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEES , F2H (AM ERAEREE) B IAM FRBEERAEFF .

- £ 1AM BUR R BV R — SR B FEUE - BRI LSRG FIBZEEER |, RHIEEMERNEFE.
flan | WA R BBEERRG , EEXAMEMA SSL BEFARR. MREBRIFE Hlun FHRKEENE
AWS FR#& , &t ] LUGE B R4 R 1R 5 HZEUE CloudFormation., MEFFMER , 528 (AM £
Hi5E) PH IAM JSON BUEETE : 1§45,

« f£/ IAM Access Analyzer B IAM BUER |, fE{RFT I 24 B ] IE%E1E - IAM Access Analyzer B
BHBEMBAER |, BRELBERER IAM BURFES (JSON) 1 IAM HRIEEH ., IAM Access
Analyzer 12t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
#A, F2RB (AM EAEERM) PREA IAM Access Analyzer B2 5 BUE.

- FESEEERTE (MFA) - MRZHRPIFE IAM EHES FHRERAE AWS tRE |, FBBR MFA
LESZ4M, MEEMFWY AP BERER MFA | Bi& MFA REHEBEENBER, NEHMAE
#A, m2HE (AM E£AEERE) #1EEB MFA &Z £ APl 77EL

WFE IAM FREBBWAEBRER , F2H (AM EREER) 1 IAM Z25EEH,
£/ FVIRFEE AWS EEF2E

HEFH FNIREFER AWS EEXRE | BLEER —HKRIEFF A, ELFFTLAARFES HMg
B NFMER AWS 1RF. IREEVHSEAMEATEBREN S 5 BBER , BN EAXBERN
BE (AV ERESAR) ME , TRAMBEEZNRBERE,

RTRERERAENARALUERARFEEEES  BULRER
AWSAccountManagementReadOnlyAccess@ AWSAccountManagementFullAccess AWS Z&
BEREETIER, WEFHMER , F2R (AM £REFER) PHFTEFTREAE.

HAERWY CLI s AWS APIAWS fE & | BTFEEARFRETEAHT, kit , EFFZER
T , B LUREBEAFFIESER BT Z AP RIEMEBTHENE,

R FIRFEEAEREFEE AWS EEEEA

ETRHIEHF , ERERT hH AWS 1RF IAM A &S FikF EENVERFIE AWS S22
Ao ML BUREEREHHEAETEMEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS tRFEE EREES

account:GetAccountInformation BMERFRI|IRFEA LA RENEINE, T8 6 BER
RETBA AWS WEHE , BEXESITE account:ListRegionsEfE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "GrantReadOnlyAccessToAccountSettings",

"Effect": "Allow",

"Action": [
"account:GetAccountInformation",
"account:ListRegions"

1,

"Resource": "*"

}
]
}

R4t PIRFRENTEFEE AWS EEXRE

ETHEHF , BRERT IAM EAETE AWS 1RF 7l PHIRFEE AWS EEFE A, Bl
HRNERE TR ERFHRE,

WEHI BRI LREGFBERAER | FHIESETANE AT (CloseAccount BRH\ ) , AFFEREE
ERFH RIS ELE , @FF account:EnableRegion#l account:DisableRegionfF .

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "GrantFullAccessToAccountSettings",

"Effect": "Allow",

"Action": [
"account:GetAccountInformation”,
"account:ListRegions",
"account:PutContactInformation”,

N

5o B BRI 243

=
]



AWS tRFEE A&

=[]

"account:PutAlternateContact",
"account:DeleteAlternateContact"”,
"account:EnableRegion",
"account:DisableRegion"

1,

"Resource": "*"

¥ AWS IRFEBFEA S 9 BBER (IAM BUR )

B LRI E FE R AWS B2BREF AWS IRF BN EAKMR, B 7 IR S 20E A R &M
#AWS #8 |, BF2E LBREFIREE,

ME AWS IRF M IAM ERENTENH , BSEMAER IAM? 1AM FREERETN .

MENMAEHREESEHRENRE  F28 (AM FEHAEER) FHMmE IAM BE,
AWS IREEBBEBEK

HERRBEERAR T ERIRFREFIENFT. NECASLHFATNBEEN ,
Account Management B & 7 B BUER & 41

E
¢

28 AWS

(® Note

EERT IAMEAEH RFEEPHEERFRENEATIVE AWS EEIZEE  BRTEAR
ERELENFFR (ST ) 29, BEX AR GetAccountInformationfF i,

BRIk FHER R
account:ListRegions BE FEFTFIH AT ARV B,
account:GetAccount BE AR REHIRFEEA.
Information

account:GetAlterna B AEFFREEUIR B Y BB AR Ao
teContact

1)

RSP RBER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html#edit-managed-policy-console
https://console.aws.amazon.com/billing/home#/account

AWS tRE&EE EREER
BCIEL FEUEHR FRER
account:GetContact EEY AHFFREEURE P E ERKE
Information #Ho
account:GetPrimary EE EFFHEERFNEEE FHHY
Email bk,
account:GetRegion0 EEY AERTEUE B 15 AYIE i AR
ptStatus 5E,
account:AcceptPrim BA HEFFEZ AWS B8R E R
aryEmailUpdate FHEEE FEH i FH,
account:CloseAccount BA AEETRERAR P,

@ Note
W EERARER
B, WFREETAN
AP| ZHUE,
account:DeleteAlte BA AEF I BROR 5 B9 B ACHRAR Ao
rnateContact
account:DisableReg BEA EFFEREE,
ion
account:EnableRegion BA EFFER RS,
account:PutAccount BA HEFEHRFNER,
Name
account:PutAlterna BA HERFIE IR PR B R BIAR A
teContact
account:PutContact BA HEEMIREFN T ERKRE
Information #Ho

fER & 5 BBUR
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AWS tRFEE EREES

HFuERE FEUEHR FRER

account :SendPhoneN BA HESRBHEEE IRFHNE
umberVerification ERREFER
account:StartPrima BA AESFRRE) AWS BiP KER
ryEmailUpdate FREES T4 ibut FH,
account:VerifyPhon BEA EFFEIB R R E IS RERFEIR
eNumber PR EBRKERERE,

HEZE AWS IkFEE S 5 MEFEUE

LB RS EAEFER AWS BB AWS IRF BYMEARZHEE, 5 7HFERHMAERRRMN
#AWS 85 , 2R LEEFNEE,

FERUTEARGEEZEFESEFERRFEEN IAM BTEEETNE BRBEE,
IR

- REETIRFEARSHTHE

o RAEBHIT iam:PassRole HIIZ#E

s REEAH UNNAE AWS IRF FEIRNIEFHMAETA

REEERF EEPHATEF

WRAWS EEFIEES HASEEHNT BE , AIXABBENEESES KRG, ENEEERALRE
HEAEBBNEBHAR,

E mateojackson IAM EFREEHEAERAE WIRFEE AWS tkF FRFMGHFHEER , AWS
EEIA B8%F account:GetAccountInformationFF Al | &34 T 5 & HI$EE,

[

A You Need Permissions

You don't have permission to access billing information for this account. Contact your AWS administrator if you need
help. If you are an AWS administrator, you can provide permissions for your users or groups by making sure that (1) this
account allows IAM and federated users to access billing information and (2) you have the required 1AM permissions.

FELERT , Mateo EFREBEEFHMABER , AFFMER my-example-widget EEFE
account:GetWidget &R,
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EAREBHIT iam:PassRole HIIZHE

MREBWBHR |, EHNEEEHIT iam: PassRoleBE , ENBERLAER , UAFEKAGEER
R EE,

BE AWS B# IREEREACEEGERE K MARBRYFNEBXALIRBEEAE, NFH
THER X AR ACEEEZRBIFT .

E®A K IAMmarymajor EREERERATRAERFEETHTEFE , ERETIIEHIER,
BR , IFBERBHEEBRBACR TN, Mary REEACERGRBEAIFTT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEFERBRT , Mary WBURAEEH , AT iam: PassRole Bk,
MREEEWHGE , FHEEN AWS EEE, FNEESRHENEZERE.
REEAZF UK AE AWS IRF FEIERNIRFEEMAER

BRLEN—EAE  REHMIRFHNEREREEBABHASTFIENER, SIS EE R
EEENHDERAR, HUXEERERNBIRNFIURFBE (ACL) IR , SR SMERABLR
REERTFAEFRENE RN,

MEE-—STH , F2RUATRE .

- BETHIRFEERAXEELINE , FF2H AWS IREFERMN{IE IAM #EEEH,

- BETHNMAWS 1RF EEHEN BERERHMEFIE , 260 (AM E£HEER) THESE
B AWS IRF 5% — 1@ IAM A E P REFEE,

- BETHNMEERNFIERMABE=D AWS IRF |, F2K (AM £REER) TN FEUER
HieE =% AWS IRF BB,

- METHNMEBKS S RMUFIE , F28 (AM £RERER) PHKFIRREEGENTE
TEIREBNERE BMSE5).
NETHEAAGNERERRETERFENCEANEZERE , F2R8 (AM EREER) B8 1AM
Y B RF BRI EL.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS tRFEE EREES

AWS AWS Account Management 9 S &BX

HEAREFERER AWS BERE AWSIRF | SIREAIRFRAAEMRIERMEYNEAZAHEE,
HE 7 HFIRFNAERARKRME AWS 85 |, F28 LBFIEE,

AWS Account Management B BifZ M {E aJ L&A AWS ZEBUR -

« AWS ZE B : AWSAccountManagementReadOnlyAccess

« AWS ZEHE : AWSAccountManagementFullAccess

- AWS ZERRNIRFEEEH

AWS SEBRZH AWS AWS ZERRBRINEENBIBRELEATSEARMIRMTT , UER
AR ARG A E, FEANAE,

FARCIE , AWS REBRABTERTFTRECARIINFEERT , ERELFITAHAE AWS &
FEA, BMEBREERBENEARINETFEERE , WMEE-SRBDFF,

FEEBE AWS SEHRPERNTAT, R AWS E# AWS SEBRPERNGTA , IIEHESR
ERREENAMERTAS D (£AE, BHENAR ). AWS R B MBS AP BRETA
RER RBE , AWS REAIREERH AWS XEBUR,

MEFHMER , B2 IAM ERERETHN AWS ZTEHE,

AWS ZE XK : AWSAccountManagementReadOnlyAccess

& #% AWSAccountManagementReadOnlyAccess BUREEE| IAM 7

PRI MR AT, REERARTHIEAE -

. B R RLER AWS IR

- ¥ AWS EBiF BUASREAN AWS IRFE ( BREEFER AWS FIEAMRIRE FEIFAREE )
TEBR FHITEM Get* = List*RENFFARMITILIRE, EAREBIIRFFEERN AWS E
5 BASERRFENERZNEE,

SEIES -6

BRI EUTHT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS IRF &=

ERAEER

« account : AFEREIMHPEERER AWS IRF, TEAFERIIH AWS EE £ PRIRFK

Al AWS EEFEA,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"account:Get*",
"account:List*"
1,
"Resource": "*"
}
]
}

AWS ZE B : AWSAccountManagementFullAccess

BT #% AWSAccountManagementFullAccess BUREEE] IAM B2

BBRERBEIEATIEENTRERFIE !
- BE hEEM AWS 1RF

- ¥ AWS B BASERN AWS 1RF ( RREEER AWS TS REIRS VARE

=R B )

TEBRTFHITEMaccountBENFF AT RBAITULERIE,
ATAIRFEEA

H RS TH,

, WEBAR

« account - RAFERMEFERHAPEERER AWS 1RF ., BEAFERIIEAKRFHAA AWS E

HH , XE PRANEATH AWS EBEERE,

AWSAccountManagementFullAccess
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "account:*",
"Resource": "*"
}
]
}
AWS ZEBRNIRFEEEMN

REBLRBEFRERELBELUR  IRFEE AWS SERREFNFMAET. NFLEESENE
BiRE  FIIERFEEXHELGCHAEMR LA RSS HE,

g2E EEPU B

AWS ERFTHY AWS XEBIR RFEERWERT5 AWS 2021 9 A 30 H
BERFEE , WHRERHE IEBREBD:

3
» AWSAccountManageme

ntReadOnlyAccess

» AWSAccountManageme
ntFullAccess

AWS Account Management #9457 B 5%

B AWS BREZANEMIEFHNTHFEH. UATEAEREREM AWS (EH) K2
RS AE

<

i)

FE-FREAESTEAE FEEZESHRTE AWS IRF —20#1T2 AWS RN Z LM AWS
EHM, ELEHEISIE SOC, PCl, FedRAMP, HIPAA &%,
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NMERBESHTEIGERN AWS WIRKBE , F2BEAWS k¥ efftglEERN, WE—REHA , F2
B3 AWS Compliance Programs.

BRI LER THE= AREEBE AWS Artifact, INEFMER |, FSBAWS Artifact  FREIER)
FRE R TEEE AWS Artifact FEH RS .

B PERA RBHNSREME AWS 1kRF BURRERNRENE, SLANSRER , URERKNEEMN
Ef. AWS BRETIIERABEI SR -

SHEAREAMIERE - ELMEEENREREZE  YRMUE LHBURLRASHRR/ED AWS
ZE—’éi—iﬁE’J*ﬁﬁo

« Amazon Web Services EB HIPAA Z4BEEHREE - AR ERP LR MMER AWS REIFE
HIPAA ERHERARER.,

@® Note
W IEFRAE AWS IR HEE HIPAA B, MEFHMAEN , 528 HIPAA EREESE,

- AWS ERER -k THEFMAEEESTREAREGHNEENVLE.
{ AWS Config & ABEE) PHEARAFEER - AWS Config RS EREEBRS A
B, EXENTERNEE,
« AWS Security Hub CSPM - 3& AWS R T RELERE ANEZERE AWS | HEEREREH
ERLEXBFEENREER.
« AWS Audit Manager — & AWS IR# AIt# B 5ER &% AWS AR , UL EEEREBI AR , X
REFESEHANERZENFR,

AWS IRE BB HEM

TEUEERE@FJ?’E R AWS 1RF . MREERRMVFT AWS B85 AIBAHMERZE, WEFEE
7, FBEAWS BE ENER,

AWS £IRERRERU AWS BE MTAESAEREE, EERHUZSEIRARENERTHE
B, WEMKIEE, SWEENSERERKRERMEER. EBTAESE , B UK RRENER
BEANERNE EUARSCEHEDREREMASREDTLE . TARENTRAYE, REERINERE
B, HRE-HZEENFUONERERREES.

WFE AWS B M A EENFAER , F2H AWS £ IRER R,
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/

AWS tRFEE EREES

FHERRELZS AWS tREEE

THERLEFR HE AWS IRkF

ERAZERE £ P8IT AWS BIBRTE AWS IRF ZF AWS 2R LT LRE, WFE AWS 2R
B R mME AWS REERRENEF , FBEAWS Exis, EEFAERRETLNSREERR

SRETIRM AWS IRIB | F2 B R4S X AWS Well-Architected Framework By E i 55 1R &,
BRI LAER AWS B2 APl LY | BB FEIIRFRE, FABRLABAZETIER .

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIEFAZR(PFS)WETEEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARF (M0 Java 7 IEFIRAR) KL EZEELER,

AN, BRMLACAFEREER ID FME IAM ERMEEBENAEFTIERREE, NF , EAUEH
AWS Security Token Service (AWS STS) IEA TR LZ L BEURBER,

Ef TN
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LhEEMRE | F2RE LEEMEE,
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AWS BETFIESE T B REEEF Account Management, TEEASEERIFEER | LANIBERENE EBE)E

- AWS CloudTrail @#EEX ( B3 ) API M | DIRH RAKREBEHNOERSH , XAFAFER AWS
RE B AL EMN Amazon Simple Storage Service (Amazon S3) i, EWEERBAEE
WEREMRS AWS, TR IP it , AR FUNEERE, MEHMEENR , 5268 "Aws
CloudTrail A &EIER . -

« Amazon EventBridge FB BB RIERAEH , fINERAEXTALBEREREE , AEHN AWS
FRIEF BN BB, RE AWS B B4 LULFEIRFMN 5 XX ZE EventBridge, B iRE
HENHE , RERESEENEY  URESUHRFSRAKIMEEHHTHEE, MEFMER , F
2/ "Amazon EventBridge fE &/ -

5/ 504% AWS IRFEEIE AP| FENL AWS CloudTrail

a2 AWS IRF EERARMFIH AWS BEBRMEFERRMER AWS BREVNIRFREY , 7E
LhEEMRE | RS LEEMEE,

AWS Account Management APls B2 #4& AWS CloudTrail , WWIRSRHEAERE., AeamlFY
Account Management #&4F AWS W IRIEPTERE 2 BMERI EE 8% . CloudTrail 8 FIEIIRFEE API FEOY
HERASH., MENTUSFEHIRFERRENFIETWY, MREEIEH BB CloudTrail
EHFERTE Amazon S3 REFETHE , ERFERRENSH., BIELRETER , MATLIHER
CloudTrail EE AP EHELEHERREHEH. £ CloudTrail IWENER , BRI Y EBAIIRSE
EEBENGER, ARREEHBRN IP ik, REBROASNERE , UREAFEHEA.

EEE—F T # CloudTrail , 528 "AWS CloudTrail fEAEIER, -
CloudTrail FEIIRFEE &

BB YIRS AWS IEF B | CloudTrail @7 FHE. BIESERREREFEE | CloudTrail B
# CloudTrail BHRHED , URBHELTHTHEM AWS RS, LTUE PRE. BBA
FHRBENELE AWS BF. NBEFHEET , FSH (B CloudTrail BHE L REBIREL) hitps:/

docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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EESER% PS4 AWS IRF |, BRERFEBERENSEH  FELEK., RZRBEZE CloudTrail #%
BFEERKZE Amazon S3 #FEZiTHE, RIBFERR , E4E PERABGRK AWS EEEXERE , REREE
RAZEPE AWS BfF, ZEMRSILHERE AWS 2EIEFFRERENEH , U AFERIMERIEE
) Amazon S3 R7FETEE. BRI EHM AWS IR , SLE—F 2 MAEIE CloudTrail B FEH W ERY
EHER. NEFHEA K F2RETIRE :

- BIEHNEIE

« CloudTrail BN REMNES

« X CloudTrail By Amazon SNS & Al
- RZEEFEW CloudTrail HFEER
- RZEIRFEU CloudTrail AFER

AWS CloudTrail &8 AIEmM API 2 ZEEHRIINFTEIREEIE AP B4E, il | ¥
CreateAccount., DeleteAlternateContact H PutAlternateContact BR{EMNMILESTE
CloudTrail B ERHPELIER,

B—ES4NOFERNGTEELBRENEN. SoEATHBEHETHIEIE !

- REMEABFEHESR AWS Identity and Access Management (IAM) SEA & E A ERHRHEES
- RERBRE , REFEAT IAM ACEBES 2 EAENERZLZAER

- EREEAHHEM AWS REREE

MEFHMEF , 5520 CloudTrail userldentity 7T,

THIRFEERFIEE

EMtR—EHRE  BEESHUAFERNEXRMNAEEIEEN Amazon S3 REFETE. CloudTraill BF
BREE—JZEAFER, EEHRREMARFRENE-FR , YT EFRRZBRENHEBE
. BENBEMERL, BFRBEZEE, CloudTrail BRI IEKLNE AP LA EEREEF | Bt
TEUEMAHEIERF LR,

gﬂ-

&1 1 : THIEHIFERMW GetAlternateContacti®4ER CloudTrail BEER |, LAREEUR S Y B
BIOPERATIONSE R EiiE A, BREBENERSTEELRENEAH,

Example#i ) 1

{
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/accounts/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:ro0le/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T19:25:53Z"

}
}
.
"eventTime": "2021-04-30T19:26:157",
"eventSource": "account.amazonaws.com",
"eventName": "GetAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"alternateContactType": "SECURITY"
},
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-111111111111",
"eventID": "la2b3c4d-5e6f-1234-abcd-222222222222",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

&4 2 : THIEHIFWREW PutAlternateContactiB M CloudTrail BEEEE |, UUiSH
FBILLINGE B AFIEEIRS,
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn": "arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:ro0le/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
.
"eventTime": "2021-04-30T18:33:08Z2",
"eventSource": "account.amazonaws.com",
"eventName": "PutAlternateContact",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"name": "*Alejandro Rosalez*",
"emailAddress": "alrosalezeexample.com",
"title": "CFO",
"alternateContactType": "BILLING"
.
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-333333333333",
"eventID": "la2b3c4d-5e6f-1234-abcd-444444444444",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": '"Management",
"recipientAccountId": "123456789012"
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15 3 : THIEHIFE R DeleteAlternateContactiEVELAMIBR B BIOPERATIONS L BEAZ ARY
CloudTrail BEIEHB,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA1234567890QEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
.
"webIdFederationData": {},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
},
"eventTime": "2021-04-30T18:33:16Z",
"eventSource": "account.amazonaws.com",
"eventName": "DeleteAlternateContact",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {

"alternateContactType": "OPERATIONS"
.
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-555555555555",
"eventID": "la2b3c4d-5e6f-1234-abcd-666666666666",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
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"eventCategory": "Management",
"recipientAccountId": "123456789012"
}

£/ EventBridge EX12IRFEEEH

BB AWS tRF SEAERPIFE AWS BERNEERARFIER AWS BREVIRFREY . BE
hEEMEE  F2HE LEEMEE,

%7 A CloudWatch Events B9 Amazon EventBridge Al Bi R ESIR4G EEH , YRBFERAEM W E
EEE AWS R, KRB BWEH AWS BRIE & LUR F R 5 R4 ZE EventBridge.

f£/ EventBridge , A MBI FAEABHNRA , WAS M A E B EULITRE.
MEHMER , FB8 (Amazon EventBridge £ % 155) ## Amazon EventBridge AF3,
RFEEEH

THEABTIRS TRNEN. BUREEEH,

RAEEB CloudTrail BUAMEAEEM API RIS ESH , Bl Atk FEEER,

Event types (S4FEH)
- BANEHESNES

RANEH BRSNS

ERREREDE AP MASEFEARFANEER , RERBFRTERE. VHRFRELHELBER
FHH CloudTrail E#. b4\, EventBridge B4 2 EMAREAERFHRRFEEEFUKRSE , WHEF
—EBFEREBERREE,

THEFEHERMMAEETER |, 8H 2020-09-30 ap-east-1EFHFH R2ENABLEDEH IR
123456789012,

{
"version":"Q",
"id":"11112222-3333-4444-5555-666677778888",
"detail-type":"Region Opt-In Status Change",
"source":"aws.account",
"account":"123456789012",
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-getting-set-up.html
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ERAEER

"time":"2020-09-30T06:51:082",

"region":"us-east-1",

"resources":[
"arn:aws:account::123456789012:account"”

1,

"detail":{
"accountId":"123456789012",
"regionName":"ap-east-1",
"status":"ENABLED"

ANETAERREER S GetRegionOptStatusH ListRegions APISEEHIAREE :

« ENABLED - EfIhAaccountIdiEEMN A EiF
« ENABLING - B [E#E BaccountIdisEN BRA
« DISABLED - ERZ{FMHaccountIdigE M &I
* DISABLING - B IE7E BaccountIdiEER FHA

THEHEHEASRI BN ERSAHNRAL

"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
]

T EHBEHERSEILEREE ENABLEDH] DISABLED EIiHE4rIE A,

"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
1,
"detail":{
"status":[

IREEEEN
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"DISABLED",
"ENABLED"
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https://docs.aws.amazon.com/accounts/latest/APIReference/API_AcceptPrimaryEmailUpdate.html
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-closing.html
https://aws.amazon.com/about-aws/whats-new/2024/01/aws-accounts-discontinues-security-challenge-questions/
https://aws.amazon.com/about-aws/whats-new/2024/01/aws-accounts-discontinues-security-challenge-questions/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/migrate-granularaccess-whatis.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/migrate-granularaccess-whatis.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-primary.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-primary.html
https://docs.aws.amazon.com/accounts/latest/APIReference/API_Operations.html
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