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Amazon B#FF A TEBNTE SEES

BMENNHNA Amazon A AT EGMN T ESEREE

Z SDKMTEBEAZRITACHAZERZE LB IIEE.

TIEEBEEXRUTHRENER
« £FEE Amazon SDKs I TE— tfdFEA X ZEconfigfcredential s RIFEE E R E R
# Amazon SDK fT &,

o FEAMITEHITEHIIE Amazon SDKs Hij 81— W EE A FF & Amazon B 204l A & AV KRS =R
TE#{TEH®IE, Amazon Web Services IR

« Amazon SDKs flITEREZE - MEAATEORIEINEENRALRENSE,

« Amazon BAZETH (CRT) EE— JLFFrE SDK A HEE Amazon BAZTH (CRT) E#R,

o WP EFEE Amazon REEF— B Amazon BEREFIRHIUZRFTEURIFLTFRKRL
HIRSHER.

« Amazon SDK M1 TE4H BEEE T Amazon RHFXEH (SDK) MITE ( SEBHFWEN
(IoT) SDK ) Hy4Eir R MR A2 6 R KR K BX R,

X Amazon SDK ITESEREMEEFNEM TS SDK MITENFERERM. RIULLRENEME
B\ ENERBEEEARN SDK HTENBEEE. LUTR SDKNMIE , A a8 EEHHE
KM EER S

MBHEEEFEHR : AIERMAPEEHEXNEBDE -
o {Ffi SDK KRIE Amazon SDK M T B 43 K
« Amazon Cloud9 £ BBELE Amazon SDKs f1T &

* Amazon CDK

* Amazon Toolkit for Azure DevOps

FEAIN T EHITH MU Amazon SDKs i a]

» Amazon Toolkit for JetBrains Amazon SDK H T A4H BIE

 Amazon Toolkit for Visual Studio

 Amazon Toolkit for Visual Studio Code

» Amazon Serverless Application Model

» Amazon CodeArtifact
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MRBEEFEA : RiEr P EEMXE A

 Amazon CodeBuild

* Amazon CodeCatalyst

* Amazon CodeCommit

* Amazon CodeDeploy

* Amazon CodePipeline

* Amazon CLI £ BEiE Amazon SDKs 1T E
« SEATF C++ B9 Amazon SDK
« SEAT Go My Amazon SDK

FRMIEH#ITEMEIE Amazon SDKs i 7]

- EAT Java 9 Amazon SDK Amazon SDKs MTRIZESS
- &R T JavaScript #) Amazon SDK Amazon ¥ fE 178 (CRT) &

« EAT Kotlin # Amazon SDK
« EAT .NET B Amazon SDK
« AT PHP & Amazon SDK Amazon SDK M TE4# B
« &M T Python (Boto3) B9 Amazon SDK
« S&AF Ruby 9 Amazon SDK
« EA T Rust B Amazon SDK
« EAT Swift ) Amazon SDK

* Amazon Tools for Windows PowerShell

MM XIFTE Amazon REEF

Amazon SDK # T B prA4 65 B HA

s BXTHRBZELEFAEXNARFNITENELR Amazon , BSRE T E Amazon,
« BXEXEFEMEER , BSHEAmMazon HiRH 1,
« B Amazon RiE , {52 {Amazon Web Services 1ALEK &) FHIAmazon #LK.
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<+ BBliE Amazon SDKs flTE

£/ Amazon SDKs fHE fth Amazon FF & #& T & ( #l Amazon Command Line Interface (Amazon
CLl)) , A LLE Amazon IRFH#HITRRE APls, B2 , EZHMTUHIREZR , XAFEAMITERN
BREFMBEMEEREE SDKHIE,

XEEEEGELUTEM
« 05 APIWERAFNEIEEE. RIEATINERE Amazon RE|AHER, FEHES Amazon
BINENE R , HAUUR RS ZHXWINRERE, RE , A UBRE R FERITELIRE,

- HihEEFMESR , BT EH Amazon CLI 5 SDK IMA4LBiER, FiEREEZ D@L ( ZEBIHAS
Amazon RFwm R ) AR M EER RS R,

B/ SDK T EHXFZIKR , BAUEAXERFEREHAENFTIEINEERSE . BEXREFER
SDK ST EFIMAR , BH4HMSF1Z TR SDK B4 | w4 7 @A ER %5 %,

{ER , Amazon SDKs I TEXIHRBASUANEERRNERARE. ATHITBUATER !
£

« R X ZconfigMcredentials X ££3# 174 B EE Amazon SDKs F1 T &

B A E i H Zcredentials X4 config Amazon SDKs #1 T BV &

- EAMETEHRITLREE Amazon SDKs lITE

- A JVM ZEEMHTELREEN ERT Java B Amazon SDK & F Kotlin B9 Amazon SDK

FRAXZconfigflcredentials S # it 1T2HE E Amazon SDKs
MTE

H# = Amazon configflcredentialsX# 27 Amazon SDK R ENEEEHRIINEENZRERA
o

HEZH config Ml credentials XHBE—4HBEEXH. IENH R —ARBENEARNEERE
Amazon SDKs , B§ Amazon Command Line Interface (Amazon CLI) MEtt TEFEH, F&l B & M
BIFE S, LAEEE SDK/tool AN EAZEENHHNELFE, XEXHR HE N, hixL
EXNEMNARE. #ER SDKs XA F WA E & A F 0,

HE config XH#HH credentials X# 3
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HEconfigXHMcredentialsXHERAX AN H |, REE ASCI FHF (UTF-8 fwi5 ) . BAIER

7N\

RBEHRN INI XHHHR,

B B M A

HEXH config M credentials FHRESRHENEEXHHEXEK, TUEZXGFELSME
EXH , NSIBFERRFRAEPNANTERERE,

MRREERFENDE [default] BENXH , NZEEXHESH SDK A TEREFRANE. £
AU EEIMMNEE XM , BUIREHARS| AXEEREEX S, SNERENXFETURENAREF
BENFBRFEATENRENE,

(® Note

[default ] RE— MRS ENEBEXH. HEEXHZAFUGENdefault , BENMRA
FRIEEEBYA  NER SDK FRANRARE 4, BT L REHREEHRIA
. MBHE [default] BEXATRETREE  ARECSRETHPAMEE Nk
ERGERET N T AR BEAE.

RE WA BB

[default] BEXHAMS N R BEENHAUER M X4EHRLEF, EANTRENRERE SDKHT
BHEETABMHEARENHPRNEMFIRE, IAETTERBPHEM Amazon CLIR R HikEF
B & XX Ao

B EEULTEE — KB E L IHEE
AWS_PROFILE-INEZT &

HERREEBRENWEEEXMHH “BRIN” 8, A SDK KB Amazon CLI sh S EAZEE
NHERRIRE,

Linux/macOS BE tr T TIREFETEN R :
export AWS_PROFILE="my_default_profile_name";
Windows B G S {TIRERETEN RH

setx AWS_PROFILE "my_default_profile_name"

BB


https://wikipedia.org/wiki/INI_file
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aws.profile : JVM REE M

3F JVM EEATF Kotlin # SDK &M F Java B9 SDK 2.x , &AILLIEE aws.profile REE
., Y SDK QIBIRSEF iRt , FaEAWEREXPHNRE , EZREERBPHEENE
RERA. EAT Java 9 SDK 1.x FXHILLREE K.

(® Note

MRNARFUTETEMNARFNERSSHEL  BRINBUESKREAEADEREEXHM AR
N BN . HMREHWEM Amazon NAREFEHE BIREMINEEX 4 , AEC2BEH
T, At , REMAEH T HENARFHNRINBEEXHY , NAELELEPRREMNAR
Fo ABIEHIXTER , FEHLEN config XMHFEL—IMRBEREXH , RARERBF
REZGEEENH M\MENABRFPERAZSBSEEXH. MREMNEHEEEXFE
RERZEENNARERF , WA LERTREEER JVM RERURREZGEEENH.

Be B S AR AE =

config XHFAAZANTH, TR NADENRELS , C-EFEIETE —MELTN L.
config XHREMUTHRB LA -

« BHWAEREIRMA setting-name=value 1 —HBH=,

« ABEEUAASZEN (#) FARERET.
LES:]

TEMRFEMNATREESHNT. TENTURES ([1) FANEE. FESRE-MTRER
RRFMZTHBEENL R, TUAERAFE, BF. BEFFF (-) MTH% () , BFEEAZER.

KA : default

=+

TWEMNAITRA : [default]
[default] RHE——NTFEE profile HHRAFWE E X4

THHRBNE—NE [default] BEXHHER config X, BRE TregioniRE. %1T72F
WA REH TS ZEEXHF , BEFEES M TEX AL,

BB E R 5
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[default]
#Full line comment, this text is ignored.
region = us-east-2

TENITRH : [profile dev]

profile WEXTR—NMNEAUNAINFTRAFRZIZSNBERESH,. BEEFE THaBEEXH
FS A EX TEEXHVED

UTREBRT —4N%H profile WENTMw BB EXH foo By config X, ZITZEWNAE
REHIEZWEREXHF , BEFERS NPT EX AL,

[profile foo]
...settings...

HERERHCHBRETFREA , fIMLTROPH s3 REMFRE, BIRE - ISP ERFETF
RESAMKEK,

[profile test]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

KA : sso-session
TEMXITRY : [sso-session my-sso]

sso-sessionFPENITWE 7T —HIRE , FFFHIX LR ERE BB E XA Amazon £
Amazon IAM Identity Center, BEXEEL[LEREORIINESELR , F5H £/H IAM S4H0
¥ Amazon SDK I TE# T HHKIF, BEX4ESBEXN4#EE sso-session 1 , HH sso-
session 2FH , BH sso-session TEMZEME , M sso-session = <name-of-sso-
session-section>,

DUTFRBIBEET —MNEEEXH , ZEEXHHER ‘my-sso” IS EIRE
“111122223333SampleRole” Ik~ H " IAM A& EH Amazon iEH, fEprofile®H , £/ sso-
session Z4AR ARSI A “my-sso” sso-session i,

BB E R 6
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[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

KA : services

TEMITRY : [services dev]

(@ Note

ﬁservices%ﬂﬁiﬁﬂ&xﬁfﬁﬂg ,\“EIEM HARESTESMWINAEWN T Ed SDKs A, E
EENITIBEREEATEN SDK , S H £iFE Amazon SDK 1T E BT BRIRFISEN IR

/AN O

servicesHENITHAE T —H N Amazon Web Services RS FREBBHEN KRBT aNiRE.,
BEXHETREXNEEES services T, HF services %41 , 1 services TEHEME , fi

il services = <name-of-services-section>,

ZservicesEpmn it —F L <SERVICE> = 1T /N7 , HA<SERVICE>ZE¥r Amazon Web Services
BR%5 iR%. ¥ Amazon Web Services IR IRFFE T API B E | FFrEZi&serviceIdER AT X
%, AEMBEFR/NE, BX services THEFANMERSIFRAFTEANSIEK , BSRABETR
SWim SRR . REFARZHAEHERRENRE , 8MRERMKT , BHANE

LT RBIERAservicesEXREEwR , €£HEXAT @ Amazon DynamoDB RS & HHIE Ko
f£"local-dynamodb" services¥H , FfservicesZHAR B 5| Aprofile¥, ¥ Amazon
Web Services RS iIRF# A 2dynamodb, Amazon DynamoDB RS/ T WM& BEFF tedynamodb =
. FHERNEMEHTHIERZ/NITH , FHEATZRSF

[profile dev]
services = local-dynamodb

[services local-dynamodb]
dynamodb =
endpoint_url = http://localhost:8000

BB E R 7
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AXBEENRAEBNEZER |, i3 5Service-specific i 2.0
FELHEH R

credential sXHHMNBESconfigXHEMNIER , E—NTFRRREXHBLT2UE
WprofileFk, EARSZANEAREXHEMEE, UTRIIBRT —NMNrEBRREXHT
foo Wy credentials X4,

[foo]
..credential settings...

REUTHEARNBH RBBNIRE S EEFME credentials X

A : aws_access_key_id, aws_secret_access_key flaws_session_token, REHAILUF
XLERBRIEREZM config X#H |, BERMNEBUEFXEHBNEREFEELINN credentials X
., ¥ WBEXE  BUURNENXHRESEIHNR,

TEHRBFANE—NE [default] BENXHMWER credentials X, TRIERE

aws_access_key_ld‘ aws_secret_access_key # aws_session_token £F/iRE,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

TiBIE credentials X EAGEEREXHER default” , AN EMREEHNE config
X4 EEHRER M HEMNEARESEH. URANX4HBEREZHEEMNEEXHHNEIL ,
MU AP B4R L 5o

BRME XL Zcredentials X #Fconfig Amazon SDKs 1T E
R VAES

HZ credentialsXfF Amazon configMXH A XA H , HFEE Amazon SDKs M T ERHL
EE% XL F RN AR EH |, B SDK RBREZAEFIZITH Amazon CLI &5 BB fE
M. il , FE8 2 iTE Y LS Amazon Elastic Compute Cloud 3241 EFF & B,

Y SDK HITEZE T , FEREXENHHNBAETANKERE, MRXEXHEHRFE , U
SDK S T E 4 Az 62 —NEA X .

RANBRT |, XEXHATERN home AP XHRTERN . aws BXHEAF,

FAE AR 8
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BERS XA BRIALE R B
Linux  macOS ~/.aws/config

~/.aws/credentials
Windows %USERPROFILE%\.aws\config

%SUSERPROFILE%\ .aws\credentials

x B R

~ RE TSR T AT B REH -

. ENBENTFR

. BRI/ SFARENI WG, 7 Windows |, ~/ 7 ~\ HEBFEEE .
EREXERN , RELREUTEE :

(FAE¥A ) HOME IFET 2

« (Windows ¥ & ) USERPROFILE ¥} EFZE
( Windows ¥ #& ) HOMEDRIVE #1 HOMEPATH B2 2/ &iE ( $HOMEDRIVE$HOMEPATH )
(E , BIE SDKRIE ) BET SDK R EN EHREBITHHBHEE

mERE , WRERBRALEETAHAFNEBR (HIW , ~username/ ) , NSFHEHBWNEERNWAR
BWERHBBEF (HIW , /home/username/.aws/config) o

EXE R RIAMLE

SR AE R B\ T HE— 5355k % SDK T B MELK L H L,
ERAREEE

AREU TRERR , XA EREHARANEE SN B ENE -

« config XHFEZEE : AWS_CONFIG_FILE
« credentials XHEZEE : AWS_SHARED_CREDENTIALS_FILE

X B BN °
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Linux/macOS
EAI LA AE Linux X macOS LEITU TS Hn B RIEEZALE.
$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name

$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows
B LAUBE 7E Windows LiZ1TA Tsetxtp B RIEER AME.
C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name

C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

EXFEANETERERENEZEE , BSRFEANELZEHRTE2FHEE Amazon SDKs M T E,

FAH JVM RERB M

FFE JVM EiZTHER T Kotlin 8 SDK LARERF Java B9 SDK 2.x , A LAEFIRELLT JVM
RERY  FXEXHNNVNERBEHNRINEERXNEENE :

- config X# JVM R4 B : aws.configFile

« credentials XHHEZE : aws.sharedCredentialsFile

BXWMANHEE JVM RSB MM |, B3 [@the section called “t{aE & JVM REEM". EATF
Java ) SDK1.Xx FXEFXEREE M.

FEARETEHITEFABE Amazon SDKs fl T &

HEZERHT S —MEERAN T EEERRBILT Amazon SDKs MERN T E, FMEXEHERE
MARFENM R BREXHFIHRHRENRAEEXHEESA, ARASHUIFNNELTENIIR
SDKs , EZRHEEEFIK,

IRTAY 4 STl 7

- MREHEARBETEREERE , MZEBFEEMHEE Amazon configflcredentialsX#H
HY B & 324 I ER AT 1B

FELE 10


https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx
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WMREE Amazon CLI S TITHEASHKREERE , NZREFNBEEREXHFFHENIREE
LB X VR ES

IR ERREE
TEANRANBEMATUHRAAF REFEEE,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQOEXAMPLEH4ao0AHOgNCAPy. . .truncated. . .zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

RENRZECERNEANE , BER Shell 2FELERFETEHZEBRENHME, BIKE shell
MESHAPRELTE , JETEBERRNSFEFRETR.

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

C:\> setx AWS_SECRET_ACCESS_KEY wJalxrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

C:\> setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

B set REFEBELTEQCTRFANE , EFYIWTTRIAFRIEER , IEEIENZTERE
REME, FH setx BENR BT EAF NI SRR AENETZT S R ENMAET SR
TRHSERFERANE, EX FMEETEZGSRNELXZTHWEMEG S shell,

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
PS C:

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401

PS C:\> $Env:AWS_REGION="us-west-2"

MRAE PowerShell RRFLRBAREE (WHENRANT )  NEAKESH LEHRL
RERRFZE. EEHS EE&EEFﬁ*ﬁ‘éﬁﬁ PowerShell s TR AFLXFEFREFE , &6

PUECIR g2 8: Ry = 11


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx

Amazon B FATEGNIE SEE™

AE4IERTHNRENARFTHEHEE, 3E , SUUBEDNTERNEEH PowerShell P A&
B RAFTERRKN PowerShell £FRBIZETE, EXFHTETERELERENETENE
ZEER |, iESFPowerShell 34,

ERFHHREREIRE

MREFEALTRSBREATH R , WEFEMREMZTZENET, RIBFENESR BN ERXLE
BAEFEITHRBEATANRKBRETNTRMEERE , XEFHRELL

f5lgn | fEA Amazon Lambda , BRI LIEHFRENETE, BXFMEERE , ESHE (Amazon Lambda
FEAGEEY) B EH Amazon Lambda FETE,

EERFZHERF , BEUERRRETHWREERHATH serverless.yml XHHIEE SDK IFE
TE, BXiZ serverless.yml XHWEER , BZHRLRSH|[ER XTI ENPEEERE

ZREEABHIFRRZERRIPELE , B - LEXEABTHRE , flE ELNSTRHREHE
L8 B Lambda iEXKHNEE, FSHLEANFARSFNE A XY , MAENALERERTEUARRR
FHEAER S,

FA JVM REEHFHITEREEM FEHATF Java B Amazon SDK
FE AT Kotlin 8 Amazon SDK
M RAE MM T B—RAERIEEE JUM L£551F SDKs MEEEAAEIE . lm S8 F Java

Amazon SDK . &A T Kotlin #9 Amazon SDKEX XM JVM REE M FIEK SDKs , ESHE
B2 E,

IRT A 4 ST

- MREEFEH IVM REBMRIEEEMRE , NLBENRETEPRINWNINEEZMN AWS config
M credentials XA NN EME,

- MREFARETEEEEMRE , WBENLZM AWS config M credentials XHH N
MY EfAI{E

AR E JVM RER 1%

LA BEZR A ARE VM REE K.
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https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.amazonaws.cn/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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BEREIT

/A -D FXAA java BORBEIHHITRE VM REEM. BRIEERBHERBZZE , B
TS RRE RS EFiH#H{T Amazon Web Services X8 £ REtE.

java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

MRFEREZN IVM REBMY , FZRIEE -D Ko
ERAMRELZE

ﬂu%ﬁ%iﬁiﬁrﬂﬁnﬁﬂ% JVM RizTRAREF , WA LAfEA JAVA_TOOL_OPTIONS RiEZ 8 KER
B DTk, XfhEEXNTFE Java iz 178 EZ1T Amazon Lambda BB EBRA R JVM Hiz1T71X
BEBTIEEEA,

BRIECENRBFPABBEZZE , BNEUT REFRFIE RS ZEF w17 Amazon Web Services X5 &
BiE,

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

RE E%EEKEFHE’JE EX Shell 2 EERUETEFZEEBRENHME, BT shell
E’JFZ;’JHHJZIKEF&E , AIEZEBERKRNSEPREETN,

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

A set REFEBELEQCTRFANE , EFYIWTRIAFIEER , IEEIENZTERE
NEME, FH setx BB REERCERYIBSTRIAFRENEZETZG S EAENFETSR
TESERFERANE, EX FMEETEZOSHNELXZTHWEMEG S shell,

EE1Th

B L ER LT ROIFTREY System.setProperty A% , BIRBEETH LIRE JVM REE
8

System.setProperty("aws.region", "us-east-1");
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https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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/A Important

B JVM RERE M EMIEL SDK BREFFIRZBIRE , BN RS & i AT e fE A H At
E.

TAEE M ZERE 14



Amazon B FATEGNIE SEE™

FERAMN I E#ITE BRI Amazon SDKs fif (4]

EFF X S Amazon DK R ARRFREAEFE A Amazon T EEF Amazon Web Services IRSS , %I
ELENREHETENSHRRIE Amazon AR, BB FAEMNAREEX Amazon BRI RIZ 5]
R, EAREURTFRBEITHIREN A Amazon 1R FR,

DUTSamMBEITREEEN -y, XEWKE , BIMEMEEESRNEZEcredential s X4 Amazon
config#I3X ¥ , 8K Amazon SDK ;T EF B XU HERZE BRI %,
EEREMNAREFREB ARG E

R — M5 ERRKIE SN BARER A Amazon H AR,

YRR E1E Amazon Web Services RS ( HlIILS# EC2, Lambda. Amazon
ECS. Amazon EKS & CodeBuild ) iz {788 ?

MRENRIBE LZ1T Amazon , MIERA LB RBEENNARRF. fl0 , BRRENNAREFE
Amazon Elastic Compute Cloud 3% , #EE —NMZERXEHN IAM A€ , NIEHWNARFNS
BEIREUEIE. BE# , NREFEH Amazon ECS 5 Amazon EKS &8 , MIASRNETHRIEB I LLZ
SDK WA R E 5 B RENZ IAM B BB EIL,

E7£ Amazon Elastic Compute Cloud 3241 Fi=1T4888 ?

A IAM A3 EE R Amazon WM AREFH#HITEHRIUE EC2 - A IAM &1 Amazon EC2 354
tREMEITENNARR,

YRR TBTE Amazon Lambda EEREN 2

YRGB Lambda AT , Lambda 2812 EERENRNHNITAR®, AE , Amazon #HHF AT E
SR ITEFEZETHEN Lambda W THE B A NZE| Lambda B IAM B,

EHRBREEEL P MRR[RS (LI EC2 L5 Amazon Fargate L & ECS k) ?

FERESH IAM A&, BXNEE—MESAEHE Amazon ECS FF5EVHIEEZAR, AE
Amazon SDK i T E 4 B EREZTHE Amazon ECS T#HiEL BAESH IAM A&,

E 7 Amazon Elastic Kubernetes Service Fi= 1T ?

RMNBWEFEH Amazon EKS B284 514,
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https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.amazonaws.cn/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task_definitions.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
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EE  MRBINAERZKFE IAM A (IRSA ) AJREEESEBMIMSEER |, i55H (Amazon EKS A
P PR EKS BEE4A 54 IRSA,

R BIEIZITS Amazon CodeBuild

BXEER , BSAEHETEHIERK, CodeBuild

E £ H it Amazon Web Services BREFIETRE ?

B2 F % Amazon Web Services FREFH T8, HRE LE1TRIEBE Amazon , SDK Fifig iz
55 7T LA B 3 79 YR IR BN il 4

BRORBINAREFHETES IR Web AERF ?

NREEEEFRZLANBINABRFHETEF IR Web NAERF Amazon , IBHR KR NARE
Fr, EHBEBER Web BXE S HRIEFSERIGE Amazon Z2iIEF.

FIA Web BRE SHRIE , EFLAEEREEENEZABIEEECWAFR M. Bk , NARFAR
AIAERAANBHNISEBIRME (I1dP ) ( HI70 , Login with Amazon, Facebook, Google SR{F{AE it
OpenlD Connect (OIDC) AW 1dP ) BF, I BRSMRIETE , AR Z TR N MRS
PR IR Z£iIE$H Amazon |, ZIEPEENER SR ERERLN IAM A€ Amazon Web Services IKF o

ETHRUOMNEN SODK R TE#HTERE , BSH RIgASEHAMNSE F 4 OpenlD Connect # 17 514
ISUFF T E Amazon SDKs,

BXBHNAER , HEER MR Amazon Cognito, Amazon Cognito £ & EIEFREBREFH NEST
BRFZHAEEHRIETE, BXEZEL , H5H IAM AP EREF KN Amazon Cognito i F B3I M
AR,

EBEERMFRZEMESITREE ?

BMNRWUEAES S ERERTS BRI Amazon SDKs MEATE,

EETREBNRESDRILREZE , £ Amazon B ERERFAF X ITE (0 CL Amazon |
) BWIREHE+H, Amazon Tools for PowerShell Amazon SDKs

R IEAEF B 5 O0H 1T Amazon K15 1R]

MRESLBENIFR and/or FEEEE R TIHMENRR Amazon IKF , & A IAM Identity Center X¥
Amazon SDK M1 TE#{TH MK, FANRELJZEKEK , FI1E Amazon Organizations & IAM
Identity Center Bt & AR EEFTE Amazon K A ERR, EALE IAM B HR0IBAF , £
F Microsoft Active Directory , £/ SAML 2.0 4124 (IdP) , EFEM |d Amazon P £IMERE

IR N AR RS & HRIES 16


https://docs.amazonaws.cn/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.amazonaws.cn/eks/latest/userguide/service-accounts.html#service-accounts-iam
https://docs.amazonaws.cn/codebuild/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
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FKF, EEFEEMENMXEEXE IAM BH80 |, S 8 IAM B4 5/0% Amazon SDK A
T E#1T5H%UE Amazon Web Services —fikSZH ) IAM B 0K imT S B,

MREEESTHREMSFHRIESN

B2 - IMURRER IAM AF |, ZAFENsts:AssumeRolet AW ERE®, RiE , FARNEZA
Fsource_profileiREMIRE , FENMARBBEENDELE,

A UESHRETESLZTEIUXHFEAIEE IAM Amazon iE$H, HSRERSHETERHTE R
iE Amazon SDKs f1T &,

AE  NEDERZINRESR | BUUZEFEHKBER#1TEHRIE Amazon SDKs FflIFEFA T E,

BEXRMRERS/IERE VM ( HlIM Amazon S3 EEIFHE A Amazon S3 RS S |, =
HIBR =M Jenkins ) FETHRE 2

EFH X.509 BEFURIEP ?

£ ES €A IAM Anywhere B &3 17 5 KIF Amazon SDKs M1 T &, &ATLUEA IAM Roles
Anywhere £ IAM A REATZTHRS SR, AENNARFEIEASRKREIG Z2IE$H Amazon,
E£ M IAM Roles Anywhere , B TEREXTER X.509 iEH,

B R T2 EET RS B HRMEE ( HI40 Microsoft Entra 5 Okta ) LAiERIGRHES ?2 Amazon
 ERAHESIEREMASE

FRHESITREEEETHNEIREZI. XERSEARESFERAMHB T ESAEARRIEIE , AT
BEfE A sts:AssumeRole EEGRA IAM A6,

B FRBEREANIGEES Amazon Secrets Manager

{6 B @3 5E AR IS ATES Amazon Secrets Manager. B <3REVEHATH ) Z4AH0ETN |, 2150 <IAM B
Fi8m) PRIERERZEEIE, BXRFHEEEEEIENED , ESE Amazon R Z4H.

WA LA RIX L EIFZ 2 b M Secrets Manager ( HHPA[gEFM T EEN~ZHIETACHKEE
iE ) REEZHWNARERNR.

REANE=FITEFTEEE Amazoni ?
FZRAF=ZFREERENXY , TREXKIEILENGEES.
MREB=ZFRUEFZIERMEY | BB T 2T AR FEIE ?

: EAREEEMIGE Amazon STS iEH,

WM ARFAE S RIS 17


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.amazonaws.cn/secretsmanager/latest/userguide/auth-and-access.html

Amazon B FATEGNIE SEE™

TR . FRAFHENZNZAETESTORSEHRER (ZEFR) -

BB A

£ Amazon SREHIZITHRBN 5 B RUE S %

MREHNRBELIZEIT Amazon , WEREBTUBEHRELEENNARR. flN , REENVNNAERFRE
Amazon Elastic Compute Cloud L% , FEE—NMZERXEKN IAM B& , NEHNNARFNES
B REUEIE, B& , tREFEH Amazon ECS & Amazon EKS &8 , IR ASTHRBALZ
SDK WEIF R E B REN 1% IAM ABRENFKIE.

- /A IAM AEXEHEE Amazon N AREFHITSHEIE EC2 - £/ IAM A&7 Amazon EC2 3%
Bl E 22 hZTENRARR.

« BELUBR LT AR Amazon A IAM B OLHITRERE :
« Amazon CloudShell A F M1 & &1=1T Amazon CLI f5%,
- EZEHNREFREAKRRUET=OMMEZE , ATAERER Amazon CodeCatalyst.

BEET Web HEHRHEERITHHRIL - BHHETEF KN Web NARRF

NREEHEVEFELRNBINARFIETEF IR Web MAERF Amazon , BHRER N ARE
Fr, EHEEBER Web BE S HRIEF[ERIGE Amazon R£IEH,

FIA Web Bx& FHRIE , FLAFEREEENEZABREEECWAF SR, Bk , RARFAR
AILAE BN F R EE (1dP ) ( I , Login with Amazon, Facebook, Google S{EfIH b
OpenlD Connect (OIDC) # &M IdP ) &%, 1A LEKRESRRIETHE , AERZSERF ZRS
FE IR Z 2+ Amazon |, ZIEBEERER RN TR IAM B Amazon Web Services 1K,

ETHRUOMANEN SODK RTE#HTERE , BSH RigAGSEHAMNE S5 OpenlD Connect #1754
WUEA T B Amazon SDKs,

BEXBHNARERF , HZE A Amazon Cognito, Amazon Cognito £ B ZIEREBEFH NEST
RIFZHREEHRIITIE,. BXEZELR , FSH IAM BFPER I Amazon Cognito B T35
RAEF.

A (R Amazond ) ETHRBH HAKIES X

- FEAEGAZERTEMREIE Amazon SDKs FfEH T E— WINEETRI S Amazon i STHEMIA
BESfEA , PowerShell A AEIRMARIFNER , XEEEERTAMBF LZTE (520 Amazon
CLIl, PowerShell #1 AmazonfiT& ),
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https://docs.amazonaws.cn/cloudshell/latest/userguide/
https://docs.amazonaws.cn/codecatalyst/latest/userguide/welcome.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html

Amazon B#FF A TEBNTE SEES

- A IAM 5405 Amazon SDK M TE#HITESHRIE— ENREHKESEK , BATEW Amazon
Organizations & IAM Identity Center Bt & £ K EEFTE AR5 EHR Amazon Web Services
WK, RE]LAEFRAIZ AP Amazon IAM Identity Center , £/ Microsoft Active Directory , £/
SAML 2.0 3145 (IdP) , HEFFRW IdP BIEXSEIH P, Amazon Web Services KPR EEF
BRI X 2B X IAM Identity Center , 55 Amazon Web Services —f#%5#% H# Amazon IAM
Identity Center £ i = A B &8,

« 5/ IAM Anywhere & &3# 1T 54 81F Amazon SDKs 1 T E— & LAEA IAM Roles Anywhere
7 IAM R AEATZTHRS SR, BRTNARFEFIEARKRIIGEN Z£IUEH Amazon, EEA
IAM Roles Anywhere , 8 TG &AM EH X.509 iE$,

o BiZE—MNBE S MHKIE Amazon EiF Amazon SDKs F1 TEH A E— EaE IAM A kIEetih
8] [RAAIBETS LT RV Amazon #iR.

o {# Amazon iR 2248 3 1T B 9% F Amazon SDKs f1 TE— HAit AR A5 {E K 0 8218 hn
Amazon FIRZEZ £ XA,

BXRFHEENESES
| AM BFERESE U TEXRZ2EH Amazon BIRARIMNES

- IAMBE® (AP, ARFEANAE ) — THEHPFHHEMEIR Amazon,
« IAM L2 HEXE - BEFTEHEEXTF X Amazon BARFNNEFRNZEERIL

Amazon Web Services —fix5Z& EE L TEM AR :

« TEEFIREUVERY Amazon FiE - 2% & M A4wIE S X 5 R 8V 15 R B 4R IE T B I SRk

£/ 1AM Identity Center AJ{S F{24£#& ( TIP ) #4315 R Amazon Web Services BRS

« fEF TIP #4157 Amazon Web Services fR55— IR BIEFE N Amazon Q Business i H it 7 3& [
EEERENERFSCENARER , ABEEMER AR T Java ¥ Amazon SDK = & A T JavaScript
B Amazon SDK , M ATLAEA TIP @4 RIRB R BARUKLE ,

Amazon ##E%& ID

{£47] Amazon Web Services I {RAJEEC LB RBEC/EHN Amazon WEE ID b . BR
Amazon Web Services I X /REOIZEM Amazon BEN BB/ HANXIERRIBEHEZSUR |, BN

Amazon ¥ZE%& ID 19


https://docs.amazonaws.cn/general/latest/gr/sso.html
https://docs.amazonaws.cn/general/latest/gr/sso.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://docs.amazonaws.cn/general/latest/gr/aws-sec-cred-types.html
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Amazon #J## ID KKRIRZ—MME. BRI SIEAE R Amazon ¥JE#& ID SLERIFF A FE T EMAR
%, filan Amazon Q Fl Amazon CodeCatalyst,

« 5 Amazon ¥#E#& IDAmazon B AFEREE SR — THRITSIEMEER , Amazon EE ID
HTHRAERES ID BEHHIAE,

« CodeCatalyst#}=- Amazon #% % ID £ Amazon CodeCatalyst fi 155 - 7 & a4
CodeCatalyst £ Amazon #Z& % ID.

FEAES A EREHITEMHEIE Amazon SDKs FifEA T E

EARINIER H IEAmazon ITERSHEFRIF X Amazon MARFE , BUFEREE A Amazon &
FRMEL., IREEEFRAENLD#HEMITER (Amazon EC2) Amazon CloudShell 2 Amazon
EC22 25 Amazon BR# TR , BAVEW KA MIZRSIREUESR,

B A LUET IAM B4R O0RTEHRIEFER IAM 54 50X Amazon SDK F T E# 1T 54K 1T,
kTR ALREER TIHRNRNERSZE , FES A Identity Center,

WA TR

FAREAEREFHIT Amazon Kb & A FEERAIER Amazon BRI H & B FERURRE
FRiEE Amazon BRSs. EE TR ER/MEHARIEFREZS , Amazon £RER T PowerShell 48
WA ETE (fl0 CL Amazon |, M ITE ) MIEEHEFH, Amazon SDKsLLIIEEMR{L TELEMEE
Amazon CLI ZiEWERE , AHRELFERRERFARIEIMAEEEKBIHRIZHANERLT.

TiRE  BAUEREDRKARESRCEZNRIES., IAM AFRSHRHEEMRERNERS S G
J&‘fT%ﬁg_LlIEo

R SDKs AFF % , SDK & F im @ A IS BHE P Amazon SDK #1 T EFr (L ZiIFIR{H R, &
WA LB B & AR

Amazon CLI M1 T E#XFEH login e H# 1T S M RIUE , AT PowerShell :

- FEREHAEEREEFEHEIT Amazon Kb FF K
« 5 Amazon Tools for PowerShell A g P & 8 EREF

ERAEHAREER 20


https://docs.amazonaws.cn/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.amazonaws.cn/codecatalyst/latest/userguide/concepts.html#sign-in-concept
https://docs.amazonaws.cn/signin/latest/userguide/command-line-sign-in.html
https://docs.amazonaws.cn/cli/latest/userguide/cli-configure-sign-in.html
https://docs.amazonaws.cn/powershell/v5/userguide/creds-idc.html#login-con-creds

Amazon F AT EGBNIE SEEE
A IAM B4 503 Amazon SDK M1 T E# 1T 5B KT

Amazon |IAM Identity Center ] i F £ JEAmazon it B RFIFEFF & Amazon M AREFEHRMH
Amazon Fif, MRBIEFEFERE ML SEE M ITE R (Amazon EC2) Amazon Cloud9st Amazon
EC223KK) Amazon BIR#H 1T & , BATEWH N MNZRFIREVE S,

MRBEAZRFERF M OBHIT Amazon IKFHRINEZEEEHALMN I RINR |, FEEH IAM Identity
Center BRI,

TEARHESF | E4FEIL IAM Identity Center THEIAXPR , HAFER Amazon BRIV, RERNFRG4F
XTEQ T EEEH R Amazon CLl,

« Amazon HETF REFHES IAM HFOLHIML, URL BIERH d-
XXXXXXXXXX.awsapps.com/start =® your_subdomain.awsapps.com/start. &Ex
Amazon WG , BRI LLEE Amazon Web Services IkFF ERNZAFEBEEN AR, LIEMER
Amazon 5 E[7FIREL SDK/tool B RIENEMMENE EE.

« Amazon CLI ATEREZNHHF AT ESHIE , FEAXNENRBREN API BAEA IAM &4
FOBHRIE, —XMEEELSFHENHEE Amazon config ¥ , RARELZETRBIHEHN
SDK s T EEAZ X,

FRF M

EIF IR 2, BNELTR TIIFR :

o MRIEZE Amazon Web Services IKF | i5)F M Amazon Web Services ik .

- WMRERAKBHA IAM Identity Center , i53Z# (Amazon IAM Identity Center FIF#88) H enable
IAM Identity Center 3B 4 B9 1% BR R 1€

£/ IAM Identity Center Bt & L4275 =\ 17 (B 4 BR
HE 1 BUTH AR A EFRAE A RE

ERL T A2 — KB RIER Amazon iEH,

18 AR ES 1AM Identity Center #3715 (7] X BR

1. #&H {Amazon IAM Identity Center I $#§F) H Configure user access with the default IAM
|dentity Center directory 1% BARY 2R MNA 7 H R INEE AR,

IAM Identity Center &3 181F 21


https://portal.amazonaws.cn/billing/signup
https://docs.amazonaws.cn/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/quick-start-default-idc.html
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2. AdministratorAccess NREFTNATEBFXAE. ik , RNBWEATENH
PowerUserAccess tX[R&E , RIEFCHEZENLEWNGIET BEUNRE,

BIXIRE Configure user access with the default IAM Identity Center directory 2843 i B B9 3 723
£, FEX—XTREWZE :

o FEBE Admin teaml K MEBIE—/ Dev teamd , RAEEHBENSEI o R NIZA,
« BUL\ERAIIEAF , BT ZAPAMEIFN Dev team AR,

« FEBIE AdministratorAccess XRE , MRBIE—/ PowerUserAccess ANBRE , A
BTN R D BN IZANRE,

TRE , BNSRBUTHEIR

« —/NDev team 4.,
« —/NKtiNZ) Dev team AR PowerUserAccess PRE,
« WA FERIE Dev team 4,

3. BHITFHBXRBEZUEELKN Amazon Web Services Ik FAdministratorzik
PowerUserAccess, 1E#EHZEHN T E/SDK BFi£# PowerUserAccess,

KB4 Amazon AILUEREXEENES F MRS ( Hl20 Microsoft Entra =% Okta ) B 1Ti45[A

Amazon Bid SR RHEFBNITFMNEER, MRENZEEACR FHEPowerUserAccess ( FRE )
R , MR Amazon Web Services kP £ & F|EER AR BEMNRE. EENNREBMZL ,
AIAFEEEXERZNREF R EARE S 15 0K B IED,

BEXSKSMARLFTETENGEER , SINFRNNRELH. MRETHEEZCRABMURSE , BHRR
IT EIRNAST SR# B,

K22 Amazon AT LUBEE EEER Amazon 15 A ] A #1715 A]

Amazon B Amazon iHE[TFER, NMREHZEE R EBEER T PowerUserAccess ( FFRA
R ) NR , BHEREENGEM Amazon Web Services Ik FIIEHINPRE, ERNRERFE
B, JUEREXERZNBEEFHHUARES G R K/ HIED,

REL Amazon AILLEBLEXEENEK S BEX S HREREHITIHE

BWERZR 1T BT REE,

fEF IAM Identity Center B B LA4mT2 5 =X 5 R PR 22


https://docs.amazonaws.cn/singlesignon/latest/userguide/quick-start-default-idc.html

Amazon B FATEGNIE SEE™

HPR 2 BE SDKs MER IAM 540N ITE

1.

EENF RITEY L ZHEE&EHH Amazon CLI,

a. 28 Amazon Command Line Interface A F 38/ H M Z 2= 5 E#HT & FTRASH Amazon CLI,

b. (Hi%E)ERIERSE Amazon CLI EEETT , BHAGSRIREHETZaws --versionds

AL
To

&% Amazon HE[1F, BHWEERESRAL URL , IEEFIIRBISR 1 B IARNRE
B FERHIREZ URL, BIRRE |, FEMNEHER X EIERAmazon 15 ET]F URL https:/
console.aws.amazon.com/singlesignon/,

a. % Amazon HEINFHIKFRTIFH , ERBEENDPAKS . XEFLERENA

FHAE, BREHRBRS , URERIZNRENGTITHREFRZEIE. ERTE W
PowerUserAccess fRIR&E , EERENEE BNV EANRE , LURFSERREA T
Ko

b. BEIFRBUSIEXIEED , %R MacOS H Linux 2 Windows , EABURTFENIRERS,

c. & IAM Identity Center EUE S ELIRENT — NS ERFTFERY Issuer URL A SSO Region
B, X :SSO Start URL AIBAE Issuer URL H¥RfFEH,

£ Amazon CLI 8 SR RAT , i&1Taws configure ssof®, HIERE , WAL L—5F
WENB EE. A<k Amazon CLI (s SHFMAEER , 55 FEMHaws configure ssoldSE
BRI NER

a. XTFIE/R SSO Start URL , iEW ALRIREBH Issuer URL B,

b. XNTF CLIBREXHEN , RINBWEEFBdefaul tit A, BXWMREIEERIA (BH
) REXHREXBERREENEE , B5M BEXH.

( A% ) &£ Amazon CLI s FRRA T , BEiE1Taws sts get-caller-identitydanHH#iA

SEHNREFH. MRIREREEER IAM Identity Center X R,

MREFEHAR S Amazon DK |, iBEEHNFF XM EFR RN EH SDK SIENARERF,

a. XFHELEARY SDKs , EFE A IAM Identity Center B3 RIEZ B , SSO0IDCAATUN H b3k
#a (FlansSSoM ) mMEBEBHNAREFF. BXEMAER , FSRBEN SDK.

b. MREZAEE T XMIG RN Amazon , FEEFEHHEE Amazon credentialsXH#HRE
BEMIBENREAMazon HR%4H, BT 7THERINEIUFRMEESE (EER , £ SDKHITERF
A IAM Identity Center ZiE 28I , BAMBBRATE @SR,
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https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html
https://console.amazonaws.cn/singlesignon/
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https://docs.amazonaws.cn/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.amazonaws.cn/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
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ERATHE SDKs M T EfaERMEALEERFER , FSRWAHER Amazon SDKs I TERH
IAM 5 5 A /0 B 43 100 (R

EEEEHZMN config XHFEE IAM Identity Center IRIEERE , HSFAIERPH IAM Identity
Center ZiFRH &,

R E R &1E

ZHEERRHRELFEH , H B SDK RTEFEBE S HRIEHER, AT BHERT AR BN 21F8
K., BEEZERBRRIEFIHRITFAATE , Amazon CLI E#FEAE Taws sso loginfi$,

A LAKE K 1AM Identity Center T[] 1P 2B FENE NN RESFFLNE, XQEKESESTE
HREA Amazon CLIFSBEFR 2 ez TREBHE., BXEZEER |, 525 (Amazon IAM Identity
Center AF1ER) FHRUTER .

* 1AM Identity Center 2 i&#F4Ert (A — BLE A 7 Amazon 14017 &R LAY (A

- NRELFFLEMNE - EESFFERE

WAl #E R Amazon SDKs F1 T ER IAM B 15 50 B 1956 1F 8] &

#>< IAM Identity Center R iE

LATFARIE AT HS BY & 7 2 Amazon IAM Identity Center&S G REEMEE. W THA - 5HRITHS
Amazon SDK 3 #4 APIs fE K Z#5 IAM Identity Center FE., HEBXFHNBEFZSBREHE,

TRNMETEREMRZEBNXR,

IAM Ildentity Center &% SDK API &% 1% B8
S HH0 SSO REBEMHA Amazon #

RER , BHTAERER
Y , ssoAPI f & Z= R
REHBRKRESR. BXES
E8 , B3 H Amazon IAM
Identity Center FAFF{5RH Y
IAM Identity Center B o

RIERI P A B &1E 24
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https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html#renamed
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SEES

IAM Identity Center & #r
IAM Identity Center 2| &
EEEHA

Amazon 58] [ Mk

IAM Identity Center 18] (7]
£

MRERE

R EFAUE

IAM Identity Center ZiF {2
&

T f# SDK EIE#E T Amazon Web Services IR

SDK API &5

HHRIESE

Amazon if$

sigv4 ik

SSO FitfR it &

58

ATEERLEFEH A,

&8 1AM Identity Center
AR URL , 440
https://xxx.awsapps.
com/start . BEREH
IAM Ildentity Center & xX&ZiiE
BRI,

EEAEREFEERRS
F&o

BHEFRIESHIBATHT
A/ IAM £ Amazon Web

Services RS &, EIFENT
1w, BURELEITHER

WA ABRE

SDK 3XFR A F K Z# Amazon
Web Services RS A (45
5 2FFA sigv4 Amazon Web
Services IS WA ) BEIL,
FFERTieH , BHsES
EITCHWER BTN ARE
ik,

AR ENSEAE | flanRHtThae
HYSR AR IR

IAM Identity Center AP F#FE & THEIER#R N sigvs Fif. KZE Amazon Web Services RS #P
2 sigv4 APIs , {BteE— 4|4 , Lt Amazon CodeWhisperer #l, Amazon CodeCatalystSA TR

T f# I1AM Identity Center & {33:iE
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iR 7 B Amazon IAM Identity Centerz 1% K 2% 5 5i A #2 F X5 Amazon Web Services fRS5 1 #Y
EULFRAT AR

B3 Amazon FEIITTF&F

s FALBHEIEERSFUAFRIZIE,

- £ Amazon Command Line Interface (Amazon CLI) Ffaws sso login@®., MREEEE
SERE , XFB 3 —FH IAM Identity Center &1,

- BEFSER |, BFUWEIRE IAM Identity Center BIRIFT SR G RIS, Amazon CLI A& H
MR Bl A RIS ER SSO &1F JSON X, HAEHAIHEA. SDKs

- MRBBRE—NEHLE , MiZ Amazon CLI S FEEHERIELE , HENERALESH
R, ETHUMMIRE IAM Identity Center RiFEH K |, BZHASERETPHEEZHA S Amazon
1A 7 £1iEBIAmazon IAM Identity Center 342878,

s RARXBERNKEEKE 90 X , URDMERFHNFER,

SDK #n{a3kEL Amazon Web Services BRE BiFEIF

SDKs Amazon Web Services fRF HENBNMRESEHLEF RN RE , BEHIFEINE, FHHRE
Amazon config X EEE EXHEE RN IAM Identity Center FUEEM AT |, FF6EA IAM Identity
Center KT MR AR FIES,

- BEOIREFRE , RIEETSEFESIT K.

Z APIs £/ IAM B ORE QB R E sigv4 WiEH , REF XTI EIEA IAM 4RO 1HE T
REIAM £F, It IAM 2ERANRELE , CBETEE IAM SeRENREFT R TE M Amazon
T E AR

- NRELTFEFRFLENTELE IAM Identity Center 2 iF &R A2 0 FFIREMN,

- ETHRIMARENREXFERLRE , S HAmazon IAM Identity Center B IEEPHIRESTE
LA,

- HEE , EAZH S Amazon DK APl X359 , RBR&EAmazon EFEBE N EUEM sigva FiiE,

I ERHTF & T EZBH IAM Identity Center APl getRoleCredentialsfy A SRENRREILER, RHEF X
TEENEFPIRFNRERZAAN IAM B&3KiBH Amazon Web Services iR , #liit Amazon S3
FIHEK PN FEERE. ENRESFRZ , BN R LUE X LN REZIEMEIRE,
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https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html
https://docs.amazonaws.cn/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/API_GetRoleCredentials.html
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LB B RIRT

£/ SSO THEEMHUEEE & , HEARF R B3IRIFHM IAM Identity Center JREXAY /Nt 5 R
28

- MRFETHE SDK ZRXFEATCHETH , SDK [FEARIF S ERZ ARG RIS, 1AM
|dentity Center &fF Rl 5181 IAM Identity Center 15 [R1]F &FFLEa AHITHR. MR
THEARSH |, IAM Identity Center fF £/ 5 — NS 83 TR A

- WHRITERARATRFABTEFRNNRESTE , WA SUA T BT E S iR EIE,

B2 , tR IAM Identity Center i5[E] [ TR 2EETH , WFLRFHNHRISHE. Rt , TEEHN
Fﬂﬁhﬁﬁ‘hﬁ?o REPEEFIRNEFENRESCERKEN , CMASH (HEHRNBEELX)

£ IAM Identity Center 2FZIH/G , A IEHEF KN RBEFLLES & HRIE, XERNKRE
ENREZIE. EZHEEERNHETSEZE , FNKREBEEE0EFTEFHATHE uT:ﬁ?r*ﬁﬂ&o

BEMEZ , Y SDK FEHPNREZIR , SDK 2B EAREMEERNIUERUHFERAX LI, T
BEIRHNHFEF R  TRESIESHENNEEFFiE , XEER. ZIEI%?&T B EMHEETR , N
SDK £ IAM Identity Center AP SRIREVFTZiE. BEAA APl , EEEHE S, NRBRATHE
ISHY , SDK &5 RIH S 22X M IAM Identity Center HE%%;EH&%EE’JV?M #, ﬂu%ﬁﬁﬁ IAM Identity
Center HRITFRFEATH , MEBF RS,

#H IAM Anywhere B &3 1T B 1RUE Amazon SDKs 1T &

A LAE A 1AM Roles Anywhere £ IAM AR EATBZTHIRS 2. BN NAREFE TEMFIRE
58 %= £iEH Amazon, EE A IAM Roles Anywhere , &8 TR MFER X509 iEH, BREE
BRAMNBEHAENIEBMALS , LLER IAM Roles Anywhere Bt iE R IR EE,

% 1 : BLi& IAM Roles Anywhere

IAM Roles Anywhere 2t 7 —fIREVE A SHZ TR TEA B DREMN @ EHE BRI 5 7% Amazon, ik
PRI EEE , SURERERW IAM A IR Ei, XA RELSEZNRBER IAM Roles
Anywhere 31T 5 B RiE R H TERSIFHRENRR,

BXZEFEHSK. IAM SEH IAM Anywhere BEEREXHNLSER , 1525 IA M Roles Anywhere
B s RIREL Amazon Identity and Access Management £ & /1 6 225 £ 4 A Bl B S04
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https://docs.amazonaws.cn/rolesanywhere/latest/userguide/getting-started.html
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® Note

IAM Roles Anywhere Al FiEE P EE X458 = IAM Roles Anywhere BRS5 H#Y — N4 448E
2. E5HE Amazon configXHHHIELE X BT <o

88 2 2 . £/ IAM Roles Anywhere

Z A IAM Roles Anywhere 3REXI AT ZZ £ &I |, &4/ IAM Roles Anywhere 1REEHEIEBIF, EIFT
B AL IAM Roles Anywhere FIZE & RiE,

BXTHEZIERBITENEE , 25 IAM Roles Anywhere F F 18R FHIM Amazon Identity and
Access Management 1E{alit 5 #9 & @ IR BUIG B 2 £ UEH,

ENRE IAM B Anywhere IffifZ £iE$ 5 Amazon SDKs #l—i#2#H Amazon CLI ,
BRI LAERZE Amazon configX#FHEiEcredential_processi®iE. SDKs #l Amazon
CLI XA Tcredential_process#{THHARIUNREZIERMEF. THERTER
Bcredential_processH—&4H,

credential_process = [path to helper tool] [command] [--parameterl value] [--
parameter2 value] [...]

BIFTEM credential-process S ELE credential_process RERAHFRHE JSON iR
EIEEHEE, HEE , T EMTEEFTH , MREEHITETIL. D FERAUATSH

+ private-key - SEBFERWALAN KR

« certificate - iIEBHER,

« role-arn - ERNHREUGREIENAEH ARN,

« profile-arn- NiIEEASRMHRFHEE X HH ARN,
* trust-anchor-arn- AT S HBRIENEEHEN ARN,

BN -ERE R GRMEIEBFFAA. FTE=D ARN EEBSAILAM Amazon Web Services BB A E
Hlo ATRAIETRTHEconfiglt , ZXHEE T MNBIF I ER RIEFEIE,

[profile dev]
credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

% 2 % . 5H IAM Roles Anywhere 28


https://docs.amazonaws.cn/rolesanywhere/latest/userguide/credential-helper.html
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arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-
arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-
arn arn:aws:iam::account:role/ROLE_ID

BEXRUESHNHEMEDTENFMER , S H L GitHub® IAM Roles Anywhere kB F.

BX SDKEBREXASGMAEFZIERMENFAER , FSALEEPHN #EZIERMHE,

BRi& —/NAE F HRKIE Amazon ZIE Amazon SDKs I TEMA®

RiZAEERERA— AR T2 EUER TG RIERERARTTEHEH Amazon BiR. XY EUER T
%40 1D, MEFRIZHANLLETREAR. E T H#HEX Amazon Security Token Service ( Amazon
STS ) APl iR EZER |, 521 (Amazon Security Token Service APl &) R4,

ERELHN SDK RTERRAAE , XA ECEBIMRERANBEAR, IAM ARHEAE Amazon
TREM (ARN ) #HITHE—#RR, ABES —IMXBGBIGEEXR. FRAZACHAIEXATRER—
A Amazon Web Services BRS =% —NSE4K Amazon Web Services I/, Bx IAM BBHES —#&
B8, B30 (AM AAFiEm) F1 1AM B,

R IAM AtlE , IREZINZAGNEE , WILUHEN SDKHTEEENEAZAER TN
PR o

(® Note

Amazon FREMCER R TEEE A XiZL T 2 H B E B L i RAmazon Web Services X
o

KA IAM A

BEAEGR , Amazon STS BE—AIRRERLIER, XEFIEKRAS —MERENXHHIZITHIBAIEH
HRH. WRRAAGHNEERNEAGRE , SERE MKW Amazon FiE , BENNARFFE
E1R 5 — MK PR R IR

TBR1:RE IAM A&

BEiREBEHN SODKIITERKABE , KAXUBRTIMAERANBESE, IAM ABEAAE ARN
BITH—#RR. BEES—IXEBIUEEXR , BERELNKS AR TEK TR, BETHES
5, 55H IAM AP FHFaEE IAM BE,
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https://github.com/aws/rolesanywhere-credential-helper#readme
https://docs.amazonaws.cn/STS/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_use.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create.html
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STR2:BESDKHFIE

fF SDK T EEENM credential_source = source_profile JREUEIL,
credential_source I F M Amazon ECS &85, Amazon EC2 L= 5E3F & hIREVEIL,

source_profile ATMNE — ML B XHIREUEIE, source_profile XA @eE , BIEE X H
WEREN , REEARANAERRAAS —1MNAE,

HBEREEXHFTIEELTA , SDK T EL B3 R EEAME Amazon STS AssumeRolef API,
EEYEEACRRKERMERAMEES , HEHLE Amazon configXHHIEEUTEEE, XX
RERENEZER B RKASEEITREERE T,

« role_arn-RBEELZER 1 HLEN IAM BE

« BLi& credential_source 3 source_profile

( A% ) duration_seconds
( AIi& ) external_id
( 3% ) mfa_serial

( AT ) role_session_name

DTFRBIERT HE config XHFFRMNMABBETHEE :

role_arn = arn:aws:iam::123456789012:role/my-role-name
credential_source = Ec2InstanceMetadata

[profile-with-user-that-can-assume-role]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

[profile dev]

region = us-east-1

output json

role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-with-user-that-can-assume-role
role_session_name = my_session

BXAERAACKURMEFRENFAGE  BSALERPHN KABSCFIRES,
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https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRole.html
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RigABERAMEH 4R OpenlD Connect #{THARIEMTE
Amazon SDKs

BRiRAESTRERA AR RZEEURIGRIERARTEF B Amazon BIR, XLEiEat & B E
%44 ID. WEIF R4 %ﬂﬁé%ﬁ*’éﬂﬁko E 7 ##HX Amazon Security Token Service ( Amazon
STS ) API BRMNEZEE. , 52 H (Amazon Security Token Service APl £&) Iy ERIE,

ERELWN SDKFIEXRRKABAE , XAMECEBIFRRERANBTEAER, IAM SE2HAE Amazon
TREW (ARN ) #iTH R, ABES —IMRFEUGEXR. EAZACHAEXREFTERE
N Web H3124t&. OpenID Connec ( OIDC ) = SAML BX& 5B RIE, X< IAM BENEZEER
BHZE (IAM AP AFER) FRRAABNE .

EENBHEFEATIEGHHRE IAM AGE , RN ZACGREENGSITENEHREYS , NTL#E -5
RELZNREFATESURAZARLIREIEE Amazon iE$H,

® Note

Amazon FEMHCE BEME A XA IR R H i B BN AIRT S Amazon Web Services X
5o

{FF Web 58 OpenlID Connect #1TEx&

PRATLAE RN H B 47 4R 475 ( 130 Login With Amazon, Facebook, GoogleJWTs ) $24t# JSON M
SR () RIREUEAT Amazon iEFAssumeRoleWithWebIdentity, BEFEEMNFERAA |, 1]
JWTSHBEH N ID THRERIFE T, StaERABES OIDC XRIABPUFREN F B R (IdPs)
JWTs £ % , #il#0 Entrald 2%, PingFederate

R &FEH KR Amazon Elastic Kubernetes Service , Mtk ThRE AL &7 Amazon EKS £# K=
MRZKFIEEREN IAM B, XA Kubernetes ThaE& % % JWTs F#REY pod & ?N:EEl,um
FIRMEEFERIXERBERIREUGHHES. Amazon BRI Amazon EKS BREMNEZE L | E5 11

{Amazon EKS AIF#§m) FHBRZSK,H IAM A€, BR , N TEMEAED , ﬁﬁ]ﬁiﬁ(!@ﬂ&ﬁ
Amazon EKS BE4 51 , IR EH SDK XHTE,

PE1REFHREMHEEN IAM AR

ERBEESN 1P WEXE |, BEA IAM B A RER Amazon BHAAZ IdP REERE, XFESR
Amazon Web Services M FH\2B IdP Z BN E1F. £ SDK BEE N FEH JSON Web k&

KRABEE (Web) 31


https://docs.amazonaws.cn/STS/latest/APIReference/API_Operations.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference-arns.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.amazonaws.cn/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.amazonaws.cn/eks/latest/userguide/pod-identities.html
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(JWT ) #HITHEHRRIEZE , BAEREFHREMAE (IdP ) UEATHRTSEN IAM A€, E#HTR
B, B2H IAM AFERETHN 812 Web 548k OpenlD Connect Bx& B RIEA® (BEHAE )

S22 BHESDKHITE
£ SDK RTEEFENFAKEH JSON Web & (JWT) Amazon STS #1753 RilE,

LR BN 4P IEELTN , SDK RTE L B3 AR EAMER Amazon STS
AssumeRoleWithWebIdentity#) APl, EfEH Web Bk B RIEREZMFEAIGIED , FERE
Amazon configX#HrHiEEUTEEE. AXXERESENESER , HSH KA ACKIFREME
RE T

« role_arn-REZELRE 1 REIEN IAM AR
« web_identity_token_file - KB4 &6 IdP
( Al ) duration_seconds

( AT ) role_session_name

T RER Web SHRABBHHRE config XHEETH :

[profile web-identity]
role_arn=arn:aws:iam: :123456789012:r0le/my-role-name
web_identity_token_file=/path/to/a/token

® Note

BEXBHNARRF , EZE MM Amazon Cognito. Amazon Cognito &4 & 3 EIF R EBREF
HANETERFZHREFHRIETIE, B2 , Amazon Cognito ST EEE TG H At 5 IR 4R
B EE SDKs MTERULESD, EifE Amazon Cognito APl , FEEEK SDK T EMK
B EHTE Amazon Cognito FREEF k. BXE5M AL Amazon SDKs , 2% Amazon
Cognito FF X B =61,

BXAERAACEURMEFRENFAGE  BERLERPHN KABSCFIRES,

£ Amazon HRIZ# 1T B 18U Amazon SDKs flT &

5/ Amazon SDKs M1 T &R , AT LLEEER Amazon i RIZ{AH T EHRILE,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.amazonaws.cn/cognito/latest/developerguide/service_code_examples.html
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5 s HAEAE

RMNBWSEN SODK T EREBERNFER 58 IAM 54503 Amazon SDK f1 T E## 1T 54 KIE R
FRAEKN S B FLENTEED,

B2 , EEEIRE SDK R TEMIGEHEIE , B2 F£AEREIEH TS MRIE Amazon SDKs T
g,
fEAKEIEUE

/A Warning

NTBRERZENK , EFRETARGIOEELKIEN , F2FEA IAM AFR#THBRIE , ™
2EERASEMREAENRE BMRIE , 620 Amazon IAM Identity Center,

EIEIE X AT 15 B AR Amazon Web Services T/

ERZEBRIERE , RATEI Amazon Organizations 5 IAM Identity Center Bt & E AR EEBME AN
T RIX PR Amazon Web Services i . BXEZEL , H5H (AM AFERE) F8 IAM Z2&F
R,

YRATLAFE 1AM Identity Center REIZRF 7 , 8 Microsoft Active Directory , £/ SAML 2.0 & 1312
#7E (IdP) , REFRE IdP BIMEXESBIEH P, Amazon Web Services Ik BRI LAERE S —f )5
%, WAPRMEQIERAR, BETLESHITZESHRIE (MFA) HEA IR Amazon Web
Services IKF° #H1THRl, X5 IAM AFTE , BER—MAUUAZHNKBEI , HEAsEEM
Amazon FRNZ LMK,

RADEHELE IAM B

MRIEFFZE Amazon , ATBLBIEZ - IAM AP, RIEERAERSTHEHF KRR Amazon FriH
MRNE. EFINAUERALREE , BRNBUSBEEDRIMRZHMER,

SFLATRAM, FBER IAM AP asER A E U Amazon :

. FIHEREN Amazon SDK i E |, HEDERE Amazon Web Services BRS FHITIRE,
« BEEITED | BOAZIFRFAISEERZRENITRIMA, ELMNEMEICRE

MREBEXLERFZHNER IAM AF |, ERREEE IAM Identity Center S 28K & PR ERGEK S E
1% Amazon Web Services Ik /v, BXEZER |, 1551 AmazonF i 541 Ex SR8 1IE,
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https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://www.amazonaws.cn/identity/federation/
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AR IAM AP EZAR S

BRZERRKR IAM AFERZER. 28 (AM AFERE) |, ERER TR ZAHNIESHITRAE,
WREANABERNMEZTEN IAM BFEREES , BRREN TR ZER,

IAM F P i R 2240 B F s E A 1T B4l L HZ Amazon credentialsX#H, #2700 IAM BFH
RZAERELHNRBF., BOEHEE IAM AR BRI ZANEE X4 EEETMRRBERRGH,
FRWE git-secrets EABTEMUHBPEBETEPTHBRELERERT Git #RE. BEXEZER
EFS IAM BFiEm T IAM 54 (AP, BPENAR ),

EiZE IAM ARPUFHRER |, 50 EHAKBEEZIEHTEHEIE Amazon SDKs fITE,

RS HEITH 1T 5 HKIE Amazon SDKs f1T &

BATR W BB EH Amazon SDK T E |, FHEA IAM 54 F/0% Amazon SDK 1 T E# 1754
RiFSEKSFFENEEN—EER, B2 , BUUEHRER Amazon 1587 R EAY I 8FHIE
P, EXEIRNZIESHE , SEESHFHEIL. SUUEREX 4P ERIGREIE , BT UFEBE
REBHNTEETENE,

BEXER  BRINBVEHNARFERAREBUT KRNI EIE L MARFHIEBREZIEXHINIHRZR
FAMShE

« —#h Amazon ITE RS , l7E Amazon Elastic Compute Cloud = #iz1T#&#I N 25 Amazon
Lambda.

« EIFREESEDPHEMIET | HlER IAM 545035 Amazon SDK f T E# 1T 5 4 1RIF,
- WO HEZITRMEE KR EIE,

EFM Amazon 5197 F 1 R B #Y 58 A EIE IR B i 34

1. SIBHAZEEIEXHF,
2. EZEXHF , MUWEAT SR, EXREGA AT IE e EIERN ik,

[default]

aws_access_key_id=<value from Amazon access portal>
aws_secret_access_key=<value from Amazon access portal>
aws_session_token=<value from Amazon access portal>

3. REZMXMH. X ~/.aws/credentials MENZEETEN AT ARG L, MBKRIEES
ENHRBEEBXMY , W XHEE SDK T EFEAMNBAIA] BB 4.

EHAEIE 34


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-location.html
https://docs.amazonaws.cn/sdkref/latest/guide/file-format.html#file-format-profile

Amazon A X ITESNIE

sEiEm
4. %F Amazon FEITF,
5. EBRBXLEFIHFIFEIERNEBEM Amazon HEITFE4] IAM B&IEH,
a. WTHEENGEBEHRNIER 4, ERETRFHRNBRLUFZENFLERN IAM BEZFH, It
ABHNEZHBERL FPowerUserAccessHFTF XA R o
b. X FEEMNEBAFRNISER 7, EREFIHEEEXHRNNBIEN Amazon Fif X4 ETH S F
P
6.

FEHNFIUER BB A bcredentials XA, MREFERAP Rdefaul tBEXH , MFE
EARNEEXHET. EHXHNEULTUTRS,

[default]
aws_access_key_id=AKIAIOSFODNN7EXAMPLE

aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21luX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONC
7. #R1E credentials X#.

4 SDK tIZ2RSFE/imeY , ERERXERNFIEFRENRATEMNER, EFH R 5a FIEEHN IAM
AEMNRERE T RN EIENEREE, KEFERBER 12 D,

RGeS HE BSR4 F 7

FERKHEITH#HITE B Amazon SDKs f1TE

/A Warning

ANTEEZENK , EAXTARSHSLBEEXLHEN , F26H IAM AP#TSHRIE , ™
EFERASEMREAENRE BMRIE , 20 Amazon IAM Identity Center,

MBHEEH IAM BFIETT

BIERRE , WAFEAREFNEAFEAIESR T ENERHEE Amazon
credentialsXHHHKE IAM AFPIEB#HITHHRI, EF IAM TEHPHNLEHESEE , HRIR
3 E 2 IAM Identity Center 5% E IS B 4Z1E

BREIUENEEBEENIEM
BXFIUENES

FAERAKS RZIUENR B Amazon B, X LEFIUE A] R 4L 32 FREVIK 7= 175 8] BLME DAY
KBREE
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https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosignin.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.amazonaws.cn/singlesignon/latest/userguide/howtosessionduration.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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- FEENARFXHPRFEMAGRZASREIEEE . WREXEM , NEFME LEE A HF6H
EREHEABRT , 2BEEARBRIIENKK,

« FEEVERXGHABRABEEIENXH,
« FIEE , FHEHLE Amazon credential sXH4FHFAE SR AL XA R 1F6E.

BREEEERUENESIER

BXNMEZLEE Amazon IEBH — i iT1e | FSEFHEE Amazon 178 ZHA F{ER
EAmazon Web Services —f§&%, BR7T LRTTHERAEN , HFEELUTEM

« XF Amazon Elastic Container Service (Amazon ECS) , EH&EH TESH IAM &,
« ¥ F1E Amazon EC2 =4| L =THRARERF , A IAM B,

FoREH - A1 Amazon K
EFH IAM AP AR Amazon RS, BEE—A Amazon Ik Amazon iE$.,
1. BIEKF,

EHE Amazon K |, HSFE AT : {REE X Amazon AN ? £ (Amazon Ik EIE &5
By .

2. BIEEEAP,,

B root AFIKS (ERIENABIKS ) BREERZHANRS. MEUIER-—NMEEAFIK
P, IAM AP $ER) BBIEZEER - ATk,

CIREEAPKP A CRERFAERE  SHTHBAFKSACREEKS ERNE R,

XFANE P EHAESE LE#HITIF A Amazon 7E LZE1T N AEF Amazon, EARESSR  BEE
PEEAXEAEZSHWAF,. NRERBREZEE, EXEZELR , H238 (AM AFESE) YW AS
{EAXBRF o

S 1 QRS IAM B

R (IAM A1) RPRBIE IAM AP (#2418 ) IRREXRME IAM AR, 412 IAM AR
Y
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https://docs.amazonaws.cn/general/latest/gr/aws-access-keys-best-practices.html
https://docs.amazonaws.cn/general/latest/gr/
https://docs.amazonaws.cn/general/latest/gr/aws-access-keys-best-practices.html
https://docs.amazonaws.cn/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles.html
https://docs.amazonaws.cn/accounts/latest/reference/welcome-first-time-user.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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o RATEBWEIEFRE A4 Amazon Web Services B4 & RINR, XA i@ TR
NIFBEE SRZTHRIBIEXHN Amazon Web Services BRE |, 12 Amazon CloudTrail
2 W B E S0 X4 £ 4£ B Amazon Simple Storage Service, X EARBERIFIEFEEA,

o WTRERR - NERET |, FHEFEEM K , UBELDIZAF 2 EXRH AN,

s REBAITHEAIEQHEEFER Amazon S3 REERN R, EmNARFEMEY
Amazon S3 £ HRNER |, HEREM MEILL B F B AmazonS3FullAccess K&,

« AR ZIRPEXRRENRLRFFEN RS R,

FIR 2 FREVEWE R 2 4R

6.

27

1.

IAM 2HEaNSMERTS  BRAF , ARREEZHEIZAFH User name,
EAFWREL , ERZLFIERE. R, EHRBHAT  GRCIRHRER,

FNFREBFRIZBASE 1, &R S1TRME (CLI) | AR, XA MNETAE KN Z4AEL TN
@ , A5 Amazon CLI fl1—#& A SDKs.

NTBBRIBRASER 2, WATEIRCHERET —F,

NTRRIFRBASR 3, EFETH.csv XHURFIEER IAM AP 75 R A M2 175 7] 24
By .csv X, HEEFERRES.

/A Warning
EAEIANZEERRBRXEFTIENE S,

%3 Done (5E/)o

3 HiHE credentials X#

BIEHITH HZ Amazon credentials X, IXHTE Linux M macOS R4 LN ~/.aws/
credentials , 7 Windows £ %USERPROFILE%\.aws\credentials, BXEZEL |, &
SR FEIEXHALE,

FUTXARNMBIEE credentials XA, FRA ID BERRGIZPESHRN LT TEN
.csv XHHWE,

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
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https://docs.amazonaws.cn/credref/latest/refdocs/file-location.html
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aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

3. ®REFEIEXMH.

HEZ credentials MHRFHEFTIENTENLFR. SMNEALNRENMREEE , BXRHETENH
¥, BZH Amazon HEEH. XR—FANAR , ERMNBWERRITEES IAM Identity Center =
HtlgeEiE, FLEFERAKBEIES , BieBMHEE credentials X4 BRIX LI,

FEA IAM BEXNZBEZE| Amazon W ARFH#HITE MK EC2

Bt RGN 48 an % B — N EAE Amazon S3 5 EIXPRAY Amazon Identity and Access Management &
&, UEEHEITLHEEITERIFANNARRHER,

EET D@ #EMITE RS LETEN Amazon BHHF AT EGNARER , HE—1 IAM A |
AERTENIT S EC2 RAHRZACHNE, BEXEZEER , 55H (3% EC2 AFiEM)
EC2F K Amazon IAM &,

tE—NIAM B

&I & B9 Amazon SDK BRI FAIREZE A i — /> SDK B fEF Amazon Web Services BRSS Kt
THE, 2IB—1N IAM BEeXRRFNABRFZITMENNE,

Bl , U T ERELIE—NFREFX Amazon S3 B RIENBEMN AR, % Amazon SDK IEE&EEM
Amazon S3 HFEEHM “Al7]” #HiE,

1. %&3% Amazon Web Services EEZFI G HITIF IAM #2H & , Wit R https://
console.aws.amazon.com/iam/,

ESMERD , ERAG , RARERUEAG,

XNF EBAMEEME , £ AESEMAHERE | 1%#E Amazon Web Services RS

£ “AfI” T , %8 Amazon EC2 , RFIER “T—&%

FFRMNR |, BMREEFIRAPIEF Amazon S3 RiLiFRNREIXE , REERT—%,
RMARBNEN , ARERCEAG., BiCEXNEN , ARNEECE Amazon EC2 EfiR A

e,

o a0k~ w DN

Bz Amazon EC2 Lfl HIEEEM IAM B

BRI LUBTHITUTRE , FREHN IAM BE&8Z2 M B3 Amazon EC2 3241 :
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://console.amazonaws.cn/iam/
https://console.amazonaws.cn/iam/

Amazon BHHF X ITEBMIE SEEmE
- £ Amazon EC2 AF B IER “RRS o E41" #1TIRIE, BERITRENERTSRE , ERHIT
BAUT84E -
- ERERFEAFET , T IAM RFIRENXH , EBEEL—SHAUENAE,

Btk IAM 1 Amazon EC2 1R E , BN AREFSERNL 2 EC2 24l , BHNNHAREFEHRE
X Amazon S3 IR AYIEENER .

Connect E#Z| EC2 324

ZE#E Amazon EC2 k6| , X ERMAILRNARFEREIZEM , REETEZERAER. EREE
BEYLUESFINERAN (BF ) B TAABRANLERS WY ; Bl PEM X4+,

AL, EATLUR RN SSHIR B R TR AE - EEE) Linux SEAIEEE S Windows K6, HEE
et |, BWAGR LU XM R I EALE @ B S K6,

(® Note
£ Linux 2% macOS K £ , BAUEAR 2 EH B SREFINAEF. B scp BEAN
RN ESMER , AILMERL TS S  scp -1 path/to/key file/to/copy ec2-

user@ec2-xx-xx-xxx-xxx.compute.amazonaws.com:~,
BX Windows NEZER , SR XHEH E Windows £,

MREERAWE Amazon TEQ , MBEE B AUER TEQEESXE. AXEZER  FSREE
AN TEUNBEERFEmM.

£ EC2 X6 LiE1T NN ARERF

1. FEORARER XN 25 E F 2 B8 Amazon EC2 3£4i,
2. BHNAERFRARIIHETERREEFAITEN LHNERER,
3. (W) RIENARFEAFEA IAM AGRHENEIE,

a. &3 Amazon Web Services EE#ZH|& HITFF Amazon EC2 #2#|& , Pt https:/
console.aws.amazon.com/ec2/,

b. HEFEXHA,
c. HURERRME. ReMNER IAM BE,
d. XNTFIAM A FEET IAM ABRSE IAM A&,
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
https://console.amazonaws.cn/ec2/
https://console.amazonaws.cn/ec2/
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e. EEFFH IAM AE,
f. BRETZNARER , HBEIATRE TR ER.

£ TIP #4518 Amazon Web Services RS

A{E B 0% (TIP)  —1ZhaE Amazon IAM Identity Center , f£#9 Amazon Web Services fR% B
AEEBREFEAFEMY ( HIMNBAXREK ) BRTFNR. BIAUESFHERE , BB LTIXRME IAM A6
o, BURBIESR B Amazon BIRERHAF . L TX2EBEHEAM Amazon Web Services BRS

54 £ T3X8%& Amazon Web Services R AT EWEIG RS R EHBIRARHNER . XEEFER
BEATRAERE (Sl IAM SFHHROAF ) . BERIBREIKNR (Sl Amazon Redshift ) i H]
SEE (a0, RIEFRAR ) BTEdE. Amazon Web Services RS #UW 5 Amazon Web Services
BRSS BERLL ET XA R 2 B4 A P AR RBERE RN GRINE. BXELES , BSH

{ Amazon IAM Identity Center i P #5FE) Y 115 & & BB,

£/ TIP 4Ry SERFZ M

FEERATIRFESRERERZREMT

1. (RAFER EAT Java B9 Amazon SDK = & F JavaScript B9 Amazon SDK.,
2. BINEFEANBRSZHAE S 01EE.

EZ# (Amazon IAM Identity Center A $ER) ® Amazon managed applications that integrate
with IAM Identity Center k&Y Enables trusted identity propagation through IAM Identity Center
5,

3. |3 A IAM Identity Center {5 & 17 1% 1%,

EZ# (Amazon IAM Identity Center A 1ErE) HH TIP prerequisites and considerations,
4. RATAE — |dentity-Center-integrated SRR -

2 (Amazon IAM Identity Center A7 #EF) ## Amazon managed applications 2 Customer
managed applications,

5. BMATIRE—NAETEMESE (TT) HFEHNRSIEEE IAM Identity Centero

EZ# (Amazon IAM Identity Center I EFE) HHY Prerequisites for trusted token issuers
Tasks for setting up a trusted token issuer,
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https://docs.amazonaws.cn/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/trustedidentitypropagation-overall-prerequisites.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/awsapps-quick-start-setting-up-identity-center-to-test-awsmanagedapps.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://docs.amazonaws.cn/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
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ERBPER TIP H4F

1. RIS S MR EREARA.

2. 8IBATELNXEMNRSEF,IHSES , Amazon Web Services IR HE I RINAE B D5 1BE
HBENRSEF i,

TIP B ER UL TRASE

- webTokenProvider : /771 7T NEAZBH B IRAE L IREX OpenID T b M KA BB
- accessRoleArn : ZIBHEFARAFNER L TXRAN IAM AEH ARN , FRRE S H185mE

AT
- applicationArn: BEFHENARFHNE —RRAFRE, ZELCEE T OAuth BIXWI R AR
F# ARN,

« sso0idcClient: ( AJi& ) EAEFENEER SSO OIDC &/ im , flIASso0idcClientF
Java Ffclient-sso-oidcF JavaScripte HIRAKIEM | NPRFSEHILH KA
applicationRoleArn # OIDC & F i,

- stsClient: (Tt ) EEFFENEEN Amazon STS EFiw , BTERAAFNENR L TXRA
accessRoleArn, MEKIEM , MapplicationRoleArnfFEfl{bLHEHFEH Amazon STS &
P

- applicationRoleAxn: ( Ali% ) EFEAH IAM B ARN , AssumeRoleWithWebIdentity A&
A[LA/S3) OIDC M Amazon STS &/ i,

o MBREM K NAFEITREM sso0idcClient M stsClient S,

- WREM N applicationRoleArn BWETHEES accessRoleArn SEHIEE
[E. applicationRoleArn ARMEMA T A accessRole #Y stsClient, #0R XY & &£ 48R HY
AE applicationRoleaccessRole , MIEKEEAARKAEED (BERACRKRIR) , BF
HEEM. AmazonBEXEZHHAEFE , BSHA LS.

sso OidcClient, STSClient fINFAREFSHATEEIU RoleArn

BB TIP fEfret , BRI ERHNSHEEZUATRER :

o MBHIBMT sso0idcClient M stsClient :

« sso0idcClient FMYEIER B A oauth:CreateTokenWithIAM #XBR , LLiE A Identity Center
SRIKEX Identity Center 2 EMNAF LT3,
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/ssooidc/SsoOidcClient.html
https://docs.amazonaws.cn/AWSJavaScriptSDK/v3/latest/Package/-aws-sdk-client-sso-oidc/
https://www.amazonaws.cn/blogs/security/announcing-an-update-to-iam-role-trust-policy-behavior/
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« stsClient EWEUENEH accessRole LY sts:AssumeRole Hl sts:SetContext X
PR, accessRole MFERBRES stsClient LHEIEMEERR.
o MREIRMT applicationRoleArn :
 applicationRole NEBMFERIR (1dC 3Kfl., accessRole ) Ky
oauth:CreateTokenWithIAM, sts:AssumeRole #l sts:SetContext fXfR , AR ZAE
FFHFH#E OIDC M STS &EF i,

« applicationRoleRI 5 A F 4R ApplicationRole B & B2 EE M E1E X ZwebToken , B
FwebTokenF @ iEHAssumeRoleWithWebldentity ¥ F R A ApplicationRole,

5 ApplicationRole EiiE :

Web &R HEENEIERE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::111122223333:0idc-provider/
IDENTITY_PROVIDER_URL"
},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"IDENTITY_PROVIDER_URL:aud": "CLIENT_ID_TO_BE_TRUSTED"

}
}
}
1
}
PRRRE -
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

ERBAER TIP B4 42


https://docs.amazonaws.cn/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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"sts:AssumeRole",
"sts:SetContext"

1,

"Resource": [
"arn:aws:iam::111122223333:ro0le/accessRole"

]
},
{
"Effect": "Allow",
"Action": [
"sso-oauth:CreateTokenWithIAM"
1,
"Resource": [
T
]
}

A TIP RS RHI

LUTFREIERT WEER EBT Java B Amazon SDK S ES S TIP #&4 EA T JavaScript
# Amazon SDK,

Java

E1£ EAT Java 9 Amazon SDK B AR TIP ik , BEEETHpom. xml X HHFHEFEH
NI,

<dependency>

<groupId>software.amazon.awsidentity.trustedIdentityPropagation</groupId>

<artifactId>aws-sdk-java-trustedIdentityPropagation-java-plugin</artifactId>
<version>2.0.0</version>

</dependency>

ERMRBH | G software.amazon.awssdk.trustedidentitypropagation BIAER 4
BIEA,

LT REERT SIETESOEBRHXFAHNERINIBRSEFRHENAF SR, XAENRGIH6E
B Amazon S3ERBRSHATERRAFBENR |, B0 AN A FEM Amazon Web Services BRS
YEUE G HEE (TIP) BWARSS. S3AccessGrantsPlugin

R TIP AT R 43
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SEES

® Note

53 S3 i X PR E 42 34,

I 1 FIEH AL OIDC # STS B/ i

Sso0idcClient oidcClient = SsoOidcClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();

StsClient stsClient = StsClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.sso0idcClient(oidcClient)
.stsClient(stsClient)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()
.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)
.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")
.bucket("bucketName")
.build());

R 2 : FFN AR FEZEBESEGRoleAN HREFin I B HOR B E 4

g

NFXER , EFEN S HRNRERREAFBHENNR. BEXESZSHARFEE | 1

R TIP AT R
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Amazon B FATEGNIE SEE™

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.applicationRoleArn(applicationRoleArn)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()
.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)
.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")
.bucket("bucketName")
.build());

BXEZHARENKRIR , BSHA{E S 19153E- java on.  GitHub
JavaScript

ETUA TS EE S&A T JavaScript B Amazon SDK T B &% TIP S/ RIEEHS -

$ npm i eaws-sdk-extension/trusted-identity-propagation

R4/ package.json NEBE 5 TR AKBIIN

"dependencies": {
"@aws-sdk-extension/trusted-identity-propagation": "~2.0.0"

iy

ERARBH | BAFTEMN TrustedIdentityPropagationExtension #K#iM,

DTRROERT QIR E SO EERGSGHEERIMERSE A IRNFAER AR, XBANROIEBE
A Amazon S3 fEN RS , HFIA Amazon S3 FRIRIKREEAFWSFENR , B AN TFEMA
Amazon Web Services fRSS X1 1E & 41& 1% (TIP) BIR,
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https://github.com/aws-sdk-plugin/trusted-identity-propagation-java
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® Note

N FXLERG , IWMEEMAmazon S3 HRINBRERFRERAFBENNR, BXEZFA
{E8 , 2S5 Amazon S3 5 R PR B R,

I 1 WEHAEE OIDC # STS F Fif

import { S3Client, GetObjectCommand } from "eaws-sdk/client-s3";

import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";
import { TrustedIdentityPropagationExtension } from "eaws-sdk-extension/trusted-
identity-propagation";

const s3ControlClient = new S3ControlClient({
region: "us-east-1",
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
I
sso0idcClient: customOidcClient,
stsClient: customStsClient,
accessRoleArn: accessRoleArn,
applicationArn: applicationArn,
b,
1,
1);

const getDataAccessParams = {
Target: "S3_URI_PATH",
Permission: "READ",
AccountId: ACCOUNT_ID,
InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",

};

try {
const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

// Create a new S3 client with the temporary credentials

R TIP AT R
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const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeyId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
},
1)

// Use the temporary S3 client to perform the operation
const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
I
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();

// Process the S3 object data

console.log("Successfully retrieved S3 object:", fileContent);
} catch (error) {

console.error("Error accessing S3 data:", error);

W 2 FNARFEZBESEGRoeAN HREFin IR HOR B FEH

import { S3Client, GetObjectCommand } from "eaws-sdk/client-s3";

import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";
import { TrustedIdentityPropagationExtension } from "eaws-sdk-extension/trusted-
identity-propagation";

const s3ControlClient = new S3ControlClient({
region: "us-east-1",
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';

b
accessRoleArn: accessRoleArn,
applicationRoleArn: applicationRoleArn,
applicationArn: applicationArn,

1),
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]I

1)

// Same S3 AccessGrants workflow as Option 1
const getDataAccessParams = {

i

Target: "S3_URI_PATH",

Permission: "READ",

AccountId: ACCOUNT_ID,
InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",

try {

const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeyId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
},
18

const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
};
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();
console.log("Successfully retrieved S3 object:", fileContent);

catch (error) {
console.error("Error accessing S3 data:", error);

BXEZFMEEFNFKIR , S0P tru sted-identit y-propagation-js AR,

GitHub

R TIP AT R
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Amazon SDKs M1 T EigE5 &

SDKs 2 ETESHWAA APIs . Amazon Web Services RS EMNRFTRIN#HIT APl BAFEDN
—EEETHE  SESHRIE, ERXTHIE, At , SDKs EEHIE R ENRIEKIKREA T EN
BEROEUL , A TFEURSHNIZE , URRBATERIRENE,

UTERNMATAXEERENFARES

« Amazon SDK # T Efr b EIFREE— BRAEITREBFE S SDKSIEPIRHEE 2 B SR A
1t,
« Amazon SDK F T Eir#{t Ihae— @R IhREE Z ML SDKs,

BIERSEF in

ELURTE S 15 Amazon Web Services fRSS , SDKs &4 5 Amazon Web Services RS ER & F
i class/object » N , MREHWNARFZFTEHEL S EC2 , MEHWNARRFE26IE— Amazon
EC2 BEFmNRKEZRFEN. RE , BRI LERARSEFiwMEiZ Amazon Web Services RS & H
BR, ERAZHIERT SDKs , REEFHNREBFAER , Rt @200 mHEE HEROENRS A
BB PR, AEATRNEEDR — RS K EER,

RER LR

+RIREBEE T AZH SDKs AXIEHEAFT7Z Amazon Web Services RS F A THAE, EILRHE

FMEMINEE, FiE# SDKs HE RIS (HKIR ) , il EX LS (RKIFE ) , UE

KEL/BEBNE, UTREEERLARNGE

1. ERBAEIBIZEFAHAS LRENFAI N RESRETHMOEMERE,

- BERETVUBRESMREERTRE  tULUEREEAXN AANEMEERTER. XT

Amazon CLI 5 Amazon Tools for PowerShell , EMIRAEEG T LAANSNMNRESENF
Ro X T SDK , ER2E AT AR ABREEHI{E Amazon Web Services BRSs & F i B E X KA
REREREALEN API FHEBEN SR,

2. {X[R Java/Kotlin : REZIREMN JVM REEME. NMRERE , HEAZEREER K.

3. REARENRETE, WRERE , NMEAZEXREEREF W,

4. SDK £EHZEH credentials XHFREZIRE. MRBIRE , WEFWHHEHZE,

5. REHEM config XHRERZRE, MEFEZRE , U SDK FEAZIZE.
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Amazon B FATEGNIE SEE™

« TLAMER AWS_PROFILE BT EH aws.profile JVM REEMRIEE SDK EMEAIE &L
%,

6. RIEF 2R SDKIRKBA H RV EMERIAE,

@ Note

BL SDKs TEARLBRTENIRFHITRE, Ik, FL& SDKs M TEEIFHMAFM ML
RSB FE. Bl , JEAT NET #9 Amazon SDK X% SDK EJEHEMKIR. Hx
SDK TEMAEMNREHENESRFER , FSHAEEERAN SDK AT ENRFEERE.

G FREGL S L AFERAHBRHMA L, HllN , WREBEHZconfigXHFRBETEHREX

#, WRELZ SDKZTEAREHMVEZF , TREKEHEAZEEXX 4. XEKE , IRE
fEcredentialsXHHFRMTIRE , MAFERAZIEEM A R2configHFMIRE, MREFEHRE
MERERELTE K ©f¥BZEcredentialsMconfigHHFMIZIRE., &5 , £/MRE ( Amazon
CLI 8 ST 8= API 28 ) IRNBHPNREFNEBR Zm SHATE MtE.

TERAEERIRERH

FEEHPRESERSNEXRTNEFEANET TUBET B RENTHARE, TRIIETEREM
FUEXHRE, MEETEUR (KT Java M Kotlin SDKs ) AIAERBZAR TEREZINEEN JVM i
B, FNMNIRPEZENEN TR OENAYIRETH,

« ConfigM#iRESIxK

« CredentialsX#igE%Ik
« INETEIR

- JVM REBMIIR

SAEHEMERDEBE—ATE , HPFHTATREZDENEE, SMEEOEEETUE
FRRERNIEE T, SEFETERE (EAT Java A Kotlin ) 1B JVM REE MR 1T
BB, BIEEBLIEFESXRNSE  ARERREMES LHWRPEEE, REFRRES
SERE L BB TR | BRATHEHE RN,

ERPRILFERAE (WRE ) , MRETRITEMARE , REFRERZE, HRPEEL T ZIRE
R A ME.
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https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/sdk-store.html

Amazon B FATEGNIE SEE™

Blan , THEHR BERES ThERHEAIRE RS

disable_request_compression RHIEEMEELRXRTUTAHR :

s BEEMERMNAEMUARERBE 2R ERES . BRI -
- £ disable_request_compression EEEXHHHITIRE
« {#/ AWS_DISABLE_REQUEST_COMPRESSION FHRENNIETE

- MREFEAKR Java I Kotlin SDK , NE AT LAEA aws.disableRequestCompression FH
RER VM REEM

(@ Note

AREE A — MR N EZERBTEEMERNINE , BHTXMSER SDK My , Hit
RSERENR. MRFEERBDHPERRELRE , FSHEAEHN SDK EER API S E,

o MBEFRHATEMEE , NZEFERIAR false,
- WWHRERENHE —BERER true M false,

SN INAE T E R EEEBERE — 4 Support b y Amazon SDKs # tools .

ZRALTREN SDK REXFZINE LI EMNIRE, Supported S R~EZHFLS , EETIIE :

* Yes : iZ SDK T2 X EFHIAMIRE.,

* Partial : XFHDRE , RETHEHBEAMFTE. NT Partial , 2 — &M MERRKG AR
=,

* No : AXFFEMIRE. XATRHEARBRREAUKINMEEEE ; B TFFIFF LA INERE
BiRE,

Config M fFiRIEFI&K

TRBPFHAREAAERE Amazon configXHEH D E. ENRERMEN , FIWEIFTE A Amazon
Web Services 55, SDKs METEXAGEXFIMSHNRENMREE, EEEFENZTE) SDKHT
BEXENRBNMRELTE , HSHEAN SDK RIT B,

ConfigXHiREFI&K 51



Amazon AT EGHNIE

et

=

account_i
d_endpoin
t_mode

api_versions

auth_sche
me_preference

aws_acces
s_key_id

aws_account_id

aws_secre
t_access_key

aws_sessi
on_token

ca_bundle

credentia
1_process

credentia
1_source

defaults_mode

disable_h
ost_prefi
x_injection

disable_r
equest_co
mpression

Details

ETK/HNAKERET R

EAERBRE

Amazon i [7] 24

ETK/HNART R

Amazon i [8] 4R

Amazon i 8] 2 4H

EAERERE

FUFRHE

RABBEIREE

BreE EMIAE

ENBEEA

ERES

ConfigX iR EFI&
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Amazon AT EGHNIE

et

BEAW

duration_
seconds

ec2_metad
ata_servi
ce_endpoint

ec2_metad
ata_servi
ce_endpoi
nt_mode

ec2_metad
ata_vl_di
sabled

endpoint_
discovery
_enabled

endpoint_url
external_id

ignore_co
nfigured_
endpoint_urls

max_attempts

metadata_
service_n
um_attempts

metadata_
service_t
imeout

Details

RABBFIEREE

IMDS EiFf2 it &

IMDS ZEiFfR it &

IMDS ZiFiR it &

/\\\ k fy-l

BETRISHNIKI

RABBEIREE

BETRSHRS

EEHTA

Amazon EC2 34l 7t 2k iE

Amazon EC2 324l st 3z

ConfigX iR EFI&
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Amazon AT EGHNIE

et

RER

mfa_serial

output

parameter

_validation

region

request_c
hecksum_c

alculation

request_m
in_compre
ssion_siz
e_bytes

response_
checksum_

validation

retry_mode

role_arn

role_sess
ion_name

s3_disabl
e_express

_session_auth

s3_disabl
e_multire
gion_acce
ss_points

Details

RABBFIEREE

EAERERE

EAERERE

Amazon Web Services X1

Amazon S3 HETE MR

ERES

Amazon S3 B TE MR

EWTH
RABBFIRHEE

RABBFIREE

S3 Express One Zone £1iF /A RIE

Amazon S3 ZXigjial =

ConfigXHiREFI&K
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Amazon AT EGHNIE

et

BEAW

s3_use_ar
n_region

sdk_ua_app_id

sigv4a_si
gning_reg
ion_set

source_profile
sso_account_id
sso_region

Sso_regis
tration_scopes

sso_role_name
sso_start_url

sts_regio
nal_endpoints

use_duals
tack_endpoint

use_fips_
endpoint

web_ident
ity_token_file

Details

Amazon S3 EA R

NMAEF ID

SRRUL =
RKASEEIEREE

IAM Identity Center ZiF {2 &
IAM Identity Center EiF IR &
IAM Identity Center EiFiR{E &
IAM Identity Center EiFiR{E &
IAM Identity Center EiFiRE &

Amazon STS Xigji% &

WAL F FIPS w2

N FIPS ¥ =

KASEFIRAEE

ConfigX iR EFI&
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Amazon B FATEGNIE SEE™

Credentials M HiREFIXK

TRPHHMEETUERLE Amazon credentialsXHF o El. EIESKMEN , FPBRE A
Amazon Web Services f§%. SDKs MB T EAUREXFIHSNIRENINELTE, EEFENZEAN
SDK HTEXEHMNRENIETE | FSREHSHR SDK KT EEE,

B &M Details
aws_acces Amazon i 7] 4R
s_key_id
aws_secre Amazon 1 7] 224

t_access_key

aws_sessi Amazon 1/ [7] 224
on_token

28 K= Ik

TRIHET SDKs KZHEZEFNHETE, SIRSKMERN , FWEIFTA A Amazon Web Services AR
%, SDKs METEXRMRERIFIMBNRENTETE, EEENZ L) SDK HIEXFNIREMIKR
BETE  BSHEAN SDKHIEER,

BB M Details
AWS_ACCES Amazon i 8] 22 4R
S_KEY_ID
AWS_ACCOUNT_ID EFKFHALRETR
AWS_ACCOU ETKFHAKIHT S
NT_ID_END
POINT_MODE
AWS_AUTH_ BHBIEAE
SCHEME_PR
EFERENCE

Credential sX#iREDIX 56



Amazon B#FF A TEBNTE SEES

RERWH Details
AWS_CA_BUNDLE EAREIRE

AWS_CONFIG_FILE ERMNEHHLEZEcredentials X
#configAmazon SDKs f1 T ER VB

AWS_CONTA N EIUFRMEE
INER_AUTH

ORIZATION

_TOKEN

AWS_CONTA R EIFRHE
INER_AUTH

ORIZATION

_TOKEN_FILE

AWS_CONTA N EIUFRMEE
INER_CRED

ENTIALS_F

ULL_URI

AWS_CONTA R EIFRMEE
INER_CRED

ENTIALS_R

ELATIVE_URI

AWS_DEFAU Bl ERRIAE
LTS_MODE

AWS_DISAB EHBIZREA
LE_HOST_P

REFIX_INJ

ECTION

AWS_DISAB B3R E%
LE_REQUES

T_COMPRESSION




Amazon A X ITESNIE

SEES

RER

AWS_EC2_M
ETADATA_D
ISABLED

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT

AWS_EC2_M
ETADATA_S
ERVICE_EN
DPOINT_MODE

AWS_EC2_M
ETADATA_V
1_DISABLED

AWS_ENABL
E_ENDPOIN
T_DISCOVERY

AWS_ENDPO
INT_URL

AWS_ENDPO
INT_URL_<
SERVICE>

AWS_IGNOR
E_CONFIGU
RED_ENDPO
INT_URLS

AWS_MAX_A
TTEMPTS

Details

IMDS EiFfRfit &

IMDS FiFiR &

IMDS EiFigfit &

IMDS FiFiR &

Uit SR H

ERTH
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Amazon AT EGHNIE

et

RER

AWS_METAD
ATA_SERVI
CE_NUM_AT
TEMPTS

AWS_METAD
ATA_SERVI
CE_TIMEOUT

AWS_PROFILE

AWS_REGION

AWS_REQUE
ST_CHECKS
UM_CALCULATION

AWS_REQUE
ST_MIN_CO
MPRESSION
_SIZE_BYTES

AWS_RESPO
NSE_CHECK
SUM_VALIDATION

AWS_RETRY_MODE
AWS_ROLE_ARN

AWS_ROLE_
SESSION_NAME

Details

Amazon

EC2 KB T #iE

Amazon

EC2 LI iz

configfcredentials X4 174

ERARE
REE A

mazon SDKs 1T &

Amazon Web Services X 15

Amazon S3 I TE MR

ERESR

Amazon S3 HIETEB MR

ERTH
KARE

FURHEE

KARE

FURHE
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Amazon AT EGHNIE

et

BEAW

AWS_S3_DI
SABLE_EXP
RESS_SESS
ION_AUTH

AWS_S3_DI
SABLE_MUL
TIREGION_

ACCESS_POINTS

AWS_S3_US

E_ARN_REGION

AWS_SDK_U
A_APP_ID

AWS_SECRE

T_ACCESS_KEY

AWS_SESSI
ON_TOKEN

AWS_SHARE
D_CREDENT
TALS_FILE

AWS_SIGV4
A_SIGNING

_REGION_SET

AWS_STS_R
EGIONAL_E
NDPOINTS

AWS_USE_D

UALSTACK_

ENDPOINT

Details

S3 Express One Zone £i& 5 RilE

Amazon S3 Z[Xig 58 &

Amazon S3 EA R

NMAERF ID

Amazon i [8] 4R

Amazon i [8] 4R

BERMEBLZcredentials X

#configAmazon SDKs #l T Ef VB

ANV

Amazon STS X i} &

N FIPS i
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RERWH Details
AWS_USE_F M HEHF FIPS i

IPS_ENDPOINT

AWS_WEB_TI KABBEIIRME
DENTITY_T
OKEN_FILE

JVM RERE ST

BT WM REBMRAT EAT Java iy Amazon SDK # & A F Kotlin # Amazon SDK ( BA

JVM BB ) o BXRUMIZEE JVM REE MR |, S H@the section called “WM{AZE JVM REE
",

BEBWN Details

aws.accessKeyId Amazon i 8] 24

aws.accountId ETKFPHAHRTR

aws.accou ETKFPHARTR

ntIdEndpo

intMode

aws.authS SRS R

chemePref

erence

aws.configFile BRMERHKZEcredentials X

#configAmazon SDKs #l T Ef v E

aws .defau el EBRIAE
1tsMode

aws.disab IMDS ‘EiFig it &
leEc2Meta

dataVl

JVM REE M5 61



Amazon AT EGHNIE

SEES

BEAW

aws.disab
leHostPre
fixInjection

aws.disab
leRequest
Compression

aws.disab
leS3Expre
ssAuth

aws.ec2Me
tadataSer
viceEndpoint

aws.ec2Me
tadataSer
viceEndpo
intMode

aws.endpo
intDiscov
eryEnabled

aws.endpointUrl

aws .endpo
intUrl<Se
rviceName>

aws.ignor
eConfigur
edEndpointUrls

aws.maxAttempts

Details

ENBLEA

S3 Express One Zone £i% & Kil

IMDS ZiFiR it &
IMDS ZiFig it &
HRRIH

BETRSHRS

BETRISHNIKI

ERTH

JVM REE M FIR
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Amazon AT EGHNIE

et

RER

aws.profile

aws.region

aws.reque
stChecksu
mCalculation

aws.reque
stMinComp
ressionSi
zeBytes

aws.respo
nseChecks
umValidation

aws.retryMode
aws.roleArn

aws.roleS
essionName

aws.s3Dis
ableMulti
RegionAcc
essPoints

aws.s3Use
ArnRegion

aws.secre
tAccessKey

Details

FRAHXZEconfigflcredentials X#HH1ITE

fBEtE Amazon SDKs f1T &

Amazon Web Services X5

Amazon S3 HE B MR

ERES

Amazon S3 HETE MR

EWTH
RABBEIREE

RABBFIEREE

Amazon S3 Z[Xigiial =

Amazon S3 EA R

Amazon i [7] 2 4H

JVM REE M FIR
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Amazon B#FF A TEBNTE SEES

BEZ Details

aws.sessi Amazon i [8] 2 4H

onToken

aws.share ERMNEHHLEcredentials X
dCredenti #configAmazon SDKs #l T By E
alsFile

aws .useDu MR FN FIPS i =

alstackEn

dpoint

aws.useFi MHERR R FIPS M

psEndpoint

aws.webId KRABBEIIREE

entityTok

enFile

sdk.ua.appld NMAERF ID

Amazon SDK 1 T BEfr (L EIFIRATS

WESRIEREECITEILN —BNRMIAME , AEETZ SDK FUMERN AR ITHE, HEZA SDK#
THRMEE , XM —BMEATURS THERRNBHE. MEREFAIUERBIEES. AXFAER |
FSERNEE SDK AP,

/A Important
HIFFE SDK B FARRHEE , EERHERNBNAELH.

£

- THRBRIAEIFRMHES

« SDK-specific M ET TENEIFRH &4
+ Amazon i B Z 4

FROELEILRME 64



Amazon A X ITESNIE

2EE

M

BREITREMARS
- KABBZURMEE
- FREER#E
« |IAM Identity Center FEiF iR E &
- IMDS ZiFiRfit#H
- HEEZIRH#ES

THREIAZIR At &6

FTE SDK #E—R¥tt 2 ( HKF ) HEKRE |, UMEHKZIA T @ Amazon Web Services ;S & HiE
KROWBAREIL. RBEREILE , BRAEEFL, XHREHERMNEITREREFE,

EREP - MRECKIEREREFY , Amazon BT R TESHRAZRAEIES I B3 E&iTiE
B TRFIEREFEFEABHRAE K NENFTILRHUERFLBRUAEFEBRHENE
iE, SDK FTHEFIEY L3 BN 7] 52 R LL iR 4

RESA SDK EANEESTHE , EEMNEESFEIT KR

FIRHEE

Amazon i 8] 4R

5 Web & 133k OpenlD Connect i

TBE - AEAeKIERMAE

BREURME

IAM Identity Center ZiFiR &

KABEFIREE

5 88
Amazon IAM P RYi5RIZ48 ( BIENAWS_ACCES
S_KEY_ID . FAWS_SECRET_ACCESS_KEY ).

FERAZNABEMRMEE (1dP ) (fIE , Login with
Amazon, Facebook, Google S{EAE OpenID
Connect (OIDC) & IdP ) &%, £/ () ## JSON W
ZShE (JWT) Ri% IAM A8 Amazon Security Token
Service XPR. Amazon STS

REVEEBFNFIEHARIANERFELFENEIL.
MHIREVEIE Amazon IAM Identity Center,

2R/ IAM AfNREITEAEMRER. (RERARHIE
BRI , RIRERZEIL ) -

THRERIAFRIE R EE
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Amazon B#FF A TEBNTE SEES

EULRME 15 BA
BDeEiREE Amazon Elastic Container Service ( Amazon ECS ) #

Amazon Elastic Kubernetes Service ( Amazon EKS ) &
iE, ASRFIEREENEFNASBICLNARERRIEIL,

HEEITRME BEMNEIERME, MASRRRFRRE (235 IAM Roles
Anywhere ) SREUERYEIE,

IMDS ZiFiR it & Amazon Elastic Compute Cloud ( Amazon EC2 ) SE4I#&
BXHEI, ¥ IAM A5E8NE EC2 EHIMEXREK.
EZRG EETHARBRAINER ZACHIGREIE, &
i@ Amazon EC2 JuiiiE RS 1214,

WNFEPHNBINTR , BESHIBREENFE. EREBPEENREERER .. BER , &8 X
REE M FAXZconfigficredential s #4172 /BELE Amazon SDKs f1ITE, HXxESZ(E
B BESRE REWNE LN

SDK-specific M4 E F T ERZIF R & 6

BRE#EE SDK FTENBERIERHEEHFAES , FPMUATIIRFPIEREN SDKHTE :

* Amazon CLI

- HEAT C++ K9 SDK
- EAT Go #) SDK

« SER T Java 9 SDK
« &AM T JavaScript
@A T Kotlin £ SDK
- JEAT .NET ¥ SDK
- SEAT PHP iy SDK
« S&ATF Python (Boto3) #J SDK
« &M T Ruby #9 SDK
« AT Rust By SDK
- @A T Swift B SDK
« AT PowerShell

SDK-specific M4 EF TEMEIEREE 66


https://docs.amazonaws.cn/cli/latest/userguide/cli-chap-configure.html
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/credproviders.html
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/configure-gosdk.html
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/credentials-chain.html
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/setting-credentials-node.html#credchain
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/credential-providers.html
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/creds-assign.html
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/guide_credentials.html
https://docs.amazonaws.cn/boto3/latest/guide/credentials.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/setup-config.html
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/credproviders.html
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/using-configuration.html
https://docs.amazonaws.cn/powershell/latest/userguide/creds-assign.html

Amazon B FATEGNIE SEE™

Amazon i 8] 224

/A Warning

NTBRERZENK , EFRETARGIGEELKIEN , F2EA IAM AFR#THBRIE , ™
2EERAS SR REAENRE BRI , 620 Amazon IAM Identity Center,

Amazon IAM A P85 B 2248 7] BEEH Amazon iE$H., Amazon SDK € B s {# AiX L Amazon iE
FRZBOM APl iERK Amazon , IEZW TEMEMUTNUEZRS, HEMIHEIEH Amazon FIREMEK
B, BIVAAKRMEHaws_session_token , XBEEILIFEIGHN , SHEFABEER. TR ERAKH

Fik,

(® Note
MRTERFIXLIGAHES , Amazon AJEELIERKIEF BN AN , XBEMN T/EME Amazon
RAEZER M,

H#Z= Amazon credential sX 42 FE#HEZTIEEENHENE , RN TNABRFRE R
I, B ZEconfigX##Y SDK-specific iIRE 2 I

ETHEBX Amazon iEBFMERABRIRBNEZER , BSH IAM AP EE TR Amazon Z£ i
BHNEEIA MAFNERZESR.

ER TS AR E L AL

aws_access_key_id-3*Z= Amazon configX /% &, aws_access_key_id-3*Z= Amazon
credentials iR E ( #ES L ), AWS_ACCESS_KEY_ID - IMEF &, aws.accessKeyId-JVM
REEM : PR Java/Kotlin

EERENAFHRTEHRIEANZREN —EB5 1 Amazon 1R #H,

aws_secret_access_key-H}= Amazon config X #i% &, aws_secret_access_key-
H# = Amazon credentials XHiRE ( #EFH L ), AWS_SECRET_ACCESS_KEY - IMEL &£,
aws.secretAccessKey-JVM REE M : {XPR Java/Kotlin

EEREXAFH#TEORIENEREN—28 Amazon 4,

Amazon 1/ 8 24 67


https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/security-creds.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/security-creds.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_access-keys.html

Amazon B#FF A TEBNTE SEES

aws_session_token-#Z= Amazon configX#i%E, aws_session_token-*= Amazon
credentials XHiRiE ( #%E 5L ), AWS_SESSION_TOKEN - 3REZ £ aws.sessionToken-JVM
REEMHE - PR Java/Kotlin

BEE—N Amazon RETH , ZTRAFENAFZITEORIENTIEN -2, SRS EFER
EIhEREAEAEMMEEN IR EIER -2, REEFH EII"H'J‘;zé 1EH‘I71F EERTETH.
BR , RNBUCHAERABRNZEFIEIRERBEIL. AXRLLRN , BEZH IAM PN L2 &HE

BXRUMIRBUX LEN R |, B5H FREREIE#H1T 5 G KIE Amazon SDKs f1TE,

fconfig@credentialsX#HrHigBiX LEXFEBENRH

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAH@OgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Linux/macOS B G STIRENETEN RH

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Windows Bl s S TIRENETEN RH

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQoEXAMPLEH4ao0AHOgNCAPy. . .truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk

% #F#E Amazon SDK flTE

LAF SDK XFEARETFEHFTRMNIIEERRE, FREB o FIsERIEEXEH, EAT Java B Amazon
SDK # &E A T Kotlin 8 Amazon SDK X X FHE{A JVM REEMIRE .

Amazon 17 8] % £ 68


https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/best-practices.html

Amazon AT EGHNIE

et

SDK

Amazon CLI v2

ERT C++ By SDK

FEAT Go V2 (1.x) B SDK

FEATF Go1.x (V1)K SDK

FERATF Java 2.x B9 SDK

FEATF Java 1.x B SDK

AT JavaScript 3.x B SDK

& A F JavaScript 2.x B SDK

E AT Kotlin B SDK

NETAx BRHFRIESD

FERTF NET 3.x 89 SDK

FEHAT PHP 3.x 8 SDK

& F Python (Boto3) Y
SDK

& T Ruby 3.x B9 SDK

EAT Rust B9 SDK

& AT Swift B9 SDK

PowerShell V5 T &

PowerShell V4 TE

53
#

fim

WD HD D

fim

BERESZER

FEEHEHEWN config i,

BEFAHE config XHFIRE ,

fE ; BSHK1E,

FERFETE,

WIRFT B MBS B 34 DN RY Zh

Amazon 8] #48
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
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BEREITRME
A EAIER Amazon EEEFHI A B ZEIERKEAATEREZHLRINEHIED, TRETHK
BB RIERER , Amazon £ERIGEFHES |, XLEEBAEARBF X TE (@1 Amazon CLI, Amazon

IR
ZCN

Tools for PowerShell #1 Amazon SDK ) FfEf,
EARIX LIRS | T Amazon CLI Hiz1Taws loginds$ , & 7E T Amazon ools for FiE1T
Invoke-AWSLogin cmdlet, PowerShell £ EBE IR RFERM , £ Amazon FATESE

7
R\

0N

SEEH, SEIEFPNE 15 908 E3H , B CLI M SDK HEEERNBHRIFEAN , JFETE 12
B CLI EFE %, 5#& PowerShell,
BERFXIEREHER

i, HRIFSEIHN , RESRT
FHZEEEENEEXH , Zlogin_sessioniR EFfiE

BEXmPNERR
HEBEHAESTFENG S,
arn:aws:iam::0123456789012:user/username

[profile console]

login_session =
region = us-west-2

BRINBERT |, RHE LR RIS F4E Linux F macOS 2k Windows SUSERPROFILE%\.aws
\login\cache £#~/.aws/login/cacheB&XHH JSON X#hH, XHBETERXEEH. &

AT LUE ISR EAWS_LOGIN_CACHE_DIRECTORYHEZENREEZZH F.

BERREHRERE

bl

ERLT AR E L 6
AWS_LOGIN_CACHE_DIRECTORY - ¥RE%
CLI M SDK HiF AR BERLEREXHFNEFREENZEAE F.

ERIAE : ~/.aws/login/cacheE Linux # macOS Lt , &ESUSERPROFILE%\.aws\login

\cacheff Windows L,
EATF Java B9 Amazon

¥ #F#E Amazon SDK flTE
LA SDK Z#EFARFBHMRNINAEMIRE., FIESoHIAERHYE X,
SDK 1 #E A T Kotlin 8 Amazon SDK X Z#FHE{A JVM REEBMIRE .
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SDK ¥ BEFREZER
3
Amazon CLI v2 =

ERT C++ By SDK

fim

BEATGoV2(1x)®WSDK &

FEAT Go1x(V1)HWSDK £

EATF Java 2.x B9 SDK 2

FEAT Java 1.x B SDK Fi

FEH T JavaScript 3.x ) SDK £

FER T JavaScript 2.x B SDK &

& A T Kotlin B SDK 2

NETAx HBHHFRIES =

ERAT NET 3.x 8 SDK =

EAT PHP 3.x # SDK =

& T Python (Boto3) 2 BECRT
SDK

& F T Ruby 3.x #J SDK =

EH T Rust B9 SDK =
PowerShell V5 T & =
PowerShell V4 T & o
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RKABBFIRMAE
(® Note
XY THRENEMNMEIRMBERETHM “ Amazon SDK MITEXE &% , BSH T #AE
FA RV IR S TUH

BRiEAeSREA —AINZ2EUERFG R BEATET RN Amazon TR, XL B 15 R 2
1D, BRI RBRAMZETEAR.

ERELN SDKZTERRAAE , MOMEREBIIMEERANIBEEAE®, IAM ABHA® Amazon
FIREW (ARN ) #ITHE—#5R, ABRES —IPMREABIGEXR, ERAZACHNAERATERS
—/ Web B #4247 Amazon Web Services ik, OIDC = SAML Bx &K, Amazon Web Services
RS

R IAM BRE  NREZIZARNET , NTLUHEHN SDK T EBEENFRZAGK FHN
BR. EITULIRME , BEAUTRE,

EXFAHBREAXEZENES , BSHAEEHH BRix—NMIE S HRIE Amazon &EiE Amazon
SDKs 1 TEWNAE,

KRABBEERHUERE
fEFATT 5 B B L Th AL -

credential_source-#*= Amazon config X% &

£ Amazon EC2 3£/l Amazon Elastic Container Service B8 H A , IEE SDK =X T EE{a4k
AUBEERBERATFARAE role_arn SHIBEMN A BMNEIL,

RIAE: T

BME :

« N8 - 87F SDK R EMIMELE AWS_ACCESS_KEY_ID # AWS_SECRET_ACCESS_KEY #
TIREIE,

 Ec2InstanceMetadata— IEEHRHF X TE IR T EFERKINE EC2 RHIEEXHH 1AM A
ERIKREURIES.

« EcsContainer— IEEHRHA AT ESH T EFEAK MBI S# ECS BEEH IAM A S M N EIL
O EKS B2 IAM A B RIREUFIER,
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THeER —BBXHHREETEE credential_source M source_profile,

£ config X#HHigBHIARKRAEIUER R B Amazon EC2 9 R

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:ro0le/my-role-name

duration_seconds-#£ = Amazon config X ik &
EEACXENRAEFENRE (UAYHEML),
REBEXHEERASER , LIREFEA
BRIAE : 3600 # (1 /MEY)

BRE : ZENEEE 00 % (156 2% ) HBACRENHZASIERFENRE (43200 B 12 Mt )
ZE, BAXEZER , BZH IAM AFERTHN E5 A NSRS ERFERERE.

£ config XHHgELTIH =B
duration_seconds = 43200

external_id-#Z Amazon config M #i& &
EEE=FRATEEEZEFPEKFHTRAASHHE IR,

NYBEEXHEERAACBZACGHNETIRKEE Externalld BN , IRBFEMR, ZEKR
HAEREXHFIEEAEIE®ELS AssumeRole B4EM Externalld S,

%ﬁi}\ﬁ : %o

BRE : B2H IAM AP EEHNERE =58 T Amazon FIRT5 AR afAEASAER ID o

£ config XHHIRE I RG]
external_id = unique_value_assigned_by_3rd_party

mfa_serial-*= Amazon config X ik &

EEAFPERAACRAMFERNZESHRIE (MFA ) REWRIREFHIS,
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RABEN , IR ZABHETEREEEE MFA BHRIENRYE , MR SKET., X MFA
NEZEER , BE2H IAM AFPEETM IA M FAAmazon Multi-factor & 451,

ERINE : Fo

ANUE . ZETUREHIRE (Sl GAHT12345678 ) FHIS |, b A LARE N MFA REH
Amazon BEABAF (ARN ) o ARN B9 arn:aws:iam: :account-id:mfa/mfa-device-
name

£ config XHHgETH =B
HRHAIBRRENZEKFUIBEH NENAFBRAT —NE A MyMFADevice WEHI MFA 8%,

mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn-#Z= Amazon config3#i% &, AWS_ROLE_ARN - i 3EZ & aws.roleArn-JVM REE
% {XPR Java/Kotlin

EEEATRITEALLEE X HEREERN IAM A€ Amazon BREH (ARN)
ﬁi}\ﬁ : %o

BME . ZEXLAZ IAM BAEK ARN , #RX0TF : arn:aws:iam: :account-id:role/role-
name

o, BEBTIEEATREZ— :
« source_profile - fRREZ—PMEEXH K ATEREFEHEEXHFRAZACHNRNE
iE,
« credential_source - fFAHBA YRR TEEIRIRAEIES T INZE Amazon EC2 SEHIEL & 3 4
= Amazon ECS A BREHIMEIE,
- web_identity_token_file- REEBZIH Web NABFHHETEMRIINAFEALHKS
12 £ & S E{T OpenlD Connect ( OIDC ) # R FHEMEE,
role_session_name-3Z= Amazon configX % &, AWS_ROLE_SESSION_NAME - ISMETE,
aws.roleSessionName-JVM REE M : {XPR Java/Kotlin

EEEMMEACKENEN. KBEMERESLAERKNZEMN Amazon CloudTrail B&EH
ZaEWREEKNER. BXEAREE , B8 (AFEE) #8 CloudTrail userldentity T
%, Amazon CloudTrail

MIAE - TIESW. MRARRALE REEEXHAAAE , WIFEHERKERR.
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BEME : & Amazon CLI 5 Amazon API k& FlAssumeRoleiR ¥ ( i WMRIEZE
fAssumeRoleWithWebIdentityifE ) BtfR{Ht45RoleSessionNameS ¥, ZEK I E AL
BHHNARAARWAF Amazon BRE# (ARN) B —%B% , HE RN ZEESXH4AAIREN
CloudTraill BEZBW—%%5 .

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

£ config XHHigE LT RHI
role_session_name = my-role-session-name

source_profile-#= Amazon configX g &

sEHMEEXH  ESITATRAHRAEEXHTH role_arn iR EEENAE, ETH
AEHZE Amazon configflcredentialsXHHFEREBEXY , ESRHEE config XHH
credentials X4,

MREEENEEXHERRAACEEXY  NFHEZEINFRABNACUEEHBNEIL. 3 SDK
BRTAEEIINE E AR , kEESaELlE, AEEEEEMN Amazon CLI 2 Amazon APl B4
HEREINGEZ—/, BLEEK, BEXEZEERE , H5H IAM AFEERPHN AR ENEZ,

AINE : o

BEME : B config M credentials XHHEMNEEXHHNEMEARNXEFFER, EXRE
HEEEXHFIEE role_arn W&,

FeEER — BB XA P ERSE credential_source # source_profile,

B IE XA R IRE L TR R

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:ro0le/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam::account:role/ROLE_ID
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FELAIF , ABRBNXHEIF SDK R TEBZERXKN B MEXHNEIE. Eitfld , BEE
XHER EH IAM Anywhere £ &3 1T 54 % UE Amazon SDKs A T £ 12 &iF B F RIKE
Amazon SDK HIZiE, RJE , RBAMERAX LIS ZIERTE Amazon iR, 18E A @475 b
RUFFERKEIZITH IAM R KB Amazon Web Services RS , Bl SR APl %, BEX
HARITH B ITUR/EE CloudTrail BESRHEBEABLTER M.

NFEZNAEETRG , MREE Amazon Elastic Compute Cloud £l EE— MM ARF , #H
RiLZNARFRAREMGAR  NWAUAFERNUTEE.,

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:role/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata

BUE XX+ A FHERAKE Amazon EC2 SRAIMFEIERKCABEA R , H ESBHRITEIL,

web_identity_token_file-#Z Amazon config3#i& &, AWS_WEB_IDENTITY_TOKEN_FILE
-IREELE, aws.webIdentityTokenFile-JVM REE M : {XBR Java/Kotlin

BE—MNNHNRE , ZXHIEH ZEH OAuth 2.0 32##& = OpenlD Connect ID H 121
ERHWTR T,

HiRE AT FEA Web FHRBRERIERMEE (a0 Google. Facebook Hl Amazon & ) #1T &%
if. SDK HFRARTEMBHEXHENAS , AERKEFEA AssumeRoleWithwebIdentity
BRERNEERN WebIdentityToken SE&i%,

%ﬁi}\ﬁ : %o

BXRE : WEXTAREENXGE, BE— M NHANER , ZXH4 NSRS HRAEERMER
# OAuth 2.0 75RI5hE 3k OpenID Connect T i, HX BRI NMEX F#HET/EB FAOMBEXTE

4
%o

Y ##E Amazon SDK f1 T E

AR SDK X FEARETFHFTRMNIIEERRE. a0 HIsVEREEEH, ERAT Java B Amazon
SDK # sZ A T Kotlin 89 Amazon SDK (X X[ JVM REBMHRE,
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ERAT C++ Hy SDK

SERTF Go V2 (1.x) #9 SDK

EAT Go1.x (V1) K SDK

EATF Java 2.x B9 SDK

EATF Java 1.x B9 SDK

& A F JavaScript 3.x B SDK

& A F JavaScript 2.x B SDK

& AT Kotlin B SDK

NET4x BH{EFRIES

EAT .NET 3.x #J SDK

FEATF PHP 3.x By SDK

& FF Python (Boto3) Y
SDK

EHA T Ruby 3.x B9 SDK

EAT Rust B SDK

EATF Swift B9 SDK

fl  AD

fim

fon  AD

i

BERESZER

credential_source AX%#, duration_seconds 3%

¥, mfa_serial Fx%#,

EFEAHE config XMARE , KT B MEE X INEEIZH

e ; BER L,

X mfa_serial . %% duration_seconds

AX3#F credential_source . Ax#F mfa_serial . £
X JVM RERE .

credential_source AxXiF,
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SDK X FFREZEFER
b=
PowerShell V5 T & =
PowerShell V4 T & 2
ANEEILREE
(® Note
EFXTHRRIENENFTERBERTHM “ Amazon SDK FITEX R RIE , B5SH 7 #HAE
IR ENH,

AREEIREEANEFNARNARFREEIL, ZEIERHEZERFX Amazon Elastic Container
Service ( Amazon ECS ) H Amazon Elastic Kubernetes Service ( Amazon EKS ) EFREH. SDK
ZiHEE GET ERMIEEMN HTTP m UM EIE,

WMRIEEH Amazon ECS |, BINBWEFERIS IAM AR EIERE, &

NAEREAUFIHE, BE/S , Amazon ECS £i%i& SDK I B RIKEUEILH
AWS_CONTAINER_CREDENTIALS_RELATIVE_URI :MEZE, ERE Amazon ECS LA LLINEE |
&2 % {(Amazon Elastic Container Service FF & A RIE®) FWES IAM A,

MR EMEH Amazon EKS , BINTEUUEFER Amazon EKS BA B RUGHEIREE | RE&
RAXBR, WHITH , HEBMITIRE, TERAMMNTT BME, BNAER4 (pod) # IAM AEE
Kubernetes BRZ K FAEx<Ex , UEBNABFWIEH, BT H#HEx Amazon EKS B4 5HH
EZEE |, 85# (Amazon EKS AF#ER) F# Amazon EKS BE54 517, BLE/S , Amazon
EKS £1i&% & SDK f I B FARIREUEIEA AWS_CONTAINER_CREDENTIALS_FULL_URI #
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE SMEZTE, BXREEFR , BRI S# EKS A
FEBTHIRETL L% EKS Pod H4AER Amazon &ML LK A mazon EKS Pod Identity &1k
5% EKS £F ENAREFH IAM X R,

AT AE B ThRE
AWS_CONTAINER_CREDENTIALS_FULL_URI - SMEZ &

BETEMN HTTP URL iR , it SDK EiEREZIUERER, XSBEHENEN.
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ERIANE : Fo

BRE : B URI

EE  HRER AWS_CONTAINER _CREDENTIALS_RELATIVE _URI WERIRE , RAEXRIRE
AWS_CONTAINER _CREDENTIALS RELATIVE URI BIZF4&{EA,

Linux/macOS B RTIRERETEN R

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials
qE

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - ;FEZTE

}EE HTTP URL im R , ft SDK FEiEREFUERFE . ZERH INZEIBRIAA Amazon ECS BV EHLA
169.254.170.2 L.

ERIAE : Fo
BWE : BRHMEFT URI,

Linux/macOS BT TIRENETEN RH
export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN - }h B &

EEANAHNERTE, WRRETHEE , SDK FEARELTEMNEE HTTP BR LIRERNR
Ko

ﬁi}\ﬁ . Too
BENE : FHH,

EE  HRER AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE HNERIZE A REEXRIRE
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE BIF &M,

Linux/macOS B G HTIRENETEN RH
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export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - }/EZE 2
EEZRTE M ARSI SR 43T B8 2
BIAE : T
BEXE  2HH,
Linux/macOS B ST IREIREEMN RO

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token

Y #F#E Amazon SDK flTE

AR SDK XFEARETFHFTRMNINEERRE, FREB o HIsEREEEH, EAT Java B Amazon
SDK F & A T Kotlin 8 Amazon SDK X X FHE{A JVM REEMIRE .

SDK ¥ BRAREZER
=
Amazon CLI v2 =

i

EHT C++ By SDK

SERF GoV2 (1.x) I SDK &2

FBEHATF Go1x(V1)HSDK R

EHA T Java 2.x B9 SDK & 3 Lambda SnapStart ##EETAWS_CONTAINER_CRED
ENTIALS_FULL_URI , AWS_CONTAINER_AUTH
ORIZATION_TOKEN T©2Bz1ATEHRIL,

EHA T Java 1.x 9 SDK & 3 Lambda SnapStart #ZEFAWS_CONTAINER_CRED
ENTIALS_FULL_URI , AWS_CONTAINER_AUTH
ORIZATION_TOKEN T©4L£Bz1ATEHHBRIE,
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FEATF JavaScript 3.x B SDK £
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& A TF Kotlin B SDK 2
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fim

% Lambda SnapStart ##ERTAWS_CONTAINER_CRED
ENTIALS_FULL_URI , AWS_CONTAINER_AUTH
ORIZATION_TOKEN T2Bz1ATEHBRIE,
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ENTIALS_FULL_URI , AWS_CONTAINER_AUTH
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EHA T PHP 3.x B SDK =
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@A T Ruby 3.x #J SDK =
EA T Rust 8 SDK 2
EAT Swift # SDK =
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PowerShell V4 T & =
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It B 2 1AL %) BB F3REX Amazon IAM Identity Center AT HY & 2 & 3 (SSO) 14 @R Amazon
Web Services IR

(@ Note
£ Amazon SDK APl X/ | IAM B3O EIEIR A EEF N SSO FiERME,

BAIAM BHH0E , BALEHRE Amazon configX A HREEVE B4, KEEXHA
FiE#ZZ IAM Identity Center i5RIT1F. ZH A/ KIIES IAM Identity Center #1TH B RIESE , (7]

FRIRESZAF XK IAM ABHNEHEIE., E7# SDK A MNEEFRIIGEHHRHEAT
Amazon Web Services RS EK , SR WA ## R Amazon SDKs F1 T EH IAM B 13 50 & 338 1IE

[A] &% o

B3 config XHBEE IAM Identity Center BRI A= :

(##% ) SSO THREMHERE : EK2ENK, SN AENLSETKNZE,
« [BRTARIFEE : £HBERN/ VN2,

EXRHEET , CRFEEERXEINHRENE R

LTHBEREEEX IAM ldentity Center W EMEE. :

« Amazon IAM Identity Center Fi 5/
« Amazon IAM Identity Center [ 17 APl &#

ERAT#E SDK M T E{a K AMEE AR M BIFEIL |, ESR 0 R Amazon SDKs M T E/
IAM B 13 550 B 47 I A1 7] 73,

TORFAF

&M 5EIE B IAM Identity Center, <8 A IAM Identity Center S IITHNIFMESR |, FSH
{Amazon IAM Identity Center A E™) HH Enabling Amazon IAM Identity Center,

(® Note

BREATTHEAN BN TR ERZGFFIENRE config XHEE , BSRAEXIKREMEA IAM
B4 0% Amazon SDK M1 T E#{TH MK ITRIES A,
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https://docs.amazonaws.cn/singlesignon/latest/userguide/get-set-up-for-idc.html

Amazon B FATEGNIE SEE™

SSO T REEE &

UIRER SSO SRR REERT , £/ Amazon SDK T ELBAHRIHENAE , EXTEKLTFR
K, BXRLFFEFNAMNBEEKEEMBENESZELR , 52 HAmazon IAM Identity Center A {5
R ELE Amazon AT IAM Identity Center 52X N T2 FHI S F &R E,

ZconfigX#fsso-sessionEpo AT A TIREL SSO HRITHENEEZEHTHE , AETLUUER
XL RERIREN Amazon iEH., BX config XEFEUTHEZHEMEER , BSH KEXHHBE,

UTFHE config XHRBIEA dev BLEXHF SDK 5 T EEE N iER IAM Identity Center EilE,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

(® Note

¥ Fsso_region , ERAEEERKN IAM &4/ O0EFH Amazon XiF, X RS &R ERIA
Amazon XiFFRE, BELE IAM S5 5035 &R E R LR E,

FHEWRBBRETUEN sso-session WHHEXKIENGEEXH. BF , sso_role_namedt
FIEprofileZpoHi&kEsso_account_idH , iX# SDK FAEER Amazon iE

F, sso_regionsso_start_url. Fsso_registration_scopes&JiEiZsso-sessionEpr
FiRE,

HAEMA SSO S A BIZSHEE sso_account_id F sso_role_name., HREH N ARF
X8 A 2 #54%F Amazon Web Services R BE FHRIENVIEE , WARFEZ L Amazon FiE, 58
EHMRIER—T HTTP BHARIEAR , EEAMNBFEETENZTLTE., EXMBERT , FHE
sso_account_id # sso_role_name. iHZHEA Amazon Web Services RS 8/ , LAFAEZ AR
SREBEIEFEBFEEESTEEN.
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https://docs.amazonaws.cn/singlesignon/latest/userguide/configure-user-session.html
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EMCERE N sso-session W—Z5, STEZ OAuth 2.0 Ffy—Fb# &l | AT R&EINAREN A

FPIkFHERERBE, EFZET sso_registration_scopes , KEHINHKFMACBHLEHR
PR

THRERTUNAEZNEEXHHESFHAMEEMN sso-session BLiE.

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

SHORIESHEERSD ~/.aws/sso/cache BRTHWHE L  YHEBETLEEMH.
12 88 89 A o] jl # &
FREZENTAIRFEETXFEI TR . BAEWNHA SSO SEREEEEE.,

/A Important

FAIBREE , FRXFEEEN /N, TEBZRF. HLFFH , EAHRTFTEROR
BHLEIME MBI , BEFRaws sso loginBRETHIE, MREBEKMNEZTHRES
Bah{t , iEEMA SSO THRMEMEE , ZEEXIFE TR,

EFRAESNTARHEE , SXAEREXHFEENATRE :

* sso_start_url
* sso_region
* sso_account_id

* sso_role_name
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AILAERA sso_start_url # sso_region RENEEXHREERAFIITF, AILER
sso_account_id M sso_role_name REXRIEEMNIR,

UTRBIRET config XHHHIEANAFEE.

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

BERRIESHEERE ~/.aws/sso/cache BRTHHME L , XHBET sso_start_url,
IAM Identity Center ZiF iRt &R B

ERLLT A EBLE L IhRE ¢

sso_start_url-*= Amazon config X% E

FEEEFTIELA LR IAM Identity Center 5% #& URL S5 URL B9 URL, BXFMESR |, 1§
% {Amazon IAM Identity Center AP #ERm) #H Using the Amazon access portals

ERFLE , BEITF IAM Identity Center #2565 , EFEHER , AEHKE Amazon HEI[TA
URL.

« /EF , MBI 2.22.0 IRFFIE Amazon CLI , el LAk A Amazon X1T A URL B1{E.

sso_region-£ = Amazon config X iR iE

Amazon Web Services X1 @ &8 IAM B H00TF £ ; BNEER A IAM B2 aNEE
W Xig, XE&EHERIAN Amazon XigiFx , AILAEFFAE.

AX Amazon Web Services X1 R ERBHTESIR |, S M HH XEL T KAmazon Web
Services —fif5E, EEHKIE , iBITIF IAM Identity Center 32 #1 4 , EFEH @R , ARERK
X1,

sso_account_id-3#Z= Amazon configX /iR E

#B3 Amazon Organizations BRZHAIA T & BRIEMKIEF ID. Amazon Web Services Ik F

EEFEAAKFHIR |, BHIE IAM Identity Center $%] & 3 $TF Amazon Web Services i
o BETILAER P Amazon IAM Identity Center ortal APl & H#y ListAccounts APl FEEE
ATAKF IR, Hlm , B|ELLAA list-accounts Amazon CLI J53%,
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https://docs.amazonaws.cn/singlesignon/latest/userguide/using-the-portal.html
https://console.amazonaws.cn/singlesignon
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Amazon B FATEGNIE SEE™

sso_role_name-}ZE Amazon config X iR &

UIAM BB ENNRRENER , BTENAPERNNR, ZABLMEFELETF Amazon Web
Services Ik {8 EMHsso_account_id, EHEAREBH , MTEAEMN Amazon BRA
(ARN ) ,

NPBREMI B IAM policy 1 BE X XRERE , HENXL THAPXNE 2 HH Amazon Web Services Ik 2
9 177 [R] X BR R 5l o

EEEFMNTHNEESIZR Amazon Web Services K7 |, FRiE IAM B4 FhOiR & & H4T
FFAmazon Web Services Ik P R Hl, #%£$#F Amazon Web Services Ik &R 3I HE EHENRESR
o BETLAER P Amazon IAM Identity Center ortal APl 2 Z /iy ListAccountRoles APl 3%
BETHANBRESR, Flm , BALLGAA list-account- Amazon CLI roles J53%.

sso_registration_scopes-#= Amazon configX#i&iE

E} sso-session RNWTBENESHEIR, MARFITURBER—NEZNEE , ANARE
FEENHRSESXBETEFNEE. EM IAM Identity Center REHEERIF SN , &
M F sso:account:access &/NEE. BXARAFRSEEEINGIFR , ESH (Amazon IAM
Identity Center A #§R) KV Access scopes.

XLESEEE N T A EEME OIDC FFHERBERNWNRMNE FHRENTHESE, SEERNA
IAM Identity Center 8 & G RN iH LW M,

WRETERATEZNTARFEE. FAESEEL M T EERREE
sso:account:access ERFEE A,
Y ##E Amazon SDK 1T E

LA SDK X EFEARFBHMRKNINEEFIRE. FIERoFINERYEEH, EAT Java B Amazon
SDK 1 5& AT Kotlin 89 Amazon SDK X Z#HEM JVM REBEMHIRE.,

SDK X BIEFFESEER
2

Amazon CLI v2 =

BT C++ #) SDK 2

EBRTF GoV2 (1.x) I SDK £
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https://docs.amazonaws.cn/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
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https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/

Amazon AT EGHNIE SEE™

SDK EAREZER

4 Mt

EAT Golx (V1) SDK R EFAHE config XHRE , BAF S MELE X H NI Ih
B BEHLIE

FEHAT Java 2.x B9 SDK = credentials M#HtHZiFHEE.

FEHAT Java 1.x By SDK Fi

FEH T JavaScript 3.x ) SDK £

FEHA T JavaScript 2.x ) SDK £
& A T Kotlin 8 SDK B
NETAx BH¥FRIES =
EAT NET 3.x B9 SDK =
EAT PHP 3.x # SDK =
& A F Python (Boto3) KJ =
SDK
E T Ruby 3.x B9 SDK =
&M T Rust #9 SDK T AXPRIEE K AT RIH L&,
%
BT Swift # SDK =
PowerShell V5 T & =
PowerShell V4 T & e
(® Note

LR 2 Amazon TEGR IAM B4 H 05 R K UE RIS -
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https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B FATEGNIE SEE™

« VS Code — iE#Z| Amazon-HE 7T BT URL ME T KEH[H F 0 RIEEF IAM 514
¢IL\O

« Visual Studio — Visual Studio Amazon TE&@®# Amazon IAM B3 /0 iEP -HEEE
SSO BEi&E 34,

« JetBrains— ¥ Amazon I EA JetBrains EEE|EH Amazon Tk -9 45t AY
Amazon I B4 JetBrains EZZ|E/ Amazon 1K,

IMDS EiFi2 it &

® Note

EXBTHRRENHEMNAERBERTHEMN “ Amazon SDK MTEXR” RI& , SR 7 #AE
FERIRIE T Ho

S THERS (IMDS ) REAEXEHWZFNHKE , EAILACKEEREREEETHES. BX
AABENEZER , BE25H (Amazon EC2 AF#ER) PR LM IE. Amazon EC2 Eﬂi\T
AHEHIFERANABER | ZHES TR REEER. ﬂﬂﬁﬁﬁﬂﬂﬁbﬂTﬁ@ & al ARt —
NiZABBEMMWEIE, SDK Al AR ZiHE L RFBNENERIANEZIEREEE MBI EIE. BRIA F/R
T, FEASEATEERSMRA 2 (IMDSV2) , BMERLESENELZ2H IMDS H&ZIKO MRBFARAE
HHER (HTTP £5iR1818 403, 404, 405 ) mkM , MEEA IMDSv1 EREIE,

ERUT A AR E L hEE
AWS_EC2_METADATA_DISABLED - SfET 2
e BZEEMA Amazon EC2 KBt HIEARSS ( IMDS ) KIREUEIL,
EIAE : false,

BENE :
« true - B IMDS RIREUEILE,
- false - £/ IMDS RIREUZIE
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https://docs.amazonaws.cn/toolkit-for-vscode/latest/userguide/connect.html
https://docs.amazonaws.cn/toolkit-for-visual-studio/latest/user-guide/sso-credentials.html
https://docs.amazonaws.cn/toolkit-for-jetbrains/latest/userguide/account-connect.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

Amazon B FATEGNIE SEE™

ec2_metadata_vl_disabled-3*Z= Amazon config &g,
AWS_EC2_METADATA_V1_DISABLED - If8% &, aws.disableEc2MetadataVl-JVM REE M :
X BR Java/Kotlin

R IMDSV2 HIHE | REFERAEAITHIERSMRA 1 (IMDSV1 ) ER& A B %,

@ Note
B SDK %% IMDSv1 , At A ZEFigiE, BXFHAER , HHA X £EE Amazon
SDK M TE,

2RIAE : false,

BME :
« true - iFF IMDSv1 B4EEIR,
« false - ¥ IMDSv1 FA{EEIR,

ec2_metadata_service_endpoint-#*= Amazon config X% iE,
AWS_EC2_METADATA_SERVICE_ENDPOINT - }f35Z% £, aws.ec2MetadataServiceEndpoint-
JVM REEM  NR Java/Kotlin

IMDS Wi =, ZER THEFT X T ESHM Amazon TE#EE Amazon EC2 L4l T 2 IEHY BRIAL
=48

ZRIAE : MR ec2_metadata_service_endpoint_mode &F IPv4 , MIERIAIRSR R
http://169.254.169.254, WIR ec2_metadata_service_endpoint_mode &F IPv6 ,
NBRIANIHm SRR http://[fd00:ec2::254],

BRE : B URI

ec2_metadata_service_endpoint_mode-3*= Amazon configX
#i%E, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - IfEZFE,
aws.ec2MetadataServiceEndpointMode-JVM R&E M : {XPR Java/Kotlin

IMDS % s,
ZRIAE : IPV4,

BME : IPv4, IPV6,

IMDS 1#=2fit#& 89
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(@ Note
IMDS FiF Rt ER THRINFTIEREEE -2, BR , REEARIIPHHEML MR
E2fE , T2KE IMDS FitRRtE., Hit , MREFEENEFFEALIRMAFNELE , W4
MMEEFRREGERNEIIREESICEAEMEEXH, HE K SHABREIIREE®ER
HEAABNMREERE T ERELE , THERBPEEELAN IMDS Rt E, IERSE
Fimet , Al E#EEERIEXRIR.

IMDS FiEV =224

FIABRT , 3 Amazon REF XTI EGREEGRIEREN , FRTESFZHFEA Amazon EC2 3£
Bl T BIEARS (IMDS) %2 Amazon SEIIEF, B F AWS_EC2_METADATA_DISABLED IMEEE
REN true , AUBZAKITHN. XEAUBLEFRBENMEED , HIEBFAEMNENLTSM | 1k
™ 4% A BESHEHL Amazon EC2 =6l T HiERS .

(® Note
Amazon TTIRXEREWT , FHEREILREN SDK HEFRmEHTA2H IMDS R &L,

£ Amazon EC2 IMDS XiE
MZENAETERRTAIEANRERGUREREFEERNRELRE,

Linux & macOS

il

5/ Linux 2t macOS WEF A ERU TS IRELLIFER

$ export AWS_EC2_METADATA_DISABLED=true

MREHFLEHIREESZ shell *EMNREERHPRFAET , WATLLF LR SR MENEHN shell BLE
X#H , BlEn .bash_profile, .zsh_profile = .profile,

Windows

£/ Windows MEFAIBMERAN T T IRELFEERE

$ set AWS_EC2_METADATA_DISABLED=true
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MREFLERREBESZ shell 2EMREEBSHPRIEFFE , WA NBALUTRE

$ setx AWS_EC2_METADATA_DISABLED=true

® Note
Zosetx R AR FAENA T HEIH shell 21F , AL EFEEHM MK ERITI shell =58
EEREN.

Y ##E Amazon SDK f1 T E

LA SDK X EFEARFBHMRNINEEFIRE. FIERNoHINERYEXH, ERT Java B Amazon
SDK 1 5&A T Kotlin 89 Amazon SDK X Z#EM JVM REBEMHIRE.,

SDK ¥ FEAHESZER
£
Amazon CLI v2 =

fim

ERAT C++ H9 SDK

EAT GoV2(1.x) W SDK £

EAT Go1x (V1)K SDK R EMFEAHRE config XHIRE , LTS MBS B ST INEL K 2

fE ; BSHK1E,

ERATF Java 2.x B9 SDK 2

EHA T Java 1.x B9 SDK B JVM REEM : £8 com.amazonaws.sdk.disableEc
7 2MetadataVl M4 =2 aws.disableEc2Meta
dataVl ; A% % aws.ec2MetadataServiceEndpo
int # aws.ec2MetadataServiceEndpointMode 0

EHA T JavaScript 3.x ¥ SDK £

ER T JavaScript 2.x #§ SDK =2

& AT Kotlin 8 SDK = EZEA IMDSv1 EIR,
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https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
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https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/

Amazon A X ITESNIE

SEES

SDK

NET4Ax BHEFRIESD

FERATF NET 3.x 8 SDK

FEHAT PHP 3.x 8 SDK

&R T Python (Boto3) By

SDK

& T Ruby 3.x #J SDK

EAT Rust B SDK

EATF Swift B9 SDK

PowerShell V5 T &

PowerShell V4 T &

HEFSIERME

@ Note

3
#

=

=
=

=

=
=

fm

fn FAD AD

fm

fim

BERESER

BE2Z£ /A IMDSv1 EIR,

BRI LAEA [Amazon.Util.EC2InstanceMet
adata]::EC2MetadataVlDisabled = $true
BHRIEXEZEH IMDSv1 EIR,

A LAE A [Amazon.Util.EC2InstanceMet
adata]::EC2MetadataVlDisabled = $true
B EXEZH IMDSv1 EIE,

ER

ER

EXPTHRENEHNTRINERT IR “ Amazon SDK I TEXRF R , BS0H 7 #BAE

RV IRIE A H

SDK ##t 7 —M¥ RAENLASNFTIERMAEENSZE, HREEETATREBENSKI , HIMME
U F R PR REIERNEAR i1 & O RHEEEX,
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https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
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Amazon B FATEGNIE SEE™

f]30 , 1AM Roles Anywhere i credential_process RAKREH N AR FREUGHEIE. EXI1t
FiZBLE credential_process , i # £/ IAM Anywhere A &3# 1T 5135 1F Amazon SDKs #
I,

/A Important

Zcredential_processRBEZLNRE LET—MBERFRRREIE, BREGTLHR
EFEENER , EANEHNEZconfigXHEEEANENEMABTUEHREEEZTH
wH. EAEATENBRERSH 4RGN RRT BN configXH.

® Note
THENET —FMASHEREEIEN L , TESE AmazonZ S THGNER, MRE
£ Amazon ITERF LWE , EEAEMESIERME, FHETN , NBRIZREBERTRE
REMELZLRERR , RUBESE config X, BINENBEENEZIEITIETRREDBEAEM
B EEStdErr , A7 SDK 1 Amazon CLI ATAIRAICRUEELE | JESNERESL K
ZKBENHAF,

FRAUTHEEELLIhEE
credential_process-#Z= Amazon configX ik &

IEE SDK i TERRZBETHARGS , MERBRRATZH TN EMRIEEIE, ZREEE

SDK program/command AR E . % SDK AAZHRER , eSS #HERN JSON HIEEA
stdout. BEMEMELFTLUBERRNBREFELE, ZEETE SDKHIETAHTFNEHITEAK
IR EE,

(® Note
HEFIERAER THRMATITREHAEE N2, BR , REEARIIRHEMINMERHR
B2, TenEHBERIIRHEE, Bt , IREFEENEFERLRMAENIIE | NAHR
MEEFRFREMERNTIIRFEREAEMEEXF. HE , SERBETREEEE
ROPREEFRETERRLE , FTUERBPEEERNERRILREE. QIRESE K
B, AEZEERIERE.
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EERILEREFRRE

ZRBOER—THE , EPESIEH SOK TR TERRGETHRFNBE

. BEAMXHEREAEUTER | AZ az. 0-9, EFH (). FTUL (). AR (). EML(). B
ST () Tk,

- MEBERXAEDERN  BEEEHENEANIS () BER.

- MRSWEMNBSHEZTEZEH , WARES (") FZaRFER, NEEREHIE, ITRS
FMEXT o

- BOEZFEHEEEARETE, Hl0 , £FEEEE $HOME = SUSERPROFILES,
s FEFENHRIBEERN ~. * BUXTNEERBEREERRENHER, IREEELAHER , MRZELEH
EPATH A ET ERENXGRTERZEF. BRERBEREMR

LAUTRRBIE R HEHFH credential_process IREB A FF/Fconfig, Linux/macOS

credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with
spaces”

AR RBIE R T E Windows ERIHE config X#Hi&E credential_process.

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"

« ALETEEEXHTERE

[profile cred_process]
credential_process = /Users/username/process.sh
region = us-east-1

FEUETH R B9 A W H

SDK ZBEBNHHIBENSRETiZHT , AEMFERERTEIEE, SEENGS , Tit2
BT B —HEITRFE | FUIE STDOUT EAERFES LA TIEER JSON #H .

"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
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"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire",
"AccountId": "the AWS account ID associated with these credentials"
}
(@ Note

BERBANZAE , Version ZHLTIRIEN 1. FEAEBNZEHNRE , ZETESE
buo

Expiration Z4AR XM RFC3339 XAt RIE. WMRITENHEHPFFE Expiration &
£, U SDK BEXRIERTRIFOKBEIE, &N , FEHUNGFELE , HESIEESIHIEHRESIT
credential_process R XK B RIFEIE,

® Note
SDK ©~ KEABEERIL , T—RTRATRAAGKLE. NRFERERF , NLRAENPEHRE
R,

® Note

AccountId2WER , R TFEZ A AER , BREZIE AU ISERN RSN IRS
fEAT, 24 SDK AEIEPETHNKFE , EL Amazon RS AT AEAIK F 45 EMNLIRT
o i, Amazon S3 A LU EREHEKSEENNARTR , MARL£RAHT Ko
AAccountIdll , SDK Ak FEEMALFIREEK S , BT LR E T K 1957 2B
M,

AEHEFALUREFEZREMRE , LI RERRZIER X £ 1R,
% 3F#E Amazon SDK flTE

LA SDK X FEARFBHMRINEEFIRE. FIEH 2 HINEREYEEH, EAT Java B Amazon
SDK 1 5& AT Kotlin B9 Amazon SDK X Z#EM JVM REBMHIRE.,
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Amazon AT EGHNIE

et

SDK

Amazon CLI v2

ERT C++ By SDK

FEAT Go V2 (1.x) B SDK

FEAT Go1.x (V1) # SDK

FEHAT Java 2.x B9 SDK

FEHAT Java 1.x By SDK

& A F JavaScript 3.x B SDK

& AT JavaScript 2.x B SDK

& AT Kotlin 8 SDK

NETAx BH¥FLRIES

EATF NET 3.x 89 SDK

ERA T PHP 3.x B SDK

$EFF Python (Boto3) BY
SDK

EH T Ruby 3.x 9 SDK

FEAT Rust B SDK

FERAT Swift B9 SDK

PowerShell V5 T &

PowerShell V4 T &

X BERESER
B

=
=

fim

= EFEAHE config XHRE , HFUTT B MEE XA IR

e ; BSHLTE,

A AD AD Ao

i
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https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon AT EGHNIE SEE™

Amazon SDK T EfrE{LThEE

LR N —BNERINE , HBEEHFS SDK FLUMEEIN AR TE. HESA SDK HITHRB
B, X —BM AT RS THERRNEWE, MMEREHMATUERBIEES , FSREMNEE SDK
API T fEi£15,

/A Important
FIFFEIEE (EEXNDENFIELE ) MXEAE SDK I HK.

£l

« Account-based i &

- NAERFID

+ Amazon EC2 EfI T3

+ Amazon S3 EAR

+ Y 5i# S3 Multi-Region ## A &
+ S3 Express One Zone &% & 11l
« BORIERR

+ Amazon Web Services X1}

« Amazon STS X iw &

« Amazon S3 BEZTEMERF

+ Dual-stack # FIPS ¥ &

« WRAI

- BARERE

o ENEISEA

« IMDS & i

- BidTH

s BERES

+ Service-specific i R

- EReBERIME
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Amazon B FATEGNIE SEE™

*« I]

Account-based i &

(® Note
EXRPTHRRENEANTEIRERTHMN “Amazon SDK MITEX#H" K& , SR T #HAE
Fe BY 1% B T H

Account-based &% = F A&/ Amazon Web Services IKF° ID B H X Xt ThAERY IR SS B9 1B
R, NABERSHENTT B, FAXFETEKFHEKH Amazon SDK MRS Y , SDK
BEFmtENEAETRAFNER , MARXE MRS, MR SDKEFHETEKS ID, N
B PSR XL T R, Account-basedim R L <region>Hhttps://<account-
id>.ddb.<region>.amazonaws.com, & Amazon Web Services Ik F{3iE<account-
id>MitFEPE Amazon Web Services X1,

ER AT BABLE L D RE

aws_account_id-*= Amazon configX#i%iE, AWS_ACCOUNT_ID - SREL £,
aws.accountId-JVM R&RE 4 : 1XPR Java/Kotlin

Amazon Web Services IKF 53, ATFEFKF WK SEEH. Amazon Web Services IKF ID
AN LLTF 111122223333,

Account-based i R H AN ELERSEME T EHFHNERMERE,
account_id_endpoint_mode-3*= Amazon config &g,

AWS_ACCOUNT_ID_ENDPOINT_MODE - }fEZ £, aws.accountIdEndpointMode-JVM REE M :
{XBR Java/Kotlin

WIRERATESERNXAETKFNIRSQEEE , HESE TR,
ZRIAE : preferred

B¥E -

- preferred : HRNZEWK, ID (WRE ).

+ disabled : EFEMVIHERI T ZTEKS ID,
- required : IWRAMLMITEKS, ID, WRIKF, ID FAA , SDK &5/ KR,
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SEES

% #F#E Amazon SDK fl1TE

LA SDK Z#EFARFBHMRNINAEMIRE., FIESoFIAE R E XN,
SDK # sZH T Kotlin 89 Amazon SDK X XX JVM REBMHIRE.,

SDK ¥ k&I RBIEIEZER

¥  BEMY SDK
KR A

Amazon CLI v2 = 2250

Amazon CLI v1 = 1.38.0

ERAT C++ B9 SDK P

\ATF Go V2 (1.x) 2 v1.35.0

B SDK

ERTF Go &

1.x (V1) B9 SDK

EAT Java 2.x # 2 v2.284

SDK

EATF Java 1.x 1y 2 v1.12.771

SDK

& B F JavaScript 2 v3.656.0

3.x B SDK

i& i F JavaScript &

2.x B9 SDK

EA T Kotlin B9 2 v1.3.37

SDK

NETAXHHEFAT = 4.00

EATF Java B9 Amazon

Account-based i &
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https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/

Amazon B#FF A TEBNTE SEES

SDK ¥ AAEY FIEREBEER
¥  HEMY SDK
EN
ERAT NET3.x B
SDK
ERAT PHP 3.x #Y £ v3.318.0
SDK
&R T Python £ 1.37.0
(Boto3) Ky SDK
EATF Ruby 3.x By £ v1.123.0

SDK

HERATRustlh SDK R %
#-2025-0
4-24

FEAT Swift I SDK £ 1.2.0

PowerShell V5 T &

iy

PowerShell V4 T &

7|

NARRFID

(® Note

EXRPTHRRENEANTEHIERTHHN “Amazon SDK MITEX#" Kk , ESH T #HARE
RV IRE A H .

ZNEF R AR Amazon Web Services ik B LA — AN K34 3T 821 Amazon Web Services AR
%, NARFID AFFERHT —fR3BNENARRFERRTT —HIBANAE Amazon Web
Services Ik, Amazon SDK MIRFSTFLFERAEBBEXME , RAREEZEFPABEPFEEERH%K, 4l
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https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B FATEGNIE SEE™

m, ZELNEEERERTHE S , b A EE7ESF Amazon Health Dashboard LARME —#R1R & H9 1R
Lt N 2 508 A A R B

ER AT BABLE L 2D RE -

sdk_ua_app_id-#= Amazon config X #iR &, AWS_SDK_UA_APP_ID - SMEEE,
sdk.ua.appId-JVM REE M : XPR Java/Kotlin

WiREREDEANAREFNE —FZ/E , AT RS ENARERFHHL Amazon Web Services
&~ MARRIAA Amazon,

2RiA{E : None

BRE : #HH , BRAKEN 50, s EAFE, BFEMUTERF

ﬂ- T % N
‘-!\\\\#$\0\\&\\\\+\_\0\\\\\\l\NO

£ config XHHIRELEN R

[default]
sdk_ua_app_id=ABCDEF

Linux/macOS B S TIRENRETEN R :

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

Windows Bl s S TIRBENETEN A :

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

MRIENFFA Shell EEHEHKRS VNS , BREFEXNZEHITHE L,
Y ##E Amazon SDK f1T &

LA SDK X FEARFBAHAMRMNINEEFNIRE. FrEH I HIANE RS EESH, EHT Java B9 Amazon
SDK 1 5&A T Kotlin B9 Amazon SDK X Z#EM JVM REBHIRE,
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Amazon AT EGHNIE SEE™

SDK ¥ BEFREZER
3
Amazon CLI v2 =
E\EHAT C++ B SDK B TXEHEMconfig .

EAT GoV2(1.x) W SDK £

BEBHATFT Go1x(V1)HWSDK &
FERT Java 2.x #) SDK 2
FERT Java 1.x ) SDK B

FEA T JavaScript 3.x B SDK £

FEA T JavaScript 2.x B SDK &

EF T Kotlin # SDK 2 JVM REEMR aws.userAgentAppId
NET4x 4 FRTES =
SEAT NET 3.x #§ SDK =
EA T PHP 3.x #§ SDK =
& F Python (Boto3) Y =
SDK

E AT Ruby 3.x B SDK £
i@ AT Rust # SDK =
& AT Swift 8 SDK =
PowerShell V5 T & =
PowerShell V4 T& =
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B FATEGNIE SEE™

Amazon EC2 L4t iz

@ Note
EXYTHRENENHRRERTHH “ Amazon SDK MITEXE KR , BSH T HEAE
FIAYIRIE T H

Amazon EC2 6| LR T —mA NZFI T ETERS (IMDS ) BIRSG. ETHREXLKRSHNEZE
B , 52/ (Amazon EC2 AF{E®E) ®PMFEASAcHdE, 2 dEEEE IAM &1 Amazon EC2
6| LR REER , BRINVERT , SRF cBiERSWEZETRETM,

ER TG ARE L ThRE

metadata_service_num_attempts-*£= Amazon configX#HiRE,
AWS_METADATA_SERVICE_NUM_ATTEMPTS - }MEZE

AEEBEE T ZHNEFTHERSEREEN | ERFIERN B
HRIAE : 1
BNE : KTHET 1 WEF,

metadata_service_timeout-#= Amazon config X #HiRE,
AWS_METADATA_SERVICE_TIMEOUT - }FEZE

EENMNES THIBRS L EZHRIER | KEBETHREG
ERIAE : 1
BWE . KTIET 1 HEF,

£ config XHHIREXLEMN A

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

Linux/macOS B SR TIRENETEN RF

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
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https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/ec2-instance-metadata.html

Amazon B#FF A TEBNTE SEES

export AWS_METADATA_SERVICE_TIMEOUT=10

Windows B s ST IRENRTEM KA

setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
setx AWS_METADATA_SERVICE_TIMEOUT 10

% 3%#E Amazon SDK flTE

LA SDK XEARFEAFTAMINEMNIZE, FRIESaAINEREEXH, EATF Java B9 Amazon
SDK # 5& A F Kotlin B9 Amazon SDK XX HEM JVM REBHRE.

SDK X BAREZSER
#

Amazon CLI v2 s

EAT C++ B SDK &

BEBHAF GoV2(1x) I SDK &

FBEATF Go1x(V1)WSDK &

& AT Java 2.x #§ SDK T8 XX 3¥F AWS_METADATA_SERVICE_TIMEOUT
5

i\ T Java 1.x B9 SDK &8 1X%ZF#F AWS_METADATA_SERVICE_TIMEOUT
N

FERA T JavaScript 3.x B SDK &

FEATF JavaScript 2.x B SDK &

EA T Kotlin # SDK &
NET4x BRI ES &
EATF .NET 3.x 8§ SDK S
EAT PHP 3.x # SDK =
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
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SDK X BEHESER
b=

& F Python (Boto3) KJ =

SDK

& T Ruby 3.x #J SDK B

&M T Rust B SDK &

& AT Swift # SDK =

PowerShell V5 T & =

PowerShell V4 T & =

Amazon S3 EA =

(® Note

ERPTHRENENTRNERT IR “ Amazon SDK I TEXR RIE , BS0 7 BAE
FAHYIRIE T H

Amazon S3 [RFIRBBASIENE Amazon S3 FHERENBRAR. BEARLAUUNAKE—HE
BANEE K MAREENAIEFE®E. £/8 Amazon BT AT EG , BULEEEBEZRPFERE
ARG ERAF (ARN) #1T APl R4E , MALBRBWIEERE#EEEN. SIATIEENRE , flm
EAER GetObject WEAR ARN NFEBEHPIRENR , EFEAESE PutObject MEAR ARN
T SR MENF N

ETHEAX Amazon S3 EALN ARN WEZEE |, 57 Amazon S3 AAFEEPHEREA R,

ER AT BABLE L IhRE
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https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/AmazonS3/latest/API/API_GetObject.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_PutObject.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/using-access-points.html

Amazon B FATEGNIE SEE™

s3_use_arn_region-3= Amazon configX #i% &, AWS_S3_USE_ARN_REGION - SREZ £,
aws.s3UseArnRegion-JVM REEH : NPR Java/Kotlin , EEEERBHEEE , BTEEENEN
7 SDK,

WiREEZES SDK & AEEA S ARN Amazon Web Services X8 515k #9i& X 15 4 is 17

o SDK £3iF ARN Amazon Web Services Xifi EAHEZEFIKEE /N Amazon 2 XHE/H 2
Xi2#ARSS , Amazon Web Services X1 UABFIEE D X FABRTEES LK, MRZIXESNL , ML
EEARBRENZRE , HARMRTERE,

BRIAME : false

BWE

« true— SDK &E#iE# 5 Amazon Web Services X185 B1{EH ARN M2 X i f & Amazon
Web Services Xigi#J ARN, fl5k : iR ZFFIKBELE Amazon Web Services Xi8 73 FIPS
Amazon Web Services XiF, , N 4715 ARN $#HICHE., Amazon Web Services XIg & NI RS
IR,

« false - SDK EMEim SR EHAE P IRBELER Amazon Web Services X1 o

Y& Amazon SDK f1TE

LA SDK X FEARFBAHAMRMNINEEFIRE. FrEH 2 HIANE RS EESH, EHT Java 9 Amazon
SDK 1 5& AT Kotlin B9 Amazon SDK X Z#E M JVM REBHIRE.,

SDK X BEHESZER
#
Amazon CLI v2 =
EATF C++ #y SDK =
BEAT GoV2(1.x)WISDK £
EAT Go1x (V1)K SDK R EMFAHRE config XHIRE , LTI/ MELE ST INEL A I
ke EBRAIE,
EHAT Java 2.x B9 SDK =
&AM T Java 1.x #) SDK 2 T%F VM REE M.
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/

Amazon B#FF A TEBNTE SEES

SDK X FEXHEZER

FEATF JavaScript 3.x B SDK £

FEA T JavaScript 2.x B SDK £

& AT Kotlin # SDK =

NET4x BRI ED =

FEAT NET 3.x # SDK = TEREREREIRF ; ZH config XHEMRETIREDE
B,

& AT PHP 3.x #9 SDK =

& F Python (Boto3) KJ =

SDK

& T Ruby 3.x #J SDK B

&M F Rust B SDK )

B AT Swift 8 SDK e

PowerShell V5 T & B TEREMEREISF ; £ZH config XHERLETHRESR
B,

PowerShell V4 T E

fim

TERERLEINT ; L= config XAEMR L THER

o

bl

I &5#h S3 Multi-Region #A R

(® Note
EFRYTHRRENENHRRERTHH “ Amazon SDK MITEXE" K% , BSH T HAE
FA RV IR S TUH
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https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B FATEGNIE SEE™
Amazon S3 Multi-Region #EARREM T —MNLKAXFETR , NABRFUUSEAZABRTRKHFRERE
2 F 24 Amazon Web Services XiZ#J Amazon S3 ZEEIER, &0 LA A Multi-Region #EA R
MEEEENMXEREANEREMNZXEBNARER , AREER T A S ETXENARRF.

BT A X Multi-Region BEARNESZELR , S Amazon S3 AFIEEHH Amazon S3 #
HIMulti-Region #EA K.

= THAX Multi-Region #EA R L7 8RE R (ARN) WEZER |, 521 Amazon S3 AAFIEEH
B9 fEF Multi-Region # A JIE HiE K,

E T HAXRBIE Multi-Region BARKNEZELR |, 2 Amazon S3 A ERETHHEE Multi-
Region #EA Ko

SigV4AA EERATEEEREXHERNER R, ZEEMA SDK BT Amazon BAIETTH (CRT) F
LRV RBIARIR G

ER LT BABLE L 2D RE -

s3_disable_multiregion_access_points-*= Amazon configX

1% &, AWS_S3_DISABLE_MULTIREGION_ACCESS_POINTS - IfEZX £,
aws.s3DisableMultiRegionAccessPoints-JVM RGEH : {NFR Java/Kotlin , EEZEEREBF
EEE , FEEEREZNEE SDK.

tiREES SDK BEARZRAEXEHIFER, MRZREX , WELEARBEENRE , HRE

WETERE,
ZRIAME : false

BERE -
« true - FLEFEABXEHIER,
« false— i Multi-RegioniEA 2 /5 ABEXiZiER,

Y ##E Amazon SDK f1 T E

LA SDK X EFEARFBHMRKNINEEFIRE. FIESoHNERYEEH, ERT Java B Amazon
SDK 1 5& AT Kotlin 89 Amazon SDK X Z#HEM JVM REBMHIRE.,
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html

Amazon AT EGHNIE SEE™

SDK ¥ BEFREZER
3

Amazon CLI v2 =

ERAT C++ B SDK =

BEHAT GoV2(1.x) W SDK £

FEATFT Go1x(V1)WSDK &

ERAT Java 2.x B9 SDK B

FEAT Java 1.x B SDK &

FEH T JavaScript 3.x ) SDK £

FER T JavaScript 2.x B SDK &

& T Kotlin £ SDK 2
NET4x B FARTES =
SEAT .NET 3.x 8§ SDK =
&M T PHP 3.x #§ SDK =
& A F Python (Boto3) KJ =
SDK

& F T Ruby 3.x #J SDK =
&M T Rust B SDK =
EAT Swift # SDK &
PowerShell V5 T & =
PowerShell V4 TE =
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B FATEGNIE SEE™

S3 Express One Zone &% & /KL

(® Note
EXRPTHRRENENARIBERETHH “ Amazon SDK M TEXRF" &K% , BSH T #BAE
FA A 1% T H

S3 Express One Zone & Amazon S3 W EeEFMER , TN MBHRINBFEREEKE/LEVHE
iR, YHI&AEM S3 Express One Zone Zf##@At , Amazon A AT ESNIELAHFFERAETALE
W EHRRIE , ZEORIEH N BEERNEERFENHTTHIL. BUUNKESTERETARE (R
L) BESEER , NTIDEAN P 2FPHNSMERBITRNEXNIR , BRESHRIIFHEHES
BARERMERE,

S3 Express One Zone F@EAEZETHKX ID WEA®RERX , HI20 bucket-name--usw2-
azl--x-s3, ¥ SDKRMBXFanAEXN |, F2BFEREHEIMERE S3 Express One Zone
R, HNARICHNERRIERRE. SESHRISCBRGNNE#BEBEST , NMRENE&EN
REEBRG R , HH SDK B EFNRFH. ETHRESELS , 25 (Amazon S3 AF#EmM) Y S3

Express One Zone,

S3 Express One Zone FBAIAB ALIEFHRIE,
FEAUTHEERE L IhEE

s3_disable_express_session_auth-#Z Amazon config 3 #i& &,
AWS_S3_DISABLE_EXPRESS_SESSION_AUTH - ¥f#E% &, aws.disableS3ExpressAuth-JVM &
ZEM PR Java/Kotlin

2B S3 Express One Zone iFF A KIE, IREN true Bt , SDK $F S3 Express One
Zone FEWEMEARERN Sigvas BHRIE , MTAEAEF BRI,

BiAE : false

BXE
« true : Zf S3 Express One Zone £i& &K1,
- false : /5 S3 Express One Zone &i& § K1,

£ config XHHREEN KRG
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Amazon B#FF A TEBNTE SEES

[default]
s3_disable_express_session_auth=true

Linux/macOS B TTIRERETEN R
export AWS_S3_DISABLE_EXPRESS_SESSION_AUTH=true
Windows B G S TIRENEZTEMN A
setx AWS_S3_DISABLE_EXPRESS_SESSION_AUTH true

Y ##E Amazon SDK f1T &

LA SDK X EFEARFBHAMRNINEEFIRE. FIERN 2 HINERDEEH, EAT Java B Amazon
SDK 1 5& AT Kotlin B9 Amazon SDK X Z#EM JVM REBHIRE.,

SDK X FIEIHEZER
b=

Amazon CLI v2 =

Amazon CLI v1 =

FERT C++ B SDK =

FEAT GoV2 (1.x) 1y =

SDK

EATF Golx (V1) & EFEAHRE config XHI&E , HFFF 5 MELEB ST INE K I

SDK B ; HZHELE,

EHAT Java2x B SDK R

ERAT Java1x®WSDK &

EAT JavaScript 3.x B 2

SDK
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https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
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Amazon AT EGHNIE

et

SDK

& F JavaScript 2.x By
SDK

& AT Kotlin B SDK

NET 4.x BT RITE
=

EATF NET 3.x 89 SDK

ERA T PHP 3.x B SDK

& FF Python (Boto3)
#y SDK

EH T Ruby 3.x #J SDK

FEAT Rust B SDK

FERT Swift B9 SDK

PowerShell V5 T &

PowerShell V4 T &

2 QVERTISE S

® Note

X
#

a

fim

fn AD

i

BEEREZER

JVM RGEMH aws.s3DisableExpressSession
Auth o

ENYTHRENENTRERERT A “ Amazon SDK I TEXR RI& , S0 7 #EAIE
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https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
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https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
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Amazon RS XL S HRIEAE |, H1I0 Amazon L&A 4 (Sigv4) # Amazon E& R 4a
(Sigvda)e BRINERT , SDK 2B ERSEREERGHRIEFR , HEAZEREEGREREILN
FR, BEERUUREREEGFERHTRICHELESHERIEAR,

5 Sigv4 *[E , £ SigVda ERKIEREZ D Amazon Web Services XigiH#8E M, Sigv4a BT
EXFEREERESTAYE , FEERXEXFEPH BN AREBRIZAXE, XX TEHILD#IXH#
#9 Amazon Identity and Access Management £ Bk RS £ E & F CloudFront,

BXEZAMBOHRIESRNESELR , H2H (AM AFERE) 9HEAT APl ERAmazon ££
RS 4,

ER AT BABL B L hAE

auth_scheme_preference-= Amazon configX #i% &, AWS_AUTH_SCHEME_PREFERENCE -
ETE, aws.authSchemePreference-JVM REE M : XBR Java/Kotlin

BREKMFREEEESHRIESRIIR (LESSR ), -—TRSZIHSHENRIELR
B , SDK 22 W BREEIMFEAZINEKRTHAIR , IRAEEEGRETT , AN EREIFINT
Ao

ERIANE : Fo

BERE: UT-IHZUHNES RS

- sigvh : SEMAK 4 (HEERR , £XiF )

- sigvida : XEMA 4a ( TRHMER , BXEXEF , LB M4EELE Sigv4 18 )
 httpBearerAuth : HTTP Fi2B S & AR

FREMZBENEEN BRI E L,

£ config X#HHFZEIRE N Eik Sigvda B RHGI :

[default]
auth_scheme_preference=sigvé4a,sigv4

sigv4a_signing_region_set-= Amazon config X #ig &,
AWS_SIGV4A_SIGNING_REGION_SET - IMEXE

A Sigvda ZXIFZRIEELIES 2P Amazon Web Services XiF H95|R. WRFTIEHN & BRIE
FERA SigVda , NIFHAER ZERZRENRIAXSE,
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Amazon AT EGHNIE SEE™
FIAE : BERME,

EM{E : Comma-separated 5 F& Amazon Web Services XiF, XiZ2 AHI =R RFGFHEZ
B o

% 3F#E Amazon SDK flTE

LA SDK Z#EFARFBHMRNINAENIRE. FrESoFIANERHYEXHE, ERT Java B Amazon
SDK # 5& A F Kotlin #9 Amazon SDK X X#FHEM JVM REREMHIRE,

SDK ¥ RAREZER
b=
Amazon CLI v2 =

fim

EAT C++ 1y SDK

ERATF GoV2(1.x) WISDK £

ERTF Go1x (V1) 8 SDK &

ERATF Java 2.x B9 SDK =

FEATF Java 1.x B SDK &

FEHA T JavaScript 3.x # SDK £

FERATF JavaScript 2.x B SDK &

&M T Kotlin # SDK =
NET4x B FRTES =
BT .NET 3.x # SDK &
&M TF PHP 3.x 8 SDK =
&R T Python (Boto3) By =
SDK

& T Ruby 3.x B9 SDK B
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SDK X BEHESER
B

@A T Rust # SDK 2

EAT Swift # SDK =

PowerShell V5 T & 2

PowerShell V4 T& =

Amazon Web Services X1

(® Note
EXRPTHRRENENARIMERETHH “ Amazon SDK M TEXRF" &Rt , BSR4 E
FARY IR S WH

Amazon Web Services X1, 2F At E R EEH S Amazon Web Services RS

£/ Amazon Web Services X1, , &7 LLi A Amazon Web Services BRSS SEBRBETE S E b I X 15
FRE, XTATFRIIANSENNARFELIZNAFPBRESIINMAE., XSizHEEsED, BE
HMEE  ELURADER, AKX , SESERSTHABETRZ XA M TRER,

KRZ¥ Amazon Web Services RS B RE 545 E K 2 X AH< Bk, BRIEZBAFMEA Amazon
Web Services fRFIBEINEFIThEE , ENE M XEHLENW R BEEEAEMEXEHPEFRFE, Bl
tn , Amazon S3 #l Amazon EC2 X FHBEXiFE #l, FLLRS (AW IAM ) & B XEHEIR.

Amazon Web Services —fif5 & @EEXUTHRENEESR :

c ETHRXEMERZENAR , AEENEAXEKRNIIER , FSHAmazon RS % =
« EEEFLHBIE Amazon Web Services RFFIBEXFHN XM adR |, FSR RS m MBI,

BIRIRSS & i

ED4mIZF B 1TIHE Amazon Web Services RS , SDK £ class/object 184 SDK A% i,
Amazon Web Services FRE 610 , N REH N AREFEEHI Amazon EC2 , NN AEFF I
—/N Amazon EC2 BEF BN RKSZREZRE,
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MRRBERBEAGFAEFHERNEEXE , VWEFHFRIAEAELIAT region RERER
X, B2, TUANEFAENEFEFENREXNRERT T HAVENXE. WX SR REXBLLETZ
BRERSEFRNEALRIRE, FAXEREZEFEHNEMCIRPEEN , ZXEEHETEN
SDK ( EEFEM4SE SDK 5’ =k SDK REBBE ) .

ER AT B ABLE L IhRE -

region-£= Amazon configX #i% &, AWS_REGION - /5% &, aws.region-JVM REEH : X
BR Java/Kotlin

{EE AT Amazon 53R Amazon Web Services X 13, WERIA B, ttXBAFRIZBMHISGE XM SDK

AR5 E Ko
BINE : T BAABETELE,

BXRE

- TATMERSHEMXEARBE , HXIEK , FSHE Amazon —fxSEHH Amazon RS %
Ho Bl , B us-east-1 FHKIRE N Amazon Web Services Xig EEREZB ( FERL ML
&) .

« aws-global ABRXEF LT = ( $120 Amazon Security Token Service (Amazon STS) M &
EE R FEIRSS (Amazon S3) ) ZARZF R ML IKLHET RBNRFEESLKRL R Ko

£ config XHHREER RH

[default]
region = us-west-2

Linux/macOS B s FITIREFREEMN A
export AWS_REGION=us-west-2

Windows BE GBS TIREMRREEEH RA :
setx AWS_REGION us-west-2

ARZH SDK #HEBREXNR , IFTFENARFREBHIRERIAXE, BEXFEAEE , BSHENE
E Amazon SDK FF & &IE™E.,
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Amazon B#FF A TEBNTE SEES

% #F#E Amazon SDK fl1TE

LR SDK X FEAREFHFTRMNIIEERRE, e HIsVERIEEEH, EAT Java B Amazon
SDK # sZH T Kotlin 89 Amazon SDK X XX JVM REBMHIRE.,

SDK ¥ BIEREZER
£

Amazon CLI v2 = Amazon CLI v2 E5 ARE{T{EAWS_REGION ZBIfEAFH
{F{A{EAWS_DEFAULT_REGION ( ANEEEL Fix4IR
) o

Amazon CLI v1 = Amazon CLIv1 Rk fER T ZAWS_DEFAULT_REGION AH
NETE,

FERT C++ B SDK =

BEBHAF GoV2(1.x)BISDK R

EAT Go1x (V1)K SDK R EMFAHRE config XHIRE , KT/ MELE ST INE A I
g8 S 4E,

EATF Java 2.x B9 SDK =

ERAT Java 1.x B9 SDK B

FEH T JavaScript 3.x ) SDK £

FEH T JavaScript 2.x ) SDK £

& AT Kotlin /9 SDK 2

NET4x BHH LRI ET =

JEAT NET 3.x 89 SDK =

& T PHP 3.x #§ SDK =

& FF Python (Boto3) #Y 2 Itk SDK A& N AWS_DEFAULT_REGION HIFREFERE
SDK DL E
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SDK X BEHESER
#

@A T Ruby 3.x #J SDK =

EA T Rust 8 SDK 2

EAT Swift # SDK =

PowerShell V5 T & =

PowerShell V4 TE =

Amazon STS XiF i &

(® Note

ERPTHRENENTRRERT IR “ Amazon SDK I TEXR RIE& , BSMH 7 BAE
FAHYIRIE T H

Amazon Security Token Service (Amazon STS) AIfEN £ IKFMXEF RS EH. —L Amazon SDK

CLIRINEALBREZLIFET R (https://sts.amazonaws.com) , A LN A X8RS LixT

& (https://sts.{region_identifier}.{partition_domain}). FEERINB B XE+ , [

Amazon STS £ RARTRAHNERTEIEBFEREENE —XBARHERS. EEFMARNXIE
F , Xf Amazon STS £¥3k&im T KA iERHE Amazon Web Services X —HEXEXRZ (HFEL
JbEB ) MRS . BX Amazon STS KRt RNEZEE. , S Amazon Security Token Service

AP| 2% 1§ 4317 R 5kAmazon Identity and Access Management FA F$8® Amazon Web Services
X5 # B Amazon STS .

Amazon SEMERR AREEAXBAL T [RHAHE EZRAmazon Web Services X1, 3EmEl 0 XHH
ERMIERAXE MRS, HIEME SDKMTEHZFHIRE  EXTLREHRAMXEMIKS , FIE
SDK I TE#EBRENITH. BEXEZEER , BSHTXHW HB5 .

® Note

Amazon 22X ERIA B A XEFH Amazon Securlty Token Service (Amazon STS) £ K&K s
R (https://sts.amazonaws.com) #1177 Bk , AEaHEM MR, Amazon STS [
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2RAZHET /AR ENERYT B USEN TERE Amazon Web Services X1 HHEH AR
W, FEEFERFTEBREFMANXE, RMNBWEERAMERB Amazon STS KIiF4 %
TR, BXEZEE , B2 (Amazon Identity and Access Management FIFF1§R) Y
Amazon STS £ Firm R E X,

NFXFHIREN SDKMITE , HERAMERANT I AREEXIAE :

sts_regional_endpoints-3= Amazon configX ik &, AWS_STS_REGIONAL_ENDPOINTS -

HEZE

g B E SDK H T EM{A#E AT 5 Amazon Security Token Service (Amazon STS) BEH
Amazon Web Services RS ¥ =

ZRIAE : regional , EXBIFMER T XK,

(@ Note

2022 7 Az e XMW AR SDK T EMRAFEFEIA N regional. #H SDK EEMAE
ATaE BRI EEH FEMAregionaliTH. A TBAMEERRKAOEWE , RINEWERT
REENAREFPRIFREMAregional,

BEME : (BWWE : regional )
« legacy— £/ Amazon STS &ixTi Rsts.amazonaws.com,

« regional— SDK R T ERAFEAYFEEXEK Amazon STS AimT R, BN, MRF/E
FPiREERNEAus-west-2 , MIXAWATE AR Amazon STS #fF & FXFL KT Rsts.us-
west-2.amazonaws.com , MAREFsts.amazonaws.com&iFET R, BEFALIRER [
LRWKRKIZER , BULUHXEIREN aws-global,

£ config X#HHiREIXLER A :

[default]
sts_regional_endpoints = regional

Linux/macOS BT TIRENETEN RH

export AWS_STS_REGIONAL_ENDPOINTS=regional

Amazon STS XiF &% = 119


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_credentials_temp_region-endpoints.html#reference_sts_global_endpoint_changes

Amazon B FATEGNIE SEE™

Windows B &S {TIRBINMETEMN A

setx AWS_STS_REGIONAL_ENDPOINTS regional

Y #E Amazon SDK f1TE

(® Note
Amazon EMCERER TR X HA R A HE B LRI Amazon Web Services X 1.

THRILCET SDKHITEMNTIERE

« XFRE  BREXHE STS KEMmSAMNHAE config XHEEMMEETE,
- BMINREE : ZRE ( MREXF ) BIRIAE.
- RARSEFIHERSTS KA : BIFERR NG RETTH , ERHESEANRIARS,

« REEFFIRERTH : = SDK ANEAXE TR UE R REEXBANTH. TieEAXEtRS
EBRTRIATH , ERANZREEET regional , L HIXMITA,

BREFERT TIE :

- 2FWwA : https://sts.amazonaws.com
- Xigittiw s - ETRARFERB Amazon Web Services XiFE &,
« us-east-1( Xtk ) : FH us-east-1 XEMFES , ELETHELBAMNLHEREK,

SDK HINREE RIARFSEFR BREEFEE KIZEZEER
| im B4R STS RITH
ﬁﬁ/\\\
Amazon CLI Z N/A X i3 = 2 RiKR
v2
Amazon CLI & legacy 2RBHR 2RBHR
Al
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SEES

SDK RINREE BRIARSEFS BEEL,KE FIREZEER
: iw B #r STS EBTAH
i J=Y

ERATFC++ Z NA X 35 i = us-east-1

9 SDK ( Xt )

EAT Go Z N/A X 18 i = B3R kM

V2 (1.x) B

SDK

EAT Go % legacy LR 2RWHR EFAHRE config XHI&

1x (V1) H B , AT B MELE ST nEk

SDK WINEE ; BSRSE,

ERAF Java Z NA X 15 % B B3R kM MBEKREERX ,

2.x B SDK Nl AssumeRole #l
AssumeRoleWithWebI
dentity NEA£RE STS
I Ao

BHAT Java R legacy +2RER +2RER

1.x B¥ SDK

EATF Z N/A X i3 i = us-east-1

JavaScript ( X )

3.x #§ SDK

EAT R legacy +2RER +RER

JavaScript

2.x B SDK

EAT Kotlin 2 N/A X 15 % s 2RiwR

# SDK

NET4xEH 2 NA X iR R us-east-1

HREITES ( X )
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SEES

SDK RINREE BRIARSEF BREEFRE ZIHEZER
;: WE#R STS  EBfTH
TPy
BATF NET £ regional 2= FiK R 2= Bk R
3.x By SDK
EHAT PHP & regional 2RFER BEREK
3.x By SDK
EAT % regional 2 Bk R 2= FiK R
Python
(Boto3) 9
SDK
EAT Ruby R regional X g% = BEREAW
3.x By SDK
EAT Rust Z N/A X i = ERAW
# SDK
FEAT Swit 2 N/A X $2 i = BEREW
Y SDK
PowerShell & regional 2 FiKR £ Fim R
V6 TE
PowerShell & regional =Bk cA L=
V4 TE
Amazon S3 ##ETE MR
(® Note
ERBGTHRENEANGERERTHN “Amazon SDK MITEXE K& , BSR T #HEKRE
FNIRERH.
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—EBEEIBAKR , Amazon RUEF X TE S FERT L E 2 FH RS LABIESMNIL S #h #2764
RS THBENSETHRETEMERE, Uil , XEXFERAEEMALR. IE , RICLXEREDN
CRC32 5% CRC64NVME 23 M CRC-based EZBRINBRATXERE, REEZN SDKHZITEHEH
BRIANEE T BB LLUAREMNE R, SETLGERSEFH N LERETMAITTENREM, L
&, DEBEE, THEANBEXNGERA —BWTH , S TEFRREERENTRE,

A Amazon BRHEF A TEIWERFIRA , # Amazon CLI B TTES X LENETERLERE
(CRC) MR H , HFEKLIEE Amazon S3, Amazon S3 2ERFZ WM ITERIE M |, HEHRM
WEXNE#HTRIE  AEFTAFNKREERBRMNZEAEHENROTHEES, BEIFREMNENR—
BEHELKESR , TENRTHAULEREHENREMNARTRIE T &t ] SARERKIEF#
EXNRATBEBPHIREF,

EFATHRBANRE, ?BRLASIIFIRBRMELSIEK , $5H (Amazon Simple Storage
Service FAF#8F) HFHITE Amazon S3 FREX REEM,

DEREE
Amazon S3 EAFRARRBHTHELER LEMT R AN —BZEXIRREH , .

D L&, SDK 2T EEN D BRINRE . Amazon S3 X LRI FFKES UploadPart
APl BIFS N0 BRI TEM, S, Amazon S3 £7FE & A CompleteMultipartUpload API B3
EENXHA KD ARRE T,

MBEBNEHHTF 4% TESHE Amazon S3 £ BRI KNI DR L& |, N&ERARF I SDK-specific
RINEZRIEDERIREM, iFHE Amazon SDK T EZ A LUER ST checksum_type iIREBH
FULL_OBJECT =% EH CRC6ANVME & , NI R BATENN KRB,

MREFEANRRERAK SDK = Amazon CLI :

MENARFER 2024 F£ 12 A2 BiMRAH SDK T E , Amazon S3 HAITEIH N RMN
CRC64NVME BRI , HEEEMENRKRTBEFUZFERSE, BUUBENEMN CRC 5&1t
EH CRC #HTLER , RIFMZEHMESER, A, BHATLUEN PutObject 3 UploadPart
BREBEHEBCHETTENRRBRARFIT EZTEMLRY , X2 R FRLERBIRER .

ER AT BABLE L 2D RE -
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https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://docs.amazonaws.cn/AmazonS3/latest/userguide/checking-object-integrity.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_PutObject.html
https://docs.amazonaws.cn/AmazonS3/latest/API/API_UploadPart.html

Amazon B FATEGNIE SEE™

request_checksum_calculation-#= Amazon configX#i&iE,
AWS_REQUEST_CHECKSUM_CALCULATION - ¥}/ 53 £, aws .requestChecksumCalculation-JVM
REEMHE - PR Java/Kotlin

RINBERT , ARF2ELZERMEREABERREMNITE, AP U EREERIEDERE
A—f Al AR REANE %, BN , FF6EH SDK-specific BRINE %, HXE/ SDK RITEWERINE
%, BS R XE#&E Amazon SDK f1TE X,

2RiA{E : WHEN_SUPPORTED

B¥E -
« WHEN_SUPPORTED : 7E AP| 430t ( fIHIE Amazon S3 IR ) NAFE B REREHT
RITRE I,

« WHEN_REQUIRED : {X7E AP| BEZERIFHITRE R,

response_checksum_validation-Z= Amazon config X #iRE,
AWS_RESPONSE_CHECKSUM_VALIDATION - (/353 £, aws .responseChecksumValidation-JVM
REEM : PR Java/Kotlin

RIABERT , AR EREERNQEERERARTEEREMBIE, HEWNERRETHREMN , H
SR ME AR K # T HR, RREMBUERY , WERRERREN2EAF R HER.

R M RIFRAE S ERREMBVE L, W TAEEREMA Amazon S3 API #4E , Amazon
S EFmBLEHBIEMNREM, BUWR SDK HARZIMEENREMEE , MBS BT,

2RiA{H : WHEN_SUPPORTED

B¥E -
« WHEN_SUPPORTED : 7E AP| 430t ( fIH1E Amazon S3 fEHEIRR ) X AR A MR RS 1T
RITRE I,

* WHEN_REQUIRED : X7 API X FHERAF ENZBREEXEAREMNEN , T 2MITRIEN
UE, #i4n , @A Amazon S3 GetObject APl 3} H ChecksumMode SENRE R “E A 8,

Y ##E Amazon SDK f1 T E

LA SDK X EFEARFBAHMRMNINEFNIRE. FrEZoFIAEREEESE, EHAT Java 9 Amazon
SDK 1 5& AT Kotlin B9 Amazon SDK X Z#EM JVM REBEMHIRE.,
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https://docs.amazonaws.cn/AmazonS3/latest/API/API_Checksum.html

Amazon A X ITESNIE

SEES

® Note

ETRY , “CRT'2% Amazon & HZ1TH (CRT) FE , # BT E E @RI B 7 0 E 4 ki

o

SDK

Amazon CLI v2

BATF C++ 1Y
SDK

EATF Go V2
(1.x) #Y SDK

EATF Go
1x (V1)
SDK

EATF Java 2.x
B SDK

b3
#

=
=

7|

=
=

AIARREE M EE

CRC64NVME

CRC64NVME

CRC32

CRC32

X BB MEE

CRC64NVME

. CRC32, CR
C32C. SHA1

. SHA256, x
xHash3, xx
Hash64, xx
Hash128, SHA512

CRC64NVME

. CRC32, CR
C32C. SHA1

. SHA256, x
xHash3, xx
Hash64, xx
Hash128, SHA512

CRC64NVME
. CRC32, CR
C32C. SHA1
. SHA256

CRC32, CRC

32C., SHA1, SHA256

BEERESER

%t F Amazon CLI v1 , Bk
INEENZENEENE
Python (Boto3) #[E,

BRTEMRE
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/

Amazon A X ITESNIE

SEES

SDK

EAT Java 1.x
B SDK

EAT
JavaScript 3.x
7 SDK

ERAT
JavaScript 2.x
7 SDK

EATF Kotlin B9

SDK

NET 4.x &
FAIEA

EATF NET
3.x B9 SDK

ERAT PHP 3.x
#) SDK

b3
#

fim

7|

IR M B

CRC32

CRC32

CRC32

CRC32

CRC32

X FHRBMEE BEERESER

B

CRT : CRC64NVME
. XxHash3,
xxHash64,
xxHash128, SHA512

CRC32, CRC
32C., SHA1, SHA256

CRC32, CRC
32C., SHA1, SHA256

CRC32, CRC
32C, SHAT1,
SHA256, SHA512

CRC32, CRC
32C, SHAT1,
SHA256, SHA512

CRC32, SHA

1. SHA256 CRC32C,

i@ CRT : CRC32
C

ZFE awscrt BT REMER

BRTEMRE
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https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/

Amazon A X ITESNIE

SEES

SDK 53
i
i& i F Python =
(Boto3) # SDK

& AT Ruby =
3.x By SDK

EA T Rust By
SDK

fim

EHT Swift 19
SDK

fim

EAT
PowerShell V5
HITE

fim

EAT
PowerShell V4
o=t

fim

IR M B

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32

X FHRBMEE BEERESER

CRC32, SHA
1. SHA256

B

CRT : CRC32C., CR
C64NVME. x
xHash3, xx
Hash64, xx
Hash128, SHA512

CRC32, SHA
1. SHA256

REN
CRT : CRC64NVME
. CRC32C

CRC64NVME
. CRC32, CR
C32C. SHA1
. SHA256

CRC64NVME
. CRC32, CR I,
C32C. SHA1

. SHA256

CRC32, CRC
32C, SHA1,
SHA256, xx
Hash3, SHA512

CRC32, CRC
32C, SHAT1,
SHA256, SHA512

AR EHEE CRT KKH

BRTEMRE
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https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B FATEGNIE SEE™

Dual-stack 1 FIPS i &

(@ Note
EFXYTHRRENENHRRERTHH “ Amazon SDK MITEXE K®i% , HSH T HEAE
Fe B 1% B T H

ER AT B EBL B L 0 EE

use_dualstack_endpoint-}= Amazon config X #i% &, AWS_USE_DUALSTACK_ENDPOINT -
INEA E, aws .useDualstackEndpoint-JVM REE 4 : {XBR Java/Kotlin

FREEHKF SDK BERNHEKRIE R LIEXFER, BETHAEXENXEF IPv4 M IPv6 REHNINRL
WHTRNEZER , BZHLEREEFHEESAFERTHMER Amaz on S3 ML HT Ko
Dual-stack T ¥ X , KT R aTATELERS,

ZRIAME : false

BENE :

« true -SDK R L EFHAFEANMERBE LA HMEZER, MRZBRSFEENKRLFT R and/
or Amazon Web Services X1 , & K& KL Mo

- false - SDK L EFFALFERAINERITE AL HMEZER,

use_fips_endpoint-£= Amazon config X 4% &, AWS_USE_FIPS_ENDPOINT - SMEEZE,
aws.useFipsEndpoint-JVM REE M : {XPR Java/Kotlin

FEEKF SDK I ERBFERKEE FIPS-compliant&ii T =, BIBEBLEIRE (FIPS) 2
EZEBRRNBERENZEN —RILZE2ER, BFIAE, SEAXEUARFESRIBBFFRILSH
VA ATEST FIPS 165 5%, 545 Amazon s 2@ |, FIPS KixERZS FIPS 140 RiEH
TLS #ibfE. MRBATIRE , HAEWPREFEEZZRSH FIPS &= Amazon Web Services
Xig , W Amazon B AJEES kW, Service-specific i 5 A% Amazon Command Line Interface
BENIEEM--endpoint-urLiE W,

EFMATHRBESIIEE FIPS KixT i EH A A% Amazon Web Services X35, , iEZRIRRS X2
B FIPS RXiETa, BAxTOa#MitESRSKETANEZER , 5 (L9% EC2 APl &
Z) ®# Dual-stack ( IPv4 F IPv6 ) &KimT =

ZRIAE : false
BENE :
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https://docs.amazonaws.cn/AmazonS3/latest/userguide/dual-stack-endpoints.html
https://www.amazonaws.cn/compliance/fips/
https://docs.amazonaws.cn/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6

Amazon AT EGHNIE

SEES

+ true— SDK = T E¥f[@ FIPS-compliant i = & & iE R
+ false— SDK S T EF £ FIPS-compliant s R &IEE R,
Y #F#& Amazon SDK flTE

LA SDK Z#EFARFBHMRNINAENIRE. FIEZoFIANE R EEH,
SDK # sZHA T Kotlin 89 Amazon SDK X X #E[ JVM REBHRE.,

SDK ¥ EFHESEER
£
Amazon CLI v2 =

ERAT C++ 9 SDK

fim

EAT GoV2(1.x) W SDK £

EAT Go1x (V1)K SDK = EMfAHRE config XHEE
fE ; BZHEE,

ERATF Java 2.x B9 SDK 2

FEATF Java 1.x B SDK i

FEHA T JavaScript 3.x # SDK £

FERATF JavaScript 2.x B SDK £

&M T Kotlin # SDK =
NET4x B FRTES =
BT .NET 3.x # SDK =
&M TF PHP 3.x 8 SDK =
&R T Python (Boto3) By =
SDK

& T Ruby 3.x B9 SDK B

EAT Java B Amazon

, AIRTT IR MBS B ST I ER A9 2h

Dual-stack # FIPS i =
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/

Amazon B FATEGNIE SEE™

SDK X BEHESER
B

@A T Rust # SDK 2

EAT Swift # SDK =

PowerShell V5 T & 2

PowerShell V4 TE =

i R TN

® Note

EHHTRRENENAEIRAER TSN “Amazon SDK MITEX#E" &k , HSE T #HAE
FﬂE’JIXEJ\EO

SDK EAim R RIK G ERFHS ( ATIHRSEMERN URL ) , BETEEREHRYIE Amazon FEE
W URL B REM, X, FNKERAUTUBEIRUFTNRR, FERSEEEENRR. HxR , &7
DEETHBESERAERUGERKRSTANES. REFTARRE , RBLERZIRRIR HAibR
fE, I | X¥F Amazon Timestream , SDK &% HiDescribeEndpointsiERURRATANIHRSR |
AREFERIX LR JSERISERE , fliiCreateDatabasez CreateTable,

ER AT BABL B L 2hEE

endpoint_discovery_enabled-3Z= Amazon configX#fiRE
AWS_ENABLE_ENDPOINT_DISCOVERY - %iﬁ“‘i‘z, aws. endp01ntDlscoveryEnab1ed JVM R&%
B : [XBR Java/Kotlin, EEZEERBHEEE , HFEEERNENIEE SDK,

F B =< DynamoDB #9if R & T IhEE,

%R A IAE Timestream R 4E | M1E Amazon DynamoDB A dik, IREMERIAER true
% false , EFBUR TR/ KINEN FZRFRERNLFE. X T Timestream FERHWERIAER
true , MXF Amazon DynamoDB i&REIERIAE N false,

B¥E -
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https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B#FF A TEBNTE SEES

« true- XN TR RIARTIENRS , SDK MBI EHARI KR
+ false - W THRR/RARTIENRS , SDK TR EFEHR ARSI

% #F#E Amazon SDK flTE

LA SDK X #FEARFBHMRKNINEEFIRE. FIERoFINERYEEH, ERT Java B Amazon
SDK 1 5& AT Kotlin 89 Amazon SDK X Z#HEM JVM REBMHIRE.,

SDK ¥ FEAHESZER
#
Amazon CLI v2 =

EHT C++ B SDK

i

BEBHAFT GoV2(1.x) BWSDK R

EATF Golx (V1) SDK R EFAHE config MHIRE , XAFSMEE X H AT
fE ; BZ R,

EATF Java 2.x B9 SDK = EMT Java B9 SDK 2.x £ AWS_ENDPOINT_DISCO
VERY_ENABLED 4{ERNHETELZ N,

FERAT Java 1.x B SDK B T IVM REBE M,

FEATF JavaScript 3.x B SDK £

FEA T JavaScript 2.x B SDK £

&M T Kotlin # SDK =
NET4x i FRTES =
BT NET 3.x 8 SDK =
AT PHP 3.x #§ SDK 2
& FF Python (Boto3) Y =

SDK

R
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/boto3/latest/

Amazon A X ITESNIE

B
SDK X BERESER
b=

&M T Ruby 3.x #J SDK =
EA T Rust 8 SDK B {NXK#F Timestream,

N
&R T Swift £ SDK &
PowerShell V5 T & =
PowerShell V4 T & =

EARERE

@ Note

EFPTHRENEHNTRNERT IR “ Amazon SDK MITEXRF R , HS0 7 B4R
IV IRE A H o

SDK X #F— A FHEE SDK BAMAENENRE,

FERUTHERELLIEE

api_versions-3*ZE Amazon configX#i%E
—&% Amazon FRE4HF Z N APl RARL X FrafexA M. BIMERT , SDK f Amazon CLI &4k
FEASHMNATA API iR, MERERSEN AP lRASRLBENIER |, FEEHAN GRS RN
% api_versions i&&.

ERIANE : o ( SDK FERMERE API A&, )

BHE: ZIR—IMRERE , GEAE —TRZTHEIT , B1TH1R—I Amazon RS MEFEAR
API IRZ, EZ R Amazon BRSFHIE | T EEERLE API MRS AT Ao

ZRflR configX BN Amazon FREFIRE T4 ER API BRAR, XL APl RAXATFEESE
XEEENREXH TETHGRS. FAEMRSHGSEERZRSH APl B &HRA,
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https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/

Amazon B FATEGNIE SEE™

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle-#= Amazon config X #i% &, AWS_CA_BUNDLE - IMEEE
EEEI SSUTLS EEMERANBEEERE (7. penT BRI ) HERER,
RINE . &

BYE : EEXEREHEALANGFER. URFEELRNHE  WRESZHAE PATH NEREEE
M XK P ERIZEF.

£ config XHHRELENRH

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar0d5.pem

HTRERSNBELBEFRANBEFHAENFRAFENESR , LT R%E Windows £# config
MR EIER R

[default]
ca_bundle = C:\\Users\\username\\.aws\\aws-custom-bundle.pem

Linux/macOS B HH{TIRBNRELTEN R

export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mar@d5.pem
Windows BE G B 1TIREHRREETEN RA :

setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mar05.pem

output-* = Amazon config X #i&E
EE WAL Amazon CLI SAKk HAth Amazon SDK M1 TEHRHLER
ZRIAE : json
BRHE -
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Amazon AT EGHNIE SEEmE
- json - HHFA JSON FHRMKR,
. yaml - HH KA YAML FRHEMOHR,
. yaml-stream - #HBARRLEHRA YAVL THRMNHR, BRI ERBLITABBIES

A,

« text - HHXASNMEHRFTBFRARETHRN XX T HEED ARG EER (W0
grep. sed & awk ) RERA.

« table - HHRARBIER , €RZN +- UEKETBILE. CERLAMCBA2IES
XA LEMRAERTZHR , ENRFESERHTEBLAEM.

parameter_validation-3= Amazon config X #ig &
EE SDK i TEEF G TS HAIEE Amazon BEimR il 2R EHRIEXLESH,
ZRIAE : true
BEME -
* true - BIAE., SDK RITERTHTITSHNEFA BRI, XHEBT SDKHZITEBINSHRE

BN, AHR LR, £@ Amazon REWRKEERZH , SDK T E A LUIEL TTREE
Ko

« false— SDK L EEFHTITSHLIZE Amazon BRF KR Z B TEX E#TRIE,
Amazon RFHmK/ATRIFFTAEERHIELTHER,

Y& Amazon SDK f1TE

LA SDK X#EFEARFBHMRNINEEFIRE. FIESoFNERYEEH, ERT Java B Amazon
SDK 1 5& A F Kotlin B9 Amazon SDK XX HEA JVM REBHIRE.

SDK X BASEZER
2

Amazon CLI v2 ¥ api_versions FX#E,
ﬁJ\

EAT C++ 19 SDK =

ERAT GoV2 (1.x) B SDK  # FX#F api_versions # parameter_validation o
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https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://yaml.org/
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#text-output
https://docs.amazonaws.cn/cli/latest/userguide/cli-usage-output-format.html#table-output
https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/

Amazon AT EGHNIE SEE™

SDK X FEXHEZER
B

ERAT Go1.x (V1) H SDK # FX#F api_versions # parameter_validation o
7 EFARE config MHFRE , HAFF B MBS E ST I0ERHY I
fE ; BZH L1,

ERAT Java 2.x B9 SDK

7|

FEHAT Java 1.x By SDK B

FEH T JavaScript 3.x ) SDK £

R T JavaScript 2.x B SDK £

F AT Kotlin B9 SDK

7|

NET4x BHHEFARITER B

EAT .NET 3.x 8§ SDK &
@A T PHP 3.x ¥ SDK =
& A F Python (Boto3) KJ =
SDK

E T Ruby 3.x B9 SDK =
&M T Rust B SDK N
EAT Swift # SDK &
PowerShell V5 T& =
PowerShell V4 T & =
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https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/api/aws/session/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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EHRIZREA

(® Note
EXRPTHRRENEANTEIRBERTHMN “Amazon SDK MITEX#H" K& , SR T #HAE
R BY 1% B T H,

FNFBEAR—TIIEE , FEZTHEEHR , Amazon SDK £ HAERL API BEM RS IR/ ENE A
WA R, LRIRAUUAR-—MESFRE , MU URESERSHFPBENHTE,

ﬁlJiZEI HEAT S E R FEH RS X Amazon S3 N RBEEFNITIREN  ALXITEENERLA
KRiFT AP ERENE#EEE A Amazon Web Services K~ 1D,

SRXFITHNRER Amazon RFLHT QATLFH , BEER VPC KT RIAA N IATEE/E
MERT QAN ARRSSHARE, N xl“‘r%/R ERIRRFREZRENAIRIE A

ER AT BABL B L hEE

disable_host_prefix_injection-3Z= Amazon configX#fiRE,
AWS_DISABLE_HOST_PREFIX_INJECTION - }f3EZ% £, aws.disableHostPrefixInjection-
JVM REE M : {XPR Java/Kotlin

Jtt&%ﬂ% F 4 SDK KT EREA MBI INE SDK HEF RN KRITERE LN EV BB RIEXR
HWRENSE.

BiAE : false

BXNE
« true : EAEHEREA. SDK Fa&iim o ENR.
« false : BEAEHEISEA, SDK FEH SN B M MEN IS,

£ config XHHiRELEN R

[default]
disable_host_prefix_injection = true

Linux/macOS B S TEENRTEN R :
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SEES

export AWS_DISABLE_HOST_PREFIX_INJECTION=true
Windows BE G HTIREFEZTEN R

setx AWS_DISABLE_HOST_PREFIX_INJECTION true
FHATZE AN RO
TEHNRERERT EANZEATNANREAS SDK F2 TR HEL KR

- ENEIR : £ SDK BN RFRBLE LIREN TN ETRE 47T FHER
« BA £ SDKZEFmYKRIABEE LiIRENH A,

c BERRER | B RIRE RS
- REME : EEIRENFENE,

* éd:% l\\\ SDK gF ﬁ ??ﬂ?i APl 1”% Eg gf- AN Y
FHAR PN B P iR im R REE
“BE. 7 1} "https://service.u  false
s-west-2.
amazonaws
.com"
(I fEN}-{A F#AF - “amzn "https://service.u  false
ccountld}s ” -s3-demo- s-west-2.
bucket1” , amazonaws
“123456789012” .com"
Accountld
“BE. 7 1} "https://override.  true

us-west-2
.amazonaw
s.com" (ERE
RimR )

% I \\\

"https://data.serv

ice.us-we
st-2.amaz
onaws.com"

"https://amzn-
s3-demo-bucke
t1-123456
789012.se
rvice.us-
west-2.am
azonaws.com"

"https://override.

us-west-2
.amazonaw
s.com"

FEHBZEA
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% #F#E Amazon SDK fl1TE

BAF SDK XA BRI IIEENRE., FIESR2HIMEREE X, ERAT Java B Amazon
SDK #1 & A T Kotlin 8 Amazon SDK X Z#FHE{A JVM REEBMIRE .

SDK ¥ BEAREZER
3
Amazon CLI v2 =
EAT C++ B9 SDK B THHEHRE , BulBEEFHMER enableHostPrefixIn

jection HERBHEE.
ERT GoV2 (1.x) B SDK & AILMER T 4R,

ERTF Go1x (V1) HSDK &

FERAT Java 2.x By SDK B TXHFRE , BALBIEFRMER SdkAdvancedClient0
ption.DISABLE_HOST_PREFIX_INJECTION ERBE
[

FEHAT Java 1.x B9 SDK

7|

AEZFRE , BB EFwMER withDisableHostPre
fixInjection FERBHEE.

EHA T JavaScript 3.x ) SDK & FTXFKE , BRI LLEEE MM disableHostPrefix
ERBHEE,

EHAT JavaScript 2x ) SDK & FAXFRE , BRI LEEE WM hostPrefixEnabled
ERBHEE,

F AT Kotlin B9 SDK Fi

NET4x BHEFAXTES B FAXFRE , BEULLEIEFwmMEMR DisableHostPrefixI
njection HERBHEE.

FERATF NET 3.x 89 SDK

7|

AXFRE , BEUBEEF®EH DisableHostPrefixI
njection HERBHEE.

ERAT PHP 3.x # SDK B TXHRE , BUBENEFwMER disable_host_prefi
x_injection HERBHEE.
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/configure-endpoints.html
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.amazonaws.cn/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/AWSJavaScriptSDK/v3/latest/client/s3-control/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/AWSJavaScriptSDK/latest/AWS/Config.html
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.amazonaws.cn/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.amazonaws.cn/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Aws.AwsClient.html
https://docs.amazonaws.cn/aws-sdk-php/v3/api/class-Aws.AwsClient.html
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SDK X FEXHEZER
=

& FF Python (Boto3) Y 2 ALEEEFEFIRMER inject_host_prefix HEREFE
SDK =

& AT Ruby 3.x B SDK B TXEHRE , BAUUBYEFwMER disable_host_prefi
x_injection HERBAEE,

& AT Rust B9 SDK &

FEA T Swift B SDK &

PowerShell V5 T & B TXEIEE , BEULEASH -ClientConfig @{Disable
HostPrefixInjection = $true} ‘NESEEHEMN
cmdlet #,

PowerShell V4 T & B TXHRE , BUAFERASEH -ClientConfig @{Disable
HostPrefixInjection = $true} ‘NHESEEHEMN
cmdlet F,

IMDS & F i%
(® Note
EXPHTREIETENAREIEBRETAHMN “ Amazon SDK MITEX#E RIK |, HSH 7 #@AIE
EIZERHo.

SDK i FIH [6] & iE KV SRR SLHE SR T IR RS AR A 2 (IMDSV2) B/ k. AX IMDSV2 MEZ(E
B, #BZH (Amazon EC2 AF#E®) #MEA IMDSv2, IMDS &FimAli@id SDK 13 FE 2 AtHY
ERIREEN RAETEE.

FRAUTAEEE L IhEE
retries - EFIHREEN KRR A

EMA R MEERWFNEIRRK
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https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/boto3/latest/
https://botocore.amazonaws.com/v1/documentation/api/latest/reference/config.html
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/endpoint_pattern.rb#L8
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/endpoint_pattern.rb#L8
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html

Amazon B FATEGNIE SEE™

ERINE : 3

B¥E : KT 0 BIEF
port - & UREL E X R R

prog=g:op- AN
2RiAE : 80

BRE  BF,
token_ttl - EFIREEN KRR

TN TTL
BINE : 21,600 B ( 6 /MY, D EHREE),

BWRE  BF,
endpoint - EFIREEXN KK A

IMDS HYi R0

ERIAE . R endpoint_mode FF IPv4 , MIBRIARSR N http://169.254.169.254, WIR
endpoint_mode &F IPv6 , MERIAwR N http://[fd00:ec2::254],

BRE : BB URI

Z¥ SDK ZIFLUTIET .. BXFEMEE , ESHAENISE SDK RBE,
endpoint_mode - & IHELE X KK &

IMDS #Jif% SAIE =,

BRIAE : IPv4

BEME : IPv4, IPV6
http_open_timeout - EFIREEN KK A ( BMABEEMTRE )

EHFERITITHYH
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Amazon A X ITESNIE

%ﬁi}\ﬁ 1 *9\0
BWE : XTF 0 WE=E,
http_read_timeout - EFIHHEN KK A ( BFAUBEEMTRE )
BRE—NRIBR R B
ZRIAE 18,
BWE : KF 0 WE=E,
http_debug_output - EFIRHREXN KK A ( BFABEEMTRE )
RiE AT A R

HiAE : T

BME : B /O F , W1 STDOUT,
backoff - EFIRELEXIRK R ( BMAREBATE )
ERRXERAZERENDE , IEFFRHENERIEATHEA, X2BSZRMIANEHEIRRRE,

%ﬁi}\ﬁ . @ SDK ﬁﬁﬁo
EME : A SDK MF. AUREKE , LA RN BENHBWEA,

% #F#E Amazon SDK fl1TE

LA SDK X EFEARFBHARNINEEFIRE. FIER 2 HINERDEEH, ERT Java B Amazon
SDK 1 5&A T Kotlin B9 Amazon SDK X Z#EM JVM REBHIRE,

X BEREZER

SDK
#
Amazon CLI v2 =
S

BT C++ HY SDK

EBRTF GoV2 (1.x) I SDK £
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https://docs.amazonaws.cn/cli/latest/userguide/
https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/

Amazon AT EGHNIE SEE™

SDK X FEXHEZER

EHAT Go1x (V1)K SDK £

FEATF Java 2.x B9 SDK 2

FEATF Java 1.x B9 SDK =

ER T JavaScript 3.x B SDK =2

EA T JavaScript 2.x B SDK £

& A T Kotlin # SDK B
NET4x HHEFRIET =
FEAT NET 3.x 8 SDK =
iEAT PHP 3.x # SDK =
& F Python (Boto3) KJ =
SDK

& AT Ruby 3.x Y SDK =
EA T Rust B SDK =
EAT Swift 8 SDK =
PowerShell V5 T & 2
PowerShell V4 T & =

EiRlTH

/A Important
WREEEARNITAEEERMA , EZTCERRNERIAT
Ho AWS_NEW_RETRIES_2026=truefEEMRERIRE, MBEXBMIRE , 81 SDK FE
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https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
https://docs.amazonaws.cn/powershell/v4/userguide/
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A 2026 F2RINVEIRITH , XTI AHERENE, ERRFREINBEERSVRIAME LG
TE. BXRFMRER , BERALEEEXE,

M EMER BT E a4 R R &I Amazon Web Services RS kM ET , SDK AT LB EiR %15
R, ZANBUNAEEEXRENTIEAR.,

- REER  EREREN , REGAZHRY , THEBERL LR
- ERMTHERE  BERRE, HiRoR, BEAN, EREHINFINEERSITH.

BLEE

&R LA SDK 5 A Wik B i SR B DA R BB i IR B

ERERHEN

EREARETERKMES SDK TR, B=MEXATHER - i8N, BENRANESEER.

79 B & M Legacy
BB X = SDK 15
RJ BAZESR #) 4R 18 K & = )
Error-type-specific iR 48 Y = SDK 1 &
BRATRIEGXRIMEY XEF = &
Bi FIBETEAEHME  Single-resource , NEERE
E TREE |, MR

PR (RRIA)

EEXFERTRINERERERAMMNIER, ENBRNEIR (FUOMEER ) FRREWER |, 3t
TREBR (Hla ) FARKMWIEER, ThrottlingException

EERSEERRS. SRERABRATAETRKINMERTNRTFEE. STASHEAR
B, SDK 2EFAERMNIBFR FTREHR , RItENNARFSRERN , MAREFFT AR
B, ZEAUEYSRDERXRERFEERGFERRSPERE, FEESTHR , BIFREHR
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https://www.amazonaws.cn/blogs/developer/announcing-updated-retry-behavior-for-aws-sdks-and-tools/
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D,REEANR, EREFAKZFALEESHEILLNBER. AEERAZIYN, BXESER  F
SR EREH (KME#ESE) .

FRIFCARBEEHEREMER  BNFERREERK,
BENER

BENEXNTEFEEXTHRERNR , AT ImERREIZR, F =R R 525 MR ERBR 6 5 H 2
SDK RIXFERNER, SHAEATE , SRUBRFEN , BENEX TR RE EMBER , ™
FRRRER,

EEREIZJ[ENEAN SDK FFIWEHIZIT. REFFHRNWIAERAZMEENERRS , TieTe4
XFHY 2N AP RETBTIR

et A BENER !

« BHEFPIHRULEANER (HI , — DynamoDB & ) HEHF , BT LMELIRFIR, XEH
METERE. HAEBERIIAEFAEN API BENAIEREIEARPREL,
- B%E SDK RS E S MR &IaT B 3R,

IR A ER B EMER :

« BREFASMRRREBERINSMIEFREERST. N —PRERETRS S BERRFIZ[AMER
BZEFRNAMAER , BENAZZRERNIER,
- BREEEDHIFR LREAT TN AR

FEUF HENERAFERN R UANER,
REER

REBEAREN SDK E5| AMMERRN ZAIFEANERTH. EFE2BRELCHERER, —L£
SDK ( #ll Java ) E#ESGEX T A ECHEREHKN , EZ1 SDK WITAFH T —H. MRXBEHR
EEH , ERSPEEE  FRRSBEULTFRRER, X2HRATATRKIIERNEENE
# EaEmag , MmERRSIRE.

REEARE SDK M, BEiRA#, R#trtE, JERAERENRETHIREEMR. ERHTRIE
aBZEBHE , KB TEREERTHINRBAEKXBAMTE,

ATAT : Java. Python, Ruby, PHP, C++, CLI

REHAT : NET. Go. Kotlin, Rust, Swift, JavaScript
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BEXNEFERN TAERE. URELHAERAESERN | FURIEER,
BEiRRE

LT REZFERTH. BUNBEIHEEE, AEREXH (~/.aws/config) ABPHEF ik
BLERIREE].

RiE et A RETE BREXHZE Bk
4
BidERX 58 FA TR A B 1 SR B AWS_RETRY_MODE retry_mod standard
e
BAZEHR  SEYBRBEREANEZREE  AWS_MAX_A max_attem 3 (JER)
54 R TTEMPTS pts

RAZHRBENIRT SDK AH— M B ERNKRZMAER. REKFAZRABIUTEEAE
o

® Note

DynamoDB # DynamoDB Streams & P inBIA AN R AZH R, 4XERFEARENER
BRBIER (25 EYVMAR 50 EW ) REEAEKERFE, AANSRE LDREXANRERE
BESHMRSHEY, ZAUEALRPERHERRERBELIZE,

BLiE LR
LEESNMIBREEMENIRERN , SDK FAUTRERNSEHRBENTZE !

1. RBHABENEFRERE, EEE SDKEFHRERENR LIRENE.
2. INEAFE, 5130 , AWS_RETRY_MODE =% AWS_MAX_ATTEMPTS,

3. HEFE N, retry_modemsmax_attempts#B A~/.aws/config,
4. B\ SDK, ZiZBEMAERIAE,

XEBEYRE Amazon SDK BLEL Eh. ERESRINRENELRBEERELR LRE
WE, fHlm , MREFFIETEIREAWS_RETRY_MODE=adaptive A EZE~/ . aws/
config , retry_mode=standardl] SDK FEH BENER
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Language-specific fit &

AW ( retry_modeFmax_attempts ) FH#ERKE SDK REFZA TFIE SDK. BER , ATHERDB
FEEERMN API RIEESMR. BXBEESNEEED , flnBERERE, HiwZiX4E1RA
EREHAE , S SDK WHF LA ARERM.

ERNITHFRE

AFSTRT Amazon SDK MMM E R MATIER : MLEHRLMEAER, SDKERRZRZBEFSK
BB AR AT EHELIE E i,

EREMEIESREMFA
LB Amazon SDK #17 APl AR , AXTEZEBUTIRF :
1. 721XREENES : SDK REZFFIHERRHEE, MRRMUEIT IR , SDK AJRELEREFERZH
HEIR SR PR LEE R,
2. SDK &R £3%Z| Amazon Web Services fRS K igT &,
3. RBERERINNIEE , SDK &4 RIRELENKB,
4. MBRFERKM , SDK 2FFEIRHE RN LR HEIR, RFERIFTTEIRE IR, BFSREiLPLE
R
5. MEBIRTIUER , SDK 2 A REERENREBF, REHER,
=i
[ |

6. MRHREAERR , SOK 2REHRBERIRAZTHARAT,. HRR , ELFHFEREREFENK
B,

7. SDK 2R EFHEH (KT EMEE ) WRATMEHER , SDK FLERH HH4EIRREZEHNWRE
i, BIFL : I FLong-polling iZE , SDK EiRE4E IR B4 B A IBE IR,

8. SDK REHFRXAENMERABITERBIER, HSFSDK FEFHFS KA,
9. SDK EFUTHEHMIEER , REME 2 TBIRRIEZER,

Y/

SDK 2B ILEH , BERFERMAYN., FEKRAZHAK, EREFARKEAFTTERNEF IR, BN
BRRAFN. EHNARFEINELARRINEE , EARKLANEIR.

ERMLE IR

SDK FENMRMBBERD A=Kz — : IGFER, RFEBERIFTER, DRRET SDK 2EER
BFRURSHSKEBATRER,
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PRETRS MNP EIRABA HTTP RSB, Fln , wEHEIRICBRequestTimeouty HTTP
400 BUAE NG EH EFiX, FAValidationExceptionty HTTP 400 #A33 R A A Eisk H 3 BNiR
=,

iR R

BBRENERLR (50 ms) EidBAHIR

tHIRHD

RequestTimeout

RequestTimeoutException

InternalError

IDPCommunicationError

/0 KWW (EHEEE. DNS BT AMK. EETHEN)

( DR ERBERATEAY HTTP 500, 502, 503 = 504 )

ERRESEIRIN S ZERATEER (1,000 ms )

tHIRE

Throttling

ThrottlingException

ThrottledException
RequestThrottledException
TooManyRequestsException
ProvisionedThroughputExceededException

TransactionInProgressException
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IR
LimitExceededException
PriorRequestNotComplete
RequestThrottled
EC2ThrottledException
RequestLimitExceeded
SlowDown

BandwidthLimitExceeded

Non-retryable f&i% ( %I
ﬁDAccessDenledException‘ ValidationException, ResourceNotFoundException ) &3

EIEbN: SR TS

(® Note

RE XX HIRBERYNMN , BFEREHERAER HTTP 5XX MK AREEEIR , ™
TREMEHEIR, SDK B RCEFIRNAE , RARFEERE HTTP RAW.

FR&EERERBIZBSH T RREHEIEL TENER , Hlt , SDK 2ZSEFKNEFEEER |
ILRESENEMRERE, SDK EEEZESZKINEAEXERKER |, 5201

SDK EEZEFZ KR

SDK EAEHBRBENTEHT, FHAMSE , SRERNESFNEHL LRERK , RABH 2B LD B
KB SNEFIRIER,

BARIRRE N 2 AV ERIER

ERIERBUR T HIRZERSHNER TR
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HiRRH EXGER  EH

B (FETR ) 50 E¥ BRESHEREEE/LEVABER, RIEERIER AR
PRI E

TR 1,000 £ ZRS N FERET TERRE, RRVERLEETUR

» EERERE,

SDK FAUTARITESRERLER :
delay = random(@, 1) x min(20,000 ms, base_delay x 27 retry)

Hep .

- random(@, 1)iRE 0 %1 ZENTTHHE

« base_delayBRZSEiIRN 50 BF , TREIRN 1,000 EW

« retryE—RER (FETXRBEEREZE ) MO0 FEH

BREBE LR 208, RiEHTZIR , ENERHBFLES 20 ¥,
X 2 89 45l F

RO 1 EREEE | B 3 K%

HR RETHA Delay
=i 1 HRER, BRSIRE HTTP 503, (F)
i 2 SDK BEHLZF (0,50 ZER ), A 503 Eidk 050 (FHY 25 =H)
88
=i 3 SDK BE#HLZF (0, 100 E® ) . EiXAK TN, 0—100 E¥ ( ¥4 50 £
®)

FIXRERNEERFIFAN 75 BW,
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Rl 2 REIER , & 3 X2

HRR RETHA Delay
=i 1 MRER, BRSIRE 429 Throttling » (%)
Zid 2 SDK FE#HLZ 4 (0, 1,000 ZW ) ., EifiRE 0—1,000 E# ( Fi54 500 =
429, )
233 3 SDK BE#HLZ4 ( 0, 2,000 Z# ) , TR, 0—2,000 E ( 44 1,000
Z¥)

FIRER B SR AN 1,500 ZER,
w3 BRSHIR , AMRIRE ER

MREARGEEN 50 2R, M ERZBTAITEILEERR

ERH= TTE R &R ALER 20 g LR
1 50 E® 50 E®

2 100 E® 100 E®

5 800 E#® 800 E®

9 12,800 E® 12,800 E#®
10 25,600 E® 20,000 E®

T ER AR , ERES 10 RER (5 11 X211 ) HEM. XITEHR 1,000 ms BTfER , £
RES 6 XERITER

(@ Note

RINRAZIRIREN 3R (1 RMBER + 2 REiR ) , WKEZFLAERE LR, THRIEH
TR MEE Zmax_attemptsiIZBIEERRINEL X EM 4,
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NITLHHREERE

BERBMNTEH S, XREE , AARMNEIERNE A RBLENER , NTTEKABNEHXRE
(“BERNEE FE ), T2RPIIFERRBEIHIHERBNMNEREOS , R ZES2WER
EWNERR , MTARELSHIEE,

filgn , $Rig 1,000 MNEFimEEA W E 503, Full jitter 27 50 EVMNEONNE IS ERE—XER , M
FRILFTA 1,000 RERERE 50 W8T,

Server-directed E iz A [H]

BLEEHIRERAF Amazon Web Services fi$ @& x-amz-retry-afterizfl, A ERUEWH
BAUMIER, SHirkFER , SDK FARSHREENIR |, REINITEHNBRBERH/NMEMIT
EHAIBRBIER SR AEN 5,000 EW. HTFITEHNBREEAF ERF 20 ¥ , REBRFHFEEHNER
RARMERN 25 %, SDK AN ZENARZ , RARSMIT 2B E,. XE1ZRS 66 A it 72
JRAREMR#TES.

ERiH ( KHE#EE)

SDK #HFNEHRXTHE , HTRERDFRERVNER, SHEETEBREN , MEMKER , SDK
SEEEREHR, EHNARFRREXRY , IFTRFFTIAARAINER. ZERLTERRE ,
B BY T AR 1t 8 R AR S5 AP TR R

ERBRHFNEETR
KIMEEHTT R, BRERAMBLHRAT. YEHAKNNT , SDK 2MEZEHEENTHE, HiF

REE-RZHAKN (EXFERL ) , SDK2RKE 1 Mok, HMEXEITR , SDK 2EFLER AT
EIREERE R ZA R,

S &

MERE 500 ML

SRES (FEWR ) BRHRK 14 MR

HR R T i R A 5 MR
ERERNRERT ERER (145 5) HENE
BRYWRERTLEER 1 MR
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RSFRNATBRSRRT ENTRNEBIER, % 500 XHENRSERMEZELAVNEERTEER
SEENEE, EXMERT , #EFHFTAATEHNTN,. TRIEMENBEFER , SATFRR, 77
BREERBNMNANIRE, RIABRRARSEEESHEITEKIER,. SDK ERAXEHZBEFEK
Y B [B] LA = B BRI AT BE 1%

BL X SR B E s

ERBFARMNRIRAT , EREMEXLRNELER, EEFETHR , LFREBEREBLKT , H
BEMERFEHATRS., BIFXNERRIEAENIE,

BRYNEBERN2MREEBFNATRAR (14H 5T ) , MA2MER—BERPEMABNEAK
Ao g, MRFE—XEHXKMMEZREHKY , WHEFRK14MMT. SEXARABEZHER
RERNE  MEEESRR , ERYBFRFESZRERS KA , MEHIFHER.

RABRT , EAZEHREN 3R, HBEIKY 22% HIBEREBRFENTRMERE |, BT KY
32% HYBRMIERIRET , BEHUTHER, BTXERE BN BERIETMENEREZELRBNERER
MEAEE R,

MEMNRHRFAS00MT , ARBEENRMERTEHX, EEWHEIRBRE , BERTERNSE
i, BF2EILER  RIFERFEEBRNARANEREFX,

KRR

« KMER : BIFREXH, MERFTIRELIRE.

« RS PEHE  MREVNBERPERA-—BoBFEXN , WEFRER , ENEF RS UARESE
®, MAREFFER, IHTURLFFIRIER , BRRLENERE , ARRSERBIRE.

- RE  HRFMEMBREBRF MBI , RINERFREHLLIBTEEER , BERZHAIRE
NoHE. MERHRE K EXAFIRE.

- Bl KMMEBEER T2/ SDK FFimskfl, BWEIAEE AIsER SDK M. EREHBEREN

ZEHE,
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RE —RxERIA DynamoDB ERiA
B (TR ) EFRER 50 E® 25 EW

PR il EL AN ZE IR 1,000 E#® 1,000 E#®
RAZIHRE 3 4

X LEBRIAEE A F I % DynamoDB # DynamoDB Streams,
Long-polling i2&

S Amazon RAFEA KN, BNTURBERGTIFRES , SHTHIR. XERELSI
R EiHAE -

* SQS.ReceiveMessage

* SFN.GetActivityTask

* SWF.PollForActivityTask

* SWF.PollForDecisionTask

BHATH  SEURFARAERBEL (PHNE 7 FERIMESREML ) Y, SDK EFEIRIE
(CIEIBN: R S PeAE TR I EI N B i 31T

REE K ENKEHREBEEEEB/BHAF AR, BHRKBAAReceiveMessage , 4B E{AE
B, ARG BReceiveMessageBRAA. MRTEHIERSE , RTMEFERGS N SDK ETHELLH
REHIR. AE , BRRABMFIIENAET—MER , N ME S CPU EARAFETANR
B, BERBERTHETXNEE , FEFIRREAENRAREHERERFETECEAN,

G

51

% #F#E Amazon SDK flTE

TRIETEAN SDK WEFNE LT AN AT, BRKERE, sIERINMERMRBRGIZE SDK-
specific ¥4E L , ESH GitHub BRERFIE,

SDK X GitHub & BR[F] &
ERAT Java 2.x By SDK = 1B ER 7] &
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SDK X GitHub J& ER 7] &
& A F Python (Boto3) #J SDK = JB BR[A)
NET4x HHEFRIET 3 JB ER A f3
PowerShell V5 T B s JE BR8] /R
&R T JavaScript 3.x B SDK = JE BR[B)
& AT PHP 3.x By SDK = JE R [B) R
& A T Kotlin # SDK = 1B BR8] &
@A T Rust # SDK = IE BR8] &
EA T Swift 8 SDK EEFIEREE 1B ER 6] &
EH T Ruby 3.x B9 SDK EEFIBERRB JB BR[A] 3
FEATF Go V2 (1.x) B SDK BEEFIBERRE B ER[A)
EAT C++ By SDK EFIEBRMEB JB ER 6]
Amazon CLI v2 EFHEERMEA JE B (7] /3
BERESR
@® Note
EEHTHRIEBERNENFIRAERTHH “ Amazon SDK MITEXE R , SR T HARE
FIRERH,

Amazon HEEREBRERARNZIFIBIILEERN , SODK MITEMUBEIERERARK,
Amazon Web Services fRE EFERABREFRFZ 2O EEF/H EXNEFTESR , ATLUR 2 @R
SREBFEFAZNBEREBANERE , R LURDH T RSB RAR K PNHBR IS B XMER,
HITESE , SDK I TELEFRS M SDK BEIFMRIEBEE, B2 , o UENRBIIRRITE
gzip , ERRAELT B,
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https://github.com/aws/aws-sdk-net/issues/4411
https://docs.amazonaws.cn/powershell/latest/userguide/
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https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://github.com/aws/aws-sdk-js-v3/issues/8037
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https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
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https://github.com/aws/aws-cli/discussions/10329
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MREHNARRFFERAL S | NERES 82455158 A CloudWatch, CloudWatch 2 —f 52
AMEMRS , LAER, BIrMEHNERNRELZENRERE, XSEERNWERSREN—NRFI2
CloudWatch's m PutMetricDataAPI| ethod,

ER AT BABLE L D RE -

disable_request_compression-:*= Amazon configX#iRE,
AWS_DISABLE_REQUEST_COMPRESSION - £ 5% £, aws .disableRequestCompression-JVM
REREM . XPR Java/Kotlin

FREExF SDK S TERBFEREBFRZBIERE XA,
ZRIA{E : false

BENE :

+ true - XMAFERESR.

- false - RAJEEMFERABERES .

request_min_compression_size_bytes-3*Z= Amazon configX
1% &, AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES - :SNEXL &,
aws.requestMinCompressionSizeBytes-JVM REE M : {XR Java/Kotlin

RE SDKHTENERNIBEREXHRNDARND (AFZTHEN ) . EHRE , NEBEREE ATEE
TEEK, Qb , F2E-ITR , FHTEHEZEFEEN. ZESSEE , KTHETZRENE
SRR RESR

ERIAE : 10240 FH

BME : tF 0 & 10485760 =1 ( ZEER ) 2 ANEHRE,

% 3F#E Amazon SDK flTE

LA SDK XEFEAFBAHMRMNINEFNIRE. FrEZofIAEREEESE, EHAT Java 9 Amazon
SDK 1 5& A F Kotlin B9 Amazon SDK X X #HEA JVM REBHRE.

SDK ¥ RARESZER
=
Amazon CLI v2 =
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.amazonaws.cn/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
https://docs.amazonaws.cn/cli/latest/userguide/
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SDK X FEXHEZER
B
EAT C++ B SDK =

FEAT GoV2(1.x) W SDK £

FEAT Go1.x (V1) K SDK

7|

EATF Java 2.x B9 SDK

fim

EATF Java 1.x B SDK

7|

fim

& FF JavaScript 3.x 8 SDK

ER T JavaScript 2.x B SDK &

& F T Kotlin £ SDK 2
NET4x A RTES =
SEAT .NET 3.x 89 SDK =
& T PHP 3.x #§ SDK =
& F Python (Boto3) KJ =
SDK

EF T Ruby 3.x B9 SDK =
& AT Rust B9 SDK 2
EAT Swift # SDK &
PowerShell V5 T& =
PowerShell V4 T & =
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https://docs.amazonaws.cn/sdk-for-cpp/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-java/v1/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-javascript/v2/developer-guide/
https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
https://docs.amazonaws.cn/sdk-for-php/latest/developer-guide/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/boto3/latest/
https://docs.amazonaws.cn/sdk-for-ruby/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-rust/latest/dg/
https://docs.amazonaws.cn/sdk-for-swift/latest/developer-guide/
https://docs.amazonaws.cn/powershell/latest/userguide/
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Service-specific i &

(@ Note
EFXYTHRENENHRRERTHH “ Amazon SDK MITEXE" K®i% , HSH T HEAE
RV IR B T H

Service-specific ImRELERM T AR RN L IRT SR E APl ERARFIZEFNIET, XLEiE
BA AR EM iR S, VPC A fME =544 Amazon FEFIE, TR S TS 31 HTF 0=
HRIEMEFHRIE, BRI A5 Amazon Web Services RE18Eim & URL,

ER AT BABLE LD RE -

endpoint_url-3= Amazon configX#iXE, AWS_ENDPOINT_URL - IMEEZE,
aws.endpointUrl-JVM REE 4 : XBR Java/Kotlin

EEEEEXHATEESFENNEREBIEEN , LREFEERATHERFERNER. LK]S
BEMERBENHERS KBS,

IBIETLATE R E Amazon configX I E N servicesH o FFEALREN B ERSIZREBEN
KIHT R BX services THFTHEFRANERSIFATEANIIER , BSABETHRSH
i S PR IR o

ZRIAE : none
ENE : BEWAEMFENA URL, URL ATLUAEREE — M REBLAG , Z4483F 1324
BRRER,
AWS_ENDPOINT_URL_<SERVICE> - }fEZE £, aws.endpointUrl<ServiceName>-JVM REE
% : {XPR Java/Kotlin

AWS_ENDPOINT_URL_<SERVICE> , EA<SERVICE>=2%r Amazon Web Services fRS 2% , 7
BERFREBENARTR. BXABETRFSHAMERREZENIIR , BSABETRSNIRS
AR IR o

WS ERSHSASESE AWS_ENDPOINT_URL iR EMEM2Biw R,
ZRiA{E : none

BRE : SRIHRAEEMENN URL, URL TLEREE —NREBAH , ZAHIE -1 2D
R
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ignore_configured_endpoint_urls-}= Amazon configX
1% &, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - SMEE &,
aws.ignoreConfiguredEndpointUrls-JVM REE 4 : {XBR Java/Kotlin

IRER T 2HME BE KRB

BEE , TieigE i | %‘Bﬂ?ﬁﬁﬁﬁﬁqﬂjﬂﬁng wmAS LIEBNEFMERNHS. Flu,
fE--endpoint-url@ THEIEWTITSHIFIRS URL FIEB AT P imiEE BT HRAE .
Amazon CLI

ZRIAME : false

BNE -

« true - SDK R TEFLMHEE config XHFHMEZTEFRREMATRERKK URL HBEE X
[ priasi

- false-SDK T EFRAHE config XHRIMEZEF A F 2 HEET A Ak

FERATETERAE RS
ENMERSMEREBBEIBEENHA URL , HiRE AWS_ENDPOINT_URL £ R EETE,

export AWS_ENDPOINT_URL=http://localhost:4567

ENXNBELRT R URL 5K H Amazon Web Services RS FIBE XL

T = URL , EEFAAWS_ENDPOINT_URL_<SERVICE>¥EZE, Amazon

DynamoDB & —serviceId{\DynamoDB, ¥ FLtARS , i URL SF3EEEH
AWS_ENDPOINT_URL_DYNAMODB, Ltim=4L5 F1E AWS_ENDPOINT_URL A RFIEEN £ Bim

/AN O

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

B2 —/M5lF , Amazon Elastic Beanstalk & —serviceId/Elastic Beanstalk. #s Amazon
Web Services R IRRFET API BE  NABZHEserviceldBB AN TXEHFAAEFIERAK
E, "REGZATHEFNmR , HNIFEEEHRN AWS_ENDPOINT_URL_ELASTIC_BEANSTALK,
ﬁ%%i?ﬂﬁ%ﬂ’ﬂﬁﬁﬁ%iﬁxiﬂ’ﬂﬂﬁ , BZRABET RSN SRR

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9

Amazon B FATEGNIE SEE™
Eﬁﬁ /\; éﬁljﬁdﬁ%/\\\ COI‘Iflg j{'ﬁ:
EHZE config XHH |, endpoint_url AT FREMIEAZINFREHIThEE,

« endpoint_url BEiEf profile FEEEAMEZIKREALFiHS,

« endpoint_url BRETE services FoFHBRFHIRFZAT , FRHL/LICEATRAZBRF KL
BR, BREHRE config XHFHEN services THIFAER , FSH BB XK,

LT RBIER services EXRELEA T Amazon S3 WEE T RS IwmR URL M A T HMARMERS
NEENZERwRA :

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

BABREMGITUNZNMNRFEERS. LthRGIEBENFAER—BEEXHHH Amazon S3
REBHERSHLHET R URL, Amazon Elastic Beanstalk Amazon Elastic Beanstalk &
—serviceIdAElastlc Beanstalk., #% Amazon Web Services RS IRRFTE T API 1

, W EZEKserviceIdEMNTNL , AEMEBEF/NE, Al , RERRFHEHATH
elastlc_beanstalk BEOFBELZEEZRS elastic_beanstalk = , X services Tidf
EFANMERSFIRFEANIIR , B2 HEE T RSH IR SR IRR.

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

‘“BRESEE T AIAESANMEXHFRER. Hl, AAOEESXHEE RE AT E S E MR ] AEAHE
E#Y services X :

[services testing-s3]
s3 =
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9

Amazon B FATEGNIE SEE™

endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

ERETAGHNZUEEREEXHFPEERS

MRENEEXHEEETACHEIL , MXEFIERES IAM KABBINEN source_profile
SHEEN , WFATEGRFEAFMEEREXHNBRFEE, cerFEAXKEACHNEEN 4. §
m, ERAUTHE config X# :

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

MBEBERE B B HERBHIER Amazon EC2 , Nix LG8 https://profile-b-ec2-
endp01nt.awsc> MREHRBEOEMEFRSRKEER , VLB TERTMEENEE. %

RIACHBTEEEXHFAPELNLERIRR. EFLBRANEENG B AN , CEEERERE
Iﬁ'— B Ai% & endpoint_url. BX source_profile IRENEZER , FSRARA/BEIFRME
£

& RY 4L SE R

ZIEERENTLURNER , EBIRSRE—MELELEERA. X THAENRH#ITH APIEA
Amazon Web Services RS , R TIRFREFE —ME -

1. ERBHRIRSEFRASFRENEFENREDL L T EMEMRE
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Amazon A X ITEGNIE SEES
« XF Amazon CLI , XR--endpoint-url@ TS HRMNE. N T SDK, EX DB AIUXA
BEXHI{E Amazon Web Services fRSF B m B EXN RITIRENSHHER,
2. AR ETRSHMREZERMAE , Hla0 AWS_ENDPOINT_URL_DYNAMODB,
3. AWS_ENDPOINT_URL £ Rin R T ERMNE,

4. % endpoint_url ig BRENEBRELEHRE config XMW services Epo RS IRRF R
To

5. = config XHH profile REHEEEMN endpoint_url RERHAVE.
6. J/E AR Amazon Web Services BRS RIEMERIA#R S URL,

% 3F#E Amazon SDK flTE

LA SDK X EFEARFBHRINEEFIRE. FIER 2 HINERDEEH, EAT Java B Amazon
SDK 1 5&A T Kotlin B9 Amazon SDK X Z#EM JVM REBHIRE.,

SDK %X BXHESER
b=

Amazon CLI v2 =

iEATF C++ B SDK =

BEBHAFT GoV2(1.x) I SDK R

BEBHATF Go1x(V1)WSDK &

&R T Java 2.x # SDK 2

EA T Java 1.x # SDK &

FEATF JavaScript 3.x B SDK £

FEATF JavaScript 2.x B SDK &
EA T Kotlin # SDK =
NETAXHHGEFEAIET =
FEAT NET 3.x 8 SDK =
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https://docs.amazonaws.cn/sdk-for-go/latest/developer-guide/
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https://docs.amazonaws.cn/sdk-for-kotlin/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/latest/developer-guide/
https://docs.amazonaws.cn/sdk-for-net/v3/developer-guide/
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SEES

SDK

FEHAT PHP 3.x 8 SDK

& A F Python (Boto3) KJ
SDK

&EF T Ruby 3.x #J SDK

EA T Rust B SDK

& AT Swift B9 SDK

PowerShell V5 T &

PowerShell V4 T &

HBHET RSN [LNARIREF
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=
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fim

BERESER

BxuAUREMLERATRPVIRRFNEES , 55 Service-specific i Ko

serviceld

AccessAnalyzer
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AWS_ENDPOINT_URL_<SERVICE> NELE

AWS_ENDPOINT_URL_ACCESSANALYZER
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SEES

serviceld

Account
ACM
ACM PCA

Alexa For Business

amp
Amplify

AmplifyBackend

AmplifyUIBuilder

API Gateway
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il5
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AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_ACCOUNT
AWS_ENDPOINT_URL_ACM

AWS_ENDPOINT_URL_ACM_PCA

- AWS_ENDPOINT_URL_ALEXA_FOR_BUSINESS

AWS_ENDPOINT_URL_AMP
AWS_ENDPOINT_URL_AMPLIFY

AWS_ENDPOINT_URL_AMPLIFYBACKEND

AWS_ENDPOINT_URL_AMPLIFYUIBUILDER

AWS_ENDPOINT_URL_API_GATEWAY
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SEES

serviceld

ApiGatewayManageme
ntApi

ApiGatewayV?2

AppConfig

AppConfigData

AppFabric

Appflow

AppIntegrations

Application Auto
Scaling
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AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_APIGATEWAYMANAGEMENTAPI

AWS_ENDPOINT_URL_APIGATEWAYV2

AWS_ENDPOINT_URL_APPCONFIG

AWS_ENDPOINT_URL_APPCONFIGDATA

AWS_ENDPOINT_URL_APPFABRIC

AWS_ENDPOINT_URL_APPFLOW

AWS_ENDPOINT_URL_APPINTEGRATIONS

AWS_ENDPOINT_URL_APPLICATION_AUTO_SCALING
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SEES

serviceld

Application Insights

ApplicationCostPro
filer

App Mesh

AppRunner

AppStream

AppSync

ARC Zonal Shift

Artifact

Athena
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AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_APPLICATION_INSIGHTS

AWS_ENDPOINT_URL_APPLICATIONCOSTPROFILER

AWS_ENDPOINT_URL_APP_MESH

AWS_ENDPOINT_URL_APPRUNNER

AWS_ENDPOINT_URL_APPSTREAM

AWS_ENDPOINT_URL_APPSYNC

- AWS_ENDPOINT_URL_ARC_ZONAL_SHIFT

- AWS_ENDPOINT_URL_ARTIFACT

AWS_ENDPOINT_URL_ATHENA
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SEES

serviceld

AuditManager

Auto Scaling

Auto Scaling Plans

b2bi

Backup

Backup Gateway

BackupStorage

Batch

BCM Data Exports
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5
Al
(d
#
=
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AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_AUDITMANAGER

AWS_ENDPOINT_URL_AUTO_SCALING

AWS_ENDPOINT_URL_AUTO_SCALING_PLANS

. AWS_ENDPOINT_URL_B2BI

AWS_ENDPOINT_URL_BACKUP

AWS_ENDPOINT_URL_BACKUP_GATEWAY

AWS_ENDPOINT_URL_BACKUPSTORAGE

AWS_ENDPOINT_URL_BATCH

AWS_ENDPOINT_URL_BCM_DATA_EXPORTS
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SEES

serviceld

Bedrock

Bedrock Agent

Bedrock Agent Runtime

Bedrock Runtime

billingconductor

Braket
Budgets

Cost Explorer

chatbot

Chime
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AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_BEDROCK

AWS_ENDPOINT_URL_BEDROCK_AGENT

AWS_ENDPOINT_URL_BEDROCK_AGENT_RUNTIME

AWS_ENDPOINT_URL_BEDROCK_RUNTIME

AWS_ENDPOINT_URL_BILLINGCONDUCTOR

AWS_ENDPOINT_URL_BRAKET
AWS_ENDPOINT_URL_BUDGETS

AWS_ENDPOINT_URL_COST_EXPLORER

AWS_ENDPOINT_URL_CHATBOT

AWS_ENDPOINT_URL_CHIME
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SEES

serviceld

Chime SDK Identity

Chime SDK Media
Pipelines

Chime SDK Meetings

Chime SDK Messaging

Chime SDK Voice

CleanRooms

CleanRoomsML
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AWS_ENDPOINT_URL_<SERVICE> INETE

AWS_ENDPOINT_URL_CHIME_SDK_IDENTITY

AWS_ENDPOINT_URL_CHIME_SDK_MEDIA_PIPELINES

AWS_ENDPOINT_URL_CHIME_SDK_MEETINGS

AWS_ENDPOINT_URL_CHIME_SDK_MESSAGING

AWS_ENDPOINT_URL_CHIME_SDK_VOICE

c. AWS_ENDPOINT_URL_CLEANROOMS

SI

- AWS_ENDPOINT_URL_CLEANROOMSML
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SEES

serviceld

Cloud9

CloudControl

CloudDirectory

CloudFormation

CloudFront

CloudFront KeyValueS
tore

CloudHSM

CloudHSM V2
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AWS_ENDPOINT_URL_<SERVICE> INETE

- AWS_ENDPOINT_URL_CLOUDS

- AWS_ENDPOINT_URL_CLOUDCONTROL

- AWS_ENDPOINT_URL_CLOUDDIRECTORY

- AWS_ENDPOINT_URL_CLOUDFORMATION

- AWS_ENDPOINT_URL_CLOUDFRONT

- AWS_ENDPOINT_URL_CLOUDFRONT_KEYVALUESTORE

- AWS_ENDPOINT_URL_CLOUDHSM

- AWS_ENDPOINT_URL_CLOUDHSM_V2
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BB EREBL EERIAZIBE , Amazon SDK AT N EtEl B iR ERETE L. HILMEIAE,
FERAUTHERELLIhEE

defaults_mode-3= Amazon configX #i%E, AWS_DEFAULTS_MODE - SMET &,
aws .defaultsMode-JVM REEH : IXBR Java/Kotlin

FALKRE K SULERSENNARFRMETCENER , AENENNARFRELIRL
HERIAE. 2R S Amazon DK REMREIRE TEH , WiZEHBKML L. R S Amazon DK RiE&
EHMEIREME , HBdefaults_modeFETFTRERSEIRE , MUELIhEERT AN BN N AREFLILH
EMRERHTEANRIAE, RETEIFEUTAR  HTTP BERE. BERHTH. REFXFL
T RIRE , JEEE BIEEM SDK-related BLiE. FALIIENEF IUREBHNELERAGR
ESEHNHEERAE. ATRENRAETESHEERESERNRXRMRE , L REN
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e in-region— BN EMRAEEKERXZ L , B3FEHN Amazon Web Services RS ME—E X RZBE A
KR AREFE S EHIM{E{t Amazon Web Services X3,

- cross-region— BIEMRAEERZ L, BER Amazon Web Services RS £ R X118 A #Y
RARRFE 5 EHMMRA.
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stsRegionalEndpoints— #§E SDK ffAI#E A T 5 Amazon Security Token Service
(Amazon STS) HB{E# Amazon Web Services fRF i R. iHZEAmazon STS X1 i K.
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ERATF Java 1.x B9 SDK =
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PQTLS , SDK f§ih PQ TLS, Firefox £ v132.0 #8831 75t PQ TLS #9%#. Chrome ETE v131
th 4% PQ TLS, Edge I v120 HUEEMA PQTLS (BEATARA ) f 140 (BEATRS ),

Amazon & T SDK Node.js

M Node.js v22.20 (LTS) 1 v24.9.0 748 , Node.js EEASEEEFMLYI T OpenSSL 3.5, XEKE , PQ
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B P IRAKH T macOS M Windows £B TLS REGE , It PQ TLS X FEEHARATXERE RS
8
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Rust Amazon F XA TEGRAEBNMNREEF RS ZTFRNERHE (£ Rust ESRGEFMN “BF7) . X
ERMIE—NGE—H GitHub FHEFEEN , ERSIMNRSEFAHBER/RECHREANEATE, &
HENHGEFAITESE 8/29/25 X7 PQTLS AW , AEZHHZERXANEMAENRSE
FimR A BRIAZHH EiE PQTLS,

B SMEIMEXH crates.io lRAX URL ( Al , X E ) HEK 29-2F XM E —NRA , &AL
EXFHERSE Fim Amazon Web Services BRFIEINEH PQ TLS MWHRIERA. Aug-25ZRIAER
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BRINBERT ,C++ ARIEBFERAFEEREEFU , W libcurl . WinHttp Libcurl BE AR5
OpenSSL k3£ TLS , At RE YKL OpenSSL K =2 v3.5 8, PQTLS FHERINBERTE Ao
{RATLATE C++ SDK v1.11.673 RESMARBERIXNERINE , HERMABRIAZIFNEA PQTLS
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TMRRIBIIE SDK |, BifEE , BAEEE— L&/ CMake #7774 :
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AwsCrtHttpClient 5 M &% PQ TLS,

JDK27 X HEi%& PQTLS , Btk Amazon SEAF Java V1 = V2 9 SDK BRIAFFIREZRA ( RE
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OpenSSL, OpenSSL £ 3.5 lRFEA T PQTLS X% , Hit R PQTLS EEiX L SDK M T EM & E
BHEEREZEDOLRET OpenSSL 3.5 WIRERZERITHREFEAE,

YRIE T LAF Docker BeRBLE 9 £ OpenSSL 3.5 2 # Docker R4 LEA PQTLS, BXA
Python # 1Tt iR BRI =4I , 5SS Python K Post-quantum TLS,

Amazon CLI

Mv2.34.54 FF1g , AT Linux B Amazon CLI RERFH4YE T OpenSSL 3.5.6 , R iZMRAF 54
MRATE Linux EBRIAB A} Ei% PQTLS, Amazon Linux £ CLI AP AT LUEE A% E| CL Amazon |
v2.34.54 RESRAREBH PQTLS,
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https://github.com/aws/aws-sdk-cpp/blob/main/prefetch_crt_dependency.sh
https://docs.amazonaws.cn/sdk-for-cpp/v1/developer-guide/sdk-from-source.html
https://github.com/aws/aws-sdk-cpp/tree/main?tab=readme-ov-file#building-from-source
https://github.com/aws/aws-sdk-cpp/tree/main?tab=readme-ov-file#building-from-source
https://blogs.oracle.com/java/post-quantum-cryptography-in-long-term-support-jdk-releases
https://blogs.oracle.com/java/post-quantum-cryptography-in-long-term-support-jdk-releases
https://www.amazonaws.cn/blogs/security/post-quantum-tls-in-python/
https://www.amazonaws.cn/blogs/security/post-quantum-tls-in-python/
https://docs.amazonaws.cn/cli/latest/userguide/getting-started-install.html

Amazon B FATEGNIE SEE™

3 F macOS , E&ET Homebrew %% Amazon CLI HH#{REH Homebrew-vended OpenSSL B #
{E 3.5+ A, YRATLAER “brew install openssl @3 .6” REMRLLEEE , RIFEA “brew list | grep
openss|” # TR,

BXRRPIULFEND S , ESH github FREEMBERNIEEXE,

Amazon & F PHP By SDK

Amazon & F PHP B SDK & #i T % 4% libssl/libcrypto, BEA PQTLS , HEELRET
OpenSSL 3.5 MRERSG KITHR LE A Lk SDK,

Amazon & F Python #J SDK ( Boto3 )

Amazon & F Python B SDK (Boto3) #k#i T &% %<k TLS Python Fr4E#EH) OpenSSL FE. 1T HE
FEMR :

Windows and macOS (python.org installer)

E AT Windows (.exe) #l macOS (.pk g) ' E 5 python.org R&EREFIHEE T B2 H OpenSSL
FE. M Python 3.14.6 FF#4 , #H48HY OpenSSL 3.5.7 RIAZFHH E ik PQ TLS, EEHINEE.

macOS (Homebrew)

T Homebrew B p ython @3 .14 #53ZZ%| Homebrew Y openssl @3 H£Z&E , EtM
Homebrew OpenSSL 3.5+ 71 , BUIAER T XHMEE PQ TLS, ERIAERA U T HERIEEHN
OpenSSL A :

python3.14 -c "import ssl; print(ssl.OPENSSL_VERSION)"

MRIRMIRAIKTF 3.5, i A brew upgrade openssl @3 #1TH R,

Linux

£ Linux £ , Python 23S EZEFIRENHE libssl, £% OpenSSL 3.5+ EXLEM |, HEEFTH |
HARGHMBREEXNEHRA TLS BREFBREEEFH.

¥¥F Amazon Linux 2023 ( AL2023.12 EESRA ) , BIATHEFRXEA PQTLS :
sudo update-crypto-policies --set DEFAULT:PQ

BXEZEER , HSHEE AL2023 £ 3 A Post-Quantum 5% (PQC),

MNFHM Linux KITHR , FERENRITRPEXBEERI TLS AR,
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https://brew.sh/
https://github.com/aws-samples/sample-post-quantum-tls-python/
https://www.amazonaws.cn/blogs/security/post-quantum-tls-in-python/
https://www.python.org/
https://www.python.org/downloads/release/python-3140/
https://docs.amazonaws.cn/linux/al2023/ug/crypto-policies-pq.html

Amazon B FATEGNIE SEE™

BRI VB E TLS BF PR X25519MLKEM768 Z4ARIRKKIE PQ TLS BB EFIETT.

Amazon &M F Ruby # SDK

Amazon & T Ruby 9 SDK #&k#i F X4 libssl/libcrypto, EEH PQTLS , BHEEADLET
OpenSSL 3.5 WIRERSG KITHR LE A Lk SDK,

Amazon & T .NET #J SDK

£ Linux £ , .NET #9 Amazon SDK #k# F R4k libssl/libcrypto, BFEH PQTLS , BEELRET
OpenSSL 3.5 WRERSGKITHR EEMA L SDK, £ Windows #l macOS £ , PQ TLS M .NET 10 #
Windows 11 FF#8AIA, # macOS L , AT AEEFE A Apple KEA TLS 1.3 X (PQTLS #Y
Network.framework F£R&MH ) , AR, https://learn.microsoft.com/en-us/dotnet/core/whats-new/
dotnet-10/libraries#tls-13-for-macos-clientfR i &K.NET RAH7 10 , MRS A PQ TLS,

Amazon FITE X PQTLS #9 SDK fITE

BRDRBU R ZEFUATES SDKMIE .

« Amazon SAP i F AT E4A
« Amazon Swift F x TE &
« Amazon & T Windows B T & PowerShell
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https://devblogs.microsoft.com/dotnet/post-quantum-cryptography-in-dotnet/
https://techcommunity.microsoft.com/blog/microsoft-security-blog/post-quantum-cryptography-apis-now-generally-available-on-microsoft-platforms/4469093
https://techcommunity.microsoft.com/blog/microsoft-security-blog/post-quantum-cryptography-apis-now-generally-available-on-microsoft-platforms/4469093
https://learn.microsoft.com/en-us/dotnet/core/whats-new/dotnet-10/libraries#tls-13-for-macos-client
https://learn.microsoft.com/en-us/dotnet/core/whats-new/dotnet-10/libraries#tls-13-for-macos-client

Amazon B FATEGNIE SEE™

Amazon BAIZ1TE] (CRT)

Amazon BRIZ{TH (CRT) EE2 SDK WEME, CRT 2— N HIMZEFSEHKNERICRS] , A
CiEEEHRE. BN EFEHBNTENMEERME T RFNMENR/INERAZER, XEIEEEME
SDK ##HRBAMAEN , IREEHFNABER. LN LEEML, EFaER .

« awslabs/aws-c-auth: Amazon &P ix F BRI ( fEZERERFNZESR (sigvd) )

« awslabs/aws-c-cal : IIBRHKEER, BH (MD5, SHA256, SHA256 HMAC ) ., £& %, AES

« awslabs/aws-c-common: EARKIEL M, threading/synchronization JRIAERE, EHXE
B, stdlib HHx<EEK

- awslabs/aws-c-compression: EZE& % ( Huffman encoding/decoding )

« awslabs/aws-c-event-stream: BHFRESLAE (#rk. BIE, XA crcftrailer ) . B E
HREIM=REIRRA (RPC)

e awslabs/aws-c-http: C99 ki HTTP/1.1 F#HSE HTTP/2

« awslabs/aws-c-io: E#% (TCP, UDP ). DNS, &, E#M@¥, B&. SSL/TLS
« awslabs/aws-c-iot: C99 32T Amazon MEBM=RES5REERK

« awslabs/aws-c-mqtt : EBAFYEHRN (IoT) BWinERESHE REBIPY

« awslabs/aws-c-s3 : C99 EESEH 5 Amazon S3 IRESWEE , EERAREM®IBNS
Amazon EC2 ZfH|HEHE

« awslabs/aws-c-sdkutils: B FSEMAEE Amazon BiE X HHXHAREFE

« awslabs/aws-checksums: Cross-platform B4 10ZAY crc32¢ 1 CRC32 , Al EIE B S KM &t
)1

« awslabs/aws-1c: General-purpose Amazon ##5% H AR #TEA I BoringSSL Amazon I B
OpenSSL T EMRIBAEEFEFNZREE

« awslabs/s2n: C99 TLS/SSL MY AISEHE |, X LEMINMIZITEL/ N R | FLLERKLEEM

3

e
n

CRT ®i@d & Go # Rust 2/ HIFTE SDK 3k15.

CRT fkH#ixZR

CRT EEMAK T —PHAXRAKBAREARNERNE, NREFEEEMNFRBEE CRT, THXLE
XRLBREHD, B2, AZSHAFBIHESRAFAXIES (HIMERT C++ 89 SDK = Java
Amazon SDK ) St 18 & S WE MR & Amazon RH4F AT ES ( HIER T C++ B loT SDK =&
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https://github.com/awslabs/aws-c-auth
https://github.com/awslabs/aws-c-cal
https://github.com/awslabs/aws-c-common
https://github.com/awslabs/aws-c-compression
https://github.com/awslabs/aws-c-event-stream
https://github.com/awslabs/aws-c-http
https://github.com/awslabs/aws-c-io
https://github.com/awslabs/aws-c-iot
https://github.com/awslabs/aws-c-mqtt
https://github.com/awslabs/aws-c-s3
https://github.com/awslabs/aws-c-sdkutils
https://github.com/awslabs/aws-checksums
https://github.com/awslabs/aws-lc
https://github.com/awslabs/s2n

Amazon BHHF X ITEBMIE SEEmE
T Java B9 Amazon lo Amazon T SDK ) 3kif 8] CRT TheE. = FEH , “iBE CRT & EIEMN =

HERTEIES SDKW CRT EHNERFB. XZEXN aws-crt-* WEFEINES , HF“" 2 SDK iE
S (#lM aws-crt-cpp B aws-crt-java)o

TEBART CRT EHy 7 BEBIKR R,
CRT KB X REERT &4 CRT FERMMEEXEKAY,
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https://github.com/awslabs/aws-crt-cpp
https://github.com/awslabs/aws-crt-java
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K X 3FEE Amazon RS EF

Amazon SDK 4B EREEER AT FIMLiERMKRF I ELII . Amazon MNREH SDK
BERFBRIBLEEYR , WENNARF2BIERAERENHN , TEERMRBE, MUEZRERTFLER
EHE{LRS AP, B2 , B TR ELRR NN AREFMEMELTTREEENARER.

MU FEENRSEF in

TRIETELXFH Amazon BEEFBIDNEIFTEE, RPFFERSZSHAEKREESD Amazon SDK
FREZEFIHRRAEBEEZER. EFoh , FEEEZAMN SDK XTHBNESERS R , TR
B SDK. KRA, #iF. Amazon Web Services Xig

MIEFIH SDK IRA BB R IEN SDK MRS EFHIRATF 4 , CRBH B THRESEA,
EXMHHEF
TRTWAARAEEZEEE GitHub MYk LM R RAE,
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https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/appinsights-what-is.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/appinsights-what-is.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/appinsights-what-is.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/appinsights-what-is.html
https://docs.amazonaws.cn/AmazonCloudWatch/latest/monitoring/appinsights-what-is.html
https://github.com/aws/aws-cli/releases/tag/2.36.8
https://github.com/aws/aws-sdk-cpp/releases/tag/1.11.855
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fapplicationinsights%2Fv1.38.0
https://github.com/aws/aws-sdk-java-v2/releases/tag/2.49.3
https://github.com/aws/aws-sdk-js-v3/releases/tag/v3.1095.0
https://github.com/aws/aws-sdk-kotlin/releases/tag/v1.8.14
https://github.com/aws/aws-sdk-net/releases/tag/4.0.296.0
https://github.com/aws/aws-sdk-php/releases/tag/3.389.0
https://github.com/boto/boto3/releases/tag/1.43.56
https://github.com/boto/botocore/releases/tag/1.43.56
https://github.com/aws/aws-sdk-ruby/commit/6c2627d6090ae71c324b6b477f4120f1a44f313d
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-24
https://github.com/awslabs/aws-sdk-swift/releases/tag/1.7.46
https://docs.amazonaws.cn/kendra/latest/dg/cbor-faq.html
https://docs.amazonaws.cn/kendra/latest/dg/cbor-faq.html
https://docs.amazonaws.cn/kendra/latest/dg/cbor-faq.html
https://docs.amazonaws.cn/kendra/latest/dg/cbor-faq.html
https://docs.amazonaws.cn/kendra/latest/dg/cbor-faq.html
https://github.com/aws/aws-cli/releases/tag/2.36.7
https://github.com/aws/aws-sdk-cpp/releases/tag/1.11.854
https://github.com/aws/aws-sdk-java-v2/releases/tag/2.49.2
https://github.com/aws/aws-sdk-js-v3/releases/tag/v3.1094.0
https://github.com/aws/aws-sdk-kotlin/releases/tag/v1.8.13
https://github.com/aws/aws-sdk-php/releases/tag/3.388.13
https://github.com/boto/boto3/releases/tag/1.43.55
https://github.com/boto/botocore/releases/tag/1.43.55
https://github.com/awslabs/aws-sdk-swift/releases/tag/1.7.45
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https://docs.amazonaws.cn/appstream2/latest/developerguide/cbor-faq.html
https://docs.amazonaws.cn/appstream2/latest/developerguide/cbor-faq.html
https://docs.amazonaws.cn/appstream2/latest/developerguide/cbor-faq.html
https://docs.amazonaws.cn/appstream2/latest/developerguide/cbor-faq.html
https://docs.amazonaws.cn/appstream2/latest/developerguide/cbor-faq.html
https://docs.amazonaws.cn/appstream2/latest/developerguide/cbor-faq.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/cbor-faq.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/cbor-faq.html
https://docs.amazonaws.cn/aws-backup/latest/devguide/cbor-faq.html
https://docs.amazonaws.cn/workspaces-core/latest/pg/cbor-faq.html
https://docs.amazonaws.cn/workspaces-core/latest/pg/cbor-faq.html
https://docs.amazonaws.cn/workspaces-core/latest/pg/cbor-faq.html
https://docs.amazonaws.cn/workspaces-core/latest/pg/cbor-faq.html
https://docs.amazonaws.cn/workspaces-core/latest/pg/cbor-faq.html
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fkendraranking%2Fv1.19.0
https://github.com/aws/aws-sdk-net/releases/tag/4.0.295.0
https://github.com/aws/aws-sdk-net/releases/tag/4.0.295.0
https://github.com/aws/aws-sdk-net/releases/tag/4.0.295.0
https://github.com/aws/aws-sdk-net/releases/tag/4.0.295.0
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-23
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-23
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-23
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-23
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-23
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-23
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-23
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-23
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-23
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-23
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-23
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-23
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-23
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-23
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-23
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-23
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https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fappstream%2Fv1.64.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fbackupgateway%2Fv1.30.0
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fworkspacesinstances%2Fv1.9.0
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/aws/aws-sdk-ruby/commit/ba79e19b071aab023ea46147a568dc913f53b187
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-23
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-23
https://docs.amazonaws.cn/ses/latest/dg/cbor-faq.html
https://docs.amazonaws.cn/ses/latest/dg/cbor-faq.html
https://docs.amazonaws.cn/ses/latest/dg/cbor-faq.html
https://docs.amazonaws.cn/ses/latest/dg/cbor-faq.html
https://github.com/aws/aws-cli/releases/tag/2.35.16
https://github.com/aws/aws-sdk-cpp/releases/tag/1.11.840
https://github.com/aws/aws-sdk-go-v2/releases/tag/service%2Fmailmanager%2Fv1.20.0
https://github.com/aws/aws-sdk-java-v2/releases/tag/2.47.0
https://github.com/aws/aws-sdk-js-v3/releases/tag/v3.1080.0
https://github.com/aws/aws-sdk-kotlin/releases/tag/v1.6.107
https://github.com/aws/aws-sdk-net/releases/tag/4.0.281.0
https://github.com/aws/aws-sdk-php/releases/tag/3.387.3
https://github.com/boto/boto3/releases/tag/1.43.41
https://github.com/boto/botocore/releases/tag/1.43.41
https://rubygems.org/gems/aws-sdk-mailmanager/versions/1.46.0
https://github.com/awslabs/aws-sdk-rust/releases/tag/release-2026-07-06
https://github.com/awslabs/aws-sdk-swift/releases/tag/1.7.31
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