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EEMILET., FEEFIVIICRK., XVEVIENEENT O a &I ET, Chik, BE
THEEFI YV IMAICEIRT S [Action type] (T V23 0EH) ICHELET, FMAICO VTR, &
M7O>arEsRBRLTLEEY,

AWS loT AV =) Z2FERALTERMT V>3 > Z2ERT D ICE

1. AWS loT AV —)LZRAEEXT, TES—>23aRA2DT, [EF21 VT 4], [BE] OIEICEEFH
L. [BRT77>3aV]Z2BRLET,

2. [Mitigation actions] ({8F1 7 V> 3>) R— T, [Create] ({ERK) ZiBIRL £,

3. FHLLVEBRT7I3aVZEERTIIR—DO [TV HE]
\Z. EnableErrorLoggingAction BEDBEBET V> a>N—EDRZFEAINLET,

4. [FO>3>BA7] T, [AWS loT OJREEZEMICTS] 2 BIRLET,

5. [7OtA#ER] T, [O—)ILOEK] Z2FBRLET, [O—ILE]
T. [IoTMitigationActionErrorlLoggingRole] AL ET, LT, [{EK] Z&IRL
7,

6. [INZX—Z]0[OJE&ENPO—IL] T, [IoTMitigationActionErrorLoggingRole] %&i#EiR
LET, [ATJLAXRI] T, [Error] ZBRLET,

7. [MERK] ZBIRLEXY,

EEMRCENEEZERTS

ROFIETE, BAT 0232 2EEBRRICBERAIZHEZRLET,

EERROBNT 03> OER 9


https://console.aws.amazon.com/iot
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-mitigation-actions.html#defender-audit-apply-mitigation-actions.html
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AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

THEHENEERREZENIZICE

1. AWSIloT AV V- ZREXRT, TET—>32RA2T, [EF2VT 1], [EE] DIECER
L. &R Z2BRLET,

MSTIEEFRZBRLET,
RREWIALET,
[Start mitigation actions] (M7 0> 3> ORK) Z2FIRLET,

[OJ RN '] T, HUBIIZER L BB 7 V232 EnableErrorLoggingAction Zi#IRL
£9, BELCHLTZEHIC, FEROREBREICHETN BT Va2V EZRBIRTEET,

ERI-RZ2ERIZ| T, EEFIVITRENEERI-RZERLET,
7. [BARAVZRK 2BRLET, BERTIVZIVHARTENDIRTHIDN DB EENBUET,

o & 0N

o

BT OaAHBEEL L 2RI BICIE
1. AWSIoT OV =IO FES—23aRA2UT, RE] ZERLET,
2. [H—EROY]1 7T, [AFL AR D Error (least verbosity) THhD & ZHRLET,

AWS loT Device Defender B5& IAM O—I)LOER ( 7> 3> )

RDFIETIE. AWS loT AD AWS IoT Device Defender 5t & ElY) 7 O AEZIRH TS AWS loT
Device Defender B52 IAM O— /)L Z4ERK L £ 9,

AWS loT Device Defender O —E AO—)LZERT B (CE (1AM IV =)L)

1. AWSNZXZ X RNIAVY—=NL Y42 42U T, IAM 2V =)L hitps://
console.aws.amazon.com/iam/ ZBZ £,

2. IAMOVY=ILOFESF—2a>RA42VT, [A=I)]. [A—IZEKX] ZBIRLET,

3. AWSOH—EZXA0oO—-IEZA47ZBRLET,

4. [TDMDO AWS O —EADI—AT—A] T, [AWS loT] Z:#IRL . [loT - Device Defender
Audit] ZERL £7,

5. [RN\] ZEBRL %7,

6. (A723U)TOELAFANERERELET. cOT RNVARMEERL, Y—EAO—-ILTHE
RATEERIN, Y—EARALCVZ7ZnEO-ILTREHYEE A,

AWS loT Device Defender B2 IAM O—JLOER (A 7> 3> ) 10


https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

[Permissions boundary] (7 7 2 AFAIDIER) V> 3> ZEMAL . [Use a permissions
boundary to control the maximum role permissions] (7 7 EAFTOERZFEAL T, O—ILD
TORAFAOLRZHBRETS) ZERLET, IAMICE., SBLEZOTHT2 NAD AWS ER
RUS—ENAEIN—BBRI—OQUARNFHYNET, TOEAHFAORRIZERATERY
S—%BRTBH, [RUD—ZER] ZBRLTHLVWI SO RT2EE, HILLRDVS—%
TONSERLET, FHMICOVTIEE, TIAM I—Y—HA Ry @ "IAMAKR) > —0ER, %=
SBLTILKEEV, RUS—ZERLES, TOXTZHALUTROXTICRY ., POERAFAD
BRELVLTEATARIUD—Z2BRLET,

7. DRN]ZEBRLEY,

8. —cOO—-IIDENZRAILPI<KIZO-IILBZANLET, O—IILBRFEAWS THIY
NT7HAHIDVRAT—ETHIBENfHYVET, ANFEPMXFREBEhELEA. flX
(&, PRODROLE & prodrole EWVWSO— /LB EMAERTDIELEFETEFRLEA, Z<DOIYV
TATALK)O-INSREND Y, ERRICO-IINBZEETDIERFTEEE A,

9. (#7732 a>)[Description ()] (Cik, FILLWO—ILOFHBEZADLET,

10. [Step 1: Select trusted entities] (AT Y 7" 1. FEEA LT 1 T 1 OER) £ /=& [Step 2: Select
permissions] (AT ¥ 7" 2: #RDIBR) Ot o> 3> T [Edif] |w®E) Z2#RL, O—ILOI1—A
T—ALIERZZEELET,

M. (A723)BTEF—NJ1I—RTFELTTRYFLT, XE&F—221—H¥—ICEMLE
T, IAMTORITOERAICETIFHMCOVTE, IAMI—H—FHA RO TIAM VY —AICA
Jeft%, 22RLTLEEL,

12. O—)LiEHZz#RAL. O—JLOER 2BRLET,

SNS BHIZBMICTD (F7>3)

ROFIETIE, Amazon SNS (SNS) BHIZEMICL T, BEETTEEO VY —ANFEE i E
ICBELET, COF1—NUTILTR, BEEFIVIEZEMELTZ Fa—KNUTILTEMICLE
EEFIVIOBHNZRELET,

1. FERELTVEVEEGE, AWSYEZIXRIVY—IIL BHTSNSAD
TORLAZRMBIDZIRIS—ETEYFLES, chETDICE, TIAM 11—
B—HAR, O TIAMI—H—TIN—TANORI>—OF XY F 1 OFIRICH
T. AWSloTDeviceDefenderPublishFindingsToSNSMitigationAction 7R1) > —%#IR L £ 7,

2. AWSIloT OV —I)IZBEEXT, TES—>3a RAVT, [EF2UT 1], [EBEE] DIEICER
L. [RE] ZBRLET,

SNS BHIZBEMICT S (A7 3Y) 11


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-start
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_attach-policy.html
https://console.aws.amazon.com/iot
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3. [Device Defender DEEERZREI| R—Z DO TPICH B, [SNSTZ—RZBEMICTS] ZBRLF
CB

4. [B%h) ZBIRLET,

5. [FEY DL FLWREY JZER] OIEICERLET. NEY I IoTDDNotifications &
WSBEIZM T, [EK] ZIBIRLET, [O—JL]ICIE. TAWS loT Device Defender E5 & IAM
O—)IOER (A7>32 ) 1 TERLEO-ILZEIRLET,

6. [EF) ZBIRLET,

7. Ops 7Y RTA—ALTE X—=I)L®THFANZ Amazon SNS BHTEZEELLVEEE., T1—
H—iB41(Z Amazon Simple Notification Service Z#FH 25 1 ZSBL TS EE L,

DARN—ANZ— RF—OT IV EAFUERETS (F7>3)

(® Note

CDEREE. AWS IoT Core DHARN—NZR—I RF—ICATRNALTLVBRBAICOH
M\ET T, RERE®O AWS loT Core BESLDEFFEMIC DOV T, TAWS loT Core TORER
NDT—RES) BSBLTLSEETL,

REBRED AWS loT Core BE St THARNY—NFR—T RF— (CMK) ZBEMIZLTVBHEE, AWS
loT Device Defender EETHEHAE NS IAMO—J)LICE, T—RX%2ESITHLEOOEBMOT VA
ANBETT, CNSOTIVAFAN ZV\WE, EBEARL -3 IFRBELULET,

AWSIoTDeviceDefenderAudit EEBRU I —ICIE, BR/DIFEOFRAICH> T, BitLD
kms:Decrypt PV EAFAREEFNEEA. NAIN—NXZX—I RF—ZFEHATDEEEF. Chs
TOEAHFAEZFETCEEO-INICEBMNTZIHEN BV ET,

AWS |loT Device Defender B5Z IAM O—)J)LIC KMS 7V AHFAZEBMTDICIE

1. AWSXZRZ X RNIAVY=ILIZHAL4242L T, IAM 32 =)L hitps://
console.aws.amazon.com/iam/ ZH& £ 7,
2. FEF—=23arR42>T[A—)L] £&RL., AWS loT Device Defender B5 2 IAM O— )L DERK
(A7232) TERLULEO-LNELGEESZTEOBABRICEEL O-LZKRELET,
. A-)LBEBERLT, FHER—DZREXT,
4. [FORAFUZRTT[7IOAHFTOEM ZBRLES, [1054 KR —DOEK] iR
LET,

NABI—IR—T RF—OT I AFAZRETS (A7 3Y) 12


https://docs.aws.amazon.com/sns/latest/dg/sns-user-notifications.html
https://docs.aws.amazon.com/sns/latest/dg/sns-user-notifications.html
https://docs.aws.amazon.com/iot/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/iot/latest/developerguide/encryption-at-rest.html
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5. [JSON] 27 %EIRLTRDODRIS—ZANLET, O us-east-11)—>3
>, 111122223333 T HI N ID. BKV KEY_ID #EEND AWS KMS F—NDFMAICEZ 2
AFET,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kms:Decrypt"

1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/KEY_ID"

}
]
}

6. [RN]ZERLZET,
7. [RUZ—B1IChH X TVAEH (DeviceDefenderAuditKMSDecrypt 5 &) ZANLE T,
8. [Create policy] (RS —DERK) ZiBIRL ET,

(F7>ar)OQJe&eBMLT S

COFIETIE. AWS IoT A" CloudWatch Logs ICHERZFLERTED R SICTAIHEICODVTHHALE
T, chllkY), BEERREZRTTEERT, OJVERZEMCTRIE, HENFRETIEENHYE
9,

OJR&FzEMICTDICE

1. AWSIloT OV —I)ZBEET, FTES—23aRAOT[RE] ZBRLET,
2. [AY]T, [OJNEE] #iBIRLET,

FLVO—=JL] T, [A=L0EK]ZVJY OV LET, O—JLIZ AWSIoTLoggingRole £EWD
BElzfA, EX] ZBRLUET. RUS—RFBBNICTRYFEhET,

[ATLARILT, [TNYT (BEAR) 2BRLKXT,
[E#] Z2:BRL X T,

w

o &

(A7arv)ynJEgezqwLs s 13
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ML Detect i1 R

(® Note

loT AWS Device Defender M H#EEF . FROBEFEREFCRAVELETAELSAZYE

¥, AWS IoT Device Defender D& H#ERED KRB A EZDFMIC DV T, TAWS IoT Device
Defender M HEEBEEDTTAMNEFE | 258 L T &L, AWS loT Device Defender MBS
BEHEOTRAMICEERFHY T A,

® Note
ML Detect i&, AT U =23 > TCRIEFNBAVEETEE A,

1

- 7

S TINST74Y 9 (XL—27)

\

CORBAEEDTA RTRE, BHEE ML) Z2ZFAL T, FNAAPSOBEBXRNJIAT—2ICE
SVWTHEEES NBDEEDOTETI)L ZHEMR T S ML Detect Security Profile Z#ER L £9, ML Detect (Z &
2MLEFINOERPIC, EBRAZEFRTEET, ML EFILOBER, 77— LZBRENICKRT
BRUOAEL, BEECNLEBEEENTEET,

ML Detect 5 TZ API X RBKT CLI ON ROFEMICOVWTIEE, "MLEH, 2838HBLTL
zEEW,

COEICRK, UTOEI>avHFrEEhTVET,
- BIREH

« 12V —)LT ML Detect ZEH 32 H %

« CLI T ML Detect ZfEF T % 5%

Bl FR SR

c AWS THUY R, ChER>TUAWBAR, REESBLTIEEL,

>Y—)L T ML Detect ZER T3 5%

Fi—-KUTL

ML Detect 1 R 14


https://docs.aws.amazon.com/iot-device-defender/latest/devguide/dd-detect-availability-change.html
https://docs.aws.amazon.com/iot-device-defender/latest/devguide/dd-detect-availability-change.html
https://docs.aws.amazon.com/iot/latest/developerguide/dd-setting-up.html

AWS IoT Device Defender AWS loT Device Defender #A O Y /S—H A K
« ML Detect Z5201LT %

c MLETFIDAT—RAZERTD

« ML Detect 7 2 —LZHRTS

s ML7Z—LZWAETS

« P77—LOWENREEN—TTFD

s BESHETFNAAOEBZENTS

ML Detect ZE LT
KTOFIETE., OV —I)LT ML Detect ZERET D HEICODVWTEHBALET,

1. 2T, TFLOMBHARNL - T EBHFOLBIC, 7/N4 A ML Detect D BN EH TRE
BENTVWBECALR T, BEERIBIF—FRA Y NEERT B EERRLET,
F—RREERSDICR, EFIUFATOATTANIE—TY N (E/EEBE/OTN—T
THIBEFHYET) CRECTRYFENTVBESCLET,

2. AWSloT AV =)L+ ES—>3a>RA42 T, [Defend] (B5f) ZEBEL £, [Detect] (&
). [Security profiles] (Z¥ 2154 707 7 A4 JL, [Create security profile] (¥ 215 470
774 I)LDOFERK). [Create ML anomaly Detect profile] (ML EE#&HE7O7 7 41 ILOER) DIBEIC
EBRLET,

3. [Set basic configurations] (BN EEREZME) R—I T, UTZERITLET,

« [Target] (Z—47'Y N) T, =Y RFNAARTIN—T%#BRLET,

* [Security profile name] (EF*¥ 174 7O77A4J)LR) T, X1V FT47O7 74 OAEH
ZABDLET,

« (#7232 ) [Description] (iBH) T, ML7’O7 7A ) OB HRPZTLATEE T,

- [Selected metric behaviors in Security Profile] (¥ 2174 7077 A )L TOBERE =X K
DOAQOEE) T, BERITBIXRNIIRAZERLET,

>V —)LT ML Detect ZfE T2 5% 15
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AWS loT Device Defender Detect Security Profiles Create ML Security Profile

Step 1

Set basic configurations i«

Select target and metrics that you would like to configure for your ML Security Profile.

Set basic configurations
Step 2 - optional
Security Profile basic configuration

Step 3
Target

All registered things 3

Security Profile name

Srart_lights_ML_Detect_Security_Profile

Entar a unique name containing only: letters, numbers, hyphens,
or underscores. A Secur Ly Profile name canneot contain any

spaces.

Description - eptional

ML Detect security profile for monitoring smart lightq

Selected metric behaviors in Security Profile (&) nfo
You can assass how your fleet of devices is operating across the following metric behawiors.

Add cloud-side metric ¥ Add device-side metric ¥

Datapoints

. Datapoints o
. ML Detect required to . MNotification
Metric Type i R required to
confidence trigger £
clear alarm
alarm
Authorizatio
. Cloud-side High 1 1 Suppressed
n failures
Connection
Cloud-side High 1 1 Suppressed
attempts
Disconnects Cloud-side High 1 1 Suppressed
Message
_ < Cleud-side High 1 1 Suppressed
size
Messages
Cloud-side High 1 1 Suppressed
received d i
Messages
cent 9 Cloud-side High 1 1 Suppressed

BTLES, [Next (RN\)] Z:BRL X T,

4. 1VJRZ KD [Set SNS (optional)] (SNS DFEE (F 723 V)R—=DT, FNA AN 70774
ILOEEICERLESENDTS—ALBHO SNS REY U EIEELET, BIRL = SNS hEY
VTRITIDEHICEATZ IAMO-I)LZBRLET,

SNS O— )L ZFEFHF > TV BRWEERF., ROFIEICH ST, LYEEBDEYNET IV AFTL
EEEREZHF O>O-ILZERLET,

>V —)LT ML Detect ZfE T2 5% 16



AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

c IAMOVYV—)LIEBEBLET, FETF—>3a R4 T A ZBRLEE, [O—LOE
K] 2 BRLKXT,

c EEENLEIVTATADRATEER] T, [AWS OY—ERX] 2BRLET, TOH%,
[Choose a use case] (1— AT —AMi&EIR) T [loT] Zi#IR L. [Select your use case] (I1—
AT —AMiER) T [loT - Device Defender Mitigation Actions] ZiZIRLET, TTL L
5., [Next: Permissions] (X\: 7 O A Z#IRLE T,

« [Attached permissions policies] (7 Y FENT V2 AFHAR > —)
T. [AWSIloTDeviceDefenderPublishFindingsToSNSMitigationAction] AMEIREhTWB Z &
ZHERRL TH S, [Next: Tags] (RN\: ) ZiBIRLF T,
1 ° 3 4

+ Attached permissions policies

The type of role that you selected requires the following policy.

Filter policies ~ Q search Showing 6 results
Policy name « Used as Description
» AWSIloTDeviceDefenderAddThingsToThingGrou..  Permissions policy (1) Provides write access to loT thing groups andr...
» AWSloTDeviceDefenderEnableloTLoggingMitig.. ~ Permissions policy (2) Provides access for enabling loT logging for ex...
» AWSloTDeviceDefenderPublishFindingsToSNS... Provides messages publish access to SNS topi...
» AWSloTDeviceDefenderReplaceDefaultPolicyMi... Provides write access to loT policies for execut...
» AWSloTDeviceDefenderUpdateCACertMitigatio... Provides write access to loT CA certificates for ...
» AWSloTDeviceDefenderUpdateDeviceCertMitig... Provides write access to loT certificates for exe...

» Set permissions boundary

* Required Cancel Previous Next: Tags

- [Add tags (optional)] (Z % MBI (A7 3>) Tk, O—JLICEERTZ T ERMTE S
T T LS, [Next: Review] ZiBIRL E T,

 [Review] (LE21—) T, O—/LICEBZ
7. AWSIloTDeviceDefenderPublishFindingsToSNSMitigationAction A" [Permissions] (7 7 &z
AFFH) OTICRIRE N, AWS service: iot.amazonaws.com A" [Trust relationships] (15 %8 B3 &)

>V —)LT ML Detect ZfE T2 5% 17
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DRICKRRENTVDREEBRLET, KT LES, [Create role] (A—ILDERKR) ZEIRL
S

Identity and Access
Management (IAM) 1

Roles > Sample-SNS-role
Delete role

Dashboard

Access management

Summary

Role ARN

Role description

arn:aws:iam::049832161882:role/Sample-SNS-role fa

Provides AWS |oT Device Defender write access to publish SNS notifications | Edit

Groups Instance Profile ARNs [val
Users Path /
Roles Creation time 2020-12-21 1713 PST
Policies Last activity Not accessed in the tracking period
Identity providers Maximum session duration 1 hour Edit
Accolnt seftings Permi Trustr lips Tags Access Advisor Revoke sessions
v Access reports
Aeckas walioe ~ Permissions policies (1 policy applied)
Archive rules © Add inline policy
Analyzers
Settings Policy name ~ Palicy type «
» WP AWSloTDeviceDefenderPublishFindingsToSNSMitigationAction ~ AWS managed policy X

Credential report
Organization activity

Service control policies (SCPs)

Identity and Access
Management (IAM)

4

Dashboard

Access management

» Permissions boundary (not set)

Roles > Sample-SNS-role

Summary

Role ARN

Role description

Delete role

arn:aws:iam::049832161882:role/Sample-SNS-role (7]

Provides AWS |oT Device Defender write access to publish SNS notifications | Edit

Groups Instance Profile ARNs 7]

Users Path /

Roles Creation time 2020-12-21 1713 PST

Policies Last activity Not accessed in the tracking period

Identity providers

Account settings

Access reports

Access analyzer

Maximum session duration

Permissions

Trust relationships

1 hour Edit

Tags Access Advisor Revoke sessions

You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document

Archive rules Edit trust relationship
Analyzers Trusted entities Conditions
Settings The following trusted entities can assume this role. The following conditions define how and when trusted entities can

Credential report

Organization activity

Trusted entities

assume the role.

There are no conditions associated with this role.

The identity provider(s) iot.amazonaws.com

Service control policies (SCPs)

Q, Search IAM

5. [Edit Metric behavior] (X M) 0 AQEBEDIRE) R—2 Tk, ML OBMEDREZHARXIA X
TEET,

>V —)LT ML Detect ZfE T2 5%
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AWS loT Device Defender RO Y /N—H 1 R

AWS loT Device Defender

Step 1

Set basic configurations

Step 2 - optional

Edit metric behaviors

Step 3

Detect Security Profiles

Create ML Security Profile

Edit metric behaviors - optional

Update ML behaviors with behavior name, alarm criteria and notification settings.

Edit metric behaviors

Authorization failures

Behavior name

Authorization_failures_ML_behavior

Datapoints required to
trigger alarm

1

Datapoints required to
clear alarm

1

Metric

Authorization failures

Notifications ML Detect confidence

Suppressed ¥ ‘ ‘ High ¥

Bytes in

Behavior name
Bytes_in_ML_behavior

Datapoints required to

trigger alarm

1

Datapoints required to

clear alarm

1

Metric

Bytes in

Notifications ML Detect confidence

Suppressed ¥ ‘ ‘ High ¥

Connection attempts

Behavior name

Connection_attempts_ML_behavior

Datapoints required to

trigger alarm

6. #TLES, [Next (XN)] ZBIRLE T,

7. [Review configuration] (X E D) R—2 T, HMEE CERT 3 BEZHER

ZERLET,

Datapoints required to

clear alarm

Metric

Connection attempts

Notifications ML Detect confidence

Suppressed ¥ | | High ¥

. [Next] (X~)

>V —)LT ML Detect ZfE T2 5%



AWS IoT Device Defender
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AWS loT Device Defender
Step 1

Set basic configurations

Step 2 - optional

Edit metric behaviors

Step 3

Review configuration

Detect Security Profiles

Review configuration

Edit ML Security Profile

Security Profile basic configuration

Profile name

Smart_lights_ML_Detect_Security_

Profile

Target

All registered things

Description

ML Detect security profile for

monitoring smart lights

Selected metric behaviors in Security Profile

Behavior

name

Authorizatio
n_failures_
ML_behavio
r

Bytes_out_
ML_behavio
r

Connection_

attempts_M
L_behavior

Disconnects
_ML_behavi
<

Metric

Authorizatio

n failures

Bytes out

Connection

attempts

Disconnects

Type

Cloud-side

Device-side

Cloud-side

Cloud-side

ML Detect

confidence

High

High

High

High

Datapoints
required to
trigger
alarm

Datapoints
required to
clear alarm

Sup

Suf

Suf

Sugp

8. EFa1UF«47O77AINOERMKIE. [Security Profiles] (EF¥1UF47O77A4)) R—=T(Z
DAL RNENET, TR, MILKERENEEFIVTATOT7AIIFRTENE

ERD

® Note

MLEFILOMBRL —Z2J &A=
REBTITAETANHZERR,. BETRITZ—LARTENDZENBEEIE

ER

IRXRTIC 14 BELAVWERT, T/NAAL

>V —)LT ML Detect ZfE T2 5%
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MLEFIDAT—RAZERTS

MLEFILAMBRNL-—Z2JHBRNICH2EE. XROFEZRTIDETVOTEEBRRZE

WTEXY,

1. AWS loT AV —=ILOFES—2 a2 RA42 T, [Defend] (FhfH) ZEB L. [Detect] (HRH).

[Security profiles] (EF¥21UF7 47077 4)L) OIEIZERLE T,

2. [Security Profiles] (EF¥1VF«47O77A4IN)R—DT, BRAITBDEFX1VF4707714)L%
BIRLET, TD#E, [Behaviors and ML training] (B1fEE ML RL—Z29) ZB8IRL E 7,

3. [Behaviors and ML training] (B1#fE& ML RL—Z—>9)R—=2 T, MLEFILOKNL—Z2T D

BRREEBLET,

EFILDAT—RAN [Active] (T IT 14 7) I &, ERAMRICEDWT Detect MIRTE % BF

wmLU, BE7O77AILNEZEHLET,

Behaviors and ML training (7)

LowConfidence_MladBehavior_NUM_LISTENING_TCP_P LowConfidence_MladBehavior_NUM_LISTENING_UDP_P
ORTS ORTS
Model status Metric Model status Metric
@ Active Listening TCP port count @ Active Listening UDP port count
Last built Confidence Last built Confidence
March 19, 2021, 09:31:02 Low March 19, 2021, 09:31:02 Low
(UTC-0700) (UTC-0700)
Target Notification Target Notification
RulesToMladProfileUpdatething-  Not suppressed RulesToMladProfileUpdatething-  Not suppressed
group--13d34e0d2cBe139e group--13d34e0d2cBe130e
Datapoints required to trigger alarmDatapoints required to clear alarm Datapoints required to trigger alarmDatapoints required to clear alarm
%, of all training days required % of all training days required

100% 1
%, of all training data required %,of all training data required

LowConfidence_MladBehavior_NUM_ESTABLISHED_TCP
_CONNECTIONS

Model status Metric

@ Active Established TCP connections count
Last built Confidence

March 19, 2021, 09:31:02 Low

(UTC-0700)

Target Notification

RulesToMladProfileUp i Not supp
group—13d34e0d2cBe13%e

Datapoints required to trigger alarmDatapoints required to clear alarm

® Note

EFILABELEERY CEBLEVEER. T/N1AD
BELTEZWL,

ML Detect 7 5 — A=Y

FNEH ERELTVWA R

MLEFIABEE N, F—IHEROEBIES LS, EFINCR>THAEND TS —LZEH

ICRFBLTRAETERY,
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AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

1. AWS loT OV —=)ILOFES—> 3> R4 2T, [Defend] (B51H) ZBBIL . [Detect] (&),
[Alarms] (7 5 —L4) OJEICEIRL E T,

AWS loT Device Defender Detect Alarms

Alarms

All alarms (5) info

Q 1 (o]
First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confidence
September 03, 2021, iotconsole-68379bc-c245-4ffe-8ef7- fden Rulebased Authorization_failures Authorization failures: Unknown
15:50:00 (UTC-0700) b2b52e78975¢ - 0 failure(s)

September 03, 2021, iotconsole-539d0ef0-3504-da9¢-a7al- cen Ao based Authorization failures: -
15:50:00 (UTC-0700) be53b472b850 0 failure(s)
September 03, 2021, iotconsole-81c61d7-9362-4c87- fden Rule-baced Authorization failures: Unknoum
15:50:00 (UTC-0700) ada6-33389147349 0 failure(s)
Septemnber 03, 2021, iotconsole-23e8ec9a-2162-456e- fdsa Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) 38c2-30238267618 0 failure(s)
September 03, 2021, iotconsole-8520278e-29aa-4554- s e based Ag;ng;‘if;“"”—fa““’es Authorization failures: I
15:50:00 (UTC-0700) b3b6-111b3063228f ’ . 0 failure(s)

2. [History] ((BE) 2T I_BEBHTHE, PTO—LRETREEBLB2EFNAADEMAZRRTDL
£ETEXET,

AWS loT Device Defender Detect Alarms

Alarms i

Show events for: | Last 14 days ¥ | | All Security Profiles ¥

180

o —=
Y “—_../ —e
0 | ) 1§ et
Aug 21 Aug 22 Aug 23 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30 Aug 31 Sep1 Sep2 Sep3

@ natarm ¢ Alarm cleared [l Alarm invalidated

SFMBEWERNB T B2k, [Manage] (BE) T [Things] (/) Zi&RL ., HMERRITDE/ %
#IRL T, [Defender metrics] (Defender X NV R) ICBEILE T, [Active] (FOT147)R7
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AWS |oT Device Defender AWS loT Device Defender RO Y /N—H 1 R

»5., [Defender metrics graph] (Defender X N O RAT SV ICTOEAL T, 7S5 —LIREEIC
HEDEDINTICKHULTHAEZRITTEET,. COBE, 57X Y E—2H A XDORANA
INRREN, PI—LNFBABENET, TOR, P5—ALNIOVTENiERBERTESE
CP

AWS loT Things smart_light_thing_1

smart_light_thing_1

NO TYPE

Actions ~

Details Metric Time range
Securi Message size - Maxi... ¥ Last 14 days v
Thin u : : : i i
Dimension (optional) Dimension operator
Shadows v
nt
Message size - Maximum
Activit
1000
Reset zoom

. - d— A
Violations 750 T y

i 03/19/2021 12:55 UTC
Defender metrics # Message size - Maximum: 801

500
250 \

»
L,

12:45 12:50 1255 13:00 13:05 1310 1315 13:20

=k~ Message size — Maximum

ML7Z—LZMAETS

ML EFIAFBEE N, F—RXHAOEBIEL LS, EF21UFTF47O07 740 ML BHEERER
FHUTHREEZLETEET, XOFJEIFE., AWSCLI TEF21UF47O7 74O ML BERE
EEHMIDHEERLTVET,

1. AWS IoT AV =IO FES—>3 2 RA42 T, [Defend] (B5f) ZEBAL . [Detect] (# ).
[Security profiles] (EF+21UF 47077 4)L) OIEIZERLE T,
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AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

2. [Security Profiles] (¥ 21 VFT47A77AIN)R—D T, RT3 X217 4707 74D
BILHBDTFIVIRYIREFVICLET, TDOHE, [Actions] (F V3 2), [Edit] (fREE) OB
ICERLET,

Types AWS loT > Device Defender » Detect » Security Profiles
Thing groups

Jobs Edit

12 03 . >
Tunnels Delete
Threshold Metri
b Fleet Hub Security Profile reshor Behaviors etrics Target Creation date Notifications
type retained
» Greengrass
i March 17, 2021, Suppressed
©  smart_lights_ ML Detect_Security_Profile ML 9 c All registered things
» Wireless connectivity ‘ 12:58:14 (UTC-0700) )
March 16, 2021, Suppressed
» Secure .
MyEmptyGorupSP ML 6 EmptyGroup 17:52:01 (UTC-0700) (6)

3. [Set basic configurations] (BEAEHOEE) Tk, EF1VF47A774ILOE—7Y hOE
JOTN—TZRABLIEY, ERITBIXNIVIORAZEELLEYTERT,

>V —)LT ML Detect ZfE T2 5% 24
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AWS 1aT Device Defender

Step 1
Set basic configurations

Step 2 - optional

Stap 3

4., ROWVWTFhAZEEHFHFTSICIE, [Edit metric behaviors] (X MU 2 ADEEDIRE) ICBEIL £

ERD

C TS
C TS
e ML Detect EEL XIL

Detect

Security Profiles Create ML Security Profile

Set basic configurations i«

Select target and metrics that you would like to configure for your ML Security Profile.

Security Profile basic configuration

Target

All registered things 3

Security Profile name

Srart_lights_ML_Detect_Security_Profile

Enter a unique name contakning only: letters
C or underscores. A Secu rity Profile name canneot contain any

Description - eptional

numbers, hyphens,

ML Detect security profile for monitoring smart lightq

Selected metric behaviors in Security Profile (&) nfo

You can assass how your fleet of devices is operating across the following metric behawiors.

Add cloud-side metric ¥

Add device-side metric ¥

Metric

Authorizatio
n failures

Connection
attempts

Disconnects

Message
size

Messages
received

Messages
sent

Type

Cloud-side

Cloud-side

Cloud-side

Cloud-side

Cloud-side

Cloud-side

ML Detect

coinfidence

High

High

High

High

High

High

—LEZRBITRIEOICXERZ ML EFILOTF—RRA K
—LZVITIREOICBEBZMLEFILOF—2RA2 K

ML Detect BHl (FlZ . HFEIE N TVELCA IMHEn)

Datapoints
required to
trigger
alarm

Datapoints
required to
clear alarm

Motification
£

Suppressed

Suppressed

Suppressed

Suppressed

Suppressed

Suppressed

>V —)LT ML Detect ZfE T2 5%
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-~
AWS loT Device Defender Detect Security Profiles Edit ML Security Profile
Step 1 . - . .
B Edit metric behaviors - optional i+
Set basic configurations
Update ML behaviors with behavior name, alarm criteria and notification settings.
Step 2 - aptional
ECEIMEtichenalons Edit metric behaviors
Step 3
Authorization failures
Behavior name Metric
Authorization_failures_ML_behavior Authorization failures
Datapoints required to Datapoints required to Notifications ML Detect confidence
trigger alarm clear alarm Suppressed ¥ | | High ¥
1 1
Bytes out
Behavior name Metric
Bytes_out_ML_behavior out
Datapoints required to Datapoints required to Notifications ML Detect confidence
trigger alarm clear alarm Suppressed ¥ ‘ ‘ High ¥
1 1
Connection attempts
Behavior name Metric
Connection_attempts_ML_behavior Connection attempts
Datapoints required to Datapoints required to Notifications ML Detect confidence
trigger alarm clear alarm | | )
B Suppressed ¥ High =

T2 —LDOBBREEZY—TU TS

RADREZREL . TORIREOFHAZADL T, P7—LEN—JLET, chid, BPECHS
DF—LHFRBEITZIHBENDBVNTZ—LAZRETIDICRIUEET,

1. AWSIloT V=IO FES—>3 > RA 2T, [Defend] (B5f) ZEF L. [Detect] ().
[Alarms] (75 —4) QIECERLET, RIEREEI—IFBTS—LEBRLET,

>V —)LT ML Detect ZfE T2 5% 26
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AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

AWS loT Device Defender Detect Alarms

Alarms e

All alarms (1/5) info Start mitigation actions

Q 1 ®
-] First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confid¢
September 03, 2021, iotconsole-6f8370bc-c245-4ffe-Bef7- e fulebased Authorization failures  authorization fallures: |

15:50:00 (UTC-0700) b2b52e78975¢ 0 failure(s)
September 03, 2021, iotconsole-539d0ef0-3504-4a9¢c-a7al- fdsa Rule-based Autharization failures: Unknown
15:50:00 (UTC-0700) be53b472b850 0 failure(s)
September 03, 2021, iotconsole-81fc61d7-9362-4c87- Authorization failures Autharization failures:
fdsa Rule-based _behavior ’ Unknown -
15:50:00 (UTC-0700) 3da6-333891f7349 Notificatio 0 failure(s)
September 03, 2021, iotconsole-23e8ec3a-2162-456e- s Rule-based Al‘]‘ép‘:ziifr“""ffai‘“'es Autharization failures: rikoun
15:50:00 (UTC-0700) 8c2-302c38261618 a 0 failure(s)
September 03, 2021, iotconsole-85e0278e-29aa-4554- » Rule-based Authorization failures: .
15:50:00 (UTC-0700) b3b6-111b3063228f - uiebase 0 failure(s) nknown -
< >

2. BRIPREBEN—V TR ZBVET, RIDREE-SFIILIHEET,

3. EYISKRIDREZBRRL ., RIAOHB (A7>32 ) ZAHL., MarkZ B ET, DTV
>avik, BRUETZ—ACKRIDREBEHBAZE HTERT,

Mark verification state X

Select verification state

Providing AWS with information about your alarm verification state helps AWS improve the ML and
Rules Detect features. By marking verification state on an alarm, you agree and instruct that AWS may
use and store your device metric data that triggered the alarm and the related alarm information to
develop and improve Detect in the future.

Unknown a
True positive
False positive

Benign positive

Unknown

>V —)LT ML Detect ZfE T2 5% 27
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BESNLETNAAOBEZENT S

1. (A7 23V)REBROBNT V232V Z2REITDHEIC,. BRLTVARTF NS RAZBEITIRE
TIN—TEZRELEL&S, BEODIVIN—TE2HRATDEETEERT,

2. [Manage] (B®). [Thing groups] (E./ ® %' )L—7"), [Create Thing Group] (E/ DT IL—7"D
ER) DIBICBEBLET, E/OTIIN—TICBEZNFHTET, cOF1—NUTILTRE., £
/DT —7IC Quarantine_group EVWS BB ZFIFTE T, [Thing group] (E/ DT )L—
7). [Security] (F 1T 1) Tld. E/OTN—TCROKUS—EBELET.

JSON
"Version":"2012-10-17",
"Statement": [
"Effect": "Deny" ,
"Action": "iot:*",
"Resource": "*"
AWS loT X AWS loT Thing groups Create thing group
Monitor
Activity Create Group
» Onboard
¥ Manage
Things Create a Thing Group
Types frr::tt;:‘gruup of selected things. You can add and remove things from your group after
Thing groups
Billing groups

#£7T L5, [Create thing group] (E/ DT I —TDER) ZiBIRL E T,

3. ®T/DOIIN=TEZERLIEDOT, Po2—LREDT/NA A% Quarantine_group [CBEITS
BRMT7Oa>EERLEL &5,

[Defend] (F54) @ [Mitigation actions] (#&MF7 2 3 2/) T, [Create] (fERX) ZEIRL £,

>V —)LT ML Detect ZfE T2 5% 28
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AWS loT Device Defender RO Y /N—H 4 R

4.

AWS loT x AWS 18T > Device Defende:

Monitor
Mitigation actions (2)

eeeeee d date Action name

» Manage November 03, 2020, 23:21:17
(UTC+0000)

» Greengrass June 08, 2020, 19:04:23

(UTC+0100)

¥ Audit

[Create a new mitigation action] (1L W EF 7

x5

* [Action name] (7 V23 RA):. BMT U2
¥,

arm:aws:loteu-west-1:614743118091:mitlgationaction/Disable_Device

am:aws:loteu-west-1:614743118091:mitigationaction/MitigatePolicy

2232 0EK)R—I T, UToOBERZADL

3 IZ& 80 (fl: Quarantine_action) Z{FFF

* [Actiontype] (703> OEE): 70> a>0EEEREIRL £, [Add things to thing group
(Audit or Detect mitigation)] (E/ O T I —7I1CF ./ 21BN BAEEOEEF L IEBRE)Z1ER

LET,

« [Action execution role] (7 V23> RTO—-)): O—-ILZEXTEH., FRIICERL TVSDIE

BREBEFEOO-INZERLET,

« Parameters (/N\ZX—2&): T/ OJI—7ZBIRLET. HBIICHERL 2

Quarantine_group ZEATEE T,

>V —)LT ML Detect ZfE T2 5%
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Create a new mitigation action

You can use AWS loT Device Defender to mitigate issues that were found during and audit or ongoing detect monitoring. There are predefined
actions for the different audit checks and detect alarms to help you resolve issues quickly.

Action name  Info

Quarantine_action

Action type Info

Add things to thing group (Audit or Detect mitigation) ~

Permissions

Please create or select a role with the following mitigation action type specific permission(s) and trust relationship.

Required permissions: Manage your service permissions [~
» Permissions

» Trust relationships
You can also attach an action specific managed policy to an existing role, or create a new role with the required managed policy attached.

Action execution role  Info

(LU FCNUL LI Managed policy attached + Create Role Select

Parameters

Thing groups  Info

1 thing group(s) selected. Close

Thing groups Summary

Quarantine_group

ETLES, [Save | ZBIRLET, chT, T7—LAREBOF/NSA AZRERKOE/ DT
N=TCBETHIEMT Va2 e, BEDCTFNARAEZRHEITZIENMT I avFEMEE
Lo

5. [Defender]. [Detect] (&), [Alarms] (7 T —AL4L) QJEICBE L £, [Active] (FIT A7) DT
T, P7—LREICBEDTVER TN/ RAZHIBTEET,
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AWS loT Device Defender Detect Alarms

Alarms

All alarms (5) info

a 1o @
First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confidence
September 03, 2021, iotconsole-68379bc-c245- 4ffe-8ef7- Authorization failures 1, orization failures
fdsa Rule-based _behavior Unknown
15:50:00 (UTC-0700) b2b52e78975¢ . 0 failure(s)
September 03, 2021, iotconsole-539d0ef0-3504-4a9¢-a7al- Autharization_failures Authorization failures:
fdsa Rule-based _behavior Unknown
15:50:00 (UTC-0700) be53b472b850 iNotiieation: on) 0 failure(s)
September 03, 2021, iotconsole-81fc61d7-9362-4¢87- Authorization_failures Authorization failures:
fdsa Rule-based _behavior Unknown
15:50:00 (UTC-0700) ada6-33389147349 Notification: on) 0 failure(s)
September 03, 2021, iotconsole-23eBec9a-2162-456e- Authorization Fallures Authorization failures:
fdsa Rule-based _behavior Unknown
15:50:00 (UTC-0700) 38c2-30238267618 Notfication: on) 0 failure(s)
September 03, 2021, iotconsole-8520278e-29aa-4554- Authorization_failures 4, orization failures:
fdsa Rule-based _behavior Unknown
15:50:00 (UTC-0700) b3b6-111b3063228f Notification: on) 0 failure(s)

RERNROITIN—TIBEHTBT/N1 AZEIRL, [Start Mitigation Actions] (M7 23>0
M) 2 BRLET,

6. [Start Mitigation Actions] ({8F7 2> 3 > OBALR) @ [Start Actions] (72> 3> OBME) T, %
FEERLEBMT7 o2 a7 BIRUET, FIZEE, [Quarantine_action] Z&EIRL TH
5, [Start] (FA%R) ZiBIRL £, [Action Tasks] (F VAV RARI)R—=IHNHEET,
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Start mitigation actions X

Select actions for mitigation.

Things effected by the selected alarm(s)
ddml7

Select Actions
The sequence of action excecutions follows the order of selected action(s)

| a

Quarantine_action

| understand that the selected mitigation action(s) may not be reversible.

7. ZhTTF/)NA AN Quarantine_group I[CfREBEiEh, 75 —LZBIERI LU EEAEORKREE
ERETEXRI, FAENETLES, FNARETE/OTIN—=THL5BELEY, E5IZT7 D
2avERFTLEYTEERT,

AWS loT Device Defender Detect Action tasks

Action tasks (1)
1
Date Task ID Action name Action type Action parameter (1) Action parameter (2) Action Executions
Thing group(s):
December 02, 2020, 14:15:57 (UTCZ) 73fad2ea-9bd8-48d0-af3a-3dbc120b91e7 Quarantine_action Add things to thing group Override dynamic groups: false @ Successful

Quarantine_group

CLI T ML Detect ZfEA T % 5%

CLI ZfEHL T ML Detect 258 ET 2 HEZRICRLET,

Fi—KNUTI
* ML Detect ZE%1{t 9%
s MLETFIDAT—RAZERT S

CLI T ML Detect ZfEF 92 5% 32



AWS loT Device Defender AWS IoT Device Defender A0 ¥ /S—7# 1 K
« ML Detect 72— LZMHRITD

c ML7Z2—LZWAETS

« P2—LDOHBFREEI—DVTB

s BEESNEFNAADBEBEZENTS

ML Detect ZE LT3
LLTOFIETIE. AWSCLI T ML Detect ZEMICT B A EZERLET,

1. EFILOBENBERNL—Z T EEFOLEHIC, ML Detect DHR/NEHFTERENATVDELS
IR THBEBDIRNT—ERA N ETNA AN ERTD L 2BRBLET,. T—FPNE=E
EHBICE, EF1VTA7A77ANCTRYFENET/ OTIN—TICE/HNBREICEFEET
BEROICLTLEEL,

2. create-security-profile AN RZFEAL T, MLDetect ¥ 1 UF 470774 %
ERLET. XOHFIT, security-profile-for-smart-lights EWSBEOEF 1)
TA7AO77AINEERLET, cOTOT7AIIE, BEEENEXYE—2D08, &EOX
BOB, EROBTOR, BLTYTHOBEFIVILET. BT, XKJITAA ML
Detect ETFINEFEHTD & ZMI TS -HIZ mlDetectionConfig ZFEAL £,

aws iot create-security-profile \
--security-profile-name security-profile-for-smart-lights \
--behaviors \

"I{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

},
"suppressAlerts": true
},
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",

"criteria": {
"consecutiveDatapointsToAlarm": 1,

CLI T ML Detect ZfEF 92 5% 33
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AWS IoT Device Defender

AWS loT Device Defender RO Y /N—H 1 R

"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
},
"suppressAlerts": true
},
{

"name": "num-connection-attempts-ml-behavior",

"metric": "aws:num-connection-attempts",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

}

},

"suppressAlerts": true

"name": "num-disconnects-ml-behavior",

"metric": "aws:num-disconnects",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

}

},

"suppressAlerts": true

I

&0

"securityProfileName": "security-profile-for-smart-lights",

"securityProfileArn": "arn:aws:iot:eu-

west-1:123456789012:securityprofile/security-profile-for-smart-lights"

}

3. RIZ, EFAUFA47A7 74N 1 D2FEFEROE/ OJIIN—TICEERGE
¥, attach-security-profile AN RZFAHALT, E/OJIL—TZEF1 V571470
T7A4NICTERYFLET, XOHITIE, ML_Detect_beta_static_group EVWDZRDTE

CLI T ML Detect Z2fEH 92 5%
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JDI)N—T"% security-profile-for-smart-lights E¥1UFT 4707 7 A4 )LICBEE
~HFHET,

aws iot attach-security-profile \

--security-profile-name security-profile-for-smart-lights \
--security-profile-target-arn arn:aws:iot:eu-
west-1:123456789012:.thinggroup/ML_Detect_beta_static_group

H

&L,

4, TEBEFIVT4A7O77A4NEEELES, MLEFIAFNL—-Z2TZFHBELET. ML
EFIONBARNL—ZVTERBENTTIBDETIC 14 BELAYET, 14 BFEBI B L,
TFINAATEREBRTIVTAETANRELEBRE. T7—LFRRENFTT,

MLETFILDAT—RAZERTS

LTOFIETE, MLETFILOETHFON L —Z2 T 2ERTBHEZRLTVERT,

« get-behavior-model-training-summaries AN RZFEAL T, ML EFI/ILOEBHIR
MEXRRLET, ROHITIE, security-profile-for-smart-lights %1740
T77A4ILOMLEFINL—Z2TOEBRROBMEEZRBLET ., modelStatus l&. EFI)L
FRL—Z2VIJZETLES, REOHEOEIL RNFEXEREPTHINZERLET,

aws iot get-behavior-model-training-summaries \
--security-profile-name security-profile-for-smart-lights

A
{
"summaries": [

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Messages_sent_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 29.408,
"lastModelRefreshDate": "2020-12-07T14:35:19.237000-08:00"

.
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{

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Messages_received_ML_behavior",
"modelStatus": "PENDING_BUILD",
"datapointsCollectionPercentage": 0.0

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Authorization_failures_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",

"datapointsCollectionPercentage": 35.464,
"lastModelRefreshDate": "2020-12-07T14:29:44.396000-08:00"

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Message_size_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",

"datapointsCollectionPercentage": 29.332,
"lastModelRefreshDate": "2020-12-07T14:30:44.113000-08:00"

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Connection_attempts_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",

"datapointsCollectionPercentage": 32.891999999999996,
"lastModelRefreshDate": "2020-12-07T14:29:43.121000-08:00"

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Disconnects_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",

"datapointsCollectionPercentage": 35.46,
"lastModelRefreshDate": "2020-12-07T14:29:55.556000-08:00"

CLI T ML Detect Z2fEH 92 5%
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® Note
EFIFBELLEES Y ICEBLBEVEERE., FNA AN ) EfF ZHRELTVWAIEZE
BEAL T EEL,

ML Detect 7 5 —L%ZMHRT S

MLEFIABEEZ N, F—RXAMAOERBIES 2S5, EFLNCI>THAET DT —LZEHN
ICRRTEET, UTOFIETE, AWSCLI TT S —LZRTRIDHEEZRLET,

c IRNTCOTITATBRTS—LZRERTDICE. list-active-violations AN RZEFEH
L&Y,

aws iot list-active-violations \
--max-results 2

A

"activeViolations": []

Fh@&, list-violation-events ON RZFEAL T, BEOHEFICHREESNEINTO
BRERRITDEETEET, XOHITIE, 2020 F£ 9 A 22 H 5:42:13 GMT A 5 2020 F 10
H 26 H54213GMT £ TDERARNZEZVARNLET,

aws iot list-violation-events \
--start-time 1599500533 \
--end-time 1600796533 \
--max-results 2

H

"violationEvents": [
{
"violationId": "1448be98c@9c3d4ab7cb9b6f3ece65d6",
"thingName": "lightbulb-1",
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"securityProfileName": "security-profile-for-smart-lights",
"behavior": {
"name": "LowConfidence_MladBehavior_MessagesSent",
"metric": "aws:num-messages-sent",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

},

"suppressAlerts": true
},
"violationEventType": "alarm-invalidated",
"violationEventTime": 1600780245.29

"violationId": "df4537569ef23efblc@29a433ae84b52",
"thingName": "lightbulb-2",
"securityProfileName": "security-profile-for-smart-lights",
"behavior": {
"name": "LowConfidence_MladBehavior_MessagesSent",
"metric": "aws:num-messages-sent",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

.

"suppressAlerts": true
.
"violationEventType": "alarm-invalidated",
"violationEventTime": 1600780245.281

1,
"nextToken":
"Amo6XIUrsOohsojuIG6TuwSR3X9iUvH20CksBZg6bed2j21VSnD1uP1pfl1xkKX1+a3cvBRSosIBOXxFv4@QkMERYBkNnZ

vxabMe/ZW31Ps/WiZH1r9Wg7R7eEG1i591]/U0iBQ1McP/ht@E2XA2TTIvYeMmKQQPsRj/
eoV9j7P/wveu7skNGepU/mvpV@02Ap7hnV5U+Prx/9+iJA/341va
+pQww7 jpUeHmINOHwW4MqWOyY swORy3w38h0QWEpz2 xwFWAXAARxeIxCxt5¢c37RK/1RZB1hYqoB
+w2PZ74730h8pICGY4gktIxkwHyyRabpSM/G/f5DFrD905v8idkTZzBxW2jrbzSUIdafPtsZHL/
yAMKr3HAKtaABz2nTsOBNre7X2d/jIjjarhon@Dh91+8I9Y5Ey
+DIFBcqFTvhibKAafQt3gs6CUigHdWiCenfJyb8whmDE2qgxvdxGE1GmRb
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+k6kuN5jrZxxw959zfYDgRHv11iEn8h1qZLD@czkIFBpMppHj9cetHPVM
+qffXGAzKi8tL6eQuCdMLXmVE3jbqcIcjk9ItnaYJi5zKDz9FVbrz9qZZPtZJFHp"
}

MLT7Z—LZWAETS

ML EFIIFEREEh, F—RMAOEB/IE>ES, EF21UTA7O7 740 ML BIERE%R
EHLTCHREELETEET, XOFJERF. AWSCLI TEF21UF47O7 74D ML EBHERE
BEHIDHFEEZRLTVET,

c EFIVF«47O774L0OMLBEREZLEETSICIE. update-security-profile
ONV REFERALET. ROBITR, W I2DDEMED confidencelevel ZZEL
T. security-profile-for-smart-lights E¥1)F47O7 74 I OEEZEHL.
TXTOHBEOBHZHFIMBRL ET,

aws iot update-security-profile \
--security-profile-name security-profile-for-smart-lights \
--behaviors \

"[{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",

"criteria": {
"mlDetectionConfig": {

"confidencelLevel" : "HIGH"
}
I
"suppressAlerts": false
I
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel" : "HIGH"
}
I
"suppressAlerts": false
I
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",
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"criteria": {
"mlDetectionConfig": {

"confidencelLevel" : "HIGH"
}
},
"suppressAlerts": false
},
{
"name": "num-disconnects-ml-behavior",
"metric": "aws:num-disconnects",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel” : "LOW"
}
},
"suppressAlerts": false
I
i A
{
"securityProfileName": "security-profile-for-smart-lights",
"securityProfileArn": "arn:aws:iot:eu-

west-1:123456789012:securityprofile/security-profile-for-smart-lights",

"behaviors": [

{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"
}
}
1,
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",

"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
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},
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
},
"suppressAlerts": false
},
{
"name": "num-disconnects-ml-behavior",
"metric": "aws:num-disconnects",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "LOW"
}
},
"suppressAlerts": true
}

15

"version": 2,

"creationDate": 1600799559.249,
"lastModifiedDate": 1600800516.856

Fo—LOEBREZN—UTFD
TI—LLRIAT—RAEY—IL T, PI—LOSEPREEOHAELRITIZEN TERT,

o TI5—AILERREBLETOREOFAEZY—ILET, fllF. 75 —LDKRIIREZE False
positive ICERETHLSHIC, XROON REFEALET,

aws iot put-verification-state-on-violation --violation-id 12345 --verification-
state FALSE_POSITIVE --verification-state-description "This is dummy description"
--endpoint https://us-east-1.iot.amazonaws.com --region us-east-1

H

Lo
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1. create-thing-group AN RZFEAL T, BMT7 O3 AOE/ OIIN—TZERKL F
9. XDOHITIE. ThingGroupForDetectMitigationAction E WS FE /DT I —TZ#ERL £,

aws iot create-thing-group —thing-group-name ThingGroupForDetectMitigationAction

o
{
"thingGroupName": "ThingGroupForDetectMitigationAction",
"thingGroupArn": "arn:aws:iot:us-

east-1:123456789012:thinggroup/ThingGroupForDetectMitigationAction",
"thingGroupId": "4139cd61-10fa-4c40-b867-0fc6209dcasd"
}

2. RIZ, create-mitigation-action ANV RZFEHL T, BMT7 Va3 =ERKLE
T, ROPITE, AT O3> EBERAIZDLEHICEAET NS IAMO—)LO ARN Z{E
AL T. detect_mitigation_action EWSEMT7 V> a2 &ERLET. £, To23>
DEATEZXTDTIIAVDODNTXA—BEZERLET, CcOBE. BMNT7 I3V ICK
v). ThingGroupForDetectMitigationAction £ WS HEIICER L EZE/ OTIL—TICE/FBEIL
9,

aws iot create-mitigation-action --action-name detect_mitigation_action \

--role-arn arn:aws:iam::123456789012:role/MitigationActionValidRole \
--action-params \

{
"addThingsToThingGroupParams": {
"thingGroupNames": ["ThingGroupForDetectMitigationAction"],
"overrideDynamicGroups": false
}
}l
7
{
"actionArn": "arn:aws:iot:us-

east-1:123456789012:mitigationaction/detect_mitigation_action",
"actionId": "5939e3a0-bf4c-44bb-a547-1ab59ffe67c3"
}
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3. start-detect-mitigation-actions-task ANV REFEAL T, N7 O 3aVRAI%
B L E£9, task-id, target, B&LY actions FBE/NTX—XTT,

aws iot start-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction \
--target '{ "violationIds" : [ "violationId-1", "violationId-2" 1 }' \
--actions "detect_mitigation_action" \
--include-only-active-violations \
--include-suppressed-alerts

A

"taskId": "taskIdForMitigationAction"

4. (AT2AV)RARVICEENDENTIVAVORTERRTDICE, list-detect-
mitigation-actions-executions AN RZFEALFT,

aws iot list-detect-mitigation-actions-executions \
--task-id taskIdForMitigationAction \
--max-items 5 \
--page-size 4

H

"actionsExecutions": [
{

"taskId": "e56ee95e - f4e7 - 459 c - b60a - 2701784290 af",
"violationId": "214 fe@d92d2lee8112a6c¢cf1724049d80",
"actionName": "underTest_MAThingGroup71232127",
"thingName": "cancelDetectMitigationActionsTaskd143821b",
"executionStartDate": "Thu Jan 07 18: 35: 21 UTC 2021",
"executionEndDate": "Thu Jan 07 18: 35: 21 UTC 2021",
"status": "SUCCESSFUL",
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5. (7> 3a)describe-detect-mitigation-actions-task AN RZFEHATZ &, BEM
TO2aAVRAVICHTRBEREMEBTEET,

aws iot describe-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction

H

"taskSummary": {
"taskId": "taskIdForMitigationAction",
"taskStatus": "SUCCESSFUL",
"taskStartTime": 1609988361.224,
"taskEndTime": 1609988362.281,

"target": {
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": '"num-messages-sent-ml-behavior"

.

"violationEventOccurrenceRange": {
"startTime": 1609986633.0,
"endTime": 1609987833.0

b

"onlyActiveViolationsIncluded": true,

"suppressedAlertsIncluded": true,

"actionsDefinition": [

{
"name": "detect_mitigation_action",
"id": "5939e3a0@-bf4c-44bb-a547-1ab59ffe67c3",
"roleArn":

"arn:aws:iam::123456789012:role/MitigatioActionValidRole",
"actionParams": {
"addThingsToThingGroupParams": {
"thingGroupNames": [
"ThingGroupForDetectMitigationAction"
1,

"overrideDynamicGroups": false

1,
"taskStatistics": {
"actionsExecuted": 0,
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"actionsSkipped": 0,
"actionsFailed": 0

6. (AZ72aAV)VBNTOIAVRAVD)ARNERBTBICE,
actions-tasks AN REFEHALET,

aws iot list-detect-mitigation-actions-tasks \
--start-time 1609985315 \
--end-time 1609988915 \
--max-items 5 \
--page-size 4

o

"tasks": [

"taskId": "taskIdForMitigationAction",
"taskStatus": "SUCCESSFUL",
"taskStartTime": 1609988361.224,
"taskEndTime": 1609988362.281,

list-detect-mitigation-

"target": {
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "num-messages-sent-ml-behavior"

},

"violationEventOccurrenceRange": {
"startTime": 1609986633.0,
"endTime": 1609987833.0

.

"onlyActiveViolationsIncluded": true,

"suppressedAlertsIncluded": true,

"actionsDefinition": [

{

"name": "detect_mitigation_action",

"id": "5939e3a0@-bf4c-44bb-a547-1ab59ffe67c3",
"roleArn": "arn:aws:iam::123456789012:role/

MitigatioActionValidRole",
"actionParams": {

"addThingsToThingGroupParams": {

"thingGroupNames": [
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"ThingGroupForDetectMitigationAction"
1,

"overrideDynamicGroups": false

}

1,

"taskStatistics": {
"actionsExecuted": 0,
"actionsSkipped": 0,
"actionsFailed": @

}

7. (A72a)VBNMT7 O3 RAVEF YOI TBICIE, cancel-detect-mitigation-
actions-task ANV REFEHALET,

aws iot cancel-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction

A

L,

AWS |oT Device Defender EB#HRZ VWD EDKSICKRTRITHDHL %
NAZIIAARTHD

AWS loT Device Defender BE&E Tk, AWS loT FINA AEDVY—ANFRARNTZIOT 1 AICEEL
TVWBR L ZBBIRLEHIC, EBNCEFIVTAFIVIOZTVET, EFIVIT, EEER
FEESFLRETESICOEEIN, THAEOHESREIVY—IOBEET7AAUNFRTIENET, BAO
BED /A ADKRYBRLEBNITHLEHIC, BEEFMROMEKEZERATIE, ChSOTEEOE
Hz—BKHICELETDENTEXT,

BEDVY—AKLEBTHAIOROEEFIVIZ, H5HALUOROSNEHBLEGTIHTEERT,
MFENEEFIYIVOKRGE., BEATIVEFEEATIVERRIC, IHlEhiziRELT
SEEIhET, COHFLLWATIVR, TEEOBROBEDLSICTI—LZERUA—-LELEA,
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ChiCKY), BHOX D TFTF UV ABMBRELEEEFORTHAATI 1 -)LEhDET, TEHEOEA
ICEDEhBIHELZERSEERT,

FRIR S &

ROEU23a>TR, EBEFROMFHZFEAL T, OV —IE KT CLI TO Device
certificate expiring FI VY UV ZMETHHEICODVTHLLBEHALET, WThHAOTEY
ARL—=232 IS8 E k. Device Defender MRIETEBDKSIC, EFFERMTBEHEZ 2 D
ERTRIRENHYNET,

SIHEEERTDICE. UTEEALET,

TAWS loT Core ROY/N—HA R, O "CAGEFHEDER & B
« CARIRREZRFERAL TOTA T NEHEZER TS AT Y7 3T, days NTX—2% 1 ICERE
LET,

CLI ZEAL TREZER L TWVWERHERE. XOONREZADLET,

openssl x509 -req \
-in device_cert_csr_filename \
-CA root_ca_pem _filename \
-CAkey root_ca_key_filename \
-CAcreateserial \
-out device_cert_pem_filename \
-days 1 -sha256

A=) TEEMRZHAZIAXTS

ROFI—RKUTIILTR, TEHEOEEFIVIZRNIIT—TS, 2 O20KMLEFT/INA AGIREZ
BOT7HIORNEFERALET. COZFUATR, #ROYN—FEEBICHALTEIHL VEEZT A
LTV, BEZEMICLET., RIIASAHICEEMREOMBE ZERL ., KBNE, EEER
FRBEEICBESBVELSICLET,

1. £9., AUFIVREEZRZTLT, kWML EFNAATAEOF I Y INTEEATHD L%
R~LULET,
AWS loT OV =)L T, EflOoHY 1 R/)N—A 5 [Defend] (B54H) ZiZIR L, [Audit] (BEE),

[Results] (& R) D IEIZZEIRL F9, [Audit Results] (BEEHFER) R—2 T, [Create] (fEHK) &R
LET, TLLVEEZERTD]) T RIUNFBEEET, MER] ZBIRLET,
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v Defend
Intro
Audit Non-compliant checks (1 of1)
Results
Schedules Check name Severity Non-compliant resources % Resources Mitigation

Action executions

Finding suppressions (@)

nnnnnn

Device certificate expiring Medium 2 1.03% Device certificate expiring (&)

AUFI ROEEZRAD S, [Device certificate expiring] (72/N 1 AFEBHE OB MHRA I E
F)A2D2OVY—ATFEETHZENDLUET,

2. ZCTR, FROYN—DEBENBZBETHHMEZTARNLTVS 8, [Device certificate
expiring] (/N4 AGIFREDQEBMHRANYINET) OFBEF IV IVBEEEMICLET,

] OTOEROH A RN—15, [EE] Z:B8RL., REERONFH) 2BRLET. [EERE

LLLLLLLL
CAs AWS loT Device Defender Audit Audit Finding Suppressions

Role Aliases

Authorizers Audit finding suppressions (0) info m

v Defend . - o o
Resource identifier Check name Expiration date Description

Intro

Audit Create an audit finding suppression

Schedules

Action execu tions

Finding suppressions

3. EEREROMEZEKTD]I VI RIT, ROXSICANTEIRENF HYET,
« Audit check (BEEF TV V) HFILEVEEF I YU THS, Device certificate
expiring Z®EIRL E I,
e DY —RBH: EEFEREZNHTHIAHEO 1 DOFT/NA AFAEID ZADLET,

« Suppression duration (#HIHAE): 1 weekDEEF IV IV ZIHIL ZVHIETH S, Device
certificate expiring Z®#IRL £,

« BB (FTTAYV) COBBRRENHTIEEEFHBIT DX ERBMLET,
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Create an audit finding suppression X

Suppressing an audit finding on a specified resource means that the finding related
to the resource for the specified audit check will no longer be flagged as non-
compliant.

Audit check

Device certificate expiring v

Resource identifier

Device certificate id

b4490bd64c5cf85182f3182f1c03e70017e483f17bc6c88beB8a37d3c84923e74

Suppression duration

1 week v

Description (optional)

Developer updates

s

7A4=)LRICADLES, MER] ZBIRLET, EEFMROMEINMERE NERIC, KIH/NF—
NFRRENET,

4. FIAZEN 1 DICRLTCEEMEZIIERRICLELE, RIC. 2 BB OIIHEOEEME X4 T
DUBENHYVET, ATV I THEALEOERLNGESZZ2ERAITHREETEETTHN., F
ETEANL—23>o0EHIC, BoFEEFEALET,
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B OTOEROT A RN—15, [BEE]ZEBRL., BER)ZEBRLET, BEEER OR—
DT, FHEHEOVY—ANEERZRBIRLET, TR, BEEROFI VI TUY—RAEEIRL
£9, COHITIE, [Device certificate expiring] (7°/N 1 AREBAZE QBRI tInE ) Z1#IR
LET,

5. [FINAABREOENHBRIYVINET] OR—JRHO [EERDORD S —] T, MEIHFBEZRE
BREROBILHZD AT VREZVEBERLULE T, R, [7o2a2RAVYTREI X _1—%
BRL, REERZOHILAVHBEZEBRLET, TR, MOFIAETIT2LEOERLUELD
i1 week ZBIRUET, MIHIZHER] V1> ROUT, WHzEML] Z2BIRLET,

£ OT 135 Qevice Ceruricates non-compuant

Start mitigation actions

Mitigation Suppress Finding

Consult your security best practices for how to proceed. You may want to: 1 week
1. Provision a new certificate and attach it to the device.

2. Verify that the new certificate is valid and the device is able to connect. 1 month
3. Mark the old certificate as "INACTIVE" in the AWS loT system using UpdateCertificate. 2 months
4. Detach the old certificate from the device. (See DetachThingPrincipal).
6 months
Indefinitely

Non-compliant certificate (2)

1

Finding Reason Expiration date Device certificate
Certificate is past March 05, 2020
O  28022a890964991852c79a28a83eb89 SN B[ Senlk 210 €7691e63930ec53d4cb9a9810db34d8d802db9686fd21540422287429ae29b61
its expiration. 10:11:57 (UTC-0600)
dc9b109c705ed7e68588bc54eef86f1c Certificate is past February 27, 2020, b4490bd64c5cf85182f3182f1c03e70017e483f17bc6c88be8a37d3c84923e74
its expiration. 22:03:46 (UTC-0600)

EEMROIMHEAERE MRS, RUINT—HARREINKXT, BE. GHOEEMRREN 18
BiIfFEnTHY ., FROYN—RBEFCH/RTZ OOV )1 -3V ICBHVBATVLERT,

CLI CTEBEFMEZHAZIAARTS

ROF1—KNUTILTR, TEHEOEEFIVIZRN)A—T5, 1 20K%LEF/NA AFEHER
BO2T7HORNEFERALET, COFVATR, FROYN—FREBEICHLTEHL VEEZTA
RLTWB Y, BEEZEMILET, SIHAERICEERMEOMBEIZERL . BERE, EEERN
FHEEICHESBEWVWRSICLET,

RO CLIOX>Y REFEAL XTI,

 create-audit-suppression

 describe-audit-suppression

» update-audit-suppression

» delete-audit-suppression
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* list-audit-suppressions

1. ROOANV RZHEALT, EEZBMICLET,

aws iot update-account-audit-configuration \
--audit-check-configurations "{\"DEVICE_CERTIFICATE_EXPIRING_CHECK\":{\"enabled
\":true}}"

H

Lo

2. XOOX REZFEAL T, DEVICE_CERTIFICATE_EXPIRING_CHECK EEFI v o %EX&KRE
IT2FFN REEZEITLET,

aws iot start-on-demand-audit-task \
--target-check-names DEVICE_CERTIFICATE_EXPIRING_CHECK

A

"taskId": "787ed873b69cb4d6cdbae6ddd0d6996c5"

3. describe-account-audit-configuration AN > R&EFERL T, BEEREZREARL F
F, DEVICE_CERTIFICATE_EXPIRING_CHECK MEEFIVIOEAFA I ICLIECEZHIELE
CP

aws iot describe-account-audit-configuration

ik
{
"roleArn": "arn:aws:iam::<accountid>:role/service-role/project",
"auditNotificationTargetConfigurations": {
"SNS": {
"targetArn": "arn:aws:sns:us-east-1:<accountid>:project_sns",
"roleArn": "arn:aws:iam::<accountid>:role/service-role/project",

"enabled": true
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}

.
"auditCheckConfigurations": {

"AUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK": {
"enabled": false

.

"CA_CERTIFICATE_EXPIRING_CHECK": {
"enabled": false

},

"CA_CERTIFICATE_KEY_QUALITY_CHECK": {
"enabled": false

.

"CONFLICTING_CLIENT_IDS_CHECK": {
"enabled": false

},

"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"enabled": true

.

"DEVICE_CERTIFICATE_KEY_QUALITY_CHECK": {
"enabled": false

},

"DEVICE_CERTIFICATE_SHARED_CHECK": {
"enabled": false

.

"IOT_POLICY_OVERLY_PERMISSIVE_CHECK": {
"enabled": true

},

"IOT_ROLE_ALIAS_ALLOWS_ACCESS_TO_UNUSED_SERVICES_CHECK": {
"enabled": false

.

"IOT_ROLE_ALIAS_OVERLY_PERMISSIVE_CHECK": {
"enabled": false

},

"LOGGING_DISABLED_CHECK": {
"enabled": false

.

"REVOKED_CA_CERTIFICATE_STILL_ACTIVE_CHECK": {
"enabled": false

},

"REVOKED_DEVICE_CERTIFICATE_STILL_ACTIVE_CHECK": {
"enabled": false

.

"UNAUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK": {
"enabled": false
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DEVICE_CERTIFICATE_EXPIRING_CHECK [Cl& true DEICKE>TVWRETTT,
4. list-audit-task ON> RZFEHAL T, TETLEEEZRAIVZZAILET,

aws iot list-audit-tasks \
--task-status "COMPLETED" \
--start-time 2020-07-31 \
--end-time 2020-08-01

i A
{
"tasks": [
{
"taskId": "787ed873b69cb4d6cdbaebdddo6996c5",
"taskStatus": "COMPLETED",
"taskType": "SCHEDULED_AUDIT_TASK"
}
]
}

ATYT 1 TETUEEZED taskId (k. COMPLETED ® taskStatus ZE > TVWAHEN D
VET,

5. describe-audit-task AN RZFEAL T, BIOATY 7O taskId BHZFEALTET LEESE
DHFMEMBLET, CcOON RIE, EENHMAEZ—ETRRLET,

aws iot describe-audit-task \
--task-id "787ed873b69cb4d6cdbae6ddd06996¢c5"

H

"taskStatus": "COMPLETED",
"taskType": "SCHEDULED_AUDIT_TASK",
"taskStartTime": 1596168096.157,
"taskStatistics": {
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"totalChecks": 1,
"inProgressChecks": 0,
"waitingForDataCollectionChecks": 0,
"compliantChecks": 0,
"nonCompliantChecks": 1,
"failedChecks": 0,
"canceledChecks": @
I
"scheduledAuditName": "AWSIoTDeviceDefenderDailyAudit",
"auditDetails": {
"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"checkRunStatus": "COMPLETED_NON_COMPLIANT",
"checkCompliant": false,
"totalResourcesCount": 195,
"nonCompliantResourcesCount": 2

6. list-audit-findings N> RZFEAL TFREEOMAE ID ZREL, COUY—RADEETS—
R —BEILETEDELSICLET,

aws iot list-audit-findings \
--start-time 2020-07-31 \
--end-time 2020-08-01

&

"findings": [
{

"findingId": "296ccd39f806bf9d8f8de20ddceb33al",

"taskId": "787ed873b69cb4d6cdbaebdddo6996c5",

"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",

"taskStartTime": 1596168096.157,

"findingTime": 1596168096.651,

"severity": "MEDIUM",

"nonCompliantResource": {
"resourceType": "DEVICE_CERTIFICATE",
"resourceldentifier": {

"deviceCertificateId": "b4490<shortened>"

iy
"additionalInfo": {
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7.

8.

"EXPIRATION_TIME": "1582862626000"

}
},
"reasonForNonCompliance": "Certificate is past its expiration.",
"reasonForNonComplianceCode": "CERTIFICATE_PAST_EXPIRATION",
"isSuppressed": false

},
{
"findingId": "37ecb79b7afb53deb328ec78e647631c",
"taskId": "787ed873b69ch4dbcdbae6ddd06996c5",
"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"taskStartTime": 1596168096.157,
"findingTime": 1596168096.651,
"severity": "MEDIUM",
"nonCompliantResource": {
"resourceType": "DEVICE_CERTIFICATE",
"resourceldentifier": {
"deviceCertificateId": "c7691<shortened>"
},
"additionalInfo": {
"EXPIRATION_TIME": "1583424717000"
}
},
"reasonForNonCompliance": "Certificate is past its expiration.",
"reasonForNonComplianceCode": "CERTIFICATE_PAST_EXPIRATION",
"isSuppressed": false
}

create-audit-suppression AN > RZFERL T, 2020 # 8 # 20 #ETID

c7691e<shortened> & 27 /N4 AFIBAE M DEVICE_CERTIFICATE_EXPIRING_CHECK B
BEFIVvIOBAZNHLET,

aws iot create-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateld="c7691le<shortened>" \
--no-suppress-indefinitely \
--expiration-date 2020-08-20

list-audit-suppression AN~ RZFEHAL T, EEMNHRELHEEL., MEHOFMHERBLET,
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aws iot list-audit-suppressions

i A
{
"suppressions": [
{
"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"resourceldentifier": {
"deviceCertificateId": "c769le<shortened>"
1,
"expirationDate": 1597881600.0,
"suppressIndefinitely": false
}
]
}

9. update-audit-suppression AN RZFEAL T, EEFEROIFHZEHTEEXRT, UTOHIT
l&. expiration-date 208/21/20 ICE#HL F T,

aws iot update-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateId=c769le<shortened> \
--no-suppress-indefinitely \
--expiration-date 2020-08-21

10. delete-audit-suppression AN RZFEAL T, BEEZROWFIZHIBRTEE T,

aws iot delete-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateId="c7691e<shortened>"

HIBR Z FEFR T B IZ Ik, list-audit-suppressions N> REFHAL X,

aws iot list-audit-suppressions

H

{

"suppressions": []
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}
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cOF1—KUFIITE, OA2Y—)L& CLI T Device certificate expiring FI v U %&H]

FIBHEERLELE, EEMROMBOFMIOVTR, EEOFMROMNF 2R LTS
W,
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Audit

AWS loT Device Defender DEEE T, Z7HI MR TFNA AICBHETIREER) S —&EFANT,
EFIVTARBAREEATVWD L ZRABLET, BEEE, EF21VF1ORANTSIT4
ARLERTIOEARID —HSORBABREICRILEERT (fl: BHOTF/NAAICLKBEL ID OfE
A, 1 20FNAAICKBMBOZLOF/NA ARDTF—2DO5HEY) CEEFHZHFANT S, #ERNFB
BER)D—), EEFMBEICISUTERITITSD (TN RERE), EPNICERITIRESAYT
JA1-I)TEXRT (AT 1-I)ICKBERE),

AWS loT Device Defender DEEETlE, —BMNBZ oTEF IV T A1 ORANTZIOTA1REFNA R
DEF/BHEICOVT, BRIICERTALE—EOFIVINETENET, BRIICERENEFIVIOD
BlELT, BEROFNAADTF—R 25, ELEEHRIHD T IO LAFTZ2FE5TBRIZ—, ID
ERHETDZT/INA A (X509 SEAE), AMELRFEVHEENENEETIT AT THIIAHEENHY)
£,

FEOEEE

BEOCEEER. BREETNLETEEORA VAR AILHETZIBREOLARILE, BEXRTOHRER
BzZzRLERT,

COEEENOABEENEETIVITR., BRROIEN VESAENMBEEIhE T, EETHE
L&V, Z2LDFE. GERHENREALERLS, 1 FAX—OHBREASFLERERFI-
BUVEBEOHZAYATEY NCEELCITIVEALLEYGIHIZCEANTERT,

o

CHOEEENTAHEEOEEFIVITR, EELBECHAL &, BROBPELBETEL X
BICrWEY, EESCBABELRKIC, RABEFSVEETIE, Eg@&ék%?ﬁ"_’ty NET D
ALY, TEY R ZEEBIRCENKLKHYET, LAL, RAENELVEER, Z2<0%H
&, BEArR#ETY, BrlzY—I, 194 —0HE, ittﬂ%;&@t/ N7y THBER
BENBYVET,

STFAT A
COEEENDTEENEETIVITR, ##ENEEFIVTABLTX T AKFO R

ELTEBHNZESBBEZRTLET. RIESFEEOBEICLY, EF1UT 1 HHORD
FELLBFHLEWMELEEYE, ERICEREZREIAEMIBYET, Cho0BER, BV
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TOR=HBTEY MOTOEAXHEBZHRLEY, BEEOHZ T3>0 —H2B5ICT
SAREMEEHN KT,

&

CHOEEENDTEENEEFIVITR, EFIVFAORANTZIVTAANREBEEE L

D, FEENANAREhECEZRLET, chSBARREARICREOMSEZEFIUFTA LD
HEESIER.ITCERFBRBYELBAN, ChSDXVNIEEOHDAMICK > TERE B IR
HABYET, FAENPEEOBBELRKIC. RAENfMRVEEATE., #ENEEF1 )T«
BROX T FHFAKFHO-IREL TEEHNDVETT,

RODATYT

EATEBDEEFIVIORATICOVWTR, TEEFIVVEE,, 283RBLTLKEETY, BEEICHE
HAEhdH—ERXAI7—20OFMIZDOWVWTIE, "Service Quotas; ZSBRL T EE L,

EEFIv UEE

(® Note

FIvORBMICTRE, F—RRENAEICEHBENET, RETHTF—IXHNTHIN
CKREBICLHDBHE., FIVIZEMILTASFIVIDKERNINERENDETICEBFL D
NBDENDYNET,

LTOEEFIY VEANFfYR—PEATVLET,

s POTATBFINAAGAEOHEREDLHOHE CAHFRMYEEhELL
- VHE N CAREHEN T IOTA7DEETTY

s TNAAGIAENHBEEhELL

s FNAAGAEOF—mE

- CAFIREDF—mE

o WIAEENTWAEV Cognito O— L DIERNBEI T

« SREEE 1 /= Cognito O— )L DERAIBEITT

« AWS loT RUZ —DHERANBRITT
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s O—)LITAVTADHERNBERTTY

s O—ILIA VT AN REAY—EANODT IV AZFALET

- CARLHHEDEMHRAINET

« MQTT 9547 M ID OBHE

s TNAAFAEOEMHARIYINET

s TNAAREOKEBRHEFIV D

s WBENETNAARRREN T7IOTATODEETT

- OJREFNEMTT

TIOTATBFINAAGERAEDERO-OOHE CANVEYYBEEAELE

COFTYOREALT, FHCAERUMBLTEELT T T BRET /N ATXHBETXTH
ELET,

COFIYVIE, CLLERT APIT
INTERMEDIATE_CA_REVOKED_FOR_ACTIVE_DEVICE_CERTIFICATES_CHECK £ELTRREIE
ERD

EEE FESRE
B i
COFIYVIICRYFEENROA22BE. AOEBRI—RAREIET,

+ INTERMEDIATE_CA_REVOKED_BY_ISSUER

EELEMH

TOTATBRTFNAALAEFIVIDOLEOICEYEENLEFE CA W, RAEARTCAN CAFI—
VTHUYEENE AWS IoT Core 79T A 7 RBFINAABHAEN 2L ESH EHUMTH LT,
FNAADID EEEMHZFMLET

WYELUEXFE CAZERALT, CAFI—2AOMOD CAXLBEIT/NAALRABICERLE TS L
FTEEREBA. FECANEY) HENIZRIC, COCAAEZFAL TERETNIZAIAEZRFE O
L<EmEhEFNA AR, EF1UT1 LOBRZELSLET,
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EIER*

CARIRAZEZEVEL EBOTNA AREAEDBERT VT ET A ZHAELET, EF1UT1OX

ANTZO0TA AR > TRAZRBRBELET, UTETSENTEEXT,

1. EBZ2Z 32T NAAAIC, BIO CAICK>TEREhLEHLVIHEZ O >a -V JLE
C

2. ILVELRAEN BT, FNAATENSOIIAEZFEAL TERTED L 2RIELET,

3. UpdateCertificate ZfEA L T, AWS loT THWFEAEZ REVOKED £ LTY—J L& T, N7
9232 EFERALT, LTZITS5ZEETEERT,
- EEBEHRIC UPDATE_DEVICE_CERTIFICATERBM7 V> a>zEALT, COEEZITVLE

ER

« ADD_THINGS_TO_THING_GROUP M7 V> a &HEAL T, 7023 &2ETTED I —
TICTFNA RZEBMLET,

¢« Amazon SNS XY t—C LR TR REE UL THARAEZLL AR AREXTHIES
[&. PUBLISH_FINDINGS_TO_SNS#EM7 o> a > a#EAHALET,

- FE CARIAEZMVYEL EBOT/NA ARBAEOBRRE T VT 1 ET 1 ZHEREL., TOHBIC
RIS ETeEMOH2T/NA ABHEOERV)BELZRFLET, O CAREICLK2TE
BENET/INA AGEAE%Z —EXR RT3 ListRelatedResourcesForAuditFinding Z £ T&
£9., T/\NA ASEAEZHV) T (Z Ik UpdateCertificate ZFERATEE T,

s HVREAEZTFNA AN STEYFLET, ( "DetachThingPrincipaly Z2ZBL T EE V),

A OVWTR, TEMT7O>3>2, 28RBLTSEEL,

MVHEENIZ CARIAEN TIOT A TOEETY
CAGIAENBVHENIL A, AWS loT TRBMDXREXTT,

cODFIVIIE., CLIBKT API T REVOKED_CA_CERTIFICATE_STILL_ACTIVE_CHECK &L T
RIRENET,

EEE: FEERE
B i

CARIAER. RITHEBIC I > THR I TV SIAABTRMIARNTRYBEAEI—TJETNATVEXT
. AWS loT TR & TACTIVE, /=& "PENDING_TRANSFER, &XN—JZNzEEXTT,
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COFIVIICKYTHEED CAREAEBNROA 21288, ROEHI—RABRENET,

« CERTIFICATE_REVOKED_BY_ISSUER

EERXEH

HV)HELUER CAREHER. TNA ARABNDERICEATELLLBZN XTI, RFThLLD, B
VHENETWRMENHYERT. CO CAFIASTERS N EAHEZEAL THLEBMENETN
AAREFIVT A LOBRICBEZHEENHVET,

EIER*

1. UpdateCACertificate Zf#H L T, AWS loT T CAZEBEE % INACTIVE L LTY—YU L & T, &M
To2araERALT, UTZETS52EETEET,
o EEBFER(C UPDATE_CA_CERTIFICATE M7 V> a & BRALT, COEEETVERT,

« Amazon SNS XY E—JICRTBIEEE L THAZLL AR AZEZETHIES
(&. PUBLISH_FINDINGS_TO_SNS #EMF7 o> a>=EBALEY,

FHCOVTR, "TBAT7 0232, 22RLTLSEZL,

2. CARIFAEZEHVEL ERZOTNA AGIAZEOERT VT 1 ET 1 2R L. TOHBICRKITEZh
AN H DT /NA AGEAEORVY BLZRFLET, O CARERAELC L >TERE LT
INA ASEBAE % —E R D IZIF ListCertificatesByCA ZERATE LT, T/N4A AGAEZHY) B
92 (& UpdateCertificate ZERATE £ T,

FINA AGEAEN KB hEL L
BHORRELSD. BU X509 BHE%#FHAL TAWS lIoT Y —ERAICKH U TR NET,

COFITY U, CLIBKRT API T DEVICE_CERTIFICATE_SHARED_CHECK & L THRRENE
ERD

EEE: FEERE
e ]

FUFIVREBEO-—HELTRITENLBEE, COFIVIEAR, EENRLK 31 BEIAS
FIVIANRGTEND 2HEAHNETOBICERITDLDICTNA ALK EREShIZAREE
clientiD ZANE T, ATV 1—)IEchiZEETRE. COFI Y IVEBRE, AIEEENf RTEhE
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REEAO2EBEEASCOEEA VAR AN RBE N EEREO 2 BBRIETCOTF—XE2FANET,
FIVIRICCORGZENTZIATY T REZTULEEES. AEBENB>TUVWBAESHEHMTS -
HICRERFEES VW OIXIThhEAICEFBLTLSEETL,

COFIVIICKY)FTEEDIAEN BEON2EBEE. AOEBRI—RFRENET,
- CERTIFICATE_SHARED BY _MULTIPLE_DEVICES
TSIC, COFIVIVEBICL 2> TRENDHERICKK, HELHED ID, EHITZHEHICZOIEH

BEHERALLEYZA4T72 M0 ID, #HEAIMEENIEENET, BFOBERIBINIC—EBERTELE
ER

EELER

AWS loT TREET D ICE. BETNA AL —EOARENr BETY, BEROT/NA ATELULREE
FERALTVRBEERE. FNAANBRICZSENTVRCEZRLTVSAREMIHYERT, TOT
NAAD IDAERE N, SATLANBRICESETNTVDIABREA B XT,

EIEH %

TNAALAENFrRECNATVEVCEZRELET, RESChTVRERRE,. EFI1UT1OXRR
RTZ0T 1A > TRAEZERLET,

BHROTFNAATEALUEAEZEAL TVRIEER., ROBEZITVLET,

1. HLLW—EnitHEEE O3 - I 0L, EFNAAILTRYFLET,
2. iLLVEERAENBUT, FNA ATENSOIAIAEZFERAL TERTED L EZRAELET,
3. UpdateCertificate ZfER L T, AWS loT THVIEAEZ REVOKED ELTN—J L&Y, BT
U923 EFRALT, ROBEEZITSZEELTEET,
- EEEMRIC UPDATE_DEVICE_CERTIFICATERBMT7 V> 3> zEALT, COEEZITVE
ED
« ADD_THINGS_TO_THING_GROUP M7 V> a>&ZERAL T, POV 3IVZERTTEDTI—
TIFNAAZEBMLET,

« AMazon SNS XY —J IR TR EE L THAZALL AR A ERETZIES
&, PUBLISH_FINDINGS_TO_SNS BMT7oO>avEEALET,

FMCOVWTR., "TEBAT7 O3, #22RLTSEEL,
4. HVALRABZRET/NA AL S TFEYFLET,
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AWS loT B&E k. AWS loT XY &— 7 O—H—AOFRREIC X509 SEEFAEZFEMA L - TLS MER
AZEFAIZEN K< HBYET, ChSOFAECFRARDARER. EAITSHIC AWS loT 7
AIOVBNCBRBITDILEN BV ET. AWSIoT &, BERFICCHSOAEFLCLNL TELANZEE
MFIVIZRTLET, ChSOFIV IR, ROEDHFHYET,

L CNSRENERRTHHENLETT,
C Ch5R. BRENEBIRCL O TERSNTLUBLENHYET,
C ChSREVBENTHILXENBUET (DFY ., BVERIPATVEVC EFRETT),

EEILF—DY A XE, BEZHENMNAXERHELTVIBENHYET (RSAF—DEFER
. 2048 EY NRALTHALENHYNEXT )

COEEFIVITR, BESF—OmEICEIZRNDEMTANBEHRELATT,
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232 ®OpenSSL TlE., FRAIMRESHREZENTIEAHS IXL—FFFEAEATVD LD, U
E-—NOBREENESHF—ICRTEI TN -7 —AHARBEBFEICTSENTEET,
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KO THESREXAN_ALEZREIZDCLEZBZICLET, ¥EE2ZT2To/O00—0fleLT
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OSNF ¥ v 11— —F—XOBESILEELENf BYVET,

AWS loT Device Defender l&, ChSDTANCKRHBLEBE, AASEHRENRELTHRELET,

COFIY Uk, CLISB KT APl T DEVICE_CERTIFICATE_KEY_QUALITY_CHECK &L TERRE
h%E¥d,
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923 aRERALT, UWTEITSZEETEERT,
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9,
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LETHRILENHNET ),

CHEEFIVITER, BEEF—0OREBICEITIROEMTANBHRHEAET,

+ CVE-2008-0166 — Debian K—ADARL —F 1 YT AF AT, 09899 WFHO/N—J 3> %
T® OpenSSL 0.9.8¢c-1 ZFEAL TF—HNERENIELESIHZFIVILET, ChsO/N—
32 M OpenSSL Tld, FRAIMREEHEZEXTIEAHBS IXL—EFEAEATVD LD, U
E-MOHREENBEBF—ICRTEDITIN— N7 2 —AHAREBEZHRICTSENTEET,

¢ CVE-2017-15361 - F—H, AV T7AZAHDODKRNSATY RTSYNTA—LFD 1—)L (TPM)
T7—LIDIFTTAVTAZAVHDO RSATA TS 1.02013 IC& 2 TERKEhEAESH %E
FIvOLET, HlAE. 0000000000000422 —4.34 &K V) HID/N—> 3>, 000000000000062b
643 &V HIO/N—> 3, KT 0000000000008521 - 133.33 KW EID/N—2 3 BETT,
CDTZATZVERSAF—DEREREICONETD LS, EENX—TY NEK> LB
EOTHEEREANZALEZREIDCEEBRZICLET, ¥B8Z2Z11270./00—0HleLT
(&, TPM 1.2 Z{EFH L /= BitLocker, YubiKey 4 (4.3.5 LAB] ) ® PGP ¥—4% /K. & KU Chrome
OSOF Yy 11— —F—ROBSLEELZEN B ET,

AWS loT Device Defender &, CchsDTANCKBMU EFE, AIASEIEEMELTHRELET,

COFIYVUE, CLISKRT API T CA_CERTIFICATE_KEY_QUALITY_CHECK &ELTRTRENE
ED

EEE FRERE
B ]

cOFIvVEBE., TACTIVE) £7zi& "PENDING_TRANSFER, IC& 2 T\% CAGIAEICEMA
TNhET,
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COFIYVIIERYFBEEOAAEN ROHN 21258, ROBHAI—RIFREIET,

+ CERTIFICATE_KEY_VULNERABILITY_CVE-2017-15361
+ CERTIFICATE_KEY_VULNERABILITY_CVE-2008-0166

BEELER

COCAREZFEALTERETh, HILLEBMNENETFNAAGEFIVT 1 LOBREICEZEE
FHYNERT,

BIET

1. UpdateCACertificate Zf#H L T, AWS loT T CAZIBEZE% INACTIVE ELTY—I L & T, &M
Fo>arvaERLT, UTEITSEETEEXT,
o EEHERIC UPDATE_CA_CERTIFICATEREMT7 Va2 EBALT, COZEEZITVET,

¢« Amazon SNS XY t—2 LR TR RHEE L THARAEZLL AR AR EEKTHIES
([&. PUBLISH_FINDINGS_TO SNS#EMT7 o> a>z#=EBALET,

FECOVTR, BT 2232, 2ZRLTLSEZL,

2. CAGIFAEZRY ELERBOTF/NA ABAEOERT VT ET 1 2HREL. TOHBICRTE
AN H BT /NA AFERAEOEY BLZRFLET, (CO CARBAEICL > TERE LT
NA AGIBAE % —ERTT D IZ(& ListCertificatesByCA ZERAL £ T, T/\1 ASIAEZHV)ET
\Zl& UpdateCertificate ZEHA L £9).

PREE N TV Cognito O— /L DIERAFBRITT

E

o, &

nIE TV Amazon Cognito ID 77— I)LO—J)LICT7 R Y FE RIS —E, LTOED AWS
TOYAVTERITTER TV EAHFANNEEND 2, FUHEEAN LBED EABENE
3'0

c B/ REBRRLBEETD,
- T/ OEBTF-REHAND,
s T/UNCHETEZT IR VY-RZEET S,

R, TREXBTFNAATUTOAWS 0T 7O 32 #RTITBDT IV EAFANNNEE D I
HTT,
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« MQTT ZHEALTFHNBEAREY I (V¥ ROUFLERDITRITTF—REEC ) ([CEE/RT/ITT
AVSA4TLET,

« APIOX YV RZFEAL TS Y RUKER D ITRITT— R EHRABMBDHNEET D,

—f%IZ. REZREED Amazon Cognito ID 77— )LO—LZFERAL TERIT D TF/NM ALK, E/BED
MQTT NEY VZRITIVTAVZ473%H, APIOXV REFEALTO Y RUFELFD I TR
TR BETRIT/EAEDT— R EHINBD/BRETIREENLET IV EAFTOAMGEL TLKE
=L,

COFIYVIE, CLLERT APIT
UNAUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK &L T&RRENET,

EEE: FEERE
B il

COFTYVEEBEDOHE., AWS loT Device Defender &, EEZEMRTHI 31 BEIZ AWS loT XV
-7 O0—-H—ICERITDLEHICERAET T NXTO Amazon Cognito ID 7—I)LZEEL £,
1T 5E O FRREE & F 1= (& REREE Amazon Cognito ID @ 3 X T M Amazon Cognito ID 7' — )L A BEZ I
EHSNET,

COFITYIIZK)TEE DRI Amazon Cognito ID 77— I)LO—=ILA"ROH 2 BE. ROEH
dA—RAFBRENET,

* ALLOWS_ACCESS_TO_IOT_ADMIN_ACTIONS
* ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS

EELZEH

WAENTVWEVIDAI—Y—IC&K YR hD @BV E®, BBEEE 1z Amazon Cognito ID
KNERBHDICKEVIRVZBERILET, RN TVERVID FREEILEES. EET Y
>aveEFERLT, THADRBREOCEE, VY—ADHIR, BBETF—XNOT I EAZITS AR
FHYVET, EhiF. FNAAREILLEBIZT IV EATED O, THIVRMAOIXNTOFT/N1 A
DY RIEDATIZT IV RLAFTFLRBEET D AN BV ET, TARNI—HY—E&F, TOFTIER
FHEFEALT, 7U—hF2&Z2@ELEY, XYvE—2TDDoS WEBZRBKL 2V) T2 AsEMN
HV)ET,
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EIER*

FREEE N TV Amazon Cognito ID 77— )LA—J)LICT7 B Y FEZRD D —CE. FINA AN %
NTATERTITDOICHEBERT IV EAFAOKXMELTLKEEV, RORTYTE2HELET,
1. FHLWEEO-ILEERLET,

2. Amazon Cognito ID 7—JLZ#ERKL ., BEO—-ILZ2T7XYFLET,

3. IDAFLVWT—ILZFEALTAWSIOT IC7 IV EATER L Z2BRALET,

4. RINZTTLES, TEEELTIZINEERESE iz Amazon Cognito ID 7'—)LICEAEO—I)L %
FTERYFLED,

BMT7Oa>eERLT, ATZT528E8TERT,

e AMazon SNS XY t—JICW TR IEE L THARAEZALLAR A EERTBIES
([&. PUBLISH_FINDINGS_TO SNS#EMT7 o> a>z=EALET,

FHCOVWTR., "TBAT7O2a2, 28RBLTLSEEL,

T/ ZEBERLEEETS

RO AWS IoTAPI 70> a2k, B/ 2BBFELREETILEOICEAETNE T, BAlEhTLE
L\ Amazon Cognito ID 77— )L ZN L TERTEDTFNL ALK, CchsOT 023> a2ERTITDTD
EAFATZFELAEVWTSEEW,

* AddThingToThingGroup

* AttachThingPrincipal

* CreateThing

* DeleteThing

* DetachThingPrincipal

* ListThings

* ListThingsInThingGroup

* RegisterThing

* RemoveThingFromThingGroup

* UpdateThing
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* UpdateThingGroupsForThing

CNSDTIIIAVERTIZDTIVEAFTZNETZO0-LE, B—0VY-RLEFAE>TVT

. THEHEEHRBENET,

T/ OEET—REHANMD

T/ F—ROFAE)RPEEIZK., UTOAWSIoTAPI 702 3V AERAEThET, Bifeh TV

7%V Amazon Cognito ID 77— ZN L TEHKT DI T/NA ALK, chsOT7 023> aRTTDT
JEAFAZEABTVWTLSEEZV,

* DescribeThing

ListJobExecutionsForThing

ListThingGroupsForThing

* ListThingPrincipals

Example

- NEE:
JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowIoTThingOperations",
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPxrincipals"
]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/name-of-thing"
]
}
]
}

SREEE © T LV Cognito O— )L DERNBEI T3
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ChIZRY, FNAAF1DODOF /DORICHTBDTIELAHFANFTEETATVWTE, EEETLE
TOAVBETTEDRDIIKEYET,

T/ UNZEETS

HREDELD Amazon Cognito ID 7’—I)LZ N L TERIT D TFNA AR, ChsOtEI> 3> THEAL
IZAWS IoTAPI 7023V BADOT V232 2RTIR T IV EAFHAZAELBVTSEEZV, K
FREM Amazon Cognito ID 7’—)LZ N UL TEKITHD T 7T —2a 0 2FRALTT AU N E2ER
I3, FNAATHERAETRTVEVEED ID 7—ILEERLET,

MQTT NEY DI T RIS A4 TIRITTS

MQTT XY =2, AWS loT XY =27 O0—A—RBHATEFEh, ¥ RIRAT—RA®XT 3
TETAT—BANDT VEAREEREDT VAV ERTIBDEOICTFNA ALK EAEIE
T MQTT XY =L, RIT. LR Y TRISATIBT7 O RAFTETNAAILRET
BRIV —G, UTOXRSICChSsOTIa>vZR/REND)Y—AICHRLET,

E
- NEE:

arn:aws:iot:region:account-id:client/*

DAIRA—R*ZFEATDE, EOFT/NAATE AWS loT ICEHKETERT,

arn:aws:iot:region:account-id:client/${iot:ClientId}

%M+ —T iot:Connection.Thing.IsAttached & true ICEREETNTVEVRY ., Zhik
BOBOTAILRIA—R* EEAEDRETT,

- BE:
JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"iot:Connect"

1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:client/

${iot:Connection.Thing.ThingName}"
]
}
]
}

JY—ADEEIL, BRICEAET D TNA ABE—BIZERNIBELETT, ZRHEAT—H
XV RNE, MQTT 9547 NMCK Y ERAENBERESN, EAEShDERIZHOD>ET/ICT
BYTFENLAPREE —BITRDEZ2BIEIDCLICKY, TOEAFAZESICHIRLF
ER

1T

- FHEE:
arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update

iRV, FNAABRHSWRITFNAAD ¥ RVEEHTEDLDIZBYNET (*=9IXT
DTINA R)o

arn:aws:iot:region:account-id:topic/$aws/things/*

ChiZRY), FNAABRHSWBITFINAADS ¥ RUZFHEV /EF/HEIRTED LS ICKY)
x9,

- EBE:
JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"jot:Publish"
1,

"Resource": [
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"arn:aws:iot:us-east-1:123456789012:topic/$aws/things/

${iot:Connection.Thing.ThingName}/shadow/*"
]
}

VY —ARERETAIILRA—RAEBENTVETY, BEITDILOICE/ OBFHAERAET
TVWBATFNAADT ¥ RUVBEEDREY VIZOH—HLKXT,

YTROZ47
- FHEE:

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

ShIZ&Y, FNARABIXRTOTFNAADFHERS ¥ ROKEFDITREY VICHTR
D9S4T7TEET,

arn:aws:iot:region:account-id:topicfilter/$aws/things/*
HOBERUTTAN, # JMILRA—RZEALET,
arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update

ChiZkY, FNAARGHSWEITFNAADS ¥ RUVEFHEZSRTEDLSILBRYXRT (+=7

RTOFINA R)o
- BE:
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Subscribe"

1,

"Resource": [
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"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*",
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/jobs/*"
]
}

VY —ARERETAIILRA—RABENTVETY, BEITDILOICE/ OBFANERAES
TWBRTFNAADSD ¥ RUBEDREY VEDITHEOREY VIZOHK—HLET,

2=

- BHBA:
arn:aws:iot:region:account-id:topicfilter/$aws/things/*

@, YTRIZATIBT O EAFAZE > TVWARREY ILSOKTNA AN XY £—
DEZEIZILEO, FAEThET,
Y RVELERDATTF—REHIMB/EETS
FINAANAPIT U2 AV EZRITLTTFNARD ¥ ROURDATRTTF—RILT VAT EREE
IRTIVEAFAAZNETRIRII—F., ChsOT7I>3a>ERBEDIY—AILHIRLET. API
ToavRRODELBYTY,

* DeleteThingShadow

GetThingShadow

UpdateThingShadow
* DescribeJobExecution
* GetPendingJobExecutions

» StartNextPendingJobExecution

UpdateJobExecution

Example

- THEE:
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arn:aws:iot:region:account-id:thing/*

chilckY), FNAANHSWBRE/ THREENET VI EETTEDELDICKYET,
- BE:
JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [

"iot:DeleteThingShadow",
"iot:GetThingShadow",
"iot:UpdateThingShadow",
"iotjobsdata:DescribeJobExecution",
"iotjobsdata:GetPendingJobExecutions",
"iotjobsdata:StartNextPendingJobExecution",
"iotjobsdata:UpdateJobExecution"

1,

"Resourxce": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThingl",
"arn:aws:iot:us-east-1:123456789012:thing/MyThing2"

]

}
]
}

CHhIZRY, FNAADN 2 DODE/TOHRBEEETNLET VIV ERITTEDRSICLKYET,

saal < N7z Cognito A— )L DERN BEITT

g

FREEE & Amazon Cognito ID Z7—)LO—J)LICT7ZY FEnRIU D —&, LT AWS loT 7033
VERTTEBDT UV LEAFANMIEENS o, FAEEN LBEDEABENETT,

- B/ EEBERLEBEETS,
s TE/BACEETRZTF—EP VY -RZEET S,
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R, SREXBETFNAATUTOAWS 0T 7O 32 #RTTB2T IV EAFANNFEEISD I
HTT,

° :E/a) IET QEnJL&Hyéo

« MQTT Z2FAL TFHEFARNEY Y ¥ RUFERG DI TRITF—R2E2E0) ICEBE/RTIYTA
971479 %,

« APIJN Y REFHALTO Y RVFELEFDITRAT—REHRIDINEET D,

—f%(Z. EREEE & Amazon Cognito ID 77— /)LO—J)LZFERAL TERIT D TF/NM ALK, E/BED
EBTF—R2EHAHND, T/EAEO MQTT NEY VERRITIVTRISA479%, £hid API XY
REFEALTO Y RUVFEFDITRITTFT—RICEETD T/ AEOT— 225, MBD/ZEETHR
EENLETIVEAFITOAMGFEL T EEZL,

COFIYVIEE, CLLERT APIT
AUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK &L THRRENE T,

EEE: FEERE
B il

COFTYVEEBEDOHE., AWS loT Device Defender &, EEZEMRTHI 31 HEIZ AWS loT X vV
-7 O0—-H—ICERITDLEHICEAET T NXTO Amazon Cognito ID 7—I)LZEELF T,
T 5E O FRREE & F 1= (& REREE Amazon Cognito ID @ 3 X T M Amazon Cognito ID 7' — )L A BEZ 1
EHSNET,

COFIVYIICKY)FEEDRIEEFH Amazon Cognito ID 7—IILO—ILARBDOH 2 EE,. AOE
HO—RMRENET,

+ ALLOWS_BROAD_ACCESS_TO_IOT_THING_ADMIN_READ_ACTIONS
* ALLOWS_ACCESS_TO_IOT_NON_THING_ADMIN_ACTIONS
* ALLOWS_ACCESS_TO_IOT_THING_ADMIN_WRITE_ACTIONS

EEXZEH

ALE N TV IDARESCIhIZEE, BETI3VZEALT, TADVRREDE Y-
ADHIER, BETF—ZNOT I EAZITIAREEN BT,
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EIER*

FRRE&E & M Amazon Cognito ID 7’—)LO—JLICT R Y FE RIS —IZE, FINA AN ETOD I
T2RTTDOIMBERTIVEAFTOAMFELTKEEV, ROATYTEZHRLET,

1. FHLWEEO-)LEZERLET,

2. Amazon Cognito ID 7’—J)LZ KL, BEO—ILETXYFLET,
3IDAFHLWT =)L EZFERALTAWSIOT ICT IV EATED L ZHBELET,

4. RN TTLES, TEEELTTSINERES iz Amazon Cognito ID 7’—I)LICO—I)L %7
XYFLET,

BMT7O>a>EALT, ATZIT52CETEXRT,

e AMazonSNS XY tE—J I ICHTRAIREE L THARAELL AR ABEETDIES
(&. PUBLISH_FINDINGS_TO_SNS#EMF7 o> a>z=EBALET,

AMCOVWTR, TEMT7 2232, 28RBULTSEEL,

T/ 2EBELLRIEETS

XD AWS IoTAPI 70232k, T/ 2BBELRFIEEITHEOICHERAEIZ LSO, chsOT7 o
AV ERTIBDTIOEAHAIE, BEEEM D Amazon Cognito ID 7’—ILZ ML TEHT 2 FT/NA
AZRFRFELBEVTLSEETLY,

* AddThingToThingGroup

« AttachThingPrincipal

* CreateThing

* DeleteThing

* DetachThingPrincipal

* ListThings

* ListThingsInThingGroup

* RegisterThing

* RemoveThingFromThingGroup
* UpdateThing

* UpdateThingGroupsForThing
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CNSDTIIIVERITIDTIVEAHFTEZNETZO-LE, BE—0VY—-REFAFE>TVT
., TEHEEHRBENET,

T/ UNZERTD
S2REE & M Amazon Cognito ID 7’—I)LZ ST L TERT D TF/NA ALK, chsntv2 3> THA

LEAWSIOTAPI 723> BADT o2 a>ZRTTHT IO EAFTZAFELEVWTSEZ L,
S2REE & M Amazon Cognito ID 7’—I)LZ N L TERTD T 7V T—>3a 0 Z2FEALTT AU MNE
BEIDICE. FNAAICKYFERAEATVEVEED ID 7—ILEERKLET,

T/ DEERET—2ZHAND

XD AWS IoTAPI 70232k, T/ OF—3Z25sBMBEOICEATIhD Y, REEHOD
Amazon Cognito ID 7’—ILZ N L TERITBDTFNAI AICEBREETNLEZE/ OEY N TOHENSDT
023 aRTIBRTIOEAFTZAFELTLSEZL,

* DescribeThing
* ListJobExecutionsForThing

* ListThingGroupsForThing

* ListThingPrincipals

- FEE:
arn:aws:iot:region:account-id:thing/*

chiZky), FNAANSSWBDE/ TEBESNLET IO EERTTEDLSICKYET,
- BE:
JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxThing",
"iot:ListThingGroupsFoxrThing",
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"iot:ListThingPrincipals"
1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThing"

ChnCRY, FNAAN 1 DOE/ TORIEEENET VAV EERTTEDLSICRYET,
- HE:

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThing*"
]
}
]
}

DY—=ZANF DAL RA—R () ZEALTEEENTVERTH, SICEEOXZINFFVTEY),
BEESNETL7AYIORZE DB NHVEE / Oy NMAOTIVEAIZERENWDEH, Ch
FEELTVWET,

- NEE:

arn:aws:iot:region:account-id:thing/*
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chiZ&Y), FNA AN HSWBDE/TEEENLT VAV ERTTEDERSICAYET,
- BE:

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxrThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
]I

"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThing"

ChIZ&Y, FNAAN 1 DDE/TOHRBEEETNET VIV ERITTEDRSICBKYET,

- BE:

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxThing",
"iot:ListThingGroupsFoxThing",
"iot:ListThingPrincipals"
1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThing*"
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JY—=ABNTAILRA—R () ZEBALTEETATVERITN, BICREOXZEINFFVTEY).
BEENETL7A4Y ORZHFHIDBRNAFVWEETE/ OEY MAOTIVEALCHREND=H, Ch
FE&ELTVET,

MQTT REY VICHTRIZATIRITTS

MQTT XY =2k, AWS lIoT XY =27 O—H—RBHATERFEEh, ¥ RUATFT—FAXT 3

TRITAT—RAANDT IV AREEBRENECFTEIERT VAV ERTIDEDIZTNAARICKY)
FRENET, MQTT XY 208K, BT, FERYTRISATI2TIOAFTEZT/INA

ARETBZRIS—F, LTFTORSICChSDT I avERBEOI)Y—RAICHRLET,

B
- FHEE:

arn:aws:iot:region:account-id:client/*

DAL RA—R*ZHEATDE, EOF/NAATE AWS loT ICEKETEERT,

arn:aws:iot:region:account-id:client/${iot:ClientId}

%&M*F—T iot:Connection.Thing.IsAttached A" true ICEREE N TVEVERY ., ChiE
BHOBFOTAIRA—R* EAEDRETT,

- BE:

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Connect"

1,

"Resource": [
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"arn:aws:iot:us-east-1:123456789012:client/
${iot:Connection.Thing.ThingName}"
]
}
]
}

)Y —ZAEKICE., BRICEAENDTFNARABIC—BIZIZEBNEENTHY ., FHEAT—
RXKEE, MQTT 95472 NCKRY FERENZHAEN, FRE D BZEFEODT/IC
TERYFENLAHAEBEELE —BIBDCEZHMBID LR, PUOEAFTZESICHIRLE
£
RIT
- FEE:

arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update

ChICEY ., FNARARBSWDTNAADT Y RIEBH TEDLSICAYET (= TAT
DFINA R)s

arn:aws:iot:region:account-id:topic/$aws/things/*

chilcky), FNAARFHSWBITNAADST ¥ ROEZKEVY /EH/HEHIBRTED LS ICKY)
x£9,
- HE:

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish"
1,
"Resource": [
"arn:aws:iot:us-east-1:123456789012:topic/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
]
}
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VY —ARERETAIILRA—RAEENTVETY, BEITDILOICE/ OBFHAERAET
TVWBATFNAADT ¥ RUVBEEDREY VIZOH—HLKXT,

HYTROZ47
- FHEE:

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

ShIZ&Y, FNARABIXRTOTFNAADFHERS ¥ ROKEFDITREY VICHTR
D9S4T7TEET,

arn:aws:iot:region:account-id:topicfilter/$aws/things/#

BOBERBUTTN, # DML RA—REFEALET,

arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update

ChiZkY, FNAARGHSWEITFNAADS ¥ RUVEHEZSRTED LSBT (+=7

RTOFINA R)o
- BE:
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Subscribe"

1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/

${iot:Connection.Thing.ThingName}/shadow/*",
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/

${iot:Connection.Thing.ThingName}/jobs/*"
]
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VY —ARERETAIILRA—RAEENTVETY, BEIDLOICE/ OBFHNERAET
TWBTFNAADSD ¥ RUBEDREY VEDITHEOREY VIZOK—HLET,

21

- BE:
arn:aws:iot:region:account-id:topicfilter/$aws/things/*

ch@E, YTRIZATI2T OV EAFAZE > TVRREY IDLSOKTNA AN XY £—
DERETILO., BEHNEEA

A RIVKERDITTF—RERHMB/EETS

TFINAANAPI T O3V ERTUTTFNA R Y RORDITRTTF—RIT VAT LEREE
THTVEARTERETHRUI—, ChEOTIYaVEREOUY—AHBLET, AP
T3> REROEHBY)TT,

* DeleteThingShadow

* GetThingShadow

* UpdateThingShadow

* DescribeJobExecution

* GetPendingJobExecutions

* StartNextPendingJobExecution

* UpdateJobExecution

45
- FEE:

arn:aws:iot:region:account-id:thing/*

kY, FNAANBSWRDE/TEEESNLET VAV ERTTEDLIICAKYZERT,
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- BE:

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iot:DeleteThingShadow",
"iot:GetThingShadow",
"iot:UpdateThingShadow",
"jot:DescribeJobExecution",
"iotjobsdata:DescribeJobExecution",
"iotjobsdata:UpdateJobExecution™

]I

"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThingl",
"arn:aws:iot:us-east-1:123456789012:thing/MyThing2"

]

}
]
}

ChIZKY, FNAADN 2 DODFE/TOHREEETNET VIV ERITTEDRSICBKYET,

AWS loT RS — DRI BRITT

AWS [oT RS —TREENBD TV EAFAR, LITED D, FIRAHY ERA, ERETRBETN
AAEDEATMATIT XY -2 EZEIR TV EAFAZNETEH, CREXET/NAAD
Y RIBLVDITROITF—RIT VAT EREET DTV EAFTZRELET,

—I, FNAADRIVD =, TOFNAAZOHBEEFTFSNTHY, OFT/NAAICFE> 1=
<. BB3VREDITHPLIBERITSNTOEVWIY—AANDT VLA ZRETIHENHYERT, —
HOIAFBYVETH, TORSIBRIS—TVY—RAZEETDLEDICTAILRA—R (T BE)
ZERTRIE, [KIEDD, FIRABVERBENET,

COFIYVUIE, CLISKRT API T IOT_POLICY_OVERLY_PERMISSIVE_CHECK &L THRRENE
ERD
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EEE FRERE

B

COFITYIICKRYEELD AWS 0T RV —AROABE, ROBHI-RFREINKXT,

+ ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS

EELER

TOEAHFUINBEEAR)S —%2EDFEHE. Amazon Cognito ID, FEEFE/ 0TIL—T&, B
ENEBE. THOREEOEXF 1T AICHEZEADUEMI GVET, REENf TORSE
[FEBRTIOEAEEZFERALTINTOTFNA AN Y R, 37, @D aTE2Te5HHEE
FREETHAEMNI BYVET, Tk, HEENfBREShIAHEZFEAL,. BEOHD2T/N1A
(CEHRLEY, XY RND—U LT DDoS MEZRMBLLEY) TRHAREMEN HYET,

{EIERH %

T/, B/ DIIN-T, BTOMOIT AT AT RYFENLEFEEOR) S —ZBETDICE,
LTOATY TZRITLTLSEZL,

1. RIS —OFLVEEN—23 2 2K T SICE, CreatePolicyVersion ZEA L &
¥, setAsDefault 757 Z true ICERELET, (ChIZKY, COHFLWN—23 2@, R
—RFEATIINTOIVTATATEHELET, )

2. RUS—OTRYFEOR—SY N GIHAE., E/OJIL—T)DUARNEZEREL, JIL—TIC&
FATVRTFNA AR, EHICHAPEEEZFERATZ2T/NA AR T S I(CIE. ListTargetsForPolicy
ZFERALET,

. BEMTSNTVBRIXNTOT/NA AN AWS loT ICIERTED L ZERELET, TINA AN
BEHTELZVEBSE. SetPolicyVersion ZFEALTF7 I NORI S —ZBBION—23 21U
A=Y OLT, £5—EHLTLEZL,

BMT7Oa> EFERALT, ATE2ERITTEET,
o EEHEERIC REPLACE_DEFAULT_POLICY_VERSION B 7 V> a>#BAL T, COEEZITL
£7,

¢« Amazon SNS XY t—2 LR TR REE L THARAEZLL AR AR EEKTHIES
([&. PUBLISH_FINDINGS_TO _SNS#EMF7 o> a>z=EBALET,
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HMICOVWTRE., TEMTOIaY, #BSBLTLSEEL,

AWS loT Core R —Z#HEFERAL T, RUZ—RHDO AWS loT DY —AZBWICSBLET,

MQTT OF Ut AT

MQTT XY t—2 i, AWSloT Xy £— 7 O—HW—RBHETREEE I, ¥ RURAF—2AXT 3
TETAT—RAANDT I EAREERENDT IV EaERTIZDEHICTFNAARICKL Y FHEAE
To MQTT XY E—2 08, RIT. SERYTRISATI2T7O0RAFTEFNARICHAET
BRUVS—F. UTFTORSICChSsOTo>a>EBEO)Y—RAICHELET,
=i

- FEE:

arn:aws:iot:region:account-id:client/*
DAILRA—R*ZFEATRDE, EOF/NAATE AWS loT ICEHRTEET,

arn:aws:iot:region:account-id:client/${iot:ClientId}

%M#F—T iot:Connection.Thing.IsAttached A" true ICEREE N TVEVRY, Zhik
BOBOTAIRA—R* ERAENDERETT,

- BE:
JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iot:Connect"
]I

"Resource": [
"arn:aws:iot:us-east-1:123456789012:client/
${iot:Connection.Thing.ThingName}"
]
}
]
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-policy-variables.html
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}

JY—ADEEIL, BRICEAET D TNAABE—BIZERNIBELETT, RHEAT—H
XV RNE, MQTT 9247 NMCK Y ERAENBEREN, EAEShDERIZHOD>T/ICT
BYTFENLAREE —BITDEZ2BIEIDCLICKY), TOEAFAZESICHIRLF
ER

1T

- FHEE:
arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update

chllRY, FNAABRHSWRTFNAADI ¥ RVEEHTEDLDIZBYNET (*=9IXT
DTINA R)o

arn:aws:iot:region:account-id:topic/$aws/things/*

CchiZKY), FNAARHSWBITF/INAADS ¥ RUZFHEV /EF/HEIRTED RS ICKY)
x9,

- BE:
JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish"
]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:topic/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
]
}
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VY—ZBRKIERE DAL RA—RABENATOVERTS, B#RIZD-OICE/OBFHFERAESh
TWABTFNAADT ¥ RUBEEDREY JICOHK—HLET,

YIRS 47
- FEE:

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

Chl&VY, FNAABIXNTOTFNAADFHERS ¥ ROKLEFDITREY VICHT A
V4T TEET,

arn:aws:iot:region:account-id:topicfilter/$aws/things/*
BOBHERUTIN, # T/ RA—RZFERALET,
arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update

ChiZkY, FNAARGHSWEITFNAADS Y RUEHESRTERLSICARYET (+=7

RT DT/ R)o
- HE:
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Subscribe"

1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/

${iot:Connection.Thing.ThingName}/shadow/*",
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/

${iot:Connection.Thing.ThingName}/jobs/*"

1
}
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}

Y —ZAABRIZEDAIL RA—RHFEENTVETH, BRIZDLEHICE/ OBZBaidNEHRAS L
TWBFNAADT Y ROUBEODREYVESITEHEODRNEY JICOXA—HLET,

21E

- BE:
arn:aws:iot:region:account-id:topic/$aws/things/*

hGE, YTRIZATI2T IV EAHFAZE > TVWARREY IDLSOHTNA AN XY £—
VERETAILO, BEDYTFHA
Y ROEDATOT I EAHA
FINAANAPIT OV ZRITLTTFNAARD ¥ ROUXRDATRTF—RIT VAT EREE
TRTIVEAHFALZNETRIRII—F, ChsOTI>3a>vEREDIY—AICHIRLET. API
ToavRRODELBY)TT,

* DeleteThingShadow

GetThingShadow

UpdateThingShadow

 DescribeJobExecution

GetPendingJobExecutions

* StartNextPendingJobExecution

UpdateJobExecution

B

- FNHEE:
arn:aws:iot:region:account-id:thing/*

chilckY), FNAANHSWBRE/ THREENET VIV EBETTEDLISICKYET,
- BE:
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"iot:DeleteThingShadow",
"iot:GetThingShadow",
"iot:UpdateThingShadow",
"iotjobsdata:DescribeJobExecution",
"iotjobsdata:GetPendingJobExecutions",
"iotjobsdata:StartNextPendingJobExecution",
"iotjobsdata:UpdateJobExecution™

1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThingl",
"arn:aws:iot:us-east-1:123456789012:thing/MyThing2"

]

}
]
}

ChICEY, FNAADN 2 ODE/TORBEEETNET VIV ERTTEDRSICLKY KT,

AWS IoT KU —AR> TRBEEN TV D AREMEAN H D

AWS IoT RS =8> THREN TV D THEN $2 CEFBRBENEL 12, BECERER
Y-l BoTEBRENLRUY—E, BRULBVUY—ZAANOF A AT VL AEFTTHHE
DEFIVFA (VST RNEBIERITTHMEN BV ET.

AWS [oT RV —ABR>TEBREN TV R ARMAIBEIF IV IR, RUS—ZEHIBHEIC, B
LET7O23a20&FIFAENTVD L Z2BIEIDIZONDEETT,

COFIYUE, CLISKRT API T IOT_POLICY_POTENTIAL_MISCONFIGURATION_CHECK &L
TRRIENET,

BEXE: #
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=4

COFIYITAWSIOTRUZ—HFBRO>THRETNATVAAEMEN BB M RHEhDd &, AWS
loT EXNERI—RZERLET,

+ POLICY_CONTAINS_MQTT_WILDCARDS_IN_DENY_STATEMENT
+ TOPIC_FILTERS_INTENDED_TO_DENY_ALLOWED_USING_WILDCARDS

BEELER

RID—DOREZRDE, BEUEOTIVEAFANTFNAAILEZ S, BERLBVRERICODEH
DUEMANBYET. VY—ANOT IV EAZFRL, EF1UT A LOBREBSLDHIC, R
—EEEICRNTAIECEZHEOLET,

RIS —OEBAT—RIXVRNOBIZ MQTT DA RA—RAEEATVET

AWS lIoT RUS —ARB 2> TERENTVRARMNHEZIFIY ITR, EEAT—MXZMAD
MQTT DAL RA—RXF (+ K1z #) ZRELE T, DM RA—RIFAWS lIoT RUZ—IC&k
TUTZILXFHELTROAD IS, RUS—ANBEICHREND ARSI HY)ET,

ROFIE, RUS—TMQTT DA RA—R # ZEHAL T, building/control_room (2 B9
BIDRNEYINOYTRITATREBFTTZEZBMNELTVET, L. MQTT D4
ILRA—RIE AWS IoT RUS—TR DML RA—ROEBER]REF LT, 7/N1 Ak building/
control_room/datal YT AUSATTEET,

AWS loT R =2 TEBRENTVDAEEN HDF IV I TR, CORU—ICEHI—R
POLICY_CONTAINS_MQTT_WILDCARDS_IN_DENY_STATEMENT O 7SI hFr5shEd,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
*n
},
{
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"Effect": "Deny",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
control_room/#"

},
{

"Effect": "Allow",

"Action": "iot:Receive",

"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/*"
}

LT, BYICERENLER)SD—0HITT, 7/VA A&, building/control_room/ ®H 7
NEYDICHTRIOSAT$2FT U AFAN %L, building/control_room/ D47 ~EY &
DPEXYE—DZEITDTIVEAFANINHYEHA.

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/*"
}I
{

"Effect": "Deny",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
control_room/*"

}I
{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/*"
},
{

"Effect": "Deny",
"Action": "iot:Receive",
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k

"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/
control_room/*"
}
]
}

DAINRA—ROERZFATICEZEBRID L ZBANLENEY D T 4I)LZ—D

ROR) D —FllE, VY —XR building/control_room/* ZIEBTDZ&IC&), building/
control_room ICBET D NEY VANDHYTAITA T REBTTDEEZBHNELTVET,
L. FINA A building/# \IZHY T A0S 47 35V ITANEZEFEL, building/
control_room/datal Z&€ ¥ building ICEEETZIIXNTOREY ILASAYE—TJZETE
S

AWS IoT RV =R TEBREN TV ARMA HDF IV ITR, CORIVZ—ICEHAI—R
TOPIC_FILTERS_INTENDED_TO_DENY_ALLOWED_USING_WILDCARDS @7 ZJ 5 h&T,

ROR) S —OFIZIE, building/control_room topics TAY E—J&ZETIT I A
ANEENTVET,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
* 1
},
{

"Effect": "Deny",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
control_room/*"
},
{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/*"
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}

LRE, BYICEBREnER)D—0FITT, 7/N1 AICE, building/control_room/ O 7
NEY DICHTRIVSAT$2FT U RAFAN %L, building/control_room/ D47 ~EY &
NEXYVE—DEZEIDTIVRLAFANFGUEHEA,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
*n
},
{

"Effect": "Deny",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
control_room/*"

}I
{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/*"
3},
{

"Effect": "Deny",

"Action": "iot:Receive",

"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/
control_room/*"

}
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® Note
COFIVIOTR, BRENMBREETIDFENBYET, 757 FUTShEERVD—%T
NTFHMEL ., EENHZFERAL TRBREOV Y —ALENY— V& FTAEZ2HEOLET,

EER*

COFIVIICKRY), BOTEBRENTVDARBMOHZ RIS —ICTZ TS ND -8, Rk
HARETDARUEI BYVET, SRTVTFINFUTShBVKRSIC, EENHZFERAL TEKREZ
7_7 l/ia-o

LTOARATYTICR>TE/, BE/OTL—T, TOHOIVTATAIITRY FENEFEEDOR
) —ZBETHIEETEERT,

1. R —OFLWEEN—23 2 ZHERT B, CreatePolicyVersion Z AL &
T, setAsDefault 75T & true ICERELE T, (kY. COFLWN—23 2@, R
S—mFERTEIINTOIVTATATEHELET, )

—BNBEI—AT—A@ITO AWS loT R —OERBIC DWW TIE, AWS loT Core AR EH A
RO TNTVY 2T AOTAT RIS —0HFl, #28BLTLEEV,

2. BERTSNTVRIIXRTOFT/NA AN AWS loT ICEHTED L EBRBLET, T/NA AN
BETERVE S, SetPolicyVersion ZFALTF7 I MORU D —2BEIO/N—23 (10
O=ILNYyoLT, £5—EHLTLEEL,

BMT7O>a>eERALT, UTZRITTEXRT,

« EEZ4ER(C REPLACE_DEFAULT_POLICY_VERSION M7 o> araERALT, COZXEEAETV
x99,

« AMazonSNS X v t— I ICHTRAIREE L THARAEALLAR ABERETDIES
(&. PUBLISH_FINDINGS_TO _SNS#EMF7 o> a>#=EBALET,

AMCOVWTR, "TEMT7O>3>2, #28RBULTSEEL,

FTAWS IoT Core RO Y /N—HA R,y @ loT Core RUS —ZEHEFERAL T, RUZ—RA® AWS
loT VY —RAZHWICSRBLET,
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O—ILITAUTAOERNBEITTY

AWS loT O—=I)LIT A VT AlF. #EE T /N4 AN X509 FIAEZFERA L T AWS loT ZFREE
L. AWSIloTO—=)II A UT7ARICEEN TS IAM O—/LASEEEO AWS REFE#HR % EE
FTRLEODAN_ALZREBLET, cNSORMEBEHROT IV LAFTK., BIAITFANER
EEODTIVEARI) D —%2FEALTCHEBEZRETISLEN HYVET, RUS—NELLKEREENT
WEWBE, BEREOIAAL—23IVICESETNDARENIBVET, COEBEEFIVIICK
V., AWSIoTO—IITA VT ARAICE 2 TRHE 1S BN EREBHRS BEICHFREE AV LN
RIEENET,

COFIVIR, ROVWTFhADRUNROA 21BNV A—ENFET,

« ZORUD—F, COO-NLIAIVTACLE > TBE1FILERAETNEITXNTOH—ERICKHT
PEBTVLAHTZREHALET BIAE, Tiot*s . Tdynamodb:*s . Tiam:*, & &),

c CORIVD =G, E/AXERTF—RTI3aVAOBIEVT 7R, #IRENI- AWS loT 79> 3
OANDTOEA, 12 AWS 10T F—R 7L —2F O3 VAORIEVT VA ZRHLE T,

e ZORVZ—E, Tiamy . Tcloudtraily . Tguarddutys . Tinspectory . [trustedadvisory %k
EQOEF1VTFAEBEY—EANOT IV AZRMHLET,

COFIYUIE, CLIBKT APl T IOT_ROLE_ALIAS OVERLY_PERMISSIVE_CHECK &L TERTR
TNET,

BEEE: FEERE
=3
COFIVIICKRYFTEED oTRIVD—HNRIN2EHE, XOBRAI—RAREINET,

+ ALLOWS_BROAD_ACCESS_TO_USED_SERVICES

ALLOWS_ACCESS_TO_SECURITY_AUDITING_SERVICES

ALLOWS_BROAD_ACCESS_TO_IOT_THING_ADMIN_READ_ACTIONS

ALLOWS_ACCESS_TO_IOT_NON_THING_ADMIN_ACTIONS

ALLOWS_ACCESS_TO_IOT_THING_ADMIN_WRITE_ACTIONS

ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS
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EERXEH

TNAADBEDARL =23V 2RTIBEHICBEZRT IV AFAZHRIZDZET, FNAA
NREENLEBEDTAVIRDIAVZERTEEXT,

{EIEH =

T/, B/OTIN-T, TOMOIUTATACTEYFENLETBEEDOR)S —ZEETRICE,
LTOATY 7TZERTLTLSEZL,

1. TAWS loT Core BEIEHR 7 ONA A —%Z2FRAL T, AWS H—EANEEFOHEL Z5R5E, OF
JBICE>T, O—=ILIAVFTAICKYFHROBELWVWAR)S—EBHALET,

BMT7O>a>zERALT, UTZRITTEXRT,

« Amazon SNS XY E—JIZTBL ARV AELTHARRALAT VA 2RETHHEE
([&. PUBLISH_FINDINGS _TO SNS#EMF7o>a>azEHALET,

HMICOVWTR., TEMTO 3, ESBLTLSEEL,

O—LIA VT ANKRERY—EANOT I EAZFALEXT

AWS loTO—I)LIA VT A, BHEENLT/INA XD X509 ;EEAEZFEAL T AWS loT Z72;

L. AWS loT O—/LITA VT7ACEEN TSN IAM O—)LA SEEHEO AWS RALE#H 2 G
FTRLEHOODANZALEZRBLET, ChSORABHROT UV AFAE, FBEAIVTFANERK
EBROTIEARDS —ZERALTHEZRETILEN HYVET, RUS—ANELKHREENIT
WEWEE, BREREOIANL—>3VICESEhDAEMEN BN ET. COEEFIVIICLEL
V. AWSloTO—LITA VT AL > TREET N2 - KN SFAFTBEIBEICHFREETAEVI N
RIAETNET,

COFIY IR, BEE AWS lIoT FNAATHEATATVWEVWS—ERIC, O—)ILIA VT ANFTD
EATEDBEICNIH—EnET, flAEFE, BE1FBIC AWS loT DaxZFEALZO—)LIT 1)
FAZVOENEIAMO-IIFH35E,. BEEFLA—KNLETH. O-NLICT7EYFEnLR
1) —|(& "iam:getRole" B & T "dynamodb:Putltem" ICET7 VL AHFAZNFELET,

CODFIVIE, CLIELT APIT
TOT_ROLE_ALIAS_ALLOWS_ACCESS_TO_UNUSED_SERVICES_CHECK &L THRRENET,

BEXE: #
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COFITYIICKRYEELD AWS [oT RUZ—HROA27123BE, AOEHI— RFRENET,

+ ALLOWS_ACCESS_TO_UNUSED_SERVICES

EEREH

TNA AN BEOARL =232 2RITIDEHICBEZY—ERACT IV EAFAZFIRIZI &
T, FNAADRESCNIEBZEDTAIVRNODIVARAVEZEBBTERT,

EIEH %

T/, B/ DOTIN-T, TOMOITAT AT RYFENLEFEEOR) S —ZBETDICE,
LTOATYTZRITLTILSEZL,

1. TAWS IoT Core BEIEHMZONAF—ZFEAL T, AWS H—ERADEEFTHL 23851 OF
JEC#>T, O—)LIAVTALCK)FROBEL VWA —ZHEALET,

BMT7O>a>eERALT, UTZERITTEXRT,

« Amazon SNS XY E—2ICTBL AR AELTHARAZRALAT O3 2#E2ETREE
[&. PUBLISH_FINDINGS_TO _SNS#EM7 o> a a#EAHALET,

BHICOVTE, TENTZaY ) EBRLTIEXL,
CARLFAZEDRMHRATINEY

CAREEAEAN 30 BEAICAMHRN I3 A, BICIhTVWET,

COFIYUIE, CLIB KT APl T CA_CERTIFICATE_EXPIRING_CHECK &ELTERTRENET,
BEXE: &
EE |

COFIvUEBE. TACTIVEL £7zl& "PENDING_TRANSFER. IC& > T\V\% CAGLHAEICEA
ThET,

COFIVIICKYTHEED CAREAZBN ROA 2 12BE. ROEHI—RARENET,

CARIREQOEMHMRAINET 99
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« CERTIFICATE_APPROACHING_EXPIRATION
+ CERTIFICATE_PAST_EXPIRATION

EELER
HIRRYIN CASIRZER. L VWFNA RAFHEANOBLICFEALBEVTLIEE L,
{BIEH %

WMBHFECOVTR, EFIVTAORARTZI9T1RAZ2SZRLUTLKEEWY, UTZ#TS52EHNT
XY,

1. AWS loT ICFTL WV CAREREZEBRLE T,

2. 8LV CARIHEZFEAL T, FNAM AIHAEICERTED L ZHALET,

3. UpdateCACertificate ZfEA L T, AWS loT THW CAFEBAEZ INACTIVE ELTNY—Y L& T,
BMT023a>EFEALT, ROBREZITSIEETEET,
- EEEERIC UPDATE_CA_CERTIFICATE M7 V>3 zBAL T, COEEZITVET,

« AMazon SNS XY tE—S I ICHTRIREE L THARAELLAR  ABEETHIES
([&. PUBLISH_FINDINGS _TO SNS#EMF7 o> a>azEHALET,

FMCOVWTR., "TBAT7 a2, #2ZRLTSEEL,

MQTT 224 F7> N ID OHE

BEOTFINAANRUIZATNID Z2ERAL TERELET,

COFIYOIE, CLIB KT APl T CONFLICTING_CLIENT_IDS_CHECK &L TERTRENET,
BEXE. &

S

BUIZA47>28ID ZERAL TEROEEN Thh, BCERE W ET/NA AN TiEhEK
¥, MQTTETR., 947N IDHEV 1 DOT VT AT BREROKNFIE NS, AL
94T N ID ZEAL TRIOTNA AN ELEL 258, BIOBGENPHEIET,

FUTFIVREEO-—RPELTRITENEEE, COFIYIEBR, EEORKAE 31 BEICHE
BRIRLHC clientiD AEDRSICHERAENEL ZRHANET, ATZ1—I)IEhhiZEETE,. 20
FIv UHEBR, AIEEENRTENLEBEAISCOEEAN ARV ANBBENCKEERTOT—

MQTT 2247 > N ID OFHE 100
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REFNET, TIVIRICZORUFZENTDATY TZ2RITLIEEE. BAENZ>TLWRALES
PZHMTB-OICESE/AMAVO2ITONEAITEFALTLSEZL,

COFIVIICEYFTBEN RO EBE. AOEBHI—RAREAET,

« DUPLICATE_CLIENT_ID_ACROSS_CONNECTIONS

COFIYOEBICK2> TIRENDFERICIE, BEHEICFERE N clientiD, 77U >3 /N)L ID, {IEE
BEEENET, BFOERNIRGYNIC—ERTRETNET,

EERER

IDABRETEDT/NA AR, #$EL THRENCEBERE LD LSO, XvE—I8Kbhizy), FNA
ATBETEBLSBZDAREN B KT,

chix, FNARAFRLERETNA AOFRFERNEEES NS, DDoS RED—HTHB&Z2RLT
WBDATBEMA BN ET, THIYRTTFNAANFELLSREET ATV VATEEMR, TV 1 AL
TROEDICN DHI) BEBERZEFENLAREEH KT,

EIERH %

AWS IoT TETFNAAZ—BDE/ELTERL, E/OBRMZITAT
BLET, . MQTT ZHA L TTFNSA RAZERIDEEIC, 9547
RALET. BMT7 0232 EALT, UTZITS5CLETERT,

hMIDELTHEAL TE
hMIDELTUUID 2

¢« Amazon SNS XV t—C LR TR EE L THARAEZLL AR AR EETHIES
[&. PUBLISH_FINDINGS_TO _SNS#EM7 o> a>z=EBALET,

HMEICOVWTE., T#N7o>3r ) 22RBLTLSEETV,

FINA AGIHEOBNERA Y NET

TNAAGERAENFREETNLLE MEHBRICHRINICES A, REGERCHRIAICE>TVE
¥, AIAZEOAMBRFIYIOLEWER, F7#I)LNME30 BT, 30 B (&) #5 3,652 B (&
K10 F) DETHRETEER T,

COFIY U, CLISKRT API T DEVICE_CERTIFICATE_EXPIRING_CHECK &L TRRENE
ED

BEXE: #

TINA AGLAEOEMHARAIIN KT 101
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cOFIvUEBE. TACTIVE), £7zl& "PENDING_TRANSFER, 2> TV F/V1 AGLAE
CEAZIhFET,

COFIVIICRYFTEEDTNAALAZTN RON 2 5E, ROBEARI-RABREINET,

+ CERTIFICATE_APPROACHING_EXPIRATION
+ CERTIFICATE_PAST_EXPIRATION

EERER
FINA AR ER, BEMHBRAINESEALEVTIEEL,
FINA ALRAEOEMNHREF I Y JDORE

COREICKY, FNAAT7V—RNEETEMHAEN EOIVTVWBIHEEZE XTI L, 75—
NREZETEXT, flAE. AAAZOFARHREAN 30 BUAAICE > EABRICENZZ TS558, X
DEAICFIVIRRETEEXT,

{
"roleArn": "your-audit-role-arn",
"auditCheckConfigurations": {
"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"enabled": true,
"configuration": {
"CERT_EXPIRATION_THRESHOLD_IN_DAYS": "30Q"
}
}
}
}
BIERE

WMEBFECOVTR, EF1VTAORARNTZIT1RAZSRLUTLKEEZV, LTZT52&HT
XY,

1. ILWIIRAE# O a=Z>J L., FNAAICTFRYFLETD,
2. iLVSEEAZA BN T, FNA AN EETDEOICEFNIIREEFATED L EZBRALET,

TINA AGLAEOEMHARAIIN KT 102
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3. UpdateCertificate Z#EA L T, AWS loT THWEEAEZ INACTIVE E LTN—J L& T, BT
>3 aEFERALT, WTEITSEETEET,
o EEEEERIC UPDATE_DEVICE_CERTIFICATE M7 o> 3a>aBALT. COZEEZTLVE
g,
« ADD_THINGS_TO_THING_GROUP M7 V> a > &HEAL T, 7023 &2ETTED I —
TIZFNARAZBMLET,

« AMmazon SNS XY —J I TR IBEE L THAZLL AR AREETBIHES
(&. PUBLISH_FINDINGS_TO SNS#EMT7 V>3 %#@EALET,

HMICOVWTRE, "TENMT O3, BSRBRLTLSESL,
4. HVEEHEZTFNA AN ST RYFLET, ( "DetachThingPrincipaly ZZ8BL TS E&E L),

FINA AAHEORKZBEEHFIY D

COEEFIVITR, BELLBBULOHBE, FNAARABNTIOTATILB21LEELLT
TF—RARRENET, COFIVIICLY, SABNDAT—RAZEICIEEL., AHETOEFMHR
FENBHHICERELS, EBNICZAL)—RBT O a2 FAgEICEY, iEAEORENDIVAVZ
BRI cETEFIVT A 2R LEEBIANTEXRT,

AAENRBREFIYIOLEWMERK, F7#J)NME365 BT, 30 H (&) #'5 3,652 B (&K
10 ) DETRETEXRY,

COFITY U, CLI& KT API T DEVICE_CERTIFICATE_AGE_CHECK &E L TRTRENET,
DFIYIRBTF7AILNTEBCE>TVEY, ERE: K

B i

COFIYUEBR., TACTIVE, £k "PENDING_TRANSFER. L2 TWB 7 /N1 AGLHE
CEAETART. COFIVIILKRYFTEEDT/NAAGLAENROA 2 12BE, ROBHRI— R
BENET,

+ CERTIFICATE_PAST_AGE_THRESHOLD

TINA AGEAEORBREF I Y U DRE

DRECLY. 7U—ROBEN-—X AU THIREO—FT—> 3> FS5—NeH
BTE DL, TNTOF/ARTENEEE YT | BHERBTEET, OFT S

TNAAGLAEORBEBFTTY U 103
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(&, UpdateAccountAuditConfiguration API ZEHAL TRETEET, HlXE, FEHEN 365
BAUAETOT AT B2 1B ILT 57— NEZITRBBER., AOLSICFIVIERETEERT,

"roleArn": "your-audit-role-arn",
"auditCheckConfigurations": {
"DEVICE_CERTIFICATE_AGE_CHECK": {
"enabled": true,
"configuration": {
"CERT_AGE_THRESHOLD_IN_DAYS": "365"
}

B EENETINA ASERAEN T IOTATODERETT
BVBEENETINA ASEREN T I9T1ATOEETY,

COFIY U, CLIH KT API T REVOKED_DEVICE_CERTIFICATE_STILL_ACTIVE_CHECK &
LTRRENET,

BEXE: #
=34

FINA AGIBHEE, CAD SEFAELMI)ARNCEENTVETA, AWSIloT TRELETIF1 7k
£FEXTYI,

cOF Iy UEBE. TACTIVE), £7zl& "PENDING_TRANSFER, 2> TV F/\N1 AGLAE
CHEAEIET,

CHODFIVIICKYTHEEN BROA21BE. ROERI—RNMREIhET,

+ CERTIFICATE_REVOKED_BY_ISSUER

EEREH

TINAALRENB) EENDOE, BERFENILLHTT, IT7—PREEFELOLSH, AWS loT
TRERVHEENATOVEVWARENBY) XTI,
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EIERE

TINAAAAENFrREENTVAVCEZHIELET., RESCIhTVWRHFRRF., EF1UT1OXRA
RTZ0T A AL TRAZERLET. UTZITSZENTERT,

1. FNAAOFLVIEAEZ 703 _>JLET,
2. FiLWEEBABHA BMT, FNA AN ERITZEOICTOHAAEEFEATESCLEZRRALET,
3. UpdateCertificate Z#EA L T, AWS loT THWiEEAE%Z REVOKED £ELTNY—Y L &ET., M7
U923 EFERALT, UTZITS52LETEXRT,
- EEEMRIC UPDATE_DEVICE_CERTIFICATERM7 V> a2 zEALT, COEEZITVE
CB
« ADD_THINGS_TO_THING_GROUP M7 V> a>&ERAL T, 7OV 3V ER{TTEDTI—
TICFNAAZEBMLET,
« Amazon SNS XY t—JIZR TR IEE L THARARALL AR AR EZETBIHE
(&. PUBLISH_FINDINGS_TO_SNS#M7 o> a > =BALET,

HMICOWTEE, "T@M7023r, Z28RLTLSEZL,
4. HVEEBHEZTFNA AN STFRYFLET, ( "DetachThingPrincipal; 258 L T &),

OJURZEANENTT

AWS loTAmazon CloudWatch T O ABMICE > TVWEB A, VI BRT V2 OJRBEOHA =5
BLET,

COFIYURE, CLI& KT API T LOGGING_DISABLED_CHECK &L TRRENET,
BEXAE: K

20

COFIYIICLYTEENROA 2 LHE, ROEAI-RABEINET,

+ LOGGING_DISABLED

EELER

CloudWatch @ AWS loT OJ Tk, RIAD KK, FHLBVERPIEHEE (TNAANFREENT
WBlEZRLTVBAIREMN BV ET)., AWS lIoT ATOEMEANA DAV ET,

OJRENENTY 105
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EIER*

CloudWatch T AWS loT O ZBMICLET, TAWS IoT Core FROAYN—HA R, © T£E=ZAH)
O EOTRE) 25BLTLKESV, BRM7 023 &2FHALT, UTZ2TS52EETEEXT,

o EEBER(C ENABLE_IOT_LOGGING M7 V> a3 & BRALT, COEEETVET,

e Amazon SNS XY t—C LR TR REE LU THARAEZLL AR ABEXKTHIES
([&. PUBLISH_FINDINGS_TO SNS#EMT7 o> a>z=EBALET,

FHCOVWTR., TBAT7 a2, #28RBLTLSEEL,

EEONR
EERENER

THOUMOEEREZITSICIE. UpdateAccountAuditConfiguration ZFALET, <D
RNV RzeFERATE, BEETHERAIZRCNSOFIVIEBEZBMICITS, 7232 0BHZRE
TB, TOEAHTERETADENTEEXT,

DescribeAccountAuditConfiguration TChS DREEZRRELE T,

EEENRTEZHIBRT B (CE, DeleteAccountAuditConfiguration ZFALET, ChiZky), 7
XTOTF7 I NENFBERENET, IXTOFIVIBEBHRT7FIILNTENCEZ>TVE D,
EENERLEMICEYET,

UpdateAccountAuditConfiguration

DT> D Device Defender EEREZREFTLIEFBRELET, REICIKE., EEBHNIEE
TENBFEEBNELFENSEEFI Y VERBFfrEFENATVET,

=

aws iot wupdate-account-audit-configuration \
[--role-arn <value>] \
[--audit-notification-target-configurations <value>] \
[--audit-check-configurations <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json =X

EEIOYUR 106
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{
"roleArn": "string",
"auditNotificationTargetConfigurations": {
"string": {
"targetArn": "string",
"roleArn": "string",
"enabled": "boolean"
}
.
"auditCheckConfigurations": {
"string": {
"enabled": "boolean"
}
}
}

cli-input-json 7 4 —JL R

ZHl i) e
roleArn string EEEETIHEEIC, TN
_ _ A4 A, RU>—, FEERE,
B - 2048 B/120 OEECETBERICT
VEARATBT IO EAFAZ
AWS loT It 5E920—-/IL0D
ARN,
auditNotificationTargetConf map EEBANfEEEINDZ—
igurations Tv NIBETBIER.
targetArn string EEBHNfEEENDZ—
7Y N (SNS REY D) D
ARN,
roleArn string =TV NIBHZEEFETS
_ _ TOAFAzdE5ETS0O—
Eé - Eij(2048 Ei/J\:ZO )I/o) ARN.
% boolean R—7Y NAOBHNF BRI

t%é‘ﬂ true.
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=L

auditCheckConfigurations

map

S

COTHIRTENBLY
BUWICBEDTVREEFIY
VEBNEEEhET, B
EEMCBE>TWVWARFIVY
BHEZEBLINTOF IV
VEBDUARNZRTTDIC
&, DescribeAccountAud
itConfiguration %f#H
LET,

BEOFIY VIEHZER
ICgd&, —HOF—2IX
ENFI<SICHABENET,
FIVONEMICEDE, T
OFIYvUVEBICEELTC
NETICWEENET—ZN
INTHIBRENE T,

ATS21=)ICKRBEREIC
KWERAENTVREHE,
FIVvUBEEEEMICTS
tETEFERBA, T, AT
T1-)ICLBEENSTFI
Y OIEBZHKRTDH. AT
T1-)ICLBDEEHKREZH
BRIBDUBENHYET,

UpdateAccountAudit
Configuration OO
FOHL TR, CO/NFX—
FRIBEATHY, 2BLEE
1 2O0BMBFIVIEBZ
BETAILENHYNET,

EEREOEE
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=L

B3

=1 —]

ax e

Output
L

I>—:

InvalidRequestException

VOIANOABHENITY,
ThrottlingException

L—hAHIRZEZATVET,

InternalFailureException

il

boolean

Y7

FHLBEWIS—HFEELERL L,

DescribeAccountAuditConfiguration

DT N> ND Device Defender E5&
FEEEMEFEEREMEEEF I Y VEENf EENTVET,

=

B

REDFEREZMBLERT,

S

CDTHIVRTCOESRE
FIVvOEBNFrBEMIEST
\/\6*’%%‘; true,.

(F7°>3>) CERT_AGE_
THRESHOLD_IN_DAYS

X> CERT_EXPIRATION_TH
RESHOLD_IN_DAYS & &,
BEOEEFIVIOHAR
LFRE, FIAEOZBRRE &
BVHRICOVWTTS—N%E
ZHBMARAZITREET
EET,

REICK, EEBANEEENS
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aws iot describe-account-audit-configuration \
[--cli-input-json <value>] \

[--generate-cli-skeleton]

cli-input-json X

{
}
&
{
"roleArn": "string",
"auditNotificationTargetConfigurations": {
"string": {
"targetArn": "string",
"roleArn": "string",
"enabled": "boolean"
}
1,
"auditCheckConfigurations": {
"string": {
"enabled": "boolean"
}
}
}
CLIEHAZ71—J)LR
B8l i
roleArn string

RE - & K:2048 &/)M:20

Sk

EEEETIREEICL, TN
4R, R)>—, FERE,
HOEBICETRR®ICT
DEATDTOLEAFTZ
AWS loT ICff593250—-)L®
ARN,

UpdateAccountAudit

Configuration ®OHRHD
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=L

auditNotificationTargetConf
igurations

targetArn

roleArn

B

auditCheckConfigurations

=1 —]

AX &

map

string

string

RE - & K:2048 &/)M:20

boolean

map

boolean

Xv7

S

FOHL TR, CcONTX—
ZEHEATY,

EEBANEEEND DT
APV RNDE=TY NCET
CRE 8

ETZBANEEENhD X —
YK~ (SNS REY D) D
ARN,

2—=TY NIBHZZERETD
TOEAFAZNETHO—
LD ARN,

2=y NAOBAN B
BEE trueo

COTNINTHEHBRD
BHICKE>TVBREEFTIY
~1EE,

CODFTHIRTOESE
FIVOEBEBBNFEMICELT
W3IBS trueo

(A7 3>) BENESR
FIvIICREORERRM
LET. (Bl TREORAR
BEBBEYTS—hENU
H—F2EMBERETDBHK
B E)
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ThrottlingException

L—hAHIRZEZATVWET,

InternalFailureException

FHLBEVWIZ—ARELRL L,

DeleteAccountAuditConfiguration

DT A D Device Defender DEEDTF 7 # ) RXEZERXTLET, AHWLERETF—ENT
NTHIBgEh, IXTOEEFIVIEANr EMNICUEY hEhET,

B=E

aws iot delete-account-audit-configuration \
[--delete-scheduled-audits | --no-delete-scheduled-audits] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json X

{
"deleteScheduledAudits": "boolean"

}

cli-input-json 74 —JLR

Z 8l i) =X AR
deleteScheduledAudits boolean true MZE, AT a1—)LIC
KBDEBENITXNTHIEKRENE
T,
H
L
I5—
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InvalidRequestException

VOTANORBLEMTT,

ResourceNotFoundException

BEEEIhIZVY—-ARFELEEA
ThrottlingException

L—hAHIRZEZATVET,

InternalFailureException

FHLBEVWIZ—HAFRELRLL,

EEOATZ1-)

12U EOART D 1—)LICLBEEEZERTDICIE. CreateScheduledAudit ZEALET, =
NDIANV REFERATIE, EBEFICETIZDFIVIEBREEETEORTHEELZIEETCEEXT,

ListScheduledAudits & DescribeScheduledAudit ZFA L TAT D 1—I)LICLDEE%ZE
HLET,

UpdateScheduledAudit ZFEALTBREOARATD 1 - )IICRDEEZZEETS
. DeleteScheduledAudit ZfEAL THIBRL £,

CreateScheduledAudit
BESHNEERTETEND, ATP1—)LICLDEEZERLET,
BE

aws iot create-scheduled-audit \
--frequency <value> \
[--day-of-month <value>] \
[--day-of-week <value>] \
--target-check-names <value> \
[--tags <value>] \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json =X
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"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string",
"targetCheckNames": [
"string"
1,
"tags": [
{
"Key": "string",
"Value": "string"
}
1,

"scheduledAuditName": "string"

cli-input-json 7 4 —JL R

A8l i)
frequency string
dayOfMonth string

pattern: A([1-9]|[12][0-9]|
3[01])$|"LASTS$

B8

AT 1—=)ICRDEEN
THn38E, DALY, .
TWEEKLY. . "BIWEEKLY
1+ TMONTHLY, OWd'h
N ERBIRTEXRT, BEED
EROBRBREZIEE. AT A
ICRPTREENET,

Bl {8: DAILY | WEEKLY |
BIWEEKLY | MONTHLY

AT 1= IR BDEENTT
bhdBAOAMNF. "1 HS
31, . £klF TLAST, ZiE
RTEFET, cOT71—JLR
&, frequency NS X—4&
A" TMONTHLY. IZEREET h
TWRBEICHETT, 29 ~
31 B EEEhTVWT, 20
BIZEFOBRMGASWVEE, B

BEEORATI1-)
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=L

dayOfWeek

targetCheckNames

27

string

AN

X > )N—: AuditCheckName

AR
X2 )N—:Tag

java class: java.util.List

S

ERFTODADKE (LAST) I
Thhxd,

ATD1—=)ICRBDEEN
THndBEH, "SUN. .
"ON, . TTUE. .
"WEDs . "THU. .

"FRIJ . TSAT, oWThAh
ICERETEEXRT, DT 1—
JL R, frequency /NS
X—&H" "WEEKLY. £i&
TBIWEEKLY . [CEREENT
WBBEICHETT,

HlZ{8: SUN | MON | TUE |
WED | THU | FRI | SAT

AT 1—)LICLBEERIC
RiTEndFI v UIEH,
ThovhTFIv VIER
FERCE > TVBILEND
WEY, (BMWEFIVIE
BZEtLINXNTOFIVY
HEHOUARNZZRTSBIC
(& DescribeAccountAud
itConfiguration . A&
MZHEL>TVWBRFIYUERB
%1#IRF 3 (C1F UpdateAcc
ountAuditConfigura
tion ZFEALEY),

ATO1— NIk 2EEZE
HIDLEHILEATED XA
?_go

BEEORATI1-)
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=] it

F— string
& string
scheduledAuditName string

RE - &AK:128 &/M:1

pattern: [a-zA-Z0-9_-]+

5

{
"scheduledAuditArn": "string"

}

CLIFHA7 1 —I)LR

£l e
scheduledAuditArn string
I7—:

InvalidRequestException

VOTANODABHEMNTT,
ThrottlingException

L—bhAHIRZEZATVET,

InternalFailureException

FHLBEVWIZ—RELRL L,

LimitExceededException

FIRZEBLRL I,

e

2TOF—,

27 D&,
ATT1—=)ICkBEEICE
WET3EHE. (BK 128 X

=

F)

SHI:I

o

ATD1=)ICLDEED
ARN,

BEEORATI1-)
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ListScheduledAudits

AWS loT Device Defender RO Y /N—H 4 R

ATI1-IrBEEEZINT—ERRLET,
=

aws iot list-scheduled-audits \
[--next-token <value>] \
[--max-results <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

"nextToken": "string",
"maxResults": "integer"

cli-input-json 7 1 —JL R

ZHl il ETL:]
nextToken string ROFEREZY ROR—=D 2,
maxResults integer —EBILRTHEROZEAE. T

7A) BN 25T,
EiF - &K 250 &/ 1

H
{
"scheduledAudits": [
{
"scheduledAuditName": "string",
"scheduledAuditArn": "string",
"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string"
}
1,

"nextToken": "string"
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}

CLLHA7 14— R
=T}

scheduledAudits

scheduledAuditName

scheduledAuditArn

frequency

dayOfMonth

dayOfWeek

i)

AR

X > )N—: Scheduled
AuditMetadata

java class: java.util.List
string

R& - & K128 &/
pattern: [a-zA-Z0-9_-]+

string

string

string

pattern: A([1-9]|[12][0-9]|
3[01])$|"LASTS

string

B8

AT21=-)ICLBEEDY
Abo

ATD1=)ICLDEEDA
Blo

ATD1=)ICLDEED
ARN,

AT 1=)ICrDEENT
bh3HEE,

B 24{8: DAILY | WEEKLY |
BIWEEKLY | MONTHLY

ATZ1—-)IZLBDEER
FRITEhDA0BH
(frequency A" "TMONTHLY
1 DFE). 29 ~ 31 BN IE
EEhTVWT, TOAICED
BEAF VWSS, EEEZO
A®OKA (LAST) fFbhE
EP

AT 1= RBDEENRE

TE N8R (frequency
A TWEEKLY, E7i=&
FBIWEEKLYJ ®3%E4).

BEEORATI1-)
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ZHl it =4 B

Bl|3E: SUN | MON | TUE |
WED | THU | FRI | SAT

nextToken string ROFEREY NORBICEA
TEBRN—D, Ell3ft
ICHEENZVESE null T
T,

IZ7—:
InvalidRequestException

VDOTANODABHEMNTT,
ThrottlingException

L—bhAHIRZEZATVET,

InternalFailureException

FHLBEVWIZ—FRELERLL,

DescribeScheduledAudit
AT 1= )ICLDEBEICBEITEHREBELET,

B=

aws iot describe-scheduled-audit \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

{

"scheduledAuditName": "string"

}
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cli-input-json 7 1 —JL R

B
scheduledAuditName
H A
{
"frequency": "string",

"dayOfMonth": "string",

"dayOfWeek": "string",

"targetCheckNames": [
"string"

1,

i)
string
RE - &K:128 &/

pattern: [a-zA-Z0-9_-]+

"scheduledAuditName": "string",
"scheduledAuditArn": "string"

CLLHA7 14— R
&8l

frequency

dayOfMonth

string

string

B8

BHREMBITHIATI 1)
ICRDEEDEH.

B

ATD1-)LICRBEEN
THNBHEE, "DAILY. .
"WEEKLY. . T"BIWEEKLY
1+ "MONTHLY, OWT'h
Bo BEEDERBORKEZ
. PATALAICRD TRESE
&7,

BI%4E: DAILY | WEEKLY |
BIWEEKLY | MONTHLY

AT 1—=)ICRDEENT
bh38BAOBEN. "1 H5

BEEORATI1-)
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ZHl it =4 B
pattern: A([1-9]|[12][0-9]| r31, . £l TLAST, &
3[01])$|"LASTS RTEEXRT, 29 ~ 31 BN EE

EEhTVWT, TOAICZD
BRFEVEES., EERFEO
ADKAB (LAST) ICfThn=E
E

dayOfWeek string AT 1=K BEEN
THndBEH, "SUN. .
"ON, . TTUE. .
"TWED, . 'THU. .
"FRIJ . TSAT, oWTh
Mo

BI|3&: SUN | MON | TUE |
WED | THU | FRI | SAT

targetCheckNames A K AT 1—=)LICLBEERIC

RiITEhdFI v VIEH,
X > JN—: AuditCheckName FHYY RTFIYHIEE

FEMZBE>TLVRIHEND
WET, (BB FIvIE
BZELIXNTOFIVY
EHEOUANZZRIBIC
& DescribeAccountAud
itConfiguration . &
MCZEL>TVWABHFIY VIEE
%ZiBIRT S IZ1F UpdateAcc
ountAuditConfigura
tion ZFEALET).

scheduledAuditName string ATT1=)ILKDEENR
Blo

RE - &AK:128 &/

pattern: [a-zA-Z0-9_-]+
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=] it
scheduledAuditArn string
I7—:

InvalidRequestException

VOTANORBLEMTT,

ResourceNotFoundException

EEEhEVY—-ARFELEEA
ThrottlingException

L—hHHIRZEXTVET,

InternalFailureException

FHLBEVWIZ—FRELRL L,

UpdateScheduledAudit

RITETNDFIV VEBRPEEN RTENBIBERZRE, ATV1I-IICRDEENEREIET,

=

aws iot update-scheduled-audit \
[--frequency <value>] \
[--day-of-month <value>] \
[--day-of-week <value>] \
[--target-check-names <value>] \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &

{
"frequency": "string",
"dayOfMonth": "string",

S

ATD1=)ICLDEED
ARN,

BEEORATI1-)
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"dayOfWeek": "string",

"targetCheckNames": [
"string"

1,

"scheduledAuditName": "string"

cli-input-json 7 4 —JL R

ZH it
frequency string
dayOfMonth string

pattern: A([1-9]|[12][0-9]|
3[01])$|"LASTS

dayOfWeek string

S

AT 1Lk DBEN
THhd8E. "DAILY. .
"WEEKLY. . TBIWEEKLY
1+ TMONTHLY, OWTh
PEBRTEET., REEOD
EROBKBAE. AT A
ko TREENET,

B 24{8: DAILY | WEEKLY |
BIWEEKLY | MONTHLY

AT 1= )ICRBDEENTT

bhdBAOHERMA., "1 A5
31, . £ilF TLAST, %=
RTEET, cOT71—JLR

(&, frequency N X—%&
A" TMONTHLY . [CEREE h

TVWBEBEICHETT, 29 ~
31 BFfEEEhTVT, 20D
ACZoBRMAAFZVES, B
EiFTOADKA (LAST) I

THhhET,

AT1—=NICRBDEEN
THhh3EH, "SUN. .
"ON, . TTUE. .
"WEDs . "THU. .

TFRI; . TSATL oLWThah

BEEORATI1-)

123



AWS |oT Device Defender

AWS loT Device Defender RO Y /N—H 4 R

=L

targetCheckNames

scheduledAuditName

5

{
"scheduledAuditArn":

}

AR

X > )N—: AuditCheckName

string
RE - &AK:128 &/

pattern: [a-zA-Z0-9_-]+

"string"

S

ZERTEERT, cOT 11—
JLRE&, frequency /NS
X—&H" "WEEKLY., £i&
TBIWEEKLY . [CEREENT
WBBEICHETT,

HlZ{8: SUN | MON | TUE |
WED | THU | FRI | SAT

AT 1—=)IZLBDEERIC
RTEThdFIv V1EB,
FHORNTFIYUEE
FEMIBE D TVRIHLENH
WEY, (BUBFIYVIE
BZELIXTOFIVY
HEOUANZZRTSBIC
(& DescribeAccountAud
itConfiguration . A&
MIBE>TVWBFIYUIERB
Z1®IRT B (C1F UpdateAcc
ountAuditConfigura
tion ZFEALEY),

ATT1=)ICLDEEDR
. (BRK 128 XF)

BEEORATI1-)
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CLIHAZ7 1 —JLR

ZHl i) =¥ AR
scheduledAuditArn string ATZ1—)ICLBDEED
ARN,
IZ7—:

InvalidRequestException

VOTANOABIEMNTT,

ResourceNotFoundException

BEEhLEVY-ARFEELREA
ThrottlingException

L—hAHIRZEXTVET,

InternalFailureException

FHLBEVWIZS—HFHEELERLL,

DeleteScheduledAudit
AT 1-)ICRPEEZHIKRLET,

=

aws iot delete-scheduled-audit \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json =X

{

"scheduledAuditName": "string"

}
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cli-input-json 7 1 —JL R
ZHl

scheduledAuditName

Hh
L
I>—:

InvalidRequestException

VOTANORBLEMTT,

ResourceNotFoundException

il
string
R<E - ;K128 &1

pattern: [a-zA-Z0-9_-]+

BEEhLEVY-ARFEELREA

ThrottlingException

L—hAHRZEXTVET,

InternalFailureException

FHLBEVWIS—HFEELERLL,

FUFIY REEDRET

ETITRFIVvIEBEEEL.
ZEALET,

StartOnDemandAuditTask
7> 7N > R® Device Defender

=

EBZHRHBLET,

HIBRT D AT 1—)LICLD
EEDER,

EEDETZISICHABITSICIE., StartOnDemandAuditTask

AU TR REEORT
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aws iot start-on-demand-audit-task \
--target-check-names <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &

{
"targetCheckNames": [

"string"
]
}

cli-input-json 7 4 —JLR

=1 i)
targetCheckNames AR

X > )N—: AuditCheckName

5

{
"taskId": "string"

}

Sk

EERICEITENDTFIVY
HB, EEISAF IV UIEE
&, PHONTHEMICHKZS
TVRRENHYET, B
2TV ERWE, BIANF
HLET. (BB FIVD
BHEZBULINTOF IV
VEBDJANZZRITBIC
& DescribeAccountAud
itConfiguration . &
MCHEL>TVWARFIY VIEE
#iBRFBIC1F UpdateAcc
ountAuditConfigura
tion ZFEALET).

AU TR REEORT
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CLIHAZ7 1 —JLR

=L

taskld

I>—:

InvalidRequestException

JDOTANOABHENTT,
ThrottlingException

L—hAHIRZEATVET,

InternalFailureException

il
string
RE - ®A:40 &/

pattern: [a-zA-Z0-9-]+

FHLBEVWIZ—HEELERL L,

LimitExceededException

HRZEHEBLEL .

EEAVAZVADEE

S

FRIL LF > TN REED
IDo

BENEES/ AR AICET2EHREIMEBTAICIE. DescribeAuditTask #FRALET, TT
ICETENTVWREE, BRICEERBLUEFIVIBEBBERILEFIVIER, SATLNTETT
ERNO2EFIVOER, EENEEETHOBERMEBRAOFIY VEENfrEENET,

BEOHRBRNICETENEEEEZFANSDICE., ListAuditTasks ZEHALE T,

ETPOEE%#EFIET5(CF, CancelAuditTask ZFAL T,

DescribeAuditTask

Device Defender DEEEICEE T2 1BEHREZMEL E T,

BEBE(AZANDERE
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BE

aws iot describe-audit-task \
--task-id <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

"taskId": "string"

cli-input-json 7 4 —JLR

8l i) 1t BA
taskld string FHRZMBITHEED ID,

RE - &K:40 &1

pattern: [a-zA-Z0-9-]+

5

"taskStatus": "string",
"taskType": "string",
"taskStartTime": "timestamp",
"taskStatistics": {
"totalChecks": "integer",

"inProgressChecks": "integer",
"waitingForDataCollectionChecks": "integer",
"compliantChecks": "integer",
"nonCompliantChecks": "integer",
"failedChecks": "integer",
"canceledChecks": "integer"
1,
"scheduledAuditName": "string",
"auditDetails": {
"string": {
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"checkRunStatus": "string",
"checkCompliant": "boolean",
"totalResourcesCount": "long",
"nonCompliantResourcesCount": "long",
"errorCode": "string",

"message": "string"

CLIHAZ71—JLR

£l e
taskStatus string
taskType string
taskStartTime timestamp
taskStatistics TaskStatistics
totalChecks integer
inProgressChecks integer

Sk

EBEOAT—ZA:
"IN_PROGRESS, . "COM
PLETED, . TFAILED, . ©
CANCELED,; oWd'nh,

H%4E: IN_PROGRESS |
COMPLETED | FAILED |
CANCELED

EENAZ4M47: "TON_DEMAN
D_AUDIT_TASK, £k 'S
CHEDULED_AUDIT_TAS
K_l o

5l%5fE: ON_DEMAND
_AUDIT_TASK | SCHEDULED
_AUDIT_TASK

EEDORKKZ,
EEICRT M ER.

COEEQOFIVIEABD
o

EITFOFIY VEE O,

BEBE(AZANDERE
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=]
waitingForDataCollectionChe

cks

compliantChecks

nonCompliantChecks

failedChecks

canceledChecks

scheduledAuditName

auditDetails

il

integer

integer

integer

integer

integer

string
RE - &K:128 &1
pattern: [a-zA-Z0-9_-]+

map

S

TF—RNEEFHELTVS
FIvIEB DO,

BELTWBUY—ANRD
A2EFIYv OEEOHK,

THEEVY—ANEBEO2H 21
FIvOEBDOH,

FIvOEBDOH,

EENFYOEILENEED
_ETENBA2EFIVY
HEB O,

ATV IV LBEENS
H(BEARTY1-)LICLD
EBEDBEDHK).

COEERICRITENLES
FIvUEBICETBHME
o

BEBE(AZANDERE
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=L

checkRunStatus

checkCompliant

totalResourcesCount

nonCompliantResourcesCount

errorCode

string

boolean

long

long

string

S

COFIYVOUVEBORET
AT—2ARA: TIN_PROGR
ESS., . TWAITING_FOR_
DATA_COLLECTION, , T
CANCELED; ., "COMPLET
ED_COMPLIANT, , "COM
PLETED_NON_COMPLIA
NT, . TFAILED, LT h
Do

Bl {8: IN_PROGRESS |
WAITING_FOR_DATA_C
OLLECTION | CANCELED |
COMPLETED_COMPLIANT
| COMPLETED_NON_COMP
LIANT | FAILED

FIVIONFETL, INXNTO
Y —ZANBELTWS L
Noh 2 EBEE true,

FIvyv OEENFRITENIEZY
\J—7\0)§5lo

FIYOTTEEN REE
7;: U \J—7\0)§5Io

COEERICZOFIY
VIEBHZRTIIRICRE
LEIZ—0—K, TIN
SUFFICIENT_PERMISS
IONS, F7# & "TAUDIT_CHE
CK_DISABLED

BEBE(AZANDERE
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ZHl il
Xy tE—2 string
RE - &K:2048
I7—:

InvalidRequestException

VOTANDORABLEMNTT,

ResourceNotFoundException

BEEIhIZVY—-ARFELEEA
ThrottlingException

L—hAHIRZEXTVET,

InternalFailureException

FHLBEVWIZ—HEELERL L,

ListAuditTasks

S

CHEBERICCOFIVIE
BZERITITBIBRICKEL -

IZ—ICBEAENFSsShiXY
-,

BEETNEHEPICEITE 1z Device Defender DEEZ —EBERRLET,

=

aws iot 1list-audit-tasks \
--start-time <value> \
--end-time <value> \
[--task-type <value>] \
[--task-status <value>] \
[--next-token <value>] \
[--max-results <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json =X

BEBE(AZANDERE
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{
"startTime": "timestamp",
"endTime": "timestamp",
"taskType": "string",
"taskStatus": "string",
"nextToken": "string",
"maxResults": "integer"

cli-input-json 7 1 —JL R
ZHl

startTime

endTime

taskType

taskStatus

7

timestamp

timestamp

string

string

B

HEORK. EEBREES
ni-HEK (180 A) O KR

BHEhExrd, REEShdR

BLYEIICHBEEZY D

TAKRTSE, InvalidRe
questException A4EMR
EThET,

HAB DT .

BEENIEZATOEEL
HOZEHIRTZD7 1A

TON_DEMAND_AUDIT_T
ASK, &7:l& "SCHEDULED_
_AUDIT_TASK, ZZBRZ &N
TEXY,

5l%fE: ON_DEMAND
_AUDIT_TASK | SCHEDULED
_AUDIT_TASK

BEEENETTAT—
RAEFEOEEICHS
ZHIRTDT 1A
"IN_PROGRESS, . "COM
PLETED, . TFAILEDs . T

BEBE(AZANDERE
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=] it
nextToken string
maxResults integer

EiF - &K 250 &/ 1

5

{
"tasks": [
{
"taskId": "string",
"taskStatus": "string",
"taskType": "string"
}
1,

"nextToken": "string"

CLIHA7 14— R

A8 i
tasks AR

X2 )N—: AuditTaskMetadata
java class: java.util.List
taskld string

RE - BK:40 &1

S

CANCELED, oW g h i &i#
RIBDENTEEXRT,

Bl {8: IN_PROGRESS |
COMPLETED | FAILED |
CANCELED

RDBEREY RO —=D 2,

_EL:E?%%W%j{ﬁO 7__“
7AIKE25TT,

B

EEEN-HEFRICETE N
TCE:E.EO

CDEED ID,

BEBE(AZANDERE
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=L

taskStatus

taskType

nextToken

I>—:

InvalidRequestException

JOTANODABRHEMTY,

ThrottlingException

L—hAHIRZEXTVET,

InternalFailureException

il
pattern: [a-zA-Z0-9-]+

string

string

string

FHLBEVWIZ—HEELERL L,

S

CHEBEODAT—RA:
"IN_PROGRESS, . "COM
PLETED, . TFAILED, ., ©
CANCELED, oWd'hnh,

5% {8: IN_PROGRESS |
COMPLETED | FAILED |
CANCELED

COEEDRAT:
TON_DEMAND_AUDIT_T
ASKJ F7zl& "SCHEDULED_
AUDIT_TASK. »

5l=4fE: ON_DEMAND
_AUDIT_TASK | SCHEDULED
_AUDIT_TASK

RXOFEREY NOBRSBIZEA
TEBDN—0>, £EEM
DEBENFZVHEWE null T
9,

BEBE(AZANDERE
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CancelAuditTask

EITHFOEEZFXF Y EILET, BEERF, ATP1-I)TBEEFFIVRICTRDEETE
£9, EBENFETHTEVEEE., InvalidRequestException "&EAELE T,

=

aws iot cancel-audit-task \
--task-id <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

{
"taskId": "string"

}

cli-input-json 7 1—JL R

ZHl i) =5 B
taskld string FrOELTREENID T
_ _ ¥. TIN_PROGRESS. ME
K& - &K:40 &b BOXF T ELTHEN
pattern: [a-zA-Z0-9-]+ TERT.
Py
L
I>—

ResourceNotFoundException

BEEThLEVY-ARFEELREA

InvalidRequestException

VOTANORBNEMTT,
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ThrottlingException
L—KhAFIREZBXZTVET,
InternalFailureException

FHLBEVWIZ—HFHEELERL L,

EEGRROFIVY

EE0HRERRTSICIE, ListAuditFindings Z2FEHALET, FI v VEEOERE, #HENOV
V—RA, FEREEORBICI > THRZ7AINZIV ISR ENTEET, COBHREMFEAL
T, BACHI-BEZRBITD_ENTEET,

BMT7 O3 zeERL, EEOBRICEATERY, FMICOVTR, "TBNT7OV>3>, %=
LTLEEW,

W

l\\i

ListAuditFindings

Device Defender DEEEFX L IFEBEE N HBEICKRITE N EEEOFERZ—EBERRLET, (BRE
180 HEREFEhET),

=

aws iot list-audit-findings \
[--task-id <value>] \
[--check-name <value>] \
[--resource-identifier <value>] \
[--max-results <value>] \
[--next-token <value>] \
[--start-time <value>] \
[--end-time <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json =X

{
"taskId": "string",
"checkName": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
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"cognitoIdentityPoolId": "string",

"clientId": "string",

"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"

iy

"roleAliasArn": "string",
"account": "string"
.
"maxResults": "integer",
"nextToken": "string",
"startTime": "timestamp",
"endTime": "timestamp"

cli-input-json 7 4 —JL R

ZHl it =4 B
taskld string EBEENE IDZF O EEICHE

Rz#HIRITBD 7 1) Z, taskld
F o1& startTime & endTime
DELESHZIEETIHLEN
HYETHN, MAZEETD

RE - &RK:40 &)1

pattern: [a-zA-Z0-9-]+

CEFETEFXEA,
checkName string EEEnEEEFIY VIEH
DRERICEREZHRTD 7 1
L=,
resourceldentifier Resourceldentifier FHEEVY—AZRBBTSE
o
deviceCertificateld string DY—RAICTRY FEnI-AE
BHE 0 ID,
K& - RK:64 /.64
pattern: (Ox)?[a-fA-F0-9]+
caCertificateld string AEAEZAR TR EHICHEA

93 CARAED ID,
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=L

cognitoldentityPoolld

clientld

policyVersionldentifier

policyName

policyVersionld

roleAliasArn

account

maxResults

nextToken

il
R<& - & K:64 £&/)M:64
pattern: (Ox)?[a-fA-FO-9]+

string

string

PolicyVersionldentifier

string

RE - &K:128 &1
pattern: [w+=,.@-]+
string

pattern: [0-9]+

string

string

& -HK12 &/M12
pattern: [0-9]+

integer

#E - HK: 250 &/ 1

string

S

Amazon Cognito ID 7’—J)L®
IDo

9Z74T>2 K ID,

DY —ACEENIFSATOV
%)71':') :/—0)/\‘_:/“3 yo

/-.I_:U :/_a)%ﬁﬁo

VY—ACHEMFShTV
BRIV—ON—23>0
IDo

BECHFBEENLET V>3
ZEFOO-ILIAIVTAD
ARN,

R<E - &AK: 2048 &/ 1

)Y —ANREENFShTL
D2THI7 N,

—ELRITEROERHK. T
Z#xILBE25TT,

RDBEREY RO —=D 2,

EEFROFIVY
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=] it
startTime timestamp
endTime timestamp
A
{
"findings": [
{
"taskId": "string",
"checkName": "string",
"taskStartTime": "timestamp",
"findingTime": "timestamp",
"severity": "string",
"nonCompliantResource": {
"resourceType": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",
"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"

iy

S

EEENEBHRICE DA
ERRIIERZHRTD 7 1
JLZ, startTime & endTime
Tl taskld DEBE S A &I
ETHIXENfBVEITHN. @
FEEETRDR_ERETEEL
[

BEEESNERZEIZE DA >
ERRIIERZHRERTD 7 1
JLZ, startTime & endTime
Tl taskld DEBS S A &I
ETRILENDBYNETH, |l
FRIEETD LI TEEE
Ao

EEFROFIVY
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"account": "string"
},
"additionalInfo": {
"string": "string"
}
},
"relatedResources": [
{
"resourceType": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",
"iamRoleArn": "string",
"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"
1,
"account": "string"
1,
"roleAliasArn": "string",
"additionalInfo": {
"string": "string"
}
}
1,
"reasonForNonCompliance": "string",
"reasonForNonComplianceCode": "string"
}
1,
"nextToken": "string"

CLIEn71—JLR

=Ll

findings

AN

Sk
EENOHER.

EEFROFIVY
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=L

taskld

checkName

taskStartTime
findingTime

severity

nonCompliantResource

resourceType

resourceldentifier

il
X 27 )XN—: AuditFinding
string

R& - K40 &1
pattern: [a-zA-Z0-9-]+

string

timestamp
timestamp

string

NonCompliantResource

string

Resourceldentifier

S

COER (FIR) ZEXRL EE
&0 ID,

COBREERLIZER
FIv JEE,
EENOHRKRKZ,
BRAREE W R,
BROEEE,

Bl 34B: CRITICAL | HIGH |
MEDIUM | LOW

EEFIVIORR. BEL
TWEWZ EAHBAL 121
\J_Zo

;Fﬁé I) \J—7\0)g’f7°o

5l%{8: DEVICE_CE
RTIFICATE | CA_CERTIF
ICATE | IOT_POLICY |
COGNITO_IDENTITY_POOL
| CLIENT_ID | ACCOUNT_S
ETTINGS

TEEVY—AZ#ET 2B
Ko

EEFROFIVY
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=L

deviceCertificateld

caCertificateld

cognitoldentityPoolld

clientld

policyVersionldentifier

policyName

policyVersionld

account

additionallnfo

pii]

string

RE - & K64 &/):64

pattern: (Ox)?[a-fA-FO-9]+

string

RE - & K64 &/ :64

pattern: (Ox)?[a-fA-FO-9]+

string

string

PolicyVersionldentifier

string

RE - &K:128 &/
pattern: [w+=,.@-]+
string

pattern: [0-9]+

string
RE -BKR12 &/M:12
pattern: [0-9]+

map

S

VY—ALLTRY FEnIEE
BAE D ID,

ALREZE TR HICHEMR
T CAGIAED ID,

Amazon Cognito ID 7’—J)L®
IDo

9Z24T 2K ID,

DY —ACEEMNITFSHhTVL
%)/T:U :/_0)/\‘_:/‘3 )o

7.RIJ :/_o)%ﬁﬁo

)Y —AICBEERNFShTL
BRIV—ON—23>20
IDo

)Y —ANREENFShTL
DTHIU N,

TEEVY-AIKHIZDZTON
D15

EEFROFIVY
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=L

relatedResources

resourceType

resourceldentifier

deviceCertificateld

caCertificateld

cognitoldentityPoolld

clientld

policyVersionldentifier

iamRoleArn

pii]

AR

X > )N—: RelatedResource

string

Resourceldentifier

string

R&E - &RK:64 &/)0:64
pattern: (Ox)?[a-fA-F0-9]+
string

RE - ;K64 &/)0:64
pattern: (Ox)?[a-fA-F0-9]+

string

string

PolicyVersionldentifier

string

R& - &%K:2048 &/):20

S

BEUY—AD AR,

U \J—7\0)7'f7°o

Hl3¢{&: DEVICE_CE
RTIFICATE | CA_CERTIF
ICATE | IOT_POLICY |
COGNITO_IDENTITY_POOL
| CLIENT_ID | ACCOUNT_S
ETTINGS

)Y —RA%z#AT B HER.

VY—AICTRY FENIE
BAE D ID,

AAEZ AT D EOICEA
T CAGLHED ID,

Amazon Cognito ID 7’—JL®
IDo

24T K ID,

VY—ACHEMFShTY
BRIV—ON—232,

BECHBELLETI>3Y
Z# 2 IAM O—J)L® ARN,

EEFROFIVY
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=L

policyName

policyVersionid

roleAliasArn

account

additionallnfo

reasonForNonCompliance

reasonForNonCompli

anceCode

nextToken

il
string

RE - &K:128 &1
pattern: [w+=,.@-]+
string

pattern: [0-9]+

string

R& - &K: 2048 &/ 1
string

RE -HBK12 &/M12
pattern: [0-9]+

map

string

string

string

S

R —DHEH,

)Y —AICREERNFS ATV
BRVZ—ON—=2320
IDo

BECHFRENLET V3>
ZEOO—-ILIAIVTAD
ARN,

)Y —ANBREENFShTL
BTHI2 N,

Y —AICEITBZTOHDIE
o

VY —ANTEELE 2 218
Ho

VY —ANTEEE > -EH
ZRII—R,

ROFEREY NOREICER
TEBDN—U2, KEEEM
DERNBEVWESE null T
EE

EEFROFIVY
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InvalidRequestException

JVOTANODABRHEMTY,

ThrottlingException

L—hAHIRZEXTVET,

InternalFailureException

FHLBEVWIZ—HFHEELERLL,

EEOREOANE

EEEZERTIDE, IXNTOFTERVY—ADOHERABEEINET, 2FY ., BEELR-NIE.

BEOCEMCMVBEATVWE VY —ADHRE, TARPTNAADOKEBLRE, FHETHD N
HDEI2TVBRVY—ADFRRAEEINET, EETR. BREOEERTTTEENEETHDI Y —
ACEIZRNBIEHRELR—PENB 0, LR—NIAEZBHRAEME DML H VY E
¥, EEMRENBIZE, BEELLHE, VY-AFBEEIhZETOHE, FLETAMELL
FBEELLETFNAACEEFHFS VY —ALCRLT, BHRICAREIHELERATEEXT,

@ Note

MElENEEEBFRBICHL TR, BRT7 O3 EERATEERBA, BT O3 OFM
C2OWTR, BM70>3> #8BLTLSEEV,

EEMEOIME U A —20FFMIC DOWVWTIE., TAWS loT Device Defender DT> RiRA > N& D #+—
2, BEBBLTLEE,

EEFR OHH L8 &

TEEOVY —ARAICEEMROMBIZRKTIE, BEELR—NEBHOBENI EEYNET,

EBELR-NIE, LR—BMIBEETS, HHEhLZIXNTOFRRZ—EXRTIBDHLLWEI > 3
UNEENET, BEEFIVINBETHRINESH EFTMETZEE. HIFlEhEMREEZERENE
HA, ANV RZA2 4R —T T4 X (CLI) T describe-audit-task INX > REFHATI &, FEE
FIvooMEENE)Y—ABRERENET,
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AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

EREATE. EBEFIVINBEETHINESH ZTMMITRES. HEHlchifmREEEEENE
BA., HEIENEDUY—AFIE. AWS loT Device Defender A" Amazon CloudWatch & & OF Amazon
Simple Notification Service (Amazon SNS) ICR1TT 5, FEEF IV IVBHICEEENET,

AV - TEEMRONG ZER TS HE

EELR-—KMPSOFMRZMETIICE

ROFIEF, AWS loT A2 Y- TEEMROIIH ZERT I HEZRLTVET,

1. AWS loT AV Y —LOFESF—2 3> RA 2T, [Defend] (B54) ZEBL . [Audit] (BEE).
[Results] (f&R) OIEIZEIRL E£T,

2. WRIBEELFR-—MZBRLET,

AWS loT X AWS loT Device Defender
Audit results (10+) o m
Q 1 >
» Onboard
Namy Date Stat Si y
» Manage
b Greengrass UTC-0700) A\ Not 1 of 14 non-compliant
55:43 (UTC-0700) ® Compliant 14 of 14 completed
» Secure
dit 5:12:39 (UTC-0700) A\ Not 1 of 14 non-compliant
¥ Defend
dit UTC-0700) A\ Not 1 of 14 non-compliant
it UTC-0700) A\ Not f 14 non- t
t ly 25, 20 5:12:39 (UTC-0700) A\ Not f 1
rDailyAudit July 24, 2020, 05:12:39 (UTC-0700) A\ Not 1 of 14 non-compliant
Finding suppressions AWSloTDeviceDefenderDailyAudit July 23, 2020, 05:12:39 (UTC-0700) A Not 1 of 14 non-compliant
Det
ilyAudit July 22, 2020, 05:12:39 (UTC-0700) A\ Not 1 of 14 non-compliant
e derDailyAudit July 21, 2020, 05:12:39 (UTC-0700) A\ Not 1 of 14 non-compliant

3. BEEROFIVIOIEIIIADO[FIVIR|T, BOOHBIEEFIVIERBIRLET,
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AWS leT Device Defender Audit Audit Results Audit Report

Audit Report

On-demand - July 28, 2020, 14:14:18 (UTC-0700)

Audit findings

Audit rask D

40c1 20447 beBbb0d33682ef35¢ 144231

Started at

July 28, 2020, 141418 (UTC-07001

Non-compliant checks (1 of 14)
Chedck name Severity MNon-compliant resources % Resources Mitigation

Logging disablec Low 1 100%, Logging disabled (@)

Compliant checks (13 of 14)

Chedk name Severity Seanned (1)

Authenticated Cognito role overly

T Cricical (n]
PEMTTHSSIVE
CA certificate key quality Crirical o
CA certifieate reveked but device aia

i = % ¥l Critical o

certificates still active
Device certificate key quality Critical 0
Device certificate shared Crirical 0
loT policies overly permissive Critical v]
Role alias overly permissie Critical 0
Unauthenticated Cognibo role overly Critical 0
permissive
Conflictirsg MOQTT client [Ds High o]
Ch certificates expiring Medium 0
Device certificate expiring Megiim o
Revoked device certificate still active Medium 0
Role alias allows access to unused .

# Medium 0
SEFVICES

4. BEETFTIVIOFMEET, KRRLEKBZVMRI®258E. AROBICH2FT7> 3R
VEBRULET, RIC, [77232] 28R, EERREREITIHBZRRLE T,

(® Note

OA2Y—I)TR, EEMROMNGIOBEMHBRELT, [1EBE]. 1»AL BA2A]L 6h
Al R [EBPR] 2BRTEXRT. BREODAVBREZHRETSHBEE. CLI k&
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API TOARETESRT, BEFROMHE, BHBREAADST. WO TERY W

TEETEERT,

AWS loT Device Defender Audit Audit Results Audit Report Audit Findings

Audit Findings

Logging disabled

1 account non-compliant

Mitigation
Enable CloudWatch Logs.

Non-compliant account (1)

Finding Reason

Account settings

(] 417b2f816eac7a2e40fdbObc709b01a2 Logging disabled on account.

765215403047

5. MIHEOFMERIEL TH S, R ZAML] ZBRLET,

Confirm suppression

Please verify the details of the audit finding suppression

Check name

Logging disabled

Account settings
765219403047

Expiration period

2 months

Expiration date
2020-10-28T21:25:41.100Z

Cancel

Enable suppression

Actions &

Start mitigation actions
Suppress Finding
1 week

1 month

3 months
6 months

Indefinitely

6. EEMROMFZEKTDE, EEMEOIHANMERE N EZ2BBIDNT—HIRFEIE

ED

AV TEEMRONFHZERA TS HE
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@ Audit finding suppression created successfully
The finding related to the resource is suppressed for audit check Logging disabled

AWS loT Device Defender Audit Audit Results Audit Report Audit Findings

Audit Findings
Logging disabled

1 account non-compliant

Mitigation
Enable CloudWatch Logs.

Non-compliant account (1)

Finding Reason

417b2f816eac7a2e40fdb0bc709b01a2 Logging disabled on account

MEEhI-FRZEELR— M TRRTDICE

Account settings

765219403047

1. AWS loT OV —=IOFEST—2 3> RAL2 T, [Defend] (FhfH) ZEBEL . [Audit] (B5E).

[Results] (fER) DIEICEIRLE T,
2. HRIBDEELARA—PFEBRLETD,

3. MFlEhizER| >3 > T, BRUELEEBELAR-PMNRCHHEHENEEEZEREZRRLET,

AV TEEMRONFHZERA TS HE
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I
|
i AWS loT x FORS, b T Devicn Defender Auadit Auadit Resules Audit Report

Audit Report

| : On-demand - July 28, 2020, 11:55:43 (UTC-0700)
¥ Onboard

Audit findings
| ® Mznage

b Greeigrass hisdfit Lask DO
aaabdSIB394 2055 al463 BBOBL hcefad
b Secune
¥ Defend July 28, 3020, 11:55:43 |UTC-0700]
- t

Resulls Compliant checks (14 of 14)

£l
. Check name Severity Seanned ()
Finding suppressions Avuthenticated Cognito role owely Crithcal
pel s
¢ Detect
A certificare qiialiy Critial
Mitigation E a CA eertificate kay qialin Fita
aktine A, certificare revoked but device Critia
Cricical
eertificabes still active
I DPevice certificate key quality Critial
Device certificate shared Critical
IoT proliches overly permissine Critikal
1
Role alias ouerty permissive Critical
things
Lin ticated Cagnito role overly
pe
) n &
Conflicting MOTT client IDs High
CA certificate expiring Medium
Dervice certificate espiring Medium
Regvoked device oo Me n
Role afisd allows socss ta s
g dabls 1
Suppressed findings (1)
8] 1
Check name Finding Rerson Resource identifier
Loggng deablad 15522791 Afb2a24a80304 PefILEL TG Logging deshled an & count FESITS40E04 T

EEMROMNFHZIANMETDICE

s AWSIoT OAV—=)LOFEST—> 3R, T, [Defend] (BFfH) ZEBA L. [Audit] (BEE).
[Finding suppressions] (FTR Ol OIEICEIRLET,
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AWS loT X AWS loT Device Defender Audit
XoF Audit finding suppressions (1) infe m
vity
» Onboand Resource identifier Check name Expiration date Description
» Manage 765219403047 Logging disabled October 28, 2020, 14:26:53 (UTC-0700)
» Greeng
» Secure
¥ Defend
Audit
Resy
Schedul
ctio
r
Sett
» Act
Tes

EEFMRONGEZRETDICE
1. AWS loT AV —=IOFEST—2 3> RAL42 T, [Defend] (Fhf) ZEBEAL . [Audit] (B5E).
[Finding suppressions] (FTR Ol OIEICERL ET,

2. WETHEEMROMEHOEIIHZ2AT73AVREVEZBERLET., RIC, [F7o232]. [##
E)DMEICERLET,

3. [BEERRONBZRET D] V42 RUT, [MFIHE] Ricld HEA|(A7>32) ZEETER
ER
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4.

Edit audit finding suppression X
Suppressing an audit finding on a specified resource means that the finding related to

the resource for the specified audit check will no longer be flagged as non-compliant.

Audit check

Resource identifier

Account 1D

The expiration date is October 28, 2020, 14:26:53 (UTC-0700). Select a different duration to change
& months v

Description (optional)

Suppresses “Logging disabled” check because | don't want to enable logging for
NoW.

e

BEZT2125. [RF] Z2BRLEY, [REEROMF] V12 RUFREXRT,

EEMROMFZHIRT S ICE

1.

AWS [oT A2V —=I)LOFET—> 32 RA4 2T, [Defend] (BrfHl) ZEEEL . [Audit] (BEE).

[Finding suppressions] (FTR O] OIEICEIRLET,

HIRRT 2 EEFMEOMEDOEICH S AT a>REZEIRL, [Actions] (F V> 3ar),
[Delete] (HIBR) DIEICEIRLET,
[Delete audit finding suppression] (B2EFT R OIFIDHIBR) 14> RIT, TFARNRKRY JAIC

delete EANL THIERZ#EEL . [Delete] (HIfR) ZRBIRL KT, REBROWH] V12 R
FHEEXRT,
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Delete audit finding suppression b4

If you delete audit finding suppression, the finding on the resource 765215403047 for
audit check Logging disabled will no longer be suppressed.

To delete audit finding suppression, enter delete in the box.

delete

CLI TOEEMROMEOER TG E
ROCLIORY RZFEAL T, EEMROMBIZERELVCEETERT,

» create-audit-suppression

» describe-audit-suppression

update-audit-suppression

delete-audit-suppression

list-audit-suppressions

AT B resource-identifier (&, #RZMHI TS check-name ICK>TERYET, XDOEK
Tk, BF TV IO EERSRCRET D EHICHER resource-identifier OFM%ZRL
TVWET,

® Note

MHIAR REF, EEZATICTDEOTREHY)TEA, BEEEBFSIEHE AWS loT 7/V4(
ATRITEIhET, {1FEF, EEMRICOKBRAETAET,

check-name resource-identifier

AUTHENTICATE_COGNITO_ROLE_O cognitoldentityPoolId
VERLY_PERMISSIVE_CHECK
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https://docs.aws.amazon.com/cli/latest/reference/iot/create-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/describe-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/delete-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-audit-suppressions.html

AWS |oT Device Defender
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check-name

CA_CERT_APPROACHING_EXPIRAT
ION_CHECK

CA_CERTIFICATE_KEY_QUALITY_CHECK
CONFLICTING_CLIENT_IDS_CHECK

DEVICE_CERT_APPROACHING_EXP
IRATION_CHECK

DEVICE_CERTIFICATE_KEY_QUAL
ITY_CHECK

DEVICE_CERTIFICATE_SHARED_CHECK

IOT_POLICY_OVERLY_PERMISSIV
E_CHECK

IOT_ROLE_ALTAS_ALLOWS_ACCES
S_TO_UNUSED_SERVICES_CHECK

IOT_ROLE_ALTIAS_OVERLY_PERMI
SSIVE_CHECK

LOGGING_DISABLED_CHECK
REVOKED_CA_CERT_CHECK
REVOKED_DEVICE_CERT_CHECK

UNAUTHENTICATED_COGNITO_ROL
E_OVERLY_PERMISSIVE_CHECK

EEMROMBZERL TERATSICE

resource-identifier

caCertificateld

caCertificateld
clientId

deviceCertificateld

deviceCertificateld

deviceCertificateld

policyVersionIdentifier

roleAliasArn

roleAliasArn

account
caCertificateld
deviceCertificateld

cognitoldentityPoolId

ROFIEF, AWSCLI OV Y= TEEMROIH ZERITZHFEZRLTVET,

CLI TOEEMR OMEI O LA E
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+ create-audit-suppression AN RZFEAL T, EEMREOHHZERLET. XOHIT
l&. [Logging disabled] (AT RBENEMLENELL)OFIVIICETVT, AWS T HY
> N123456789012 OEEFMR OMEIZ/ER L £,

aws iot create-audit-suppression \
--check-name LOGGING_DISABLED_CHECK \
--resource-identifier account=123456789012 \
--client-request-token 28ac32c3-384c-487a-a368-c7bbd4811554 \
--suppress-indefinitely \
--description "Suppresses logging disabled check because I don't want to enable
logging for now."

COOXRVROBARHY) T A

EEMR OHE AP

XD APl ZERAL T, EERROMNFIZERBIOCEETEERT,

» CreateAuditSuppression

* DescribeAuditSuppression

* UpdateAuditSuppression

» DeleteAuditSuppression

» ListAuditSuppressions

BEDEEODMRZ74IEZ) I T 5ICIE, ListAuditFindings APl ZERTE XY,
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditSuppressions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditFindings.html

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

‘i

® Note

loT AWS Device Defender D& HH#RERF . FROBEFEREFSRAVELETELSBZYE

9. AWS loT Device Defender D& HEEDRE L EZOFMIZ DWW TR, TAWS IoT Device
Defender D& HEEBEDATAMNEE, 258 L T EE L, AWS loT Device Defender M B
EMEOTAMICEERFHEFH A,

AWS IoT Device Defender Detect ZEA TR E, TNA ADEEZERTDEICKY, BREEh
EFNARAZRT AN HP2EEBBHEZRETEXRT. VT7VRADODXKNITA (AWS loT A5
BE) EFNARBOAXA NI DR (FNAAICAVAN =) LEI=-I 2 M SHES) 2ilAEa0E
THEATRE, RO zmRETEERT,

* Eﬁ/\og_\/a)gﬁo
s BAETNTVBVIY RRAVMNFLERRBES N TVWAVWI RRSA I NEBETETF/NA Ao
s AVINTUREBRGTIRNNDVROFNAANTTAYVINE—2DEE,

FHE D TFNA RABEOEEZN EENDF2VF«7AQ7 74 EERL, 7V—KAOFT/NA
ADTIN—=TFEEIXNTOTFT/NA AICEIV) HTET, AWS loT Device DefenderDetect l&, <15
NDEF1VF47O07 74 ) ZEALTEEZKRE L, Amazon CloudWatch X k1J 2 A& Amazon
Simple Notification Service BHAZN L TTF T —LZEELET,

AWS |oT Device Defender Detect &, EHmEhiETFNAATHEICRSsh? 21 UF7 1 LORBE
EBRETEET,

- BENBEREOHDINY RBICOAYMNO-LTF¥RILZRY, BHOEEOHZ IP 7 RLA
FERHATATVEVIV RRAY MADOTFNAALSDODRNT T 1Y T,

« TFINA AN DDoS MEBIZEEELTWAZEZRYT, PIORNIVRRNZTAVYIDANA D%
E, ZANBRNZ T 1Y T,

s VE—RTTIEATEDVE—REEBAVE—TIAARAER—RNEFITNAA,

c FTHOVRNIEBEND XY E—DBOANAD (LEARE, XV E—H1V OBENBRICK
AN H D IEFVALT/NA AN S5),
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https://docs.aws.amazon.com/iot-device-defender/latest/devguide/dd-detect-availability-change.html
https://docs.aws.amazon.com/iot-device-defender/latest/devguide/dd-detect-availability-change.html

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

dA—AT—2A:

WERGZHET S

AWS loT Device Defender Detect 2R T2 &, FNAAOKEBEEHZRETEET, &
ZF, XY R—VOFRREBYY P TV —ERAR—RNEFE OFNA AZRBETEET
(R— b 23/2323 TRITE N D telnet H—E A, R— K 22 THRITE D SSHH—ERA, R—k
80/443/8080/8081 TERITE N HTTP/IS H—E R)e FNAATINSOY—ERR—NEFEH
THREHBEHEN BIBEEEHYETH, HEBEXF YU TEHEOVAVICE > THREHEFHO —
et K<) ET, AWS loT Device Defender Detect IC & 2 THEEEHO 7T — M ERKE 1
5, WEBEEHZH/IRICIHNAZ D (REAOXRY ND—OH—ERZELSTEICKY)), EM
DFMEZRTLTEFIVT A ORBUEERETS (LA, K<HBINAT—R, F7F)
RONAD—R, FOWNAD—RTEHRE Nz telnet B E) CENTEEXRT,

X1V TAOREAERZFRALETFNA ABEOEEDKRE

AWS loT Device Defender Detect ZFERTHE, X1 VT A REZRTAEMEN BB TFHL A
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« PutVerificationStateoni& [z

ML Detect E¥ 21T 14 7O7 74 )2 —BEILXIFEIRT S

ML Detect EF 21V T A 7O7 7ML —RKELELTTFNA ABEOERZ —RKWICELEL &

V). MLDetect EX¥1UFT 470774 ZHIBRL TTFNA ABEOERZRPBFELEL -V TEX
9o

OV —=)%ZERALTMLDetect EX21UFT47O7 74— ELETD

O>V—=)ZzZEALTMLDetect EF¥1UT47O7 7)) E2—BELTBICEK, ETEZOE/

DIN—THBETT, ZOE/DIIN—T&2ERKTHICIE. "TAWS IoT Core RO Y /N—7

AR D TE/OBNIIN—T1 Z28BLTIKEEVW, ZOE/ OJIN—T%2ERL EHEE,
ZOE/DOIIN—T% MLDetect X1 UFT47A77AMILOE—7Y NELTRELE T,

(® Note

'tz=\=1 VT4 7O774NOE—7Y h& 30 BARICFNA REZRIDTFNA AT IN—7
RILSRETIZENBVET, COREZTLABVES, EF21VFT470774
)LEEE’E;MK'C%?’G/M

O Y —)L%&EALTMLDetect EFX21UTA47O7 74N %2HIKRTS
TXIUFATOT77AINZHBRTDICE, ROFIEZETLET,

1. AWS loT A2 Y= TH A RN—ICBE L. [Defend] (BitHl) 0> 3> ZBRL KT,

2. [Defend] (Bh#H) T. [Detect] (#&H). [Security Profiles] (LF¥21UF 147077 A4 )L) DJEICE
RUET,

3. HIBRT S MLDetect tF+x21VFT47O7 74 EBIRLET,
4. [Actions] (79> 3a>) &Zi&RL., F7> 32 H 5 [Delete] (HIBR) Z#IRLE T,

(® Note

ML Detect EF¥21UT A 7O7 7 (I ZHIBRTRE, EF1VFTATO7 7ML ZEESR
MELTEBLSBZYET,
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CLIZfEAL T MLDetect E¥ 2T 4707 74N %E—BEILTS

CLIZEALTMLDetect EF¥1UT47O7 74N ZE—BELTSICE. detach-
security-security-profile AN RZFEALET,

$aws iot detach-security-profile --security-profile-name SecurityProfileName --
security-profile-target-arn arn:aws:iot:us-east-1:123456789012:all/registered-things

(® Note

COATaEFE, AWSCLI TOXEATEET, IV-IOT—0 70— Bk
o, EF2UFT47O0774IL0OR—5Y K& 30 BERIZTNA AZZHEIDF/NARY
WN—TIRTEIOBRETIHEN HYVET, COREZTOLHEVES, EF21VF147
O774 ) 2BEEMELTEERA,. EXF1VFA7OA7 74N ETFINAARTIN—TIZTF
AYFFBICIE, attach-security-profile AN REFEALET,

CLIZEALTMLDetect EFX¥ 2T 7O7 74N EYIKRTS

AR @ delete-security-profile AN RZRTITBET, EXFa1VF47O0774)L%
HIBRTE R,

delete-security-profile --security-profile-name SecurityProfileName

(® Note
ML Detect ¥ 21V TFT 4 7O7 7AIZHIBRTDE, EF1VFT47O7 7ML 2BER
METEBELSEVYET,

NAZLXNIDTRA

(® Note

loT AWS Device Defender D& HH#gERF . FROBEFREIZRAVELETELSAZYE

9, AWS loT Device Defender D& HHEBED R BEFEZDFMIC DV T, TAWS loT Device
Defender D& HEBEEDATAMNEE ; 258 L T EE L, AWS loT Device Defender MBS
EEEOTHAMICEEEHY EH A,
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AWS loT Device Defender HAZALAX KN D AZFERATRDE, Wi-FiTF— kU I A ICERENETN
AADE, NYTUDRELARIL, AN=—KNTZITOERYAVINEEE, JUV—KPI1—AT—
ACEAEOXRNIOAZEZEBREEZZV I TEET, DARLXNVUVAOEEK, ¥
TAZ7A77ANTERBENTVET, X1V FT47O0774ILTR, FNAADTIL—T (E/
NDITIN—=T) DREENZIHERIBELET, 75—ALAZRETD LT, BEEZERTEXRS, 7
T—LEFERATRIE, FNAAICBEOEEZREL THISTEERT,

COEICRK. LToEI23arvHFaEhTVERT,
« VY=L TDAARRLARNI D ADEREE
* CLIPNSOAARAZRLXNV D ADERRE

¢« AAZLXRNDJACLIOX VR

« WAZLXKND T A AP

A=AV TOHAZLAXAND D ADERTGZE

Fi—-bUTIL

« AWS IloT Device Defender Agent SDK (Python)

s NARLXRNDORZERL, X1 UT47O077AI)IICEMNT S
c NAZLXKNVOADFMERTTS

c NAZLARNDOAZEFH TS

s AAZLXRNDDAZHIBRTS

AWS loT Device Defender Agent SDK (Python)

FHRZMB T SICIE. AWS loT Device Defender Agent SDK (Python) > )L I — T KN&ER D
YO—RLET, I RREARNIIRZPREL, LR—FZRITLET, FNAM1AROX K
VOARERITIDE, WEENBD ANV IAZRRLT, PTOI—LEZREITDLLHOLEWVEZR
ETEEFT, FTNAARI—IVNOBREFIEICOVTIEE., TAWS loT Device Defender Agent SDK
(Python) Readme) ZZBL TS &V, FHMICOWVWTIE., TAWS loT Device Defender Agent SDK
(Python), Z2ZBLTLEEV,

NABZLAXARND)DAZERL, EF2UTF47O774LICEMNTS

ROFIEF, A2V —ILTHAZRLARN) DA ZEKTDHEERLTVRT,

OAVY=ILTOARRLXN) D AOEREE 183
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1.

AWS loT IV —=ILOFES—2 a2 R4 T, [Defend] (Bh1H) ZEBEL . [Detect] (& H).
[Metrics] (X MU R) OIEICEIRL ET,

[Custom metrics] (D AR LXK D R) R—T T, [Create] ERR) ZBIRL T,
[Create custom metric] (T ARLXND JAZERK) R—2 T, ROBEZITVET,

1. [Name] (BHI) T, DAZLXRNVODADZBZANLET, DARZLXNU O RABERL 1=
BE, COBNELEETEEEA,

2. [Display name] (RTRR) (F7232) T, DAZLXRNIVIDZADODAYRTVERBZALTE
9, BAIE—ETHIDVERFLEL, EFRRBRIZEETDCENTEEXRT,

3. [Typel (R4 7) T, ERTBAARNVIADRATZBIRLET . XKUTADRATIC
(. string-list, ip-address-list, number-list, & & number "EFENET, X171k, EX
BILEFTD_EWFTEEFEEAS

® Note
ML Detect Tld, BUER A 7D AKERTBET T,

4. [Tags] (ZT) T, VY—AILBER TR RTEBIRTEEXT,

ST LS, [Confirm] (FEER) ZiBIRL £ T,

NDABZLXRND O A%EERT S E, [Custom metrics] (HAZLX KNI TRA) R—=IHARRE N,
FULKERLEADARARLAXRNI DO ARERTEEXT,

R, DABLXNIDARAZEF1UTATO77AILNICEMTIBEANHVYET. AWS loT

OV —=IOFESF— 3> RA42 T, [Defend] (B5#) ZEBL . [Detect] (#H). [Security

profiles] (¥ 1VF 47’0774 )) OIEISERLET,
NARLXRNDOAZEMT R X1 VT4 7O7 74N EERLET,
[Actions], [Edit] DIEIZEIRL £,

[Additional Metrics to retain] (RIFTREMD XA KNIV R) ZBIRLTHA S, DARLXRNIVTA
ZBEIRLE T, [Confirm] (FERR) R—IANRREND KT, ROEMET [Next] (RN\) Zi#IRL F
T, [Save] (fR7F) & [Continue] (#t1T) ZIBIRLE T DARLARNU VAN EEICEMENS
E,EFIVFATA77ALNOFMAR—IHARTENET,
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® Note

N=—t2Z24I)FEFE. XNV ITRAEFEOBEOA RN VACHLTERATRI LR
TEEXB A

NAZRLXNDDADFMERTTS

ROFIETE, DAZLXRNIVAOFMZ Y —ITRRIDHFEERLET,

1. AWS loT AV —=)ILOFES—2 3> R4 2T, [Defend] (B5fH) ZEB L. [Detect] (& H).
[Metrics] (X MU R) OIEICEIRL ET,

2. HMERRIDHDARLANI Y AD [Metric name] (X MUV AR) ZBIRLE T,

NAZLXND) DRAEEHT S

ROFIEK, AV —=LTHARARLAAXRNVOAZEHFITBHEERLTVET,
1. AWS loT AV —=)OFES—> 3> RA4 2T, [Defend] (BFf) ZEBE L. [Detect] (FrH).
[Metrics] (X RJ T R) OIEICEIRL ET,

2. BEFMTDNARLANVIAOEIHZAT723AVREVEERLET, TOR, [Actions] (7
2>32) T, [Edit] (&) 2BRLEXT,

3. [Update custom metric] (HAZRLX KU D ADEFH) R—I T, XRRBZEMEL LY, 2T %H|
BRELZIFEML Y TEEXRT,

4. ETULES, [Update] (E#) ZiBIRL £, [Custom metrics] (HAZRLXRNIUIRA)R—=,

NAZRLXRNID O A%ZHIRT S

ROFIEF, A2V —=ILTHAZRLAARN) DA ZRRTDHEERLTVERT,

1. £, DAZLANVORZSBRO X 1VT4«7O7 7AIHSHBIBRLET, DARALX
NUDADOFEHR—DT, DAZRLARNVDANEENTVWSR X1V TA7O07 7ML ERTR
TZEFET, AWSIloT AV —=IIOFES— 3> R4 T, [Defend] (FhH) ZEBIL . [Detect]
(B H). [Metrics] (X RO R) DIEICERLET,
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2. HIRTBDHDAZLXNIIOAZEBRLET. DARXRLXKND D AOFEMR— O [Security
Profiles] (¥ 1 UFT 4707 7A4)N)OTICVARENTVREF21D)F47O774ILASH
ARZLAXAND O AZHIBRLET,

3. AWSIloT V=)D FES—>3a>RA2T, [Defend] (BFfH) ZEB L. [Detect] (HrH).
[Metrics] (X MU R) OIEICEIRL ET,

4. BIBRIDDAZLANDOADBIIHZD AT a2 REEZBIRUET, TOR, [Actions] (7
23, 32) T, [Delete] (HIBR) ZiBIRL £,

5. [Are you sure you want to delete custom metric?] (A AR ALX N A ZHIBRLTEXRBL VT
ITH)EVWS XY =D HFRRENES, [Delete custom metric] (HARARXLX N ADHEIER)
ZERLET,

/A Warning

NABZLXNVDAZHIKRTRDE, TOXRNUTALCEERFSATVWEZITXNTOT—
AHNERONET, COBRERBRICRIZENTEREA,

CLIASDAAZLXND VADERTE

Fai-bUTIL

« AWS IloT Device Defender Agent SDK (Python)

c HAZLAXARNVORAZERL, EFXF21VT47O077A4)NICEMNTS
« AABZLARNVOADFHMERTTS

« HAZLXKNVOARAZE#IS

c DARLXRNVIAZHIBRTS

AWS loT Device Defender Agent SDK (Python)

FRAEBHT D(CIE. AWS loT Device Defender Agent SDK (Python) > )L I —2 T K&K
YAO—RULET, I-CIREXNUIRAZREL, LR—FERITLET,. TN ARIDOX K
DORZRKTLES, RETDIARNIVIAZRRLT, P2—LZBRETDLEHOOLEVEZRE
TEFXT, TNAARATI—2IMOREFIEICOWVWTIE., TAWS IoT Device Defender Agent SDK
(Python) Readme) Z#ZHBL TS &V, FHMICOWVWTIE., TAWS loT Device Defender Agent SDK
(Python)s ZZBL TS EZWV,
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NAABZLAXNIVDAZERL, EF21UT47O774LICEMNTS

ROFIETE, DAZLXRND A ZERL., CLIASEFIVF47OA77A4IICEMT S HZEC
DVWTEHBALET,

1. create-custom-metric AN RZFEAL T, DAZLXNUIOAZERLET, XOHIT
F. YNvFU—DEEZRAETEADHARLXN) A ZERLET,

aws iot create-custom-metric \
--metric-name "batteryPercentage" \
--metric-type "number" \
--display-name "Remaining battery percentage." \
--region us-east-1
--client-request-token "02ccb92b-33e8-4dfa-a0cl-35b181ed26b0" \

I
{
"metricName": "batteryPercentage",
"metricArn": "arn:aws:iot:us-
east-1:1234564789012:custommetric/batteryPercentage"
}

2. NARLXRNIUORABZERL =5, update-security-profile ZFERAL TEREEN 7O
TP7AINCHAZLAXRN) O RAZEBMNT S A, create-security-profile ZFEAL T
NDAZRLXRNDOAZEBMTRDEHICHFLVWEFIVFATOT7 7ML EERTEET,

C T, batteryUsage EWSHFLWEFI1UF47O7 74 EERL T, FLLV
batteryPercentage NAZRLXRNVOAZEBMLET, £/, cellularBandwidth &FEE
1% Rules Detect X NV AZEML ET,

aws iot create-security-profile \

--security-profile-name batteryUsage \

--security-profile-description "Shows how much battery is left in percentile."
\

--behaviors "[{\"name\":\"great-than-75\",\"metric\":\"batteryPercentage\",
\"criteria\":{\"comparisonOperator\":\"greater-than\",\"value\":{\"number
\":75},\"consecutiveDatapointsToAlarm\":5,\"consecutiveDatapointsToClear
\":13}3},{\"name\":\"cellularBandwidth\" ,\"metric\":\"aws:message-byte-size\",
\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]1" \
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https://docs.aws.amazon.com/cli/latest/reference/iot/create-custom-metric.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/create-security-profile.html
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--region us-east-1

o
{
"securityProfileArn": "arn:aws:iot:us-east-1:1234564789012:securityprofile/
batteryUsage",
"securityProfileName": "batteryUsage"
}
® Note
N—t2R2AI)FEFRE. XMV IRAEBEBFEOBEOX N JACHLTHERATSERFTE
Tt A

NAZRLXND D ADFMERTTS

ROFEE, CLIASHARLARNI) D ADFHMZERRITDHEZRLTVET,
« list-custom-metrics ONV RZFEAL T, IXNTOAARZLXNIIOAZRRLET,

aws iot list-custom-metrics \
--region us-east-1

COOARROBAFUATORSICHKYET,

"metricNames": [
"batteryPercentage"

]

NAZBLARNDORAZE#HTS

RDFIEE, CLIASHAZRLAXN) DA ZEHITDHEZRLTVERT,

CLINSDAARBRLXNI I ADERR % 188


https://docs.aws.amazon.com/cli/latest/reference/iot/list-custom-metrics.html
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« update-custom-metric ANV REFEHAL T, HARXRLAXKNVIOAZEHFLET, XOHIT
&, display-name ZE#H L EI,

aws iot update-custom-metric \
--metric-name batteryPercentage \
--display-name 'remaining battery percentage on device' \
--region us-east-1

COOANY ROBARRHUTOLSICBE)ET,

{
"metricName": "batteryPercentage",
"metricArn": "arn:aws:iot:us-
east-1:1234564789012:custommetric/batteryPercentage",
"metricType": "number",
"displayName": "remaining battery percentage on device",
"creationDate": "2020-11-17T23:01:35.110000-08:00",
"lastModifiedDate": "2020-11-17T723:02:12.879000-08:00"
}

NAZRLXRNID D AZHIRT S

RDOFIEF, CLIASHARLXNI Y AZHIBRTDHFEZRLTVET,

1. AARBLARNVORAZHEIBRTZICE, T, PEYFEOEFIUTATOTT7AILHISEDON
AZLXND O AZBIBRLET. BEDHAZLXRNV AN TRYFEATVWSD X1 )T 1
T7O774)NERERTBICIE, list-security-profiles AN RZEFEHALET,

2. EF21VTATATFALDSHARLXRNI D RAZHIBRT BICIE, update-security-
profiles AN REZFALET. RETDZIIXNTORHREADLET, LEL. HAZLX
NUDARBRALET,

aws iot update-security-profile \

--security-profile-name batteryUsage \

--behaviors "[{\"name\":\"cellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]"

COOXRVROBAOFUATORSICBEYET,
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https://docs.aws.amazon.com/cli/latest/reference/iot/update-custom-metric.html
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"behaviors": [{\"name\":\"cellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":1283},
\'"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}],

"securityProfileName": "batteryUsage",
"lastModifiedDate": 2020-11-17T23:02:12.879000-09:00,
"securityProfileDescription": "Shows how much battery is left in percentile.",

"version": 2,

"securityProfileArn": "arn:aws:iot:us-east-1:1234564789012:securityprofile/
batteryUsage",

"creationDate": 2020-11-17T23:02:12.879000-09:00

3. DAZLXRNUIGANTFRYFEnS, delete-custom-metric AN REFEHALTHA
RLXN) DA RZHEIBRLET,

aws iot delete-custom-metric \
--metric-name batteryPercentage \
--region us-east-1

COONYROBABRUTORSICEY KT,

HTTP 200

NDAZLXRNI)ZACLIONY R

LTOCLOXRY REFEALTHARLX NV VAZERBIVOERTEXT,

e create-custom-metric

» describe-custom-metric

 list-custom-metrics

» update-custom-metric

» delete-custom-metric

« list-security-profiles
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https://docs.aws.amazon.com/cli/latest/reference/iot/list-custom-metrics.html
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NAZLXKND DA API

XD AP Z2ERAL T, DAZRLX NIV AZERBIOEETEXRT,

* CreateCustomMetric

» DescribeCustomMetric

» ListCustomMetrics

» UpdateCustomMetric

» DeleteCustomMetric

« ListSecurityProfiles

TNAABDOX NI DA

(® Note

loT AWS Device Defender Ok HH#RERF . FROBEFREIZRAVELETAELSAZYE

9. AWS loT Device Defender D& HHEEED R BEFEZDFMIC DLW TR, TAWS loT Device
Defender D& HEEBEEDATAMNEE 258U T &L, AWS loT Device Defender MBS
EEEOTHAMEICEEEHY EH A,

EtFX21VTAT7O77ANEERTRIEEZIL, 10T FNAARAICE D TEREND XA NI T ADEEE
LEWMEZRETDET, loT FNAADEEESNBDEMEZEETEXRT. AT, /NI AED
AXRNVIATT, chiE, FNAACAVARN = LEI-JIRMASMBLEXNIIATT,

H /N4 N8 (aws:all-bytes-out)
—EHERNICETEDTFNAADPSOTIRNINTY RINA MG

—EHERNCTNA AN RKETIBENBDTIRNNIV RIS T4V IOORREERPE (N b
BUTAE) ZEEETRICE. COXNIIRZFEALET,

REBBMS V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals

E: ETEVWEH

NARLXN TR API Y


https://docs.aws.amazon.com/iot/latest/apireference/API_CreateCustomMetric.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeCustomMetric.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListCustomMetrics.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateCustomMetric.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteCustomMetric.html
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AWS IoT Device Defender

AWS loT Device Defender RO Y /N—H 4 R

B N4 b

HiE: 8 THVER B&ER. 300, 600, 900, 1800, 3600 T,

Example
{
"name": "TCP outbound traffic",
"metric": "aws:all-bytes-out",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 4096
I
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
I

"suppressAlerts": true

Example statisticalThreshold %/ L /=i

"name": "TCP outbound traffic",
"metric": "aws:all-bytes-out",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50"
I
"durationSeconds": 900,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
I

"suppressAlerts": true

Example ML Detect % U 7=l

"name": "Outbound traffic ML behavior",

H /N4 MK (aws:all-bytes-out)

192
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"metric": "aws:all-bytes-out",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
iy

"suppressAlerts": true

ABINA N (aws:all-bytes-in)
—EHERICETEDTFNAANDA NI RINA NG

—EHERICTNA AN ZETIBENBDA NIRRT TV IORREERNIE (INMRE
UTHE) ZBETDICE. COXNVIRAZFEALET,

REBBMEDH V) Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
&: B THRVEH

BANA B

$BRS: BT LVER A% EE. 300, 600. 900, 1800, 3600 BT,

Example
{

"name": "TCP inbound traffic",

"metric": "aws:all-bytes-in",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 4096

},

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I
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"suppressAlerts": true

Example statisticalThreshold %/ L /=4l

"name": "TCP inbound traffic",
"metric": "aws:all-bytes-in",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p90"
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},

"suppressAlerts": true

Example ML Detect %/ L 7=l

"name": "Inbound traffic ML behavior",
"metric": "aws:all-bytes-in",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"
}
.

"suppressAlerts": true

JAZ>% TCP ;R— M (aws :num-listening-tcp-ports)
FINA AN Y A2 LTWD TCP K— h OH,

BETNAANERTDIHBEN HSD TCPR—PNDBERABZEETZICE, COXRNITAZERLE
EE
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REE#MSH V) : Rules Detect | ML Detect

B IS5—

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
f&: BETHEVEH

B IS5—

HiIfE: BETHEVER BW&ME. 300, 600, 900, 1800, 3600 ¥ T,

Example

"name": "Max TCP Ports",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
+
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
+

"suppressAlerts": true

Example statisticalThreshold &£ L =4l

{

"name": "Max TCP Ports",

"metric": "aws:num-listening-tcp-ports",

"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

"statistic": "p50"

},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

},

JAZ>%Y TCP R— M#K (aws:num-listening-tcp-ports) 195



AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

"suppressAlerts": true

}

Example ML Detect % fEF L 7=l

"name": "Max TCP Port ML behavior",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"
}
},

"suppressAlerts": true

I)ZA_Z>% UDP ;R— N3 (aws :num-listening-udp-ports)

TINAAH)Y A2 LTWS UDP R— b D,

BETNAANERTDILBENHS UDP R— PN DRABRZEETDICE, COXRNITRAZERLE

9o

REEB#MSH V) : Rules Detect | ML Detect

B IS5—

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
f&: BETHEVEH

B I5—

HiE: 8 TEVER EM&MER,. 300, 600, 900. 1800, 3600 ¥ T,

Example

{

"name": "Max UDP Ports",

1) AZ>% UDP 7R— h#K (aws:num-1listening-udp-ports)
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"metric": "aws:num-listening-udp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
1,

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example statisticalThreshold %/ L /=i

{
"name": "Max UDP Ports",
"metric": "aws:num-listening-udp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50"
1,
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear":
1,
"suppressAlerts": true
}

Example ML Detect %/ L 7=l

"name": "Max UPD Port ML behavior",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}

I

"suppressAlerts": true
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}

HH/N Y N (aws:all-packets-out)
—EHERACETRDZTNAADLSOTINNT RINTY N,

—EHERICTNA AN EEIIBENGHBEHTINNTIV RIS T4V IDBRREERIEZE
EITRICE. COXMNIVIRAZEALERT,

REE#MSH V) : Rules Detect | ML Detect

SEE T less-than | less-than-equals | greater-than | greater-than-equals
B: BETHRVERK

BA:NTY S

HE: ATHVER B MER. 300, 600. 900, 1800, 3600 ¥ T7T,

Example
{

"name": "TCP outbound traffic",

"metric": "aws:all-packets-out",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 100

},

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example statisticalThreshold Z £ L =4l

{
"name": "TCP outbound traffic",
"metric": "aws:all-packets-out",
"criteria": {
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"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

"statistic": "p90"
I

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

}

Example ML Detect % &/ L 7=l

"name": "Outbound sent ML behavior",
"metric": "aws:all-packets-out",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
+

"suppressAlerts": true

AHANTY N (aws:all-packets-in)
—EHENICBTBTNARANDA NI RINTY N,

—EHERICTNA AN REITIVEN BB ANV RRZTAVIDBREEHRDEZEE
FTBRIEFE. COXNITRAZERALET,

REBBMSH V) : Rule Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
E: BETHEVEH

BANTY S

HE: ATHVER B MER. 300, 600. 900, 1800, 3600 ¥ T7T,
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Example
{

"name": "TCP inbound traffic",

"metric": "aws:all-packets-in",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 100

},

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

+

"suppressAlerts": true

Example

statisticalThreshold #{EA L /=4l

"name": "TCP inbound traffic",

"metric": "aws:all-packets-in",

"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

"statistic": "p90"

b
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

3

"suppressAlerts": true

Example ML Detect % L 7=l

"name": "Inbound sent ML behavior",

"metric": "aws:all-packets-in",

"criteria": {
"consecutiveDatapointsToAlarm": 1,

ABNT Y N (aws:all-packets-in) 200



AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
},

"suppressAlerts": true

}

EE 5 IP (aws:destination-ip-addresses)
IPEEEDEY Ko

EBTNA AN AWS loT ICERTIHLEN HD, FLEEEHLEL TREESEV, FFAlE it Classless
Inter-Domain Routings (CIDR) @t Y kN (BIEARTA RUARNIEREALZELTVE) FEEGER
TN=CDROEY N MBI T SYIVVANCERENLZELTVE) ZEETSICEK., ZOXB
DORAzEALET,

REEHMSH V) Rules Detect
JEE F: in-cidr-set | not-in-cidr-set
f&: CIDR ®J A~

B ZEAL

Example
{

"name": "Denied source IPs",

"metric": "aws:destination-ip-address",

"criteria": {
"comparisonOperator": "not-in-cidr-set",
"value": {

"cidrs": [ "12.8.0.0/16", "15.102.16.0/24" ]

}

b

"suppressAlerts": true

)Y A9 % TCP ;R— bk (aws:listening-tcp-poxts)

TINAAA )Y AL TWSD TCP R— K,

A{ES IP (aws:destination-ip-addresses) 201
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BTINA AT BEETILENHD, FLERFELELTEEZSEV,

FHENLETCPR—rOEY b

(RBNFARDTARNVARNIBRENZELTVE) FERFEBEAEZTCPR—hOEY b (RETET

ZYVVANIERENLELTVE) ZEETHICE,

REBHMD V) Rules Detect
JEE F: in-port-set | not-in-port-set
E: R—RhODUAK

By ZEAL

Example
{
"name": "Listening TCP Ports",
"metric": "aws:listening-tcp-ports",
"criteria": {
"comparisonOperator": "in-port-set",
"value": {
"ports": [ 443, 80 ]
}
I

"suppressAlerts": true

}

1)y A9 % UDP ;R— N (aws:listening-udp-ports)

TINA AN )Y AL TWS UDP R— K,

BTNAANEEITDHBEN HD, REFEEL TRESEWV,

COXRNVOAZERLET,

FHENZUDPR—hDEY b

ABIREARTA R)ARNIBREENEZELTVE) TERFIEFENZUDP R—rDEY N (BRI

ZYOVVANIERENLELTVEL) ZEBETSICE,

RE B V) Rules Detect
JE®E ¥ in-port-set | not-in-port-set
B:  R—hDURAK

B EZHEBL

COXNVOAZEALRT,

)Y A>¥% UDP 7R— N (aws:listening-udp-ports)
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Example
{
"name": "Listening UDP Ports",
"metric": "aws:listening-udp-ports",
"criteria": {
"comparisonOperator": "in-port-set",
"value": {

"ports": [ 1025, 2000 ]

W& iz TCP #Z#5¥ (aws :num-established-tcp-connections)

T INA AD TCP #H5 D,

ETFNAANBEETRDTIOT A7 B TCP BERORAEFEHFPIBREEETSICE. COXKY

DAZERLERT (TXTD TCP RE).

REE#MSH V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals

E: B THRVEH

L RDAE:S 7

Example
{
"name": "TCP Connection Count",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 3
},

"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

& iz TCP G (aws:num-established-tcp-connections)
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}

Example statisticalThreshold % L /=4

"name": "TCP Connection Count",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p90"
},
"durationSeconds": 900,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example ML Detect %/ L 7=l

{
"name": "Connection count ML behavior",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
I
"suppressAlerts": true
}
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vk e

XNDUOZR70OvY9:
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VLA Sk R BREXR WA AT %9 Xk
total t establish N & >=0 ML
ed_connec D
tions
1)y X923 TCP R— K
RULAEE y kR RER WA BAT %9 X2k
listening tp XNUOA N F7oTY
_tcp_ports N
ports pts listening N List<Obje >0
_tcp_ports ct>
port pt ports N BUE >0 R—KEO
KV KEW
BEICTS
RBEHF BV
£Y
12— if ports N XZF5 13—
JIARND J7IAARR
S5YUIJTA
N
total t listening N & >=(
_tcp_ports
1)y A>$% UDP 7R— K
RUWE B EHEA BER YA RAT %9 OXk
listening up XKNJORA N FT7TTY
_udp_ports ~
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RVEH y CF RS
ports pts
port pt

1> 2— if
JIARAND
SUJVITA

~

total t
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RVLWEHT yE R
network_s ns
tats

bytes_in bi

bytes_out bo

packets_in  pi

BMER

listening
_udp_ports

ports

ports

listening
_udp_ports

BER

XNUORA

network_s
tats

network_s
tats

network_s
tats

~
4
)‘éﬂ

~
//
i

N

24T

List<Port>

]

XF5

&

%9 X2k

>0

>0 R—KEO
KHRKEV
BEICTS
PBENBHVY)
9
12—
e

>=(

%9 aOXT b

FILZ XK

oA,

>=0

FILZ XK

oA,

>=(

FILZ XK

oA,

>=(

FINAAXRN) T ARF IR MOH#R

208



AWS IoT Device Defender

AWS loT Device Defender RO Y /N—H 4 R

RVEH y CF RS BER Y|
packets_o po network_s N
ut tats

Example

XD JSON #BETEE, RLVEMZFEALET,

{
"header": {
"report_id": 1530304554,
"version": "1.0"
I

"metrics": {
"listening_tcp_ports": {

"ports": [
{
"interface": "eth@",
"port": 24800
},
{
"interface": "eth@",
"port": 22
},
{
"interface": "eth@",
"port": 53
}
1,
"total": 3
.
"listening_udp_ports": {
"ports": [
{
"interface": "etho",
"port": 5353
.
{
"interface": "etho",
"port": 67

24T
g

H% X2k

TILZX N
oA,
>=(

FINAAXRN) T ARF IR MOH#R
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}

1,
"total": 2

I

"network_stats": {
"bytes_in": 29358693495,
"bytes_out": 26485035,
"packets_in": 10013573555,
"packets_out": 11382615

.
"tcp_connections": {
"established_connections": {
"connections": [
{
"local_interface": "eth@",
"local_port": 80,
"remote_addr": "192.168.0.1:8000"

I
{
"local_interface": "eth@",
"local_port": 80,
"remote_addr": "192.168.0.1:8000"
}
1,
"total": 2
}
}
I

"custom_metrics": {
"MyMetricOfType_Number": [

{
"number": 1
}
1,
"MyMetricOfType_NumberList": [
{
"number_list": [
1,
2,
3
]
}
1,

"MyMetricOfType_StringlList": [
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{

"string_list":
"value_1",
"value_2"

]

}
1,
"MyMetricOfType_IpList":
{

"ip_list": [
"172.0.0.0",
"172.0.0.10"

]

}

ExamplelE VBRI Z AL =1 > 7°)L JSON &

{
"hed": {
"rid": 1530305228,
"v': "1.0"
b
"met": {
"tp": {
"pts": [
{
"if": "etho",
"pt": 24800
},
{
"if": "etho",
"pt": 22
},
{
"if": "etho",
"pt": 53
}
1)
"t": 3
b

FINAAXRN) T ARF IR MOH#R
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"up": {
"pts": [
{
"if": "etho",
"pt": 5353
I
{
"if": "etho",
"pt": 67
}
1,
"t 2
},
"ns": {

"hi": 29359307173,
"bo": 26490711,
"pi": 10014614051,
"po": 11387620

},
"tc": {
"ec": {
"cs": [
{
"1li": "etho",
"lp": 80,
"rad": "192.168.0.1:8000"
},
{
"1li": "etho",
"lp": 80,
"rad": "192.168.0.1:8000"
}
1,
"t 2
}
}
},
"cmet": {
"MyMetricOfType_Number": [
{
"number": 1
}
1,

"MyMetricOfType_NumberList": [

TINAAXRNDTARFIAD bOAER 212
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{
"number_list": [
i,
2,
3
]

}
1,
"MyMetricOfType_StringlList": [
{
"string_list": [
"value_1",
"value_2"
]
}
1,
"MyMetricOfType_IpList": [
{
"ip_list": [
"172.0.0.0",
"172.0.0.10"

TINAADSDXKNI I ADIEE

AWS |loT Device Defender Detect &, AWS lIoT F/NA ALK > TERETNEX RN VAT —2%EYR
£, £5t. BEBHL, EELSBHEELTVABRTFNARAZRETEET, OIS I>TRR, FNA1RA
A5 AWS loT Device Defender ICX RN O A ZRXETDHEICODVTHBALET,

TFNARABDOAX RN DRAZRETHICE. AWS loT ARITY RFNARAFRLEET/NA AT —b
JIAIZAWSIoTSDK/N—2 32 2 ZREBHFETTTOMTIBENHVET, SDKOTLEHE
DANGECES5 2B EEW,

AWS loT Device Client (&, AWS IoT Device Defender & AWS loT Device Management O J5 (C#F
EI2HEZNN—TRE—DI—DI VR ZRMIBDZENS. XNUTAORITICEATESR
T, choO#MEEICIE, 237, EFa1T7RNXU Y, AWS loT Device Defender X K1)V ADH
TBENBYVET,
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AWS loT Device Defender N"REH K VFHET B =HIZ, FNAABOXKNY Y U% AWS loT OF
HERNEY JICRBEALET,

AWS loT FINAAROFZAT RN EFERALEX RN D ADORT

AWS |oT Device Client 24 > AR —JLF B (CE, Github A SFTO—RTEEXRT, TN A|D
F—RZNETBTFT/V1A AIZ AWS loT Device Client 24 > AR=I)LL S, FNARAADODXKNI D
A% AWS loT Device Defender ICIEfET DRI ICRET D HENH V) ET, AWS loT Device Client
HETTAI)D device-defender EU2 IV TIRONTA—ZNFREENTVBREZHERELE
C

"device-defender": {
"enabled": true,
"interval-in-seconds": 300

}
/A Warning

LS, KEERZ 300 WICKRETHLENHYET., KEGRZ 300 WRBICHET
&, ANVIDAF—EAAOY NI TENDZEENBYNET,

REZEML S, AWS loT Device Defender A V=)L TEF1UTF14 7O 7 A I EBEZER
LT, FNAAFDTORIZRITIDANIORZEZRV I TEEXRT, AWSIloT Core AV —
)L T, [Defend] (B54#). [Detect] (#H). [Metrics] (X RUVR) DIEICBIRT B & T, RiTEhi:
XRNDOAZHFETEET,

DZ7RAIODX KNI DA

(® Note

loT AWS Device Defender D& HH#EERE, FROBSEFHRFCRAWVWELEFAESBEY E

9. AWS loT Device Defender D& HHEEED R BEFEZDFMIC DLW T, TAWS loT Device
Defender DR HBEED AT AMNDEE ) 28R L TS EE L, AWS loT Device Defender M E=
BEHEOTHAMICEEREHY EE A,
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LXI1UFATO77AMINEERTBDEEIC, T FNAAICE 2> TERENBZI AN AOEEE
LEWMEZRETDET, OTFNAADEEETENZEELRIEETEE T, LUTIE. AWS loT O X

NIDATHZDVZTRAIDARNIIATT,

XY t—IH A X (aws:message-byte-size)

XV E=D0N "o TINAADS AWS 0T ICEFENBDEXY E—DDHRART A XEHFRNTA

ANAREf) ZEETRICRE, COXNIIRZFEALET,
REBBMSH V) : Rules Detect | ML Detect

JE & F: less-than | less-than-equals | greater-than | greater-than-equals
f&: BETHEVEH

BN N4 B

Example
{

"name": "Max Message Size",

"metric": "aws:message-byte-size",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 1024

1,

"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example statisticalThreshold %/ L /=4

{
"name": "Large Message Size",
"metric": "aws:message-byte-size",
"criteria": {

"comparisonOperator": "less-than-equals",

XY t—2% A X (aws:message-byte-size)
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"statisticalThreshold": {
"statistic": "p90"
iy

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

}

Example ML Detect % fEF U 7=l

"name": "Message size ML behavior",
"metric": "aws:message-byte-size",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
}I

"suppressAlerts": true

}

3ONEHIZDSHEIC, COEFIUTATOAT7ALOBEZREITDHOINTOT/NARA
D 90% THAEENLERBY A ALWEREVERBY A AOXY —DZ&EFEITHE. FNAATT
T—LNRELET,

EEET XY t—2 (aws:num-messages-sent)
—EHEALCTNAAFZEELEXYE—2 08,

—EHEIIC AWS 0T EETF/NA ADBTERFBTERIAY E—PORABERPMEEZEETDICE.
COXARNIIAZERLET,

REBHMSH V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals

E: ETHEVWEH

EEE XY E£—2 (aws:num-messages-sent) 216
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B XY +E—D

HE: 8 TEVER E3&EE. 300, 600, 900, 1800, 3600 ¥ T7,

Example
{
"name": "Out bound message count",
"metric": "aws:num-messages-sent",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 50
1,

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},

"suppressAlerts": true

Example statisticalThreshold %/ L /=i

"name": "Out bound message rate",
"metric": "aws:num-messages-sent",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p99"
b
"durationSeconds": 300,
"consecutiveDatapointsToAlarm":
"consecutiveDatapointsToClear":
b

"suppressAlerts": true

Example ML Detect %/ L 7=l

EEE XY E£—2 (aws:num-messages-sent)
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"name": "Messages sent ML behavior",
"metric": "aws:num-messages-sent",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
}I

"suppressAlerts": true

ZEL XY tE—2 (aws:num-messages-received)
—EHEALCTNAANFZELEXY -2 08,

—EHEIIC AWS 10T EETNA ADETRETEDIXY - DBRABRERPIREZEETS I,
COARNIDAZERLET,

REBBMESH V) Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
fE: B THVEH

B XyvE—

HE: ATHVER B MER. 300, 600. 900, 1800, 3600 ¥ T7T,

Example
{

"name": "In bound message count",

"metric": "aws:num-messages-received",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 50

.

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

FEL =X Y t— (aws:num-messages-received)
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}I

"suppressAlerts": true

Example statisticalThreshold %/ L /=i

"name": "In bound message rate",
"metric": "aws:num-messages-received",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p99"
.
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
.

"suppressAlerts": true

Example ML Detect % fEF L 7=l

{
"name": "Messages received ML behavior",
"metric": "aws:num-messages-received",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.
"suppressAlerts": true
}

28 Al ) %k By (aws:num-authorization-failures)

—EHERICETNSAALCHBRENBRBALS—ORABEZEETZICE. COXNIIRAZEAL
Yo TNAAFTDIET IV EAHAAZEHLBZVREY JICRITLEISELEBERE, TNAAD
5 AWS IoTNDV IV TARFEBETNDERATIT—HARELET,
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REE#MSH V) : Rules Detect | ML Detect

BipTS5—

N2~

A& 1 less-than | less-than-equals | greater-than | greater-than-equals
f&: BTHRVER

HE: ATHVER WA MER. 300, 600, 900, 1800, 3600 #T7T,

Example
{
"name": "Authorization Failures",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
.

"durationSeconds": 300,

"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear": 1
I

"suppressAlerts": true

Example statisticalThreshold % &/ L /=i

"name": "Authorization Failures",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50Q"
b
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
b

"suppressAlerts": true

FEH O & B (aws:num-authorization-failures) 220
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Example ML Detect % &/ L 7=l

"name": "Authorization failures ML behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

"suppressAlerts": true

IE{E 7T IP (aws:source-ip-address)
TINA AD AWS loTICHEERL EEE DERTIP 7 RL A,

EBTINA AN AWS loT ICERTIHEN HD, FLEEHLEL TREESEV, FFAlE iz Classless
Inter-Domain Routings (CIDR) @t Y ~ (MBI KRTA RUARNIBEREALZELTVE) FELEGES
ENECIDROEY N (RBIETZYIVANIBRENLELTVE) ZEETSICE, COXKN
DO RAFERLET,

REBHMED V) Rules Detect
JE®E F: in-cidr-set | not-in-cidr-set
f&: CDR ®') A B

B EZHEBL

Example
{
"name": "Denied source IPs",
"metric": "aws:source-ip-address",
"criteria": {
"comparisonOperator": "not-in-cidr-set",
"value": {

"cidrs": [ "12.8.0.0/16", "15.102.16.0/24" ]

E{E 7T IP (aws:source-ip-address) 221
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}I

"suppressAlerts": true

}

#5317 (aws:num-connection-attempts)
—EHERNICTNA AN ERZHTIT S EH,

BETNAADEGRZITAROBRAERCEHR/MEZEETBICE. COXMNIIRAZFEALET, K
PWLESEERBMLEBEENI NENET,

REBBMESH V) Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
E: BTHVEH

By T O

HE: ATHAVER B MER. 300, 600. 900, 1800, 3600 ¥ T7I,

Example
{
"name": "Connection Attempts",
"metric": "aws:num-connection-attempts",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
by

"durationSeconds": 600,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example statisticalThreshold &£ L =4l

{
"name": "Connection Attempts",
"metric": "aws:num-connection-attempts",

BT (aws:num-connection-attempts) 222
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"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

"statistic": "plo"

},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

},

"suppressAlerts": true

}

Example ML Detect % {EF L 7=l

{
"name": "Connection attempts ML behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
1,
"suppressAlerts": false
}

LM (aws:num-disconnects)

—EHERICT/NA XD AWS loT A SEIHE h 2 B,

—EHERIET/INA A AWS 0T A STIIENDEROFERETLEHR/MEZEETSICE. <O

XNDOARZERALET,

REBBMS V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
f&: BETHEVEH

B A7 YT EIE

HE: ATHAVER BB MER. 300, 600. 900, 1800, 3600 ¥ T7T,

YI#f (aws:num-disconnects)
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Example
{
"name": "Disconnections",
"metric": "aws:num-disconnects",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
3,

"durationSeconds": 600,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example statisticalThreshold %/ L 7=

"name": "Disconnections",
"metric": "aws:num-disconnects",
"criteria": {

"comparisonOperator": "less-than-equals",

"statisticalThreshold": {
"statistic": "pl@"

I

"durationSeconds": 300,

"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example ML Detect %/ L 7=l

"name": "Disconnects ML behavior",

"metric": "aws:num-disconnects",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,

YI#f (aws:num-disconnects)
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"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

"suppressAlerts": true

}

LIHTEFR (aws:disconnect-duration)

TINA ADEGZH AWS loT H SEIME Nz RKRICB D ER.

COARNIVDRAZERLT, AWS IoT 2 S5 T/NA AQEHRAIME N ERRICBZI2HEAEFEZEE

LEXrT,
REE#MD V) Rules Detect
JEE T less-than | less-than-equals

&: BTHEVER (5 H)

Example

{

"name": "DisconnectDuration",
"metric": "aws:disconnect-duration",
"criteria": {

"comparisonOperator": "less-than-equals",

"value": {
"count": 5
}
.
"suppressAlerts": true
}

Detect XRUODADIT U AR—bB

(® Note

loT AWS Device Defender ®#& H#EEE, FIROBEFZRFRAVELE FELSBZYE
9, AWS loT Device Defender D HMEEENDRBZ HEZOFHMIC OV T, TAWS loT Device

YIHTES RS (aws:disconnect-duration)
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Defender D& HEEDATAMNEE , #5BL TS &\, AWS loT Device Defender M EX
BEDTTAMICEEREHY EBA,

XNVOADIVAR—bEFERATRE, VFTRA. FNALARA, EFLEEHDAZLAXNI O A Z
AWS loT Device Defender # S TV AR—KL, RELEZMQTT REY JICRITTEEXRT. O
BEEICKY), Detect XNV D AD—FEILIAR—RMIPYR—KEhET, ChiCkY, F—RDL
R—=RNEDHHFVDRIEENDETTHELS, JARNEBELXITAHYET, MQTT REY U1k, AWS
oT L—ILOBEFRNBEVIAKREY JELTERTS CEE, MBEO MQTT REY VZERL T
TRV Z47T$BEETEET, AWS loT Device Defender 1>V —JL. API, Ei & CLI £
AULTARNVIADIIVAR—NZERELE T, CDO#EEIE. AWS loT Device Defender ZRIF T &
DL AWS U—2 a3 THRATEETT,

RO, XMV RZITVAR—KNTB=80 AWS loT Device Defender DEREHEZRL TV
F9, HROONIEF, EXPBERYVIAKZRNEY VTXRNIIVADTI IV AR—NERETDHEERL
TWET, TOR, TVAR—RENEXRNIITAZ AWS lIoT L—=I)LTHR—REhTWBEFE
TEBREBRICN—TFT AT TEXRT, 2EFEBORIEF,. MQTT REY JICTF—RERITITHEHD
AWS loT Device Defender 8RR EZZRLTWVWE T, RIC, MQTT V94T Mk, TOREY D
(YT RAUZ47LET., Amazon Elastic Container Service, Lambda, £&IEEL MQTT Y
DICHTRIZ47 9% AmazonEC2 A VARV ANV TFTMQIT V54T N ERITTEE
9. AWS loT Device Defender ' T*—R & FT T2 LI, MQTT 9547 MNETF—R%ZZEL
TREBLERT, &FHICOVTR., "MQTTOREY Z, 28R LTLSEEL,
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S5 AWS Cloud

AWS loT Device Defender Metric Export
Using Rules Engine

-~

AWS loT Device Defender
Security Profile

|

M

$aws/rules/<rule name>

Basic Ingest Topic

(S3, SNS, Kinesis, efc.)

loTRulesEngine
destination

- @ - AWS |oT topic ‘I ‘ﬁ
LILBLRLAI
loT Thing AWS loT loT Rules Engine
device gateway
B AWS Cloud . ;
AWS loT Device Defender Metric Export
Using MQTT Broker
.E
AWS loT Device Defender
SecurltI Profile
MM
U <MQTT Topic>
MQTT Topic
LLLLL 4"
- @ - AWS [0T topic —
LRI
loT Thing AWS loT

device gateway

(Amazon ECS, Lambda,

EC2 eic)

Detect XRU O ADI U AR— BN DO L4EM

X2V F47O7 74 %
By oBELET, i,

RETRDEEZER, TVAR—RNTBXRNITAZERL, MQTT b
BEESNIEMQTT REY VIXY E—P2RITIDLOICHBERT Y

+ A A Z AWS loT Device Defender Detect 359 % IAMO—J)LZ&ELFTT, AWS loT JL—
JIOEXREIAK MQTT REY V%R EL., TVAR—RENEXRNIUT A% AWS loT JL—=ILA Y

Detect X N ZAD I AR— N DK
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R—RNTRDEFERICERFTEERT. AWSIoT L—ILOREEBEOFIRICOWVWTE., TAWS loT 7
RAYN—=HA4 R O TAWS loT ®I)L—)L1 Z2ZRLTSEZ L,

AWS loT Device Defender Detect I, BRESNEZX RNV IADX NI O AfEZ/NY FHEL, &
EETNEZMQTT REY JICEHHNICRITLET, XVvE—INA M A XEEGF/NA ML X &R
E,. VFVRAOXNI VRGN Y FREHEODXRN) O AEZEFFLTEFENET, DAZLX
R)ODABRTETFNARBOX RNV DRAGEFTENhELA, XVE—INA KM FALAXDFE, TIA
R—MNEENY FLEHBORKD, &K, 858NN M A XTT, IHBEEOEES. TV AR—K
BRERIXNTOEHFENLETFNA ADYHBEZRENTRLEENTT, ChiF1BEIEIC, &F
o, BRANRNELEBUIMAR MFHDIEE, EREhET, B ETFNARAELEERS
RYKNDBE, BEE 0TI, VFTVRADXNITGA, FNAARBOXRNI TR, HARLXRKN
D ADOFMIZDOWTIE, TAWS loT Device Defender RO Y /N—HA R1 OUTOREY V2S8R
LTLEEL,

« HAZLARNVIRA
« D977 RBIOXKNI DA
s FNAABDOX NI DA

NYFREENEXK) DA, AWS IoT L= EZFERALTEBDEEEICIVAR—KNTESR
o HR—RENTVBREFEDVARNIOVTR, "TAWSIoT IL—=IT7 o> 3>, #5RLTL
EEW, NV TFREBEENETIVAR—RMAYE—ROBLZOXRNI IO A%, HAR—KREhTVBRE
BRICEETRICE. AWSIoT L—ILTF o> 3> batchMode 7’2 a2 &2FEALET, FEITS
AWS loT JL—I)L DEESEIC batchMode H7R— M A VWiE S &, Lambda X Kinesis —X A K1) —
LABREQOHRBET O EFERALT, NYFREEhEXYE—DRTEYCOXNIOREEETE
F7,

XNUDADI I AR—BNAF—X

NYTFREENEEXRNIDADIVAR—RTF—=RIZDOVTE, ROAF—NZSRLTKEE,

{
"version": "1.0",
"metrics": [
{
"name": "{metricNamel}",
"thing": "{thingNamel}",
"value": {
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# a list of Classless Inter-Domain Routings (CIDR) specifying metric
# source-ip-address and destination-ip-address

"cidrs": ["string"],

# a single metric value for cloud/device metrics

"count": number,

# a single metric value for custom metric

"number": number,

# a list of numbers for custom metrics

"numbers": [number],

# a list of ports for cloud/device metrics

"ports": [number],

# a list of strings for custom metrics

"strings": ["string"]

I

# In some rare cases we may send multiple values for the same thing, metric and
timestamp.

# When there are multiple values, please use the value with highest version number
# and discard other values.

"version": number,

# For cloud-side metrics, this is the time when AWS IoT Device Defender Detect
aggregates the

# metrics data received from AWS IoT.

# For device-side and custom metrics, this is the time at which the metrics data
# is reported by the devices.

"timestamp": number,

# The dimension parameters are optional. It's set only if

# the metrics are configured with a dimension in the security profile.
"dimension": {

"name": "{dimensionNamel}",
"operator": "{dimensionOperator}"
}

}

]
}

Detect XN DO ADI O AR—RNEE

FELEMQTIT REYIIZITIVRBIOXNIDAR, FINAABOX NI IR, EFLEHAZLX
NVOREZRAILTE, TVAR—NTOCLADZDARATY T TRBEERELEHA, L.
RITBHAXNVOAZEEOEBEICGEETIUROATY T TR, L—ILIVDVELEEAXAYE—
SoUFERTAREICRY, BRULEREFEZCEIOVTIARNMBELET. AWS loT Device
Defender I&, BEOTFNAADX KNI IOATF—RZEL 1 D2OXYE—2JE LTNY FaBEhi-
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XRUOA%Z MQTT REY ZICRTI5 1. JANERBICRIEET, BEOFHMOVTE,
FAWS BlEFtEY — )Ly ZZRLTSEZ L,

T Ot AFH

ZNDto< 3> Tk, AWS loT Device Defender Detect X R AN TV AR—NEEETS /-
HICHEZRIAMO—IILERIS —ZEY NTYTITEDHEICODVTHBALET, HFMICOVWT
. IAM 1—%—HA4 RESBLTLSEZTL,

MQTT REY JICHULTXYE—22RITTH T I 2AFTZ AWS loT Device
Defender Detect ICft 5L E

CreateSecurityProfile TXRNU OV ADI IV AR—RNZBMICTBEE. 2 2ORVS— (T O EAFH
ARV —EGEEARV ) ZF D IAMO—-IZEETRIXEN HVET, PO RAFARI S —
E. XRUIOAZECAYE—T% MQTT REY VICRITIT R TV 2AFT % AWS loT Device
Defender ICIIELE T, FHEARAV—@. YEZO—I)EZSIEZFBT VAT Z AWS loT
Device Defender I35 L £ 9,

TOEAFARD S —

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish"
1,
"Resourxce": [
"arn:aws:iot:us-east-1:123456789012:topic/your-topic-name"
]
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/
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EERI—

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

Pass O—JLR1) > —

ZOEAZ, IAMOF I EAFTRYS—% IAM I—H—ZFRYFLT, I-H—FO-LEE
EBESICTHBEEHYET. TAWS H—ERLO-LEEI T/ EAFTEI—F—CH5F
B, BBRLT<EE WL,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
]I
"Resource": "arn:aws:iam::123456789012:xr0le/Role_To_Pass"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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AWS loT Device Defender AWS loT Device Defender RO Y /N—7H A R
AWS lIoT OV —)L T Detect XRJU TV ADIT UV AR—NZEERETS

AVY=LTARNIITADIVAR—REZECHLWEFIUTAT7O7 7ML EHER. KRR, wE
LET,

Bl RS

Detect XRUOTADIVAR—NERETDHIC., XOBREZRGEE®/BLZLTVWAR I E2ERELE
9,

« IAMO—=)L, IAMO—)LOERGEOFEM-CODVWTE., TIAMI—Y—HA R, ® TIAMO—)L
BERTS, BSBLTLSEETL,
« ELVWF U EAHFT &3O AWS Identity and Access Management (IAM) 1—H—& L TH A4
VTED AWS 7HU> M, AWS loT Device Defender Detect O 7 7 AFFAT DO FMIC DV T,
FTAWS loT Core FROAY/N—HA R, O "7 OEAHFA ) 25BLTLSEEL,

XRNVOADIVAR—RNEZBECHLVWEFIUFTATO77AIIOER (T2 YV—
)

ANV ORABET—RELIIVAR—NTRIE, ETAXARNIVITAOIIAR—NEZEC-HOEF2
VT47O077ANERELET, ROFIETE, Detect XMV T ADIIAR—KEBTIL—I
R=ADEFIVTATOATFALNERETDHFECODVWTHLLBHEALET,

AXRNVIDAODIOAR—RNEZECHLWEFIUTATO7 7ML EEKTSICE

1. AWSIloT OV —)ILZBEET, TETS—23a 2 N—7T, [EF2UFT 1], [BHE]. [EF21V
TA7O7 740N DEICERLET,

2. [EF2VF47O07740LEEK] T, DL=ILICESVEREERETO7 7 4 ILZ2EK] 28R
LE9,

3. EFXAVFA47OA77A4INOTONTAZEETRICE., [EF21UT47O77A4ILB1&2AD
L., [R—7 YN T, BEOR—TYNIBDITFNAADTIN—T%BRLET, (7> 3)
AWS DY —=RAICTGRI)INZFTRDHRPERTZEDET, [XN] ZBIRLFT,

4. [ XRNVOA]I T, FNAADEEZERTEDIANIIRZERLET, TN ANEHNOEEE
BWLEERBRVWEEICESEISEEOLEVMEEZERTEET,

5. BMEEENTS—REZEITRICE, [FT7—MEEE XMV IVADOEERZER) i8R
L. [BMER & [FZH ZEBELET, PI—RELTXARNIVIRAZRETSICE, [75—h%E
EELBWVW I T2as XN ZEBRLULET, (RN ZEBIRLET,
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6.

AXARVIGADIIAR—RNERETDICE, [(XNVITADIVAR—NZEFVICTB] 2FRL
£

XRNUODATF—22% AWS loT Core ICRITTHE=H0O MQTT REY VZZADLET, IAM
O—)%&BIRLT, BEESNERNEYIICAXAYE—2ERITITZD T O AFET TAWS
loT:Publishy Z AWS loT It ELE T, TTVAR—RNTBIXRNI O ARIEIRL, [RA] ZIEIR
LET,

® Note

MQTT REY OBZANTREZIC, ATV 1%2EAL THEEBRZRLET, Hlx
(. $AWS/rules/rule-name/,

FINARY, BREThEFHEICERLEEZEIZCAWS AV —IIICTS—RZ2EETSIC
(&, Amazon SNS REY V& IAM O—I)LZBIRFLFEKLET. [AN] ZBIRLFT,

BREEFEL. [RN\] Z2EBRLFT,

tF1UTFATAO77AI)OFMORTERE (A>Y—))

TXFIVFATO77AIINOFMERTIBRITHEETDICE

1.

AWS loT OV Y- ZREXT., FES—>32N—=7T, [EF21UTFT /], [&&H]. [EF2V
TAZ7O7 74 DEICERALET,

XRVIGADIVAR—RNEZEHRDEOIERLIcEF1 VT T7O7 7ML ZEERL, [TD
>3V T[wE] ZBRLET,

[R—Y N T, ETZIX—TYNTFNARTINL—=T%FBRL, [R\]ZBRLET,

XNV OADEEREZRETDICE., [TE2—REHT (ANJVITAOEEZER)] ZiBIRL,
ANV AOBEN BlLENLEZTORUEEEZLET, [N ZBIRLFT,
XRNVODADIVAR—RNREZEATICTDICE, (XNUIADIVAR—RNEFTIZTD] %
BIRUET, [N ZBIRLFT,

FINARY, BEShEFHEICERLEEZIZAWS 0T O Y —IICTS—RNEEETIED
(Z Amazon SNS %258 E T3 ICIF., Amazon SNS hEY & IAM O— )L ZBIRE - FERL =
T, [AN] ZBIRLF T,

REZEL ., [N ZBRLET,
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ARNVOADIVAR—RNZBHICTRDEF1UT 47077 1IILDOER

create-security-profile AN RZFEALTEF1UTA7O7 7ML EHEHKL. XKUY
Z@ngﬁ_hﬁﬁ;‘b(r:bi?o

ARNVIGADIVAR—NZBECEFIVTATO77AINEERTSICE

1. XRNVODADIVAR—RNEZBEMIZL T, Detect &', FMETBDARNIVIOABTIIVAR—NTS
PENHBDHLESHZRTICIE. Behavior & AdditionalMetricsToRetainV2 O AE TE
exportMetric %& true ICEREL F 9,

2. MetricsExportConfig DEZESHET. chlk, XMUITAOI IV AR—NIIHEL MQTT
NEY 2 Amazon )Y —AZX—L (ARN) ZEELE T,

@ Note

AWS loT Device Defender Detect " XY £—2 ZRITTEBD XS IZ mqttTopic 28
HFEFT, O—)LARN IZIE MQTT XY =2 RNBATRIT IV REAFIN B, TDHE
AWS loT Device Defender Detect A" F DO O—JLZ5|IEZ ., 1—H—ICRH>TXVY
- RNHATEET,

aws iot create-security-profile \

--security-profile-name CreateSecurityProfileWithMetricsExport \

--security-profile-description "create security profile with metrics export

enabled" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \'"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":300},\"exportMetric\":true}]" \

--metrics-export-config "{\"mqttTopic\":\"\$aws/rules/metricsExportRule\",\"roleArn
\":\"arn:aws:iam::123456789012:role/iot-test-role\"}" \

--region us-east-1

H

"securityProfileName": "CreateSecurityProfileWithMetricsExport",
"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
CreateSecurityProfileWithMetricsExport"

ANVIADIVAR—NEZBMCTZEFIVFTATO771ILOER 234



AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

}

ANUDADIVAR—RNZEMCTDEOOEF21)FT470O0774)
DOEH (CLI)

update-security-profile AN REFEAL THREO X2 UFT47O7 74 ZEFHL., X
RJOADITVAR—RNZBMICLET,

F1VFA4TAT77ANEZEHFLTIARNIDAOIVAR—NEEMICTSICIE

1. XRNVODADIVAR—RNEZBEMIZL T, Detect &', FMETBDARNIVIOABTIIVAR—NTS
PENHBDHLESHZRTICIE. Behavior & AdditionalMetricsToRetainV2 O A TE
exportMetric %& true ICERELF 9,

2. MetricsExportConfig DEZESHET. chlk, XMUITAOI UV AR—NIHELZ MQTT
NEY 2 Amazon )Y —AZ—L (ARN) ZEELE T,

(® Note

AWS loT Device Defender Detect "X Y £—2 % RITTE DK DI mqttTopic 28
HBET, O—)LARNICIE MQTT XY =2 0HAIR2 T I EAFAN HY, T0OE
AWS loT Device Defender Detect A" O O—J)LZ5|EZ ., 1—H—ICRKH>TXVY
- LNEATEET,

aws iot update-security-profile \

--security-profile-name UpdateSecurityProfileWithMetricsExport \

--security-profile-description "update an existing security profile to enable

metrics export" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \'"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":300},\"exportMetric\":true}]" \

--metrics-export-config "{\"mgttTopic\":\"\$aws/rules/metricsExportRule\",\"roleArn
\":\"arn:aws:iam::123456789012:role/iot-test-role\"}" \

--region us-east-1

H
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"securityProfileName": "UpdateSecurityProfileWithMetricsExport",

"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
UpdateSecurityProfileWithMetricsExport",

"securityProfileDescription": "update an existing security profile to enable
metrics export",

"behaviors": [

{
"name": "BehaviorNumAuthz",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
.
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
.
"exportMetric": true
}

1,
"version": 2,
"creationDate": "2023-11-09T16:18:37.183000-08:00",
"lastModifiedDate": "2023-11-09T716:20:15.486000-08:00",
"metricsExportConfig": {

"mqttTopic": "$aws/rules/metricsExportRule",

"roleArn": "arn:aws:iam::123456789012:role/iot-test-role"

X1 VFA47O77ANZEHFLULTXRNIDAOIVAR—RNEFTIZ
4% (CLI)

update-security-profile AN RZFEALTRFOELF1VFT4+7O7 7/ ZEFH L, X
NOODADITOAR—RNZEFTICLET,

tF1VFTATO77ANEEHFLTIXRNIIADIVAR—RNEFTIZTBICR

e EFAVFA«4TATTFANZEFHFHL, XKNVITAOIVAR—MREZHIBRTSICE. OV R
--delete-metrics-export-config ZFEAL £,
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aws iot update-security-profile \

--security-profile-name UpdateSecurityProfileToDisableMetricsExport \

--security-profile-description "update an existing security profile to disable

metrics export" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":3003}}1" \

--delete-metrics-export-config \

--region us-east-1

A

"securityProfileName": "UpdateSecurityProfileToDisableMetricsExport",
"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
UpdateSecurityProfileWithMetricsExport",
"securityProfileDescription": "update an existing security profile to disable
metrics export",
"behaviors": [
{
"name": "BehaviorNumAuthz",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
3,
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

1,

"version": 2,

"creationDate": "2023-11-09T16:18:37.183000-08:00",
"lastModifiedDate": "2023-11-09T16:31:16.265000-08:00"

HMICOVWTIE., TAWS loT FAROY/N—HA Ry ® "Detect AN R, #SBLTLSEETL,
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ARNDOAOIVAR—KCLIONZ R

LTOCLIORY RZEFEAL T Detect XNV IV ADIVAR— N 2ERE LT EETEERT,

» CreateSecurityProfile

» UpdateSecurityProfile

» DescribeSecurityProfile

XNVDADIVAR—NAPI ARL =232

XD API ARL—23a>#EHAL T, Detect XMV IJADI IV AR—NZERBRVOEBETEE
9,

» CreateSecurityProfile

» UpdateSecurityProfile

» DescribeSecurityProfile

FAXAVEFERALEEFIVTFA7AT77AILTOXRNIY
A D EHEE

(® Note

loT AWS Device Defender D& HH#RERF . FROBEFREIZRAVELETELSAZYE

9. AWS loT Device Defender D& HHEBED R BEFEZDFMIC DV T, TAWS loT Device
Defender D& HEEBEEDTTAMNEFE , 2S8B L T EE L, AWS loT Device Defender MBS
BEMENDTHAYEICEREEH ) EEA.

FAXDAVE, ANVOAETHEICEIDR) ERBET—RZREBIHEHICEFIUFT 170
TJ77A)TEERETEDIEHTT, SIFZERTDICIE. 71IRELTHERATREFLEENE—2%
BELEYT, m&x@F, Tdata/bulb/+/activitys B E, BENEBE—HTS MQTT REY JICO&H X
NVORZBRAITBDREY VT AINERTFARXDAVEERTEES, EFXF21VF47O7 74T
FEHTEDTAX3AVOERICOV T, CreateDimension ZZBL TS EE V),

TAXTAVER, MQTT DAL RA—RZHR-—RLTVERT, MQTT DA I RAO—RZE
A&, BEONEY VICARKICHTAVZATTEELRT, JM1ILRA—RIZE, 22TI)L

ARNUDAOIIAR—K CLIONY >V R 238


https://docs.aws.amazon.com/cli/latest/reference/iot/create-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/describe-security-profile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeSecurityProfile.html
https://docs.aws.amazon.com/iot-device-defender/latest/devguide/dd-detect-availability-change.html
https://docs.aws.amazon.com/iot-device-defender/latest/devguide/dd-detect-availability-change.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateDimension.html

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

RIL(HF) EXILFLRIL (#) D 2BENfHYVET, LEAWEF, T4 XT3 E Data/bulb/+/
activity IC& 2T, + ERAULARILICEETZIXNTORNEY JIC—HITBIHTROVT>ar N
ERENET, TAXTIVERK,. MQTT 25472 N ID KEZH ${iot:Clientld} £HR—KL
TVWET,

TOPIC_FILTER ZA47DF4 X3 ik, RO—EOIVTZIORAIXNIJIAEEBENF HV)E
9,
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« BEE7TIP 7 RL A (Rules Detect T M & {# f AT 8E)

AV =ILTFaX a2 ERATHHE

TFAXDAVERERLTEFIUTA7O7 74 OEBEICERTSICIE

1. AWSIloT AV —=)%Z2BEET, FESF—>3aoRA2UT, [EF2VT 4], [BRE]DIEICER
L. [E¥F2VFT47707 74 Z2BRLET,

2. [EFAVFTA7A77ANR=DT, [EF2VFT4707 74 &HEK]. D—LICEITVE
EERBTO77AIINEZER] OIECERLET, &, BFOIL—IIR—AOEFI)TFT 1
J7A77ANCTFAX DAV 2BRIBICE. EF1VT47O07 74 &BRL, RE] 2
BRRLZET,

3. [EF2VF47O7740N07ANTAZEETB|R—IT, EF21UFT47A7714IILDA
MZEAHDLETD,

4. BEIIODVTEZ—TYRNITETFNAADTIN—T%ZBRLET,

. RN ZBIRLE T,

6. (ARNVIARBEDREREIR—ZD[ARNIVIAZALT|T, V9T RADXNIIAF1 X3
voOVThAEBIRLETD,

7. ARNVORAOEEIT[T7—REEFE (XM ITADOEBEZER) ZIBIRL T, FEEhB XK
DOADBEZERZLET,

8. TNAANDEELHEICEHIZTS— 2LV OZETHIHNZEIRLET,

9. [RAN]ZEBIRLET,

10. EF21VUFT47O7 74 OREZHRL, [EXK] ZBRLET,
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TZ7—LZRRTBDICE

1. AWSloT AV V- ZREXRT, TET—>32RA2T, [EF21 VT /], K] OIECER
L. [77—L]Z8RLZET.

2. [E/OBAIITE/ 2BRIZDE, P77-—LORRICEITIBHEANRTENET,

FAAYYAVERTBLCEHTBIR

1. AWS 0T VY —LEBEET. FEF—SIVRAVT, [RFIUF (], [RiHl] QMR
L. [F4 X223 2BRUET,

2. FAXAYTIAVEBRLTAS, [#RE] ZBRLET,

3. FAXAYYIAVERELTHS, [BH ERLET,

TAXTAVEHIRTDICE

1. AWSloT AV Y- ZREXRT, TET—>32RA2T, [EF21 VT /], K] OIECER
L. [TA4X>>a2] z2BRLET,

2. FAXYTIAVEEIBRTIFIC, TOTAXIAVESRIBDANI I ABEZHRTIHLE
ABWET, [EFIVFTATOAT7AINFHEFIVILT, FAX2arFEFalT47
O77ALNCTRYFERNTVWBEVWCEZHRBLET., T X023yl exa1UF47077
ANCTRYFEhTVWRFE, EAO [EF21UTATO7 7ML R—DEHE, T4 XY
JAVATEYFENTVREFIVTATO7 7ML EHELET, RIC. BEDHIBRZE KT
TEET, BIOTA XAV ZHKRTZEHERE. COEIZIAVORTYTICHVET,

3. FAXYIIVEBRLTAHS, [HIRR] Z2BRLET,
4. TAXTIAVEEZADLTHEREL, [HIR] 2BRLET,

AWS CLI TFAX>>>a>zERAITDH%E
F4X T AVEEBRLTEFIUTATO77ALOBEICERTSICE

1. EF21VFT47AT77ANICTERYFITBHEIC, TEFTTFA XA 2ERLE
9, CreateDimension AN RZFRALTTFA X3 ZERLET,

aws iot create-dimension \
--name TopicFilterForAuthMessages \
--type TOPIC_FILTER \
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--string-values device/+/auth

COONYROBABRUTORSICEY KT,

"arn": "arn:aws:iot:us-west-2:123456789012:dimension/
TopicFilterForAuthMessages",
"name": "TopicFilterForAuthMessages"

}

2. UpdateSecurityProfile Z#A L THEFEOEF 21 UTA7OT77AIINICTA X223 ZEBMT S
». CreateSecurityProfile ZFAL THLVEFIUFT 47O 7AINICT 1 X3 &EM
LET, XOHITIE, TopicFilterForAuthMessages ND XY £— 4 128 /N4 NKREH
ESNEFIVIL, FRIAEREYIICEBEIZIXA Y E—DHERBETZIHLLVEFIUT 1
Z7A77A4IINEERLET,

aws iot create-security-profile \
--security-profile-name ProfileForConnectedDevice \
--security-profile-description "Check to see if messages to
TopicFilterForAuthMessages are under 128 bytes and retains the number of messages
sent to non-auth topics." \

--behaviors "[{\"name\":\"CellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\'"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}, {\"name
\":\"Authorization\",\"metric\":\"aws:num-authorization-failures\",\"criteria\":
{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":10},\"durationSeconds
\":300,\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":13}3}]1" \

--additional-metrics-to-retain-v2 "[{\"metric\": \"aws:num-authorization-failures
\",\"metricDimension\": {\"dimensionName\": \"TopicFilterForAuthMessages\",
\"operator\": \"NOT_IN\"}3}]I"

COOXRVROBAGUATORSICBENET,

"securityProfileArn": "arn:aws:iot:us-west-2:1234564789012:securityprofile/
ProfileForConnectedDevice",
"securityProfileName": "ProfileForConnectedDevice"

REZENTZ LD, NFX—FZIAN RTAVNFXA—REELTANTEIRDYIC, 77
AIWDSO—RIBDIEETEEFET, FMIODVWTR, "T774)LHS5 AWSCLINTGX—2%
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O—R92, Z2RBL T EEV, KRIZ, #i5RE N iz JSON XX D behavior /NT X —&X %R
LEXY,

"criteria": {
"comparisonOperator": "less-than",
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"value": {
"count": 128
}
I
"metric": "aws:message-byte-size",
"metricDimension": {
"dimensionName:": "TopicFilterForAuthMessages"

iy

"name": "CellularBandwidth"

Tk, ROBIORSIEML TTF4 X3z ERL T, CreateSecurityProfile Z#A L &
ED

aws iot create-security-profile --security-profile-name ProfileForConnectedDeviceML
\

--security-profile-description “Check to see if messages to
TopicFilterForAuthMessages are abnormal” \

--behaviors “[{\“name\”:\“testl1\”,\“metric\”:\“aws:message-byte-size\”,
\”metricDimension\”:{\“dimensionName\”: \“TopicFilterForAuthMessages\”,\”“operator
\”: \“IN\”},\“criteria\”:{\”mlDetectionConfig\”:{\“confidenceLevel\” :\“HIGH\"},
\”consecutiveDatapointsToAlarm\“:1,\”“consecutiveDatapointsToClear\“:13}}]1” \

--region us-west-2

TAXDZ AR TRYFENEFIVTATOT 7ML ERTTDICE

s BEOTFAXDIVAVHATEREYFENEEFIUTATATT7AINERTTSIC
l&. ListSecurityProfiles AN > RZFEALE T,

aws iot list-security-profiles \
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--dimension-name TopicFilterForAuthMessages

COOANY ROBARRUTORSICBEYET,

"securityProfileIdentifiers": [

{

"name": "ProfileForConnectedDevice",
"arn": "arn:aws:iot:us-west-2:1234564789012:securityprofile/
ProfileForConnectedDevice"

}

TAXDIAVEEHRITBICE

« UpdateDimension AX > RZFEAL TFA X223V Z2EHLET,

aws iot update-dimension \
--name TopicFilterForAuthMessages \
--string-values device/${iot:ClientId}/auth

COOXRVROBAGUATORSICBEWERT,

"name": "TopicFilterForAuthMessages",

"lastModifiedDate": 1585866222.317,

"stringValues": [

"device/${iot:ClientId}/auth"

1)

"creationDate": 1585854500.474,

"type": "TOPIC_FILTER",

"arn": "arn:aws:iot:us-west-2:1234564789012:dimension/
TopicFilterForAuthMessages"
}

AWSCLI TFA X2 a > aERAT 5% 243


https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateDimension.html

AWS |oT Device Defender AWS loT Device Defender RO Y /N—H 4 R

TAXTAVEHIKRTSICE

1. FAXDIAVEBIRTSICEK, T, FAX2AUNFTRYFEATVWSEFI1UT170
TPANDSTFAXDAVETFRYFLET, REODTFAXIAVNFTERYFEATVWSE
FADF47O7 74 ERRTBICIE, ListSecurityProfiles AN RZEFEALE T,

2. EFXIVTFATAT7F7AIDNST A4 X3 %HIBRT S IZI1E. UpdateSecurityProfile AN > R
EEALET, REITDIINTOBHREADLET, EELTFTAX2 a2V EBRALET,

aws iot update-security-profile \

--security-profile-name ProfileForConnectedDevice \

--security-profile-description "Check to see if authorization fails 10 times in 5

minutes or if cellular bandwidth exceeds 128" \

--behaviors "[{\"name\":\"metric\":\"aws:message-byte-size\",\"criteria
\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}, {\"name
\":\"Authorization\",\"metric\":\"aws:num-authorization-failures\",\"criteria\":
{\comparisonOperator\":\"less-than\",\"value\"{\"count\":10},\"durationSeconds
\":300,\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]"

COONYROBABRUTORSICEY KT,

"behaviors": [
{

"metric": "aws:message-byte-size",

"name": "CellularBandwidth",

"criteria": {
"consecutiveDatapointsToClear": 1,
"comparisonOperator": "less-than",
"consecutiveDatapointsToAlarm": 1,
"value": {

"count": 128

"metric": "aws:num-authorization-failures",

"name": "Authorization",

"criteria": {
"durationSeconds": 300,
"comparisonOperator": "less-than",
"consecutiveDatapointsToClear": 1,
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"consecutiveDatapointsToAlarm": 1,
"value": {
"count": 10
}
}
}
1,

"securityProfileName": "ProfileForConnectedDevice",

"lastModifiedDate": 1585936349.12,

"securityProfileDescription": "Check to see if authorization fails 10 times in 5
minutes or if cellular bandwidth exceeds 128",

"version": 2,

"securityProfileArn": "arn:aws:iot:us-west-2:123456789012:securityprofile/Preo/
ProfileForConnectedDevice",

"creationDate": 1585846909.127

}

3. FAXDTAVEFRYFLU I, DeleteDimension AX Y REFAL TTF 4 XS 3> #HIKR
LET,

aws iot delete-dimension \
--name TopicFilterForAuthMessages

T Ot AFA
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1. AWS loT 12V —)L ® [Mitigation actions page] BT Va2 ) R—ZS=ZHREE T,

[Mitigation actions] (#8723 ) R—=DICEE, AWSTHIV BN ICHULTERENEIANT
DBEMTOIAVDIVARNRTIENET,

2. BEYTIBENT V320702328V RBRULET,

3. [Edit] {RfE) ZBIRL T, BMT7 V23 ZZELET, BT O3> 0AMIEENICFERE
haieh, BoE2ZEETRI_LRBF>TEFEEA,

4. [Update] (E#T) ZBIRL T, BMT IV 3VICNTRIEEZ AWS THIU N CRELET,

AWSCLI ZER L TEMT7 U232 2—EBERRIDICE

ListMitigationAction AN > RZFERAL T, M7 V>3 Z—EXRRLET. BTV 3%
EEXLIFHIBRTBESE. BAIZXELET,

AWS CLI Z2ERALTEMT Va2 2EHIDICE

BT O3> a2ZETSHICIE, UpdateMitigationAction X > REFERLE T,

AWS loT OV =) Z2EFRALTEMT I 3> zHIKBRTZICIE

1. AWS loT 12V —)L® [Mitigation actions page] BT Va2 ) R—ZSEZHREE T,

[Mitigation actions] (#8FF 223 2)R—=DICEE, AWSTHIV BN ICHULTERENEITANT
DEMT O AVHFRTENET,

2. HIRTBEBEMT V> 3> zERL., [Delete] (HIFR) ZBIRLE T,

3. [Are you sure you want to delete] (&K (CHIBRLETAH) T 12 RUT, [Delete] (HIBR) Z&IRL
X7,
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateMitigationAction.html
https://console.aws.amazon.com/iot/home#/dd/mitigationActionConfigsHub
https://docs.aws.amazon.com/iot/latest/apireference/API_ListMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateMitigationAction.html
https://console.aws.amazon.com/iot/home#/dd/mitigationActionConfigsHub
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AWSCLI Z#2ERLTEMT V>3 zHEIBRTSICE

BT O3> a2ZETSHICIE, UpdateMitigationAction X > REFERLET,

AWS loT A2V =)L 2ERALTRMNT O 32 OFMERTIDICE

1. AWS loT 1Y —)L® [Mitigation actions page] (EMT7 V> 3a ) R—JEBHAE XY,

[Mitigation actions] (@M T 7> 32y R—DICE. AWS THIUU KM ICRUTERENETANT
DEMT O AVHFRTENET,

2. RRYBBENT V2320702308V 02 BRUET,

AWSCLI ZFRALTERMT O3> OFMERTTDICE

BT O3> OFMERRT S, DescribeMitigationAction X REFEAL £,

BT o3> nEA

—EOENT Va2V ZERLES, ThSOT VI3V Z2EBEOKRICERATERY, 7723
ZERIRE, EEBNT V3V RAVZRBLET, CORXRAIE, HROEY NeThIZER
TRTIAVICE2>TR, BRTETICHEAIAADZENBYNET, LA, AEREOEFIHIR
AN RBEBTFNAART I HZEE. ThODAAZTEINTEMCTEA, ThSOFTN
AAREZRBIN—TCBBITHIETLKAIDADZEN HBYWET, OJZROBMELEE, tHOT
72323 IERP<KETTEET,

TO2avRTOVARERTL, FEETLTVRBVRITEF YO RILTEXRT, FrotllEch
7023 RTO—FELTEBRICRITENTVBRT7 o> a2v@O-INYIcnFzdA, RO

Y NIEBOT7 O3> a2BBALTWT, 7923201 2FKBLESE,. TORKRICETS

BEOTOAVEAFYTENET (EEL, HOBRICEFERAENE D). BRORXAVDAT—
R AL FAILED T9, RICEALEEZIZ1DULEOT I a2 A kBLEEES. taskStatus
FEABICEREENET, 77232, BEESNEIEFTERENET,

TNENOT I IVRTTE, —BOTIZIVHFE—7Y NCERENET, TOR—7Y K
., BEOUANELREBNSOIRTORBICTB LN TEET,

RORE, 1 DNEENSITRNTORBRZIMEL, TOBRIC—EOT IV ZERATHIEEREN
BAVEERIBDHEZRLTVET, 1ENERITT, 12070231 DOBRICERAETIEK
T, BEEBENT V2322 A0EF, HTOBMEZHALET,
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https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateMitigationAction.html
https://console.aws.amazon.com/iot/home#/dd/mitigationActionConfigsHub
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeMitigationAction.html
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AWS IoT Device Defender

T Mitigation
Actions

Audit Mitigation Action Task

Executions
T - Mitigation 4‘\ Findi
T Action |——/ "8

One execution

Outputs

Execution Summary

RORE, 1 DUENEENSEXYOEROVARNZREBL., TORKRIC-EOT V>3V ZEAT
PEBEBNEAVEZERIZDHAEZRLTVET, 1ENDRITT,. 12077232 H 1 DORKERI
BRAEhET, BEERNT V32 2A7, ZTOBEZHILET,
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T Mitigation
Actions

Audit Mitigation Action Task

Executions
T - Mitigation 4‘\ Findi
T Action |——/ "8

One execution

Outputs

Execution Summary

BT 023>z ERATSICE, AWSIloT O Y —)L&EEF AWSCLI ZFERATEEXT,

AWS loT OV =&AL T, 723 RTERAKRIDETEMT Va2 2EBRTSICE

1. AWS loT 2V —)L® [Audit results] (BEERER) R— %ZHEF T,

2. FUAVEBERIHPIEENREZERLET,
[Start mitigation actions] (#&MT7 7> 3> ORK) ZBRLET, IXTOFI Y VEBENESL
TVWBEBE, CORIVEIFEATEEREA,

3.
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https://console.aws.amazon.com/iot/home#/dd/auditResultsHub
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4. [Start a new mitigation action] iR DEM T V> 3 > OR) TR, ZFRATVBRET 72 NTE
EDIZBEYETH, DAURTLVEDICEETEET,

5. EBET1DO2ULEOFRBENERNH>EFIVIOORAT7ZEIC, BATS120ELDT7 D
AVEEBIRTEET, FIVIRATILBENMBT IO 0ORENRRENET,

® Note
AWS PHOUKNIZT 23 #RELTVEVEES, P23 O UARMNIZEICEY)
%9, [Create mitigation action] M7 V> 3> OER) UV &BIRLT, 1 DELE
EBROBENTIaVEERTEET,

6. BATZINTOTII>EEEL . [Start task] (R A9 DBR) ZiBIRL F I,

AWSCLI #EAL T, EEENT7 V>3 0ERT2RB L TENT O3> 2ERT3ICE
1. BEBEOINTORRIZT Va2 BERTDHEE. ListAuditTasks ON REFEAL TR AY
IDZRDHET,

2. BRUELBRICOXT VI3 zEATSHEEWR. ListAuditFindings AN RZFRAL THRR
ID ZEBLE Y,

3. ListMitigationActions AN > RZFERAL T, BAITAIBBMT7 V30BN Z2EEBEHLET,

4. StartAuditMitigationActionsTask AN > RZFEAL T, =T Y NIT >3 ZBALET,
BAVIDZEEEOET, DZEFEALT, 7O IAVERTOREOHER, FHOMER, L&
FYORILETSENTEERT,

AWS loT A2V =) ZERLTTF7 I3 NRTERTFTDICE

1. AWS loT J2V =)L O [Action tasks] (7 VAV RADYR—DEHEXRT,

TO2avRATDIVANIRE, ThThFRRENEBZNEREDAT — AN RTENRK
ER

2. [BEI V>V ZBRLT, RAVOFHMERTLET, FlICRE, ZATICL>THEAEZNST
NTOTO23a>, EOE—T YN, BLRFARAT—EANEEIRET,
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditFindings.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListMitigationActions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartAuditMitigationActionsTask.html
https://console.aws.amazon.com/iot/home#/dd/auditTasksHub
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Device Defender > Audit »> Action executions > ff82164a6439e6024e83b4fc104817d7

ff82164a6439e6024e83b4fc104817d7

Details
Status
COMPLETED

Started at
Jun 6, 2019 6:09:07 PM -0700

Completed at
Jun 6, 2019 6:09:09 PM -0700

Check summary

Check name Failed Successful Skipped Canceled Total Executions

loT policies overly

permissive

1
L
\/
™
>t

[Show executions for (R1TZRR)] 71 I X—ZFEALT, PO IOBEXRT D
RBICEETEET,

3. RARAVDOFHMERTRTSIZIE, [Executions (£17)] T [Show (RR)] Zi&IRL £ 7,
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Device Defender > Audit > Action executions > ff82164a6439e6024e83b4fc104817d7 >

ff82164a6439e6024e83b4fc104817d7

loT policies overly permissive

Action executions (4)

Show executions for

All actions v All status v
1-4 of 4
Started at v Status Action Finding
Jun 6, 2019 6:09:08 PM -0700 ® Completed sns_publish 053cff17-1da4-4479-996b-8b...
Jun 6, 2019 6:09:08 PM -0700 ® Completed replace_default_policy_version  053cff17-1da4-4479-996b-8b...

Jun 6, 2019 6:09:08 PM -0700 ® Completed replace_default_policy_version  2b966f76-b499-4986-836¢-f8...

AWSCLI ZFERAL T, RBLEZAVE—ERRTDICIE

1.

ListAuditMitigationActionsTasks ZEAL T, BEEBROBNT V3V R AV ZERRLET,

TAINLE—ZHEELTHRRERVIACZENTEET, FRAUVDFHERTIZIHEEE. ZAD
IDZXELTHEXT,

BEQCEEBNT VAV EAVOERTOFHMEZRTTSIC
l&. ListAuditMitigationActionsExecutions Z R L £9,

MBRFICEEENENTX—3BE, ZRAUVOFHZRTTSIC
l&. DescribeAuditMitigationActionsTask Z#ERA L £ 9,

AWS CLI Z2fERAL T, RITHOEEBENT V>3 2AV%ZFv2EILIBICE

1.

ListAuditMitigationActionsTasks AN RZFEAL T, RTZF Y EILTEIRXRATIDRAT ID

ZROTET. 71N E—ZHEELTRRZR)IACZEANTEXRT,

XA ID #fH L T ListDetectMitigationActionsExecutions IN¥ > RZFRA L., EEENT Y
2AVERAEFYOEILET, ETLERAVEF Y I TERRHA, ZRVZF Y+
INTBDE, BYODT O AVREEREShFTEAN, BRICERAEShEENT o3> kO—-I)LNNY
WA (K- cV
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
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T oA
] A 5T A]

ERTIENT V32, TOT V2322 BATHEHICEATZIO-IIZEETIHEN
HWET,

BMT7O>3>0OT A

ToavoEsE TOEAFAR)S —F2F
L—hk
UPDATE_DEVICE_CERT JSON
IFICATE
{
"Version"
:"2012-10-17",

"Statement": [

{

"Effect":
"Allow",

"Action":[
"iot:Upda

teCertificate"

1,

"Resource":[

"win

UPDATE_CA_CERTIFICATE JSON
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ToTavnESE TOEAHRARIS =TT
L—bk

"Version"

:"2012-10-17",

"Statement": [
{

"Effect":
"Allow",

"Action":[
"iot:Upda
teCACertificate"

1,

"Resource": [

"win
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o3 OEE

ADD_THINGS_TO_THIN
G_GROUP

TOEA

L—bk

JSON

"Version"
:"2012-10-17",

"Statement":[

{

"Effect":
"Allow",

"Action":[
"iot:List
Principal

Things",

"iot:AddT
hingToThi
ngGroup"

1,

"Resource": [

"N

FTRUS—F 7

TR AFH
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ToavoEsE TOEAFAR)S—F2T
L—hk
REPLACE_DEFAULT_PO JSON
LICY_VERSION
{
"Version"

:"2012-10-17",

"Statement": [

{

"Effect":
"Allow",

"Action":[

"iot:Crea
tePolicyVersion"

1,

"Resource":[

we
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ToavoEs

ENABLE_IOT_LOGGING

FORRAFARY S —F2 T
L—hk

JSON

"Version"
:"2012-10-17",

"Statement": [
{
"Effect":
"Allow",
"Action": [
"iot:SetV
2LoggingOptions"
]I

"Resource":
mgn
},

{
"Effect":

"Allow",
"Action": [
"iam:Pass
Role"
]I

"Resource
": "arn:aws:
iam::1234
56789012:role/
IoTLoggingRole"

}

TR AFH
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ToTavnESE TOEAHRARIS =TT
L—bk

PUBLISH_FINDING_TO_SNS  JSON

"Version"
:"2012-10-17",

"Statement": [

{

"Effect":
"Allow",

"Action":[

"sns:Publish"

1,

"Resource":[

"arn:aws:sns: us-
east-1 :12345678
9012: example-t
opic "

IRTCOBEMT 02302472, ROGERI—FTO 7L —NEEALET,

JSON

{
"Version":"2012-10-17",
"Statement": [
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{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service":
}I
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {

"iot.amazonaws.com"

"aws :SourceArn": "arn:aws:iot:*:123456789012::*"

},
"StringEquals": {

"aws:SourceAccount": "123456789012:"

M7 2>a>aX 2R

gnbw%ﬁJO/E/]V/hiﬁﬁbT\é11out®?§ﬁE®tJhL

BRATES &

TOavxEAWS THIURNICERTEEXT, AN RATOAVE 3 2HYET,

TOAVEEBRBBLRVERITHLEHICERATIEN,
- BRE2EEIDLEHIC, ChsoT7o>3>o7

THED,
s TO—LZRETDZEDHIC, ChsoTF7o>a>oF77)Tr—
FRITDEN,
A >3 VR
TO2AVOERLEERE Audit RITZHRBES LT EET
2
CreateMitigationAction CancelAuditMitigationAction

TVT—2 3 ZRBRBIVERTR-HICEA

ZHBRBRVEETREOHIC

Detect RITZHBB LV EE
T3

CancelDetectMitigationActio

sTask

nsTask
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelDetectMitigationActionsTask4e.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelDetectMitigationActionsTask4e.html
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TOIADDODERELEER

DeleteMitigationAction

DescribeMitigationAction

ListMitigationActions

UpdateMitigationAction

Audit RITZRBE LTEET
%

DescribeAuditMitigationActi
onsTask

ListAuditMitigationActionsT
asks

StartAuditMitigationActions
Task

ListAuditMitigationActionsE
xecutions

Detect E1ITZHBB LV EE
T3

DescribeDetectMitigationAct

ionsTask

ListDetectMitigationActions
Tasks

StartDetectMitigationAction
sTask

ListDetectMitigationActions
Executions
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https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListMitigationActions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html
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AWS loT Device Defender ZEOAWSH —E R EFHAT S

AWS loT Greengrass ZE179 %7 /Y14 AT®H AWS loT Device
Defender @ fiE

AWS loT Greengrass l&. 7/\1 ADOBEZBGEHICER TS -HIZ. AWS loT Device Defender &
NEBERENREZRMLET,

« & Device Defender Z##EAWS loT Greengrass V1

« & Device Defender Z#EAWS loT Greengrass V2

FreeRTOSHE & UM #H M IA A #4288 & AWS IoT Device Defender’ £
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V)£ ¥, FreeRTOS Embedded C SDKI&, AWSIoT Device Defender 4 75 Z#&E&ETF, AWS
loT Device Defenderz FreeRTOS /N4 AIZHET B HEIC2VTR, UTOTFEEZSRLTLE
AN

» AWS loT Device DefenderFreeRTOSEEX KN Y DEHAZRLXRNI OATEH
e UARNDVOABEETZDEHO MQTT I—> T2 MOFEHAAWS loT Device Defender
s CXRNDVORBREETZD LSOO MQTT AT Z4 72 ) OERAWS loT Device Defender

FreeRTOS ZFAE FICHKIAK T /N1 AT AWS loT Device Defender ZFERA T3 ICIE. /N1 A
{Z AWS loT Embedded C SDK & 7=l AWS loT Device Defender 54 7SN A AR—=ILENT
WBHENH')ET, AWSIoT Embedded C SDK [EAWSIoT Device Defender 54 75 ) 2 &k &
¥, AWS loT Device Defender ZH KA HT/INA RAICHEE TR FEILCD2VTE, ROFTE. AWS loT
Embedded SDK Z2EB LRVPHARXALX RNV D ADTEND =8 D AWS loT Device Defender S B L
TLEEL,
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https://docs.aws.amazon.com/greengrass/v1/developerguide/device-defender-connector.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/device-defender-component.html
https://github.com/aws/amazon-freertos
https://github.com/aws/amazon-freertos
https://docs.aws.amazon.com/embedded-csdk/latest/lib-ref/libraries/aws/device-defender-for-aws-iot-embedded-sdk/docs/doxygen/output/html/index.html
https://freertos.org/iot-device-defender-demo.html
https://freertos.org/iot-device-defender/demo-with-mqtt-agent.html
https://docs.aws.amazon.com/freertos/latest/userguide/dd-demo.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-embedded-c-sdk.html
https://docs.aws.amazon.com/embedded-csdk/latest/lib-ref/libraries/aws/device-defender-for-aws-iot-embedded-sdk/docs/doxygen/output/html/index.html
https://github.com/aws/aws-iot-device-sdk-embedded-C/blob/main/docs/doxygen/demos/defender_demo.dox
https://github.com/aws/aws-iot-device-sdk-embedded-C/blob/main/docs/doxygen/demos/defender_demo.dox
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T® AWS loT Device Defender ® {EHAWS loT Device
Management

AWS loT Device Management 71—k D1 > 7Y U AEKZEAL T, AWS loT Device Defender
Detect BRZ A>TV VAL, BRE, BRUVEKEFHTEET,

(® Note

AWS |oT Device Defender R 7F—2 DA 2 FY VAILEYR—KNTBDTU—NA2VFTV D
AB4BE(E. AWS loT Device Management D 7’LE1—U D) —RICHY), BEE D AEE
FHWET,

« ZV=RM 2TV OAERDEE
- JIVEX

AWS Security Hub CSPM & D&

AWS Security Hub CSPM Tld, AWS OtF 1 U T M REZIEMIZIEEL, X1V T 1 ERE
EBLUORARNTZI9TAAIZRBSLTREZFIVITSDDICKRIULBEET, Security Hub CSPM

&, AWST7HOU KN, H—ERAR, BB R—KRENTVEIH—RN—F1—NN—rF+—HR2HE
rostEF1)F4F—RERELET, Security Hub CSPM ZERAL T, EF1UFT 1 D{EBZ S
WL, REBEEOBEVEFIVT(BEEHBETEET,

Security Hub CSPM & @ AWS loT Device Defender f8& & V). AWS loT Device Defender A* 5
Security Hub CSPM ICfERZEE TE F£ 9, Security Hub CSPM (&, £F 21 UFT 1 EHEIO D HTIC Z
NSOREBREZEOHET,

BX
- MEDEMLEBK
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https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/query-syntax.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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« AWS IloT Device Defender #'#& Hi#& R % Security Hub CSPM ICIEE T B D EEIET D

mEnBEMLERBK

AWS loT Device Defender & Security Hub CSPM &#i& 9 % HilC. £ Security Hub CSPM 28 %)
ICTBHBENHYET, Security Hub CSPM ZHMICT B HEDFMICODVWTIE, TAWS Security
Hub 1—%—H4 R4 @ "Security Hub MEZEL #SBLTLKEEV,

AWS loT Device Defender & Security Hub CSPM OEi 5 ZBRIC L 725, Security Hub CSPM _J
VY=L T[HEIR—2HE, BE] RE] FLETOEAD HEREZTAND]) ZBRLE
9. AWS loT Device Defender A #& %R % Security Hub CSPM NIEELE T,

AWS loT Device Defender &5 Security Hub CSPM ICHRHEERZIEET S
7 &

Security Hub CSPM Tld, ¥ 21U T 1 OBBENMMREFZRE L TEHFEhET, BROPICEK, fib
D AWS DH—EAXRH—RN—FT 1 —HRAIMMRELUELBABICHERTDED0EHET,

Security Hub CSPM IZlE, chSIXTOY—ANLSOREFERZEEITHILHOY—IINFAEE
NTVWET, RERRO—EBEZRRBLTT71INEZVILT, REFEROFHERRTEEXT,
FHMICOWTIE, AWS Security Hub 1—H—H4 RO "THEEREORT, Z2ZSRLUTLKEETV, &
HEROFAERNEBHTEHEETEET HMIC DOV TIE. AWS Security Hub 1—H—7 41 KD
MEHERICHTEZTIa > NET, 2S5BLTLSEEL,

Security Hub CSPM O X TOFEERE R T. AWS Security Finding FE= (ASFF) EFEIEN 2 EEED
JSON ERXAERAENET, ASFFICIF. BEOY—R, HEEZZ TR VY-, BLUTKRERER
NDBEEDAT—RAICEITBFHMNEENET, FMAICOVTIF. AWS Security Hub 1—H—7H 4
Ko TAWS Security Finding 230 (ASFF)y ZZBL T E&E V),

AWS loT Device Defender (& Security Hub CSPM ICHREERZEETS AWS H—ERAD 1 DT
CB

AWS loT Device Defender A" EE T2 BERDESE

Security Hub CSPM & ZB%IZ 3% &, AWS loT Device Defender BE & lF R L R (FI v
IHI ) —EMREND) & Security Hub CSPM IZEELET, FIVvIHIU -k, BENERE
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FIVIRATERENEEZAVICETZ —MABBH/RTT, EEOFMCODLWTR, TEE
FIv o, Z25RULTSEEL,

AWS loT Device Defender & &, SEEXRVOEEF IV IOHI ) —CETEREROMAICO
WT, BHEBEROEFH % Security Hub CSPM ICEELE T, BEEFIVITRON2EINTO

)Y —ANEWL TVWBHE, FLEFEEZRAINFNFY o EILEhiBEES,. BEEE Security Hub
CSPMOF TV IOHI) =T —HATEFHOLI—RREICEHFLET, 2 VY —ANEE
FIVITHEREREESNLEY, RREOEEXRAVTENRL TVWR EHEEhEHEES, BE&EGFT
DY —AZREHWIZZEEL, Security Hub CSPM TH#ER%Z ARCHIVED L I— RORREICEFHF L E
ED

AWS loT Device Defender Detect l&, R D#H#ERZ Security Hub CSPM IZIEELE T, Chs
NERFGRICE. BHFEE (ML), RETHEIE. BNBEFreEhET,

#E R Z Security Hub CSPM (23559 % 22, AWS loT Device Defender l& AWS Security Finding
Format (ASFF) Z# AL £9, ASFF Tldk. Types 71 — L RAIBRERERI A T ZRBHLEF
¥, AWS loT Device Defender DB HERICIE, Types ICH TR ADEEIEETEET,

RESBEME

BEITDMQTIT VAT RNID EFNAAMAERETFIVIOBRKER AT, BKUV Detect ®
BrER2A7,

V7RIDITEREDTFT T Y VIMeEHEM
ZOMINTO Audt FTY VDOBEREAT,

BREBRIEBENDETOLITVI—

AWS loT Device Defender Audit IC& > THIL WERFERE B &, TOFERN Security Hub
CSPMAREFEENET, LATVI—RBEBEXRRVTERETNBDBEROEICK>TELRYE
¥, Security Hub CSPM IEB&E 1 BRELUAICHERZZTEY E T,

AWS loT Device Defender Detect (&8 x D H#ER % Security Hub NEELET, BERNF TS5 —A
WCA2TVY), PEI—LHISANEYTBDE (DFY, PFI—LNFEREFLFHIRE NWEZEES), ®MBHT
% Security Hub CSPM O#ERN I <ICERE LR T —HATEhFT,

Security Hub CSPM AR TZ 5 WSS D BT

Security Hub CSPM A" TZ X W\ 5SS, AWS loT Device Defender Audit & AWS loT Device
Defender Detect [d R HEBERNZEE NI ETTOHEREBEBLAETE T,
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Security Hub CSPM OB FOREFERZEH T3

AWS loT Device Defender Audit #£ 8 A" Security Hub CSPM I[CIAEEhd &, FIvoEshitUY—
ADEEEFIVIRATICE>TRATEEFET, AUVY—RAEEEFIVINEGOEERR
VTHUVEEERNMrERE NZBES. AWS loT Device Defender Audit EFZIXEL T, BRET Y
TAET 1 DEMDE R Z Security Hub CSPM ICRLUET, ALV Y —AELEEFIVIICHT
PEGOEEZRRVTEMOEEZRNfNr ERXENBEVEES, VY—AREBEEFIVIICENRTEELS
ICZEEENET, AWS loT Device DefenderAudit (& HfE R % Security Hub CSPM ANEEL £ 9,

AWS loT Device Defender Audit Tl&, Security Hub CSPM F I Y VYN —ELEFHENE T,
EEFIVITERLTVWEVIY—=ANRIA 2, FIYvIHNKRBLEY TSE, Security
Hub CSPM OREBERDAT—RANTIVT AT IZBVET, ThUADEHE, AWS loT Device
Defender Audit & H#ER % Security Hub CSPM NEFE L E£ 95,

AWS loT Device Defender Detect &, ERFH 2 7-&& (FT—LHPEE) IC Security Hub CSPM @
BREZREZERLET. COBRE. ROVThAORKBEN BLENLBEIIOAEHREIETT,

« Security Hub CSPM TOREHERIFTE B <HRYINICAKS =%, AWS loT Device Defender
k., BEFZEGELIRREZEHORBIIAREET, BRI, EFOEHHNS 90 BE, XLEFEMH
FIIOLhBEVEEREKBAS 90 ARICHIBREhE T, FMIC OV T, TAWS Security Hub
d—H¥—7F4 R, ® "Security Hub CSPM ¥ # —42 ; 5B L T K&V,

- ZYTDEREBTS—LKTERY, AWS loT Device Defender &, REAT—X A%
ARCHIVED I[CE#FLE T,

AWS loT Device Defender ' 5 ) — kRIS &R

AWS loT Device Defender l&, AWS Security Finding Format (ASFF) Z £ L T# R % Security Hub
CSPM ICIAfEL&E T,

ROBIE, BEERERICDOVWTO Security Hub CSPM O — ISR ZRL TVE
9, ProductFields ® ReportType & AuditFinding T9,

{

"SchemaVersion": "2018-10-08",

"Id": "336757784525/I0T_POLICY/policyexample/1/I0T_POLICY_OVERLY_PERMISSIVE_CHECK/
ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"ProductArn": "arn:aws:securityhub:us-west-2::product/aws/iot-device-defender-audit",

"ProductName": "IoT Device Defender - Audit",

"CompanyName": "AWS",
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"Region": "us-west-2",

"GeneratorId": "1928b87ab338ee2f541f6fab8c4lc4f5”,

"AwsAccountId": "123456789012",

"Types": [

"Software and Configuration Check/Vulnerabilities"

1,

"CreatedAt": "2022-11-06T22:11:40.941Z",

"UpdatedAt": "2022-11-06T22:11:40.941Z",

"Severity": {

"Label": "CRITICAL",

"Normalized": 90

I

"Title": "IOT_POLICY_OVERLY_PERMISSIVE_CHECK:
ALLOWS_BROAD_ACCESS_TO_TIOT_DATA_PLANE_ACTIONS",

"Description": "IOT_POLICY policyexample:1 is reported as non-compliant for
IOT_POLICY_OVERLY_PERMISSIVE_CHECK by Audit task 9f71b6e9@0cfb57d4ac671be3a4898e6a.
The non-compliant reason is Policy allows broad access to IoT data plane actions:
[iot:Connect].",

"SourceUrl": "https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/

policy/policyexample",

"ProductFields": {

"CheckName": "IOT_POLICY_OVERLY_PERMISSIVE_CHECK",

"TaskId": "9f71b6e90cfb57d4ac671be3a4898e6a",

"TaskType": "ON_DEMAND_AUDIT_TASK",

"PolicyName": "policyexample",

"IsSuppressed": "false",

"ReasonForNonComplianceCode": "ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"ResourceType": "IOT_POLICY",

"FindingId": "1928b87ab338ee2f541f6fab8c4lc4fs",

"PolicyVersionId": "1",

"ReportType": "AuditFinding",

"TaskStartTime": "1667772700554",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-west-2::product/
aws/iot-device-defender-audit/336757784525/I0T_POLICY/policyexample/1/
IOT_POLICY_OVERLY_PERMISSIVE_CHECK/ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"aws/securityhub/ProductName": "IoT Device Defender - Audit",

"aws/securityhub/CompanyName": "AWS"

I

"Resources": [

{

"Type": "AwsIotPolicy",
"Id": "policyexample",

aws",
"Region": "us-west-2",

"Partition":
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"Details": {
"Other": {
"PolicyVersionId": "1"

}
1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
},
"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "CRITICAL"
.
"Types": [
"Software and Configuration Check/Vulnerabilities"

ROFIE, EEFITYIOHI)—IZBE TS Security Hub CSPM A S DERZRLTWE

9, ProductFields @ ReportType Ik CheckSummary T9,

{
"SchemaVersion": "2018-10-08",

"Id": "615243839755/SCHEDULED_AUDIT_TASK/daily_audit_schedule_checks/

DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/iot-device-defender-audit",
"ProductName": "IoT Device Defender - Audit",

"CompanyName": "AWS",

"Region": "us-east-1",

"GeneratorId": "f3021945485adf92487c273558fcaa51",
"AwsAccountId": "123456789012",
"Types": [
"Software and Configuration Check/Vulnerabilities/CVE"
1,
"CreatedAt": "2022-10-18T14:20:13.9332Z",
"UpdatedAt": "2022-10-18T14:20:13.933Z",
"Severity": {
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"Label": "CRITICAL",
"Normalized": 90

},

"Title": "DEVICE_CERTIFICATE_KEY_QUALITY_CHECK Summary: Completed with 2 non-

compliant resources",

"Description": "Task f3021945485adf92487c273558fcaab1 of weekly scheduled Audit
daily_audit_schedule_checks completes. 2 non-cimpliant resources are found for
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK out of 1000 resources in the account. The
percentage of non-compliant resources is 0.2%.",

"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/dd/

audit/results/f3021945485adf92487c273558fcaa51/DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",

"ProductFields": {

"TaskId": "f3021945485adf92487c273558fcaa51",
"TaskType": "SCHEDULED_AUDIT_TASK",
"ScheduledAuditName": "daily_audit_schedule_checks",
"CheckName": "DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",
"ReportType": "CheckSummary",

"CheckRunStatus": "COMPLETED_NON_COMPLIANT",

"NonComopliantResourcesCount": "2",
"SuppressedNonCompliantResourcesCount": "1",

"TotalResourcesCount": "1000",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/

iot-device-defender-audit/615243839755/SCHEDULED/daily_audit_schedule_checks/
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",
"aws/securityhub/ProductName": "IoT Device Defender - Audit",
"aws/securityhub/CompanyName": "AWS"

},
"Resources": [
{
"Type": "AwsIotAuditTask",
"Id": "f3021945485adf92487c273558fcaa51",
"Region": "us-east-1"
}
1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
I

"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "CRITICAL"

I
"Types": [
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"Software and Configuration Check/Vulnerabilities/CVE"

RO, AWS loT Device Defender #& HiE & |2 9% Security Hub CSPM A 5 ® — %9 7 #& H
RERLTVET,

{
"SchemaVersion": "2018-10-08",
"Id": "e92a782593c6f5blfc7cb6ass3dclal2"”,

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/iot-device-defender-
detect",

"ProductName": "IoT Device Defender - Detect",

"CompanyName": "AWS",

"Region": "us-east-1",

"GeneratorId": "arn:aws:iot:us-east-1:123456789012:securityprofile/
MySecurityProfile",
"AwsAccountId": "123456789012",
"Types": [
"Unusual Behaviors"
1,
"CreatedAt": "2022-11-09722:45:0072",
"UpdatedAt": "2022-11-09T22:45:00Z2",
"Severity": {
"Label": "MEDIUM",
"Normalized": 40
.
"Title": "Registered thing MyThing is in alarm for STATIC behavior MyBehavior.",
"Description": "Registered thing MyThing violates STATIC behavior MyBehavior of
security profile MySecurityProfile. Violation was triggered because the device did not
conform to aws:num-disconnects less-than 1.",
"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/dd/
securityProfile/MySecurityProfile?tab=violations",
"ProductFields": {
"ComparisonOperator": "less-than",
"BehaviorName": "MyBehavior",
"ViolationId": "e92a782593c6f5blfc7cbh6as43dclal2"”,
"ViolationStartTime": "1668033900000",
"SuppressAlerts": "false",
"ConsecutiveDatapointsToAlarm": "1",
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"ConsecutiveDatapointsToClear": "1",
"DurationSeconds": "300",

Ilcountll: II1II’

"MetricName": "aws:num-disconnects",

"BehaviorCriteriaType": "STATIC",
"ThingName": "MyThing",
"SecurityProfileName": "MySecurityProfile",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/iot-
device-defender-detect/e92a782593c6f5blfc7cb6as43dclal2",
"aws/securityhub/ProductName": "IoT Device Defender - Detect",
"aws/securityhub/CompanyName": "AWS"
I
"Resources": [
{
"Type": "AwsIotRegisteredThing",
"Id": "MyThing",
"Region": "us-east-1",
"Details": {
"Other": {
"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-
east-1#/thing/MyThing?tab=violations",
"IsRegisteredThing": "true",
"ThingArn": "arn:aws:iot:us-east-1:123456789012:thing/MyThing"

}
1,
"WorkflowState": "NEW",

"Workflow": {
"Status": "NEW"
},
"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "MEDIUM"
.
"Types": [
"Unusual Behaviors"
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AWS loT Device Defender A'#& Hi#& R % Security Hub CSPM ICIX{E T2 D
ZEIET D

Security Hub CSPM AN DERDIEEZE1ET S IZIE. Security Hub CSPM Y —I)LE & API %
FRATEEY,

FMICOVTIE, TAWS Security Hub 1—H'—H4A R, O "HEHNSOBREERO 7 O—DE
MbeEME (OV—=I)) £k THELSOBRBERO 7 O—0ERL (Security Hub CSPM
APl, AWS CLI); 2B L TL<EE L,

H—EAEDREL REOLE

BALULEREBEREER, TIP3V 2RTIBFAZKELEVIVTATA4H, K)BVEBEZRED
IVTATAICZEOT VIV DORTEZRETEDE VS EFIUTAEETT. AWS TR, H—
EABTORZYNFTELICL 2T, BEALEREBESIr REIZIHEENBYET, Y—EAFTOLKY)
FTRLE, 120 —ERA(BTHLRY—ER) A, HOY—ERA (RTELHRY—ER) 28T

HIEEILRETDARMUAN DY XY, FOHLAY—EANREETL, ThEBOT IV LAFTZ
FRALT, ART IV EAFANNEENIXNETRERBAVFETHOHLEY—ERAZN L THOES
DIVY—ACHLTBEL TR ENFHBYERT, Cheh<kH, AWS TR, 7HIO DDV —
ANOT VAN FEEhEY—ERATVINILT, IXTOF—EAOTF—XZREITIILH
ICRAUDYV—ILZRHELTVERT,

TFIVFTABEAEORILICKY)FEEZZTDAREEDH DB EFEN S D AWS loT Device Defender
TOtAF, BEEODET. EX¥1UF47O77AIERDSNSBEHOEE, EBMEBEBODERITND3ID
Td, chsDFZFT7 U3 ICD2VWT, aws:SourceArn DERFAIDEIS THIHUEN HVET :

« UpdateAccountAuditConfiguration API (RoleArn J& t£# & T NotificationTarget RoleArn J& %) TIE
TNV —ADOFE, aws:SourceArn & arn:arnPartition:iot:region:accountId:
ZEALT, VDY—ARVD—QARAOA—TZRVAATEKBENFHYVET,

- CreateMitigationAction API (RoleArn B1) TEEhiz) Y —ADFE, aws:SourceArn B K
arn:arnPartition:iot:region:accountId:mitigationaction/mitigationActionName
ZEALT, DY—ARUS—ORAOD—TZRVAATHEKBENHYWET,

« CreateSecurityProfile API (alertTargets %) TEE hizJY—ADIFE. aws:SourceArn &

arn:arnPartition:iot:region:accountId:securityprofile/securityprofileName

ZEALT, VY—RARVI—ORAD—TZRVIAATHKBEN BV ET,
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BEAUVEREBELSSREITDEOORKREMRNBAZERE, JY—ADTELE ARN ZFEEL
T aws:SourceArn JO—NILFHFIVTHFARNF—ZFERATHETT, UY—ADES
7% ARN A FHZZEX, BHOUY—-RAZEETHHEEE. aws:SourceArn JO—/V)L
AV TFARNEHF—ZFEAL T, ARN OKRAFPBRLZIANILRA—R (*) TRLET, flx
¥, arn:aws:servicename:*:123456789012:* T9,

ROFITIE. AWS loT Device Defender T aws:SourceArn 3 & aws:SourceAccount ' 00—
NILFRBEIATHFANFEF—ZFEALT, BLULEREREZREB IS HEZRLET,

JSON

{
"Version":"2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:iot:*:123456789012::*"
},
"StringEquals": {
"aws :SourceAccount": "123456789012:"
}
}
}
}
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B/DEE
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VITNI=—2IVRIIBENTVWREY RNTYTFIEZSRLUTSEZL,

T—2IRN7TOCBREESSICHIR/OBIZDEOOR<HASNTVS Linux XHZXALFEZEHD
WET,

BERXNZXLA

« CGroups

« SELinux

+ Chroot

 Linux BEIZ=E
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Z—XFADSOREINBETT, J—RE, fIAZENICRETILEN BV, FHEREL
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) EERATRIHBENHYET. FRAINEMBLEDICSA TSI OERANBYSRES (Transport
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WBRREANBYET., O RATALATOLAOLETOAYTFELTETLEY, HOSEENT—
AT—ADBEZRRELIZ) TR ERTEFERA, E8IC, IR TOEAR, RXA

FNARAI=PIROEFIVTFARARNTZITA4RA 286


https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
https://en.wikipedia.org/wiki/Cgroups
https://en.wikipedia.org/wiki/Security-Enhanced_Linux
https://en.wikipedia.org/wiki/Chroot
https://en.wikipedia.org/wiki/Linux_namespaces

AWS |oT Device Defender AWS loT Device Defender RO Y /N—H 1 R

JITYRRRY RND)—OH—EAR—RNBEDA VNV RBEZERLBEVLRSICTEIHLE
FHNVET, EHTDE, O—HILNEFERVE-—NTOELASFLBICFHTEDRSICKY, E
EUETBICHEN RSTREENIHYVET,

ATI A%

J7OtAI-2I2hOERIC, TOEHPEFIVT A LOMfEZRTEF1I VT, EZX
V2T, BEBEREDF—D—REGFATRICERTELEREA, ARO—RERZVALDPD—E
DTFNAAZEDTOLABIHRENET, I-PI2MNONAF I BEETDTALIRNY
X, JOEASIBOBFEENOGTRETE, BURAICHSBENFHYVET,

RPROFRAEE

TFNAACTFTAAENBDI—SI O RNT—T 4777 MG, FEFAEHR. TNV ITHEKLT
TYRID=R, AVFA2OAXVRNEERRFIXVRNTTFAIBEOHERRERDD &’
TEFRRBA I-PIVMPRELEXARNITAOY —N—QIOREBOFMP/NY VT R A
TACHEIDFMEIBAREET,

Transport Layer Security

T—REFEAOTLS X 1T7FrRILZHIATSICE. I—C 0 N7OCARERAETF I —:
RRXAANVBRIABEDISAT Y NUIREEZIXTT 7TV T—23 2 LRILT (TF7H4ILKT
BB DTV EBVES)BHEHTIBENF HVET, €512, I—JI2 N, BEE NS
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N7 E2FEATEIHEN HVYET,

Z&BEx7T704
O—ROZ7Y221XEAM, TONAF), YV—AO—R, BE7 7ML (EEEhz)L— NEEEA
EZEU)ZBCIURDNIRE, IXTOI—DI U MF7TOMXDZALR, FFAIEThTV
BOWI—RADIVIIAVRHTAZBLSEDICT IV EAFBENBISBEN HYVET. 77O
AXNZALNZRY ND—VBEICKFLTVRES, BSFEZFAL THEEROFT7OA

—TATTIORNDEBEHZRELET,

FHATE R
« AWS loT Device Defender @t 1 1) 5 1
« AWSIloT tFXF1UTAEFINZEHETS
» Redhat: A Bite of Python
« Python ICHE FR 100 — M BE X1 UT A BHEEThERTDHE

EDBEVSEE AL & BEZTIIUELZEOD, ?

« OWASP Embedded Security Top 10
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https://aws.amazon.com/blogs/iot/understanding-the-aws-iot-security-model/
https://access.redhat.com/blogs/766093/posts/2592591
https://hackernoon.com/10-common-security-gotchas-in-python-and-how-to-avoid-them-e19fbe265e03
https://www.beyondtrust.com/blog/entry/what-is-least-privilege
https://www.owasp.org/index.php/OWASP_Embedded_Application_Security#tab=Embedded_Top_10_Best_Practices
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*+ OWASRP loT Project
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AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

AWS loT Device Defender N7 )N 1 —F 142 0H4 R

© COREY IOBREICSHA<EE L
FHEVEDILTREDIABRIEERITILEEL

General
Q: AWS loT Device Defender ZfEA T2 O DRIRZHEH Y FITH?

ATINAATLR—RNENEXNIV O RAZERTDHEREFET. AWS loT ICEHRE N EETNA A
FLERTFNAAT—RNIIA LI NETFTOMTRHBENHVET, TINAAT, —E
LEVDZATRERFREFE/ DB ZEETDIHLENHY KT,

Audit

QFIVIVHEBZBEMILRLLEY, EECREREE "E#TFH) EXRFENTVRT, BEIRE
LEDTIA? BRIEWVWDOHEETEXRTA?

AFIVOEBNEMILDE, FT—RRENFISICHBENET, LEL, AV MIWR
KI2T—INKREILHDES B, SIHAE. T/, RUZ—) &, BMILTHASLES<KDOE
FIVIDHERNMERENBVWENHYET,

B’

Q: AWS IoT Device Defender EF¥ 2 )T 4 7O7 7AIINOEETRETZ LEVERKES ThiED
MrYETH?

AZFET, LEVMEDODEKEVEFIVUFTF47O7740LBEZERL. IEITBDTFNA ALY NE2E
CE/OIIN—TICFnETRYFLET, AWS IoT Device Defender ZERL THEDX N
DAERRL, I—AT—AICEHLETTFNAADEEOLE VMELTARIDENTEEXT,

Q BEZERLELLEY,. FREINZBETEERNNIT—CchFLA. BRERZHYETAH?

AFNAAZERTIHIC, BEOFNAAOBHEEEEL T LTV, X, TCP R—h
8888 T1 DNHRY—N—ICOIKIFELHTDEFIVT A AXTHHDBE., tHOFELEETSC

EFHELERA. DXTHBOR—KNTERBRETOESEICTI—MZ2ERTDICEK, ATD
KSICEBEEERLET,
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https://docs.aws.amazon.com/forms/aws-doc-feedback?hidden_service_name=IoT%20Docs&topic_url=http://docs.aws.amazon.com/en_us/iot/latest/developerguide/device-defender-troubleshoot.html
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{

"name": "Listening TCP Ports",
"metric": "aws:listening-tcp-ports",
"criteria": {
"comparisonOperator":
"value": {
"ports": [ 8888 ]
}
}
}

"in-port-set",

AXZH TCPR— K 443 T TCP EFiZ21T 2 1256

 TNARABENDEREREY), TZ—RY
R)A—EhKT,

Q1 OREFEHROBHENERLTVET, ERZVITIBICEESTELVWTIH?

ARELEBETOT7PALTEREETATVBELSIC, FHENIBEICRDIETS—LEY
UFPENET, BETOT7ALE. FNAAOXRNYIAF—RESELLEE LT hE

To TNAAN2BEZBATANIVAZRITLBEVEGEE., BBNICERAAXRY M alarm-
invalidated ICEREEShE T,

QERUEEEZHIBRLELEDN, PTO—RNE2ELETRICEESTHREVVTITA?
A BMEZHIBRTDE, TOEDINTNDERE, TOFHEICHITZTS—IIELEENhET,
NBIOTS—RE, BRIXAAZALDSEICTEIHRENHYET, BIEZHEIRTZDE, THY
ANAOMOINTODERERBUHRE, TOEBEDERKEEN RIFENETT,
FINAAXND) DA

Q:HEICERLTVRCEN DD 2TVBXRNIVALR—RZREELTVETH, ERAND
H—EhELA, AFEELOTLLSH?

A BLTFO MQTT REYVIZHTRISA4T7 L, XRUDALR—RMFEREERTVDEE
FIvoLTLEZL,

$aws/things/THING_NAME/defender/metrics/FORMAT /rejected
$aws/things/THING_NAME/defender/metrics/FORMAT/accepted

CC T, THING_ NAME X RV IR ZHRELTVDE/DBEITHY) ., FORMATIFE/IC&LDT
BEEENBIARNIIALR—PMOERICHLUT Tjsony £i "cbory TY,
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HTROSA4T7 9L, BEENEXRNIIALR—-RIZEILZNSORNEY JICETEIAY
E—272FZ WY ET, rejected XvE—2R, XMUTALR—NOBFENICEEN B2
EZRLTVWET, I57—XVvE—2EF, XMNUVIVALAR—NTIT—ZBIETEDLSICTS
S, AVE—IRAMO—RIZCEEFNTVET, accepted XvtE—2lF, XKUY ALKR—bK
NMEPICETENEEZRLTVETD,

QXRNVIALR=RTEOXRNVIARAZEEBELIEBZERESBYETAH?

ALR—RFLERFIPTRLAODZOUARNIEIL, MSTEIBECERLTVRERZENE
T, MSIT2BENFERLTVWRIEE, ERFVUTENET,
Q:AWS [oT LZARNVIEBWFNAADXY =P HFFNAAX KRNI TALR—NIEEATVS
DEBEETITN?

120 E0EF2)FT47O77AIUNNIXRNTOE/FLEREREROINTOE/ICTRY FE
nTWBFES, AWS loT Device Defender ICIERBEDE/ASOX RNV VAN EENET, K
BEOT/NSANIIRZBRATEIHEER., IXNTOFNSA ATRELSBEREADITXNTOT
NAAZ7A7 74N ETRYFLET,

QtEFIUTATOA7T7TANERBROIXNTOTFNA AL LR IXNTOFNSAAICERALTE,
REED 1 DULEOTFNA AL SDXY E—IHARRENTLEA, ESTERBRTERIAN?

BR—RERTLBVThAOERZEAL T, BUSEXOX NI IALKR—KZEFELTVL

BPEEBAELTLSEZY, FHICOVWTR., "TIFNAAX NIV TARFIX hDHEER, 25

BLTLKEZV, RBEOTFNAAT—BELEIVZATRNARFREZFE/ OBRNFERAZ

TWBREZHALET., T/BCHEXFAEENTVIEE, EFLEE/ BN 128/ N1 b D

UTF-8 I>O— RXFLWERWEE, FNAALL > THREENEXAY E—DREBTEINET,
Q REEOTNAANLZARNIJICEMENTLZSE. FEEERBERAOTNA AN RBERICEZ S I
BREESBYERIN?

ALDARNVECTNA AN EMEEBHIRENEBEERORISICHEYNET,

- ERDAEREZS|EHRZLHATDE, FNAALCKHLT 2 DOERLDERNIRRENET (1
DREEFREAOE/OBFOT, €51 2FKXEEODIDOT) ZVIDICHTEITIT 17
BERIE 2 BRICERRENAGLSBZYETH, EROBEICERKX 14 BEARRTELET,

QFNAAXNIDALR—=BRMDOID74=)ILRIZCEEDEZRIBETDHEN HYETH?
AEQOBBTRENE, XRUIDALKR—RIEIC—BDEICTIHENFHVET, —BROEF
FELULTUNIXIRY DBRALARAZ J&2ERATEET,

Q: AWS loT Device Defender X KUV ADEH MQTT #EEZ/EKTIHERFH V) EFITH?

A: BIED MQTT EfEZEH VW EE A
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QTFNAAX RNV VRAZRITIDLOICERTIEE, EOVTATUNID 2ERATIHLENHY)
xIN?

AWS 0T LZARNVIZHBTFNA A (E/) DBER., BREADE/ OB ZFEALE
To AWSIOTLZARUVIZBVWTFNA R (E/) DBEIKE, AWS loT IZEHTIEO—EL LD
EFEALET, COTSI9T1AE, T/ OBRFDERE—HEEIDICKRILEET,

QBRDIVZATNID ZHEIOTFNAADXN) DRAERITTERIN?

BOE/ICKRD2>TAXRNIIDAZRHBHTBDENTEET, TOLEHICEK, TDODF/NALTAD
AWS loT Device Defender FHREY JICX RNV D RAZRITLET, LEAE, Thing-1 EE0D

T/BM&, £ Thing-2 IZRH>T, XNV T RAZHWITBDELET, Thing-1 &, TOTE/
MEOXRN)OAZREL, MQTT REY I TRITLET,

$aws/things/Thing-1/defender/metrics/json

Thing-1 . Thing-2 ASNOXRUIZAEMEL, ThSOXRNUY A% MQTT hEY TR
FLET,

$aws/things/Thing-2/defender/metrics/json

QT7AINIRVWKD2OEFIVTATOAT7FAINEBEEZRETERIN?

A: AWS IoT Device Defender T RIRA > RO #—2%SBLTLSEEL,
Q77— E2—=5Y NOBRBWZEZA—TY NO=)ILEEDEISBEDTITN?

A: AWS loT Device Defender 75 —KhZ—4"Y K (SNS REY V) TTFPS—KNERTTED &
SICFHO0-ILICE, LTD 2 ONFURETT,

s EENiI>F 1454 &L Tiot.amazonaws.com EE T 2 EHEE %,

« BEETNLSNS REY U TRITTSD AWS loT POV EAFAZRETEITEY FEankR
:/_o ﬁu

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",

292


https://docs.aws.amazon.com/general/latest/gr/iot_device_defender.html
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"Action": "sns:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:example-topic"

}

e PoO—RNZERITIDLEDICHEHAENS SNS NEY X ES{be N NEY O TH D5
. SNS REYVICRITIDLEOOTIVEAFAEEEIC, AWSIoTICESIC2 20707t
AFAZNESTHIHXENHYET, f:

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sns:Publish",
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": "arn:aws:sns:us-east-1:123456789012:example-topic"
}
]
}

QAAZLARND AR A7 number ZFEALEXRNVIALR—RNOREERIC, IZ7—Xvt—
< Malformed metrics report A RTENTERBMLET, AHNFBEEZOTL & S5H?

A: 247 number CABDELTE—-OXKNI I RED &K %ZEH) ET A, DeviceMetrics L R— b~
TARNUYDEZEXETDEER, B—0EZFOEINELTEIMBRENHYET, XNUTRA
EEEIELTEEBLTVWDRCEZHERALET,

RAO—RIZ—:

{"header":{"report_id":12334567, "version":"1.0"}, "metrics":{"network_stats":
{"bytes_in":30680, "bytes_out":10652, "packets_in":113, "packets_out":1183}}, "custom _metrics":
{"my_custom_metric":{"number":0}}}

\!

I5—Xvt—
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{"thingName":"myThing", "status":"REJECTED", "statusDetails":
{"ErrorCode":"InvalidPayload", "ErrorMessage":"Malformed metrics
report"},"timestamp":1635802047699}

IZ7—0BEWRAO—R:

{"header":{"report_id":12334567, "version":"1.0"}, "metrics":{"network_stats":
{"bytes_in":30680, "bytes_out":10652, "packets_in":113, "packets_out":118}}, "custom_metrics":
{"my_custom_metric":[{"number":0}1}}

LARA:

{"thingName":"myThing", "12334567":1635800375, "status" :""ACCEPTED", "timestamp" :1635801636023}
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AWS loT Device Defender ®tF 11757«

AWS TOUZIREFIVTABREBESETT, AWSOI—H—lk, EF1VT A ZHREER
TRHEBOEHZRETLOICBREENET—Z LR XY RND—IOT7—FTIOFvZRATE
x9,

tFIVTAE, AWS EI—H—DEOEERETY, SEEHEETI TR, Chzel TV R0t
FLVTABIRPIZITRAOEFIUTAELTHALTVET,

c DT RODEFIVTA-AWS IE, AWS UTTJR TAWS DH—ERZRITITDA T TAR
SOFvERETHDETZRVET, £, AWSF, I—H—HNLRLILEATESDH—ERALE
BUET, AWSTIYTSA TV ATOYS AgUIAWSIY TS 4 72 AT AT S Llg11g10AWS
AT SATA7O9F ALIGIOO—REL T, Y—RN—FT1—OEENEHWICEFIV T«
NDENMEETAMNS RTRIEL TWET, AWS loT Device Defender ICEBR T2 A T5A4A T A
TO7ZLOFMIIOVWTR., "IVT7FAT7VATOTZLICLDRREBARD AWS O —E
A1 Tl 2z8BLTKEEV,

c VZUVRADEFIVT A4 -1 —0EFRE. FATS AWSOH—ERICWKUTERYET,

Rio, BEER., T—2OHENE, SEROHOEHN, BITEAT I ERESIVURFL,
ZTOMOERICODVWTEEEZAVET,

O RF 21X NE, AWS loT Device Defender ZEA T 5BICEFREEFIINZERA TS HEZE
BIBIOICKRILEET. UTOREYITR, EF1VFTABLCOAVTZAT U AOEBNZEEK
9B 71=%I(Z AWS IoT Device Defender Z5%E T D HEZRLUET, £/, AWS loT Device Defender
DY—AQEZZD) IR RBEIIK/ILD., TOMAWS H—EADFEAFEIC OV TEHHAL

¥o AWS IoT Core DtEF1UT 4 OFMIZ DOV TIE, TAWS IoT Core FAROAY /N—HA Ry Ot
F1VT4ICBETREEZSRLTIKEZV,

NeEY D

« AWS loT Device Defender IZ& 12 T — X R &

« AWS loT Device Defender DS D T AT/ TATABLVOT I EAERE
« AWS loT Device Defender D 1> 754 7 > AREE

« AWS IoT Device Defender DL 21U T2 A
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-security.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-security.html
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AWS loT Device Defender & T3 TF—21RE

AWS loT Device Defender I8 72 F— X REBICIE, AWS EEHEAETFI) NBREhET, 0
EFITRHETNTVSDESIC, TAWS, . TAWS 95T R, OIXTZRITITH70O0-N)
AT FARTZOF Y 2RETDEENI BVET, I —E@F. COAVTZARNTZIFYTKRA
REBDOADTUOVICRTIEREZHEIDIEEIN HYET, £, FATS TAWS O —E A,
NDEFIVTARELEBRRAVEI T —0ERERBYNET, T—27TA4N—CHTZFHMH
[ZDWTIF, DataPrivacy FAQ ZZEBLEE V. BMNIZCH T2 F—2RBICETHEHRICOVT
l&. General Data Protection Regulation (GDPR) Center 228 L T &L\,

T—RERBITDIH., "AWS THI b, RIEHREREZEEL. AWSIAMTAFo T4 71412
X — F Izl AWS Identity and Access Management (IAM) ZEAL TE4 01— -2ty KTV
TRLELEBHBOLET, COFTEICKRY, TNEFAODITEETIDLOICHKEREROKNE
A—H—CREEIhET, £, KOFETTF—REZREIDEEHEOLET:

« BTNV NTHEZRFEL (MFA) 2FERALE T,

.+ SSUTLS #fEALTAWS UY—REBELET, TLS12 FMATTAN, TLS1.3 #HRLE
T

« AWS CloudTrail TAPI £E1—YHY—F U074 ET4OF T RFZRELE T, CloudTrail FEHF % fE
AULTAWS POTAETAZFYTF¥IHHEEICODVTE. TAWS CloudTrail 21— —7 A
Ry @ "CloudTrail FEFFDFEA ) ZZRBL T EE L,

c AWWS OH—EAADIXNTOF7F)IMEF2 VT4 MNO=ILICIA, AWS BES{LY
)i1—2a>aFEALET,

« Amazon Macie BENFEREEE N cEF 1V T+ H—ERAZFEALET, ChslE. Amazon
SBICRBFENTLVRHET—XDREERBEZZELET,

e ARV RTA AV E—TIAAEREIE API ZFERALTAWS ICT7 VAT SEIC FIPS 140-3 #&
AEEARDEBLED 1 - BERFEEE, FIPSTVRRA U NEFEALET, FATEEL FIPS
TV RARAMOFEMICOVTIE, NEMPBEROIEHRIE (FIPS) 140-31 ZSRBL T EE L,

BEBFEROEX=ILNTRLABEDBUE-ZIMZEERZ, XJ. FLE [BE) 71— REED
BRHERXOTFARTZA—I)LRIZEDBVWC L EZBLSBEOHLET, hik, AWS loT Device
Defender THEET2BE., OV —J)L, API, AWSCLI, £k AWSSDK #EAL TW3ZD
D AWS OH—ERATHEETZIBSERETT. Y. FLERAICFERAET I BHEROTFA
R74—=)LRIZABDLETF—RE., BREIELEZHOATICERAENDBZEF HYVET, AEPH—/N—
IZ URL 21T 28B4, TOH—N—AOVIITARNEZRITED&LSIC, REHEHR~EZ URL ICE
HEWC L ZEM<BEOLET,
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AWS loT Device Defender D=0 D7 A Fo T 1T 1AHROCT IO
AEE

AWS Identity and Access Management (IAM) &, BEEEA AWS UV —ANOT IV AZZ£(THl
HITDEHICH’ILID AWS ODH—E A TT, IAMEEEIE., AWS loT Device Defender 1) Y —A M
FERERE (M1 >142) L, BA(TIVELAFT2ED) TEHI1—HY—%2HHLET, IAM &, B
IEBRAZLTHERATES AWSOHY—ER T,

NEY D

s WHRE

s PATFUTATAICKLBFE

« RUS—BFERALET IV EAEOEE

« AWS loT Device Defender & IAM O E# 5 %

« AWS IoT Device Defender D7 A F> T4 T AR—ANDRIZ —DHl
« AWS loT Device Defender ID E7 9t AD KRS TN 1 —F 1424

XN RE

AWS Identity and Access Management (IAM) OfERAGER, O—J)LICEK>TEBYET,

e U—ERI—Y—-BELTI/EATERVEERE, EBELCLTIVEAHFATZVIIANLET
( TAWS loT Device Defender ID E7 9 EADORNZ I 1—FT 1429 B#SR),

s Y—ERAEBE-I—F—TIOAZREL., PUVERAHFAVITIANEEEFELET ( TAWS loT
Device Defender & IAM OEE S % 25 8R)

s IAMBEBE -TUVEAEREBIDLONDRI—%ERLET ( TAWS loT Device Defender ® 7
ATFOTATAR=ADKR) S —0H, BSR)

N

A FoT14T71 kDS

At ld, PATF T4 TARARHREEALTAWS ICH A2 (429D H%ETT. 1—H—
F. AMI—%— O AWS 7AHIOYMOII—RI—H— LT, LEFIAMO—-IILZ25EXFSC
EICK2T, FEEE D BENDHYET,
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AWSIAM 7 AT UTATAEE—(IAMTATFoTATAEE—=), 0N HAF R

SE. Google/Facebook SREIEHRBZED ID VY —AL S ORIABEREEAL T, 7IFL—TY RT7A
FUOTATAELTHA AV TEERS, YA A 2OFMICOVWTEE, TAWS YA 4> 11—
H—HA R D TAWS PHIVRNCHA A2 F2F%E 2#5RBLTLSEZL,

TOUSLIZKDTIOEADEE, AWSRVIVIANCESTERTSLEHM SDK & CLI iRt
LEd. #HBICOWTR. TIAM 1—H—HA K, @ TAPIUSTANCHT S AWS BE/N— =
4, BBRLTLEED,

AWS 7HOU N DI—KRI—YH—

AWS PHIY NEERTBE., TXTHAWS DH—EREDY—RICHTBRLBT VL AHEE
BEDAWS PADY N L—R1—HY—EtHEND 1 20242 D EFERALTHBLET., BE
MEZRAZICE, L—RNI—Y—2ERALAVCEER<BEOLET, L— N1 —RIEHRE
BEBETBRAAVICOVTE, TAM I—H—HA Ky O TL— R I1—Y—RIBERI BERZA
9, BBRLTLEED,

JIFL—FY RFAFUFATA4

RARNTZO0T4ATR, ABOI—Y—F—BHNEFAEREZEAL TAWS OY—ER LT
EtATBDE, FAFUTATATANAE DT IFL—2 3V 2EATRIENROSNKET,

TIFL—FTYRTFAFUOTATAR, I0X—TS54XF4LOKN), D7 1D 7ONA
'51—\ Directory Service D 1—%—T& V), ID V—AN S ORFEHRZFEAL TAWS O — |:7\
TOEATDI1—H—TY, 7IFL—TFTYRFPAFOTAT1F., —RBHNEFRABERZRMET

D LNZ5EZFET,

TOEAE—TEETHBAR. AWSIAMPAFUT AT 1 £ 2— 2BBHLET, BMICOL
Tk, "TAWSIAMTPAFoTA4T74 22— 11— —FHA R, O "IAMTAF T4 T4 12—
Ll BBBLTLEEL,

IAM 1—%—&JI)—7

IAM 1—H—&, BEOEART TV T—23 2 ICRIIZBENDT I AT EFE ODTAT T4
TATY, REFIAEHREZHF D IAM 1——0ORb Y IC—RBHNEFAEREFEATDI L ZHED
LET, &k "IAM I—%—HA R, O "ABOI—H—A"—BWEFRHEHRZFEAL TAWS (2
TORATRICE D 7ONAEZ -7 IFL—23 V0FERANYETT, Z2RLUTEE L,

IAM ZI)IL—7"1&, IAMIA—HY—0&EEZEEL, XEDI—H—IIRTE2TIELAHFTNOEEEZR
ZICLET, HEHICHOVWTE., "TIAMI—YY—HA R, O "IAMIA—Y—ICEETEHI—AT—2A
ESBLTLEEV,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
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IAM O—JL

IAM O—)Li&. BEDT VEAFAZHEITAT T4 THY, —FHSFABRERERMHAL X

Fo I—H—ASIAMO—-) (O2V—) IS EZS, Kizlk AWS CLI X» AWS APl AR L —
2aAVENUPHIET, O—LZ5ERFHIENTEERT, FHIECODVTE, TIAM I—H—
HAR, O TO-)ZEEZHRHNRELE) 2ZRLTSEEV,

AMO—Li, 7IFL—33Y1—H—T 4R, —BH% IAM 1—F—0F 2+ 25T, 20
ATPHORNTOEA, VJAAY—ERT V1A, 8KV Amazon EC2 TERI{TTH 77U r—>3
NCIABERT, FHHICOVWTE, IAMIA—Y—HA RO IAMTOOOAT NI N)I—=AT D
£R ESELTLEE W,

RIS —ZERLET O RAEDERE

AWS TT7 UV EAZHETBICE, RUZ—ZERLTAWSID RERVY—ARILTEYFLET,
RIZ—R, PATFOTATARVY—ARLOBEERGFIE/HESIT IV LAHAZERLET. AWS
. ZOINAHFIVIIARNEITSEEIL, ChSORVD—2FELET, KEORVZ—E
JSON RF I XY RELTAWS ICRFENE T, JSONRUZ—RFIXZ MOFMIZDOVTIE,
NIAM A—%'—H4 R, @ "JSON RV —HE, 2ZRBLTEZL,

EEEE, RUY—EBALT. EOTUVINLFEDUY—REHLT, EOKSBEHETT Y
SAVERTTERNEEETHOLET, IMICT IV LATEB N ERELET,

F7AIRTR, I——PO-NLICTI9AFTEHY) EFEA. IAMEEEZERK IAMAR) S —%&E
gLTO=J)LiIc@&mL, CoO0—I)z2l1—HY—N5lEZFSshBLSIZLET, IAMAKRUI—&,
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