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BILZEITOWET, FMICOVTE, "HILWAWS TOARD T ATERBEHREIANEET]
V=L EFERATS) 2SR LTEEL,

AWS Budgets

AWS Certificate Manager

« AWS Certificate Manager ® T AR— KN A8EZ/NT DY JEEAERFHR—RMEhTVER A,
AWS 727 RO MA—)L AP
AWS Cloud Map

AWS Cloud9

AWS CloudFormation

AWS CloudShell

AWS CloudTrail

AWS CodeArtifact

AWS CodeCommit

AWS CodeDeploy

AWS CodePipeline
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https://docs.aws.amazon.com/cost-management/latest/userguide/bcm-lite-cost-management.html
https://docs.aws.amazon.com/cost-management/latest/userguide/bcm-lite-cost-management.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-exportable-certificates.html
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AWS Compute Optimizer

AWS Config

AWS Console Mobile Application
AWS Cost Explorer

AWS Data Pipeline

AWS 7 — R EgIX

AWS DataSync

AWS Directory Service

AWS Elastic Beanstalk

AWS End User Messaging Social
AWS Entity Resolution

AWS Glue

AWS Health

AWS Identity and Access Management
AWS loT

« AWS Greengrass lEHHR—rhEhTVWEREA,

AWS loT Device Defender
AWS loT /N1 AEE

AWS loT SiteWise

AWS loT TwinMaker

AWS Key Management Service
AWS Lake Formation

AWS Lambda

« Lambda@Edge EHR—KhEhTWEHA,
AWS Launch Wizard

AWS License Manager

AWS X ZI X A2V —=)
AWS Marketplace

« Bedrock & Free M,

AWS Network Manager
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« AWS Payment Cryptography
* AWS PrivateLink
* AWS Resource Access Manager (RAM)
« AWS Resource Explorer
» AWS Resource Groups
* Route 53 Amazon Application Recovery Controller (ARC)
« AWS SDKs& Y —)L
* AWS Secrets Manager
» AWS Security Token Service
» AWS Serverless Application Repository
« Y—ERIV#—2X
« AWS Signer
* AWS Step Functions
« AWS H#R—k
+ AWS Systems Manager
+ AWS Systems Manager for SAP
« AWS User Notifications
s I—H—REBHBLVONR—Y RBHARBREARL—>32R@EHR—bEhTWERA, FM
2VWTE. AWS TO—H—@HeF, 2ZRLTEZL,
« AWS WAF
« AWS Shield EHR—KrEhTVEHA,
« AWS Well-Architected Tool
+ AWS X-Ray
« AWS CodeBuild

+ Elastic Load Balancing
« AWS SQL Workbench
» Amazon OpenSearch Service Serverless

« Amazon Timestream

ERRARY —EANOT IV EAZEHHIZIRI—CO20WTE, T 23RLTIKETLWIODT
JNOERFAROY—EAOD NO—ILKRY>—,
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https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
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AWS ODH—EXFHFLWAWS TOARVIVAOBR TS ICEENS

BR7 2226855058, RO OY—ER%Z AWS (i) ICHA T YT TEERT, FHMICD
WTR., TAWSBRETT AV hZTYT7IL—RI%, ZZRLTIKEEV, YILFU—23
DEREFOIVORAV =23 #eER. EOY—EARATEYR—RNEATVEREA, FHRICOVTRE,
TAWS V=23 > ZJZO2I0bh0y Z2ZRLTLEEL,

* Amazon DevOps Guru

« Amazon DocumentDB (MongoDB H #14#)
+ Amazon EMR

* Amazon Forecast

+ Amazon Glacier

+ Amazon Kinesis

« Amazon Kinesis Data Streams

* Amazon Data Firehose

* Amazon Kinesis Video Streams
* Amazon Managed Blockchain

+ Amazon Managed Streaming for Apache Kafka
* Amazon MemoryDB

* Amazon Neptune

+ Amazon Personalize

+ Amazon Redshift

» S3 Glacier Deep Archive

+ Amazon Textract

* Amazon Transcribe

* Amazon Translate

» AWS AppFabric

« AWS Data Exchange

* AWS End User Messaging SMS
* AWS Fault Injection Service

» AWS Firewall Manager

+ AWS Network Firewall

AWS DH—ERAHLWAWS TIVARVUIVAOER TS VICEEND 11
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c AWSEF1UFA4I -1 K
+ AWS Storage Gateway
« DevOps T—> I K

BR7 09 —EANOT O EAZEHHIZ RV —C20WTE, ") 22RLIKEEVWIODT
JhOBRZ7ZOH—EAOY  O—-)ILKR)Z—,

AWS DH—ERA BFHFLWAWS TVARDVIVATREYR—REIATLE
BA

UT®DAWS H—ERRE, 8FHKDN THEVLEREY., HILLWAWS TIVARVIVATRHRYR—RFENT
WEBASER AWS #EExT O T 14713 %, ThoM AWS H—E Rk, L VEREX/NRIE
BF—LALREBEHYERA, CNhSOHY—ERAO—ZE., FHO NTEHBHNICAEIICKEY,
KOTEEBENET AWS, HMICOVTR, ™A TFv7A7a>nleztBiss, #58
LTLEEL,

+ Alexa for Business

» Alexa Top Sites

+ Alexa Web Information Service

* Amazon Braket

« Amazon Chime

« Amazon Chime Business AMCS LLC AR5 95 H—ERZFHUEHT
« Amazon Chime J—J)LX—

« Amazon Chime Call Me AMCS LLC A"BR55 9 2 H—E R

« Amazon Chime Dial AMCS LLC A'BR5E 92 —E R

« Amazon Chime X1 VLA >

« Amazon Chime DHEE

* Amazon Chime SDK

« Amazon Chime H—E X

+ Amazon Chime SMS

« Amazon Chime Voice Connector AMCS LLC A"BR5E 9% —E A
* Amazon Cloud Directory

 Amazon CloudSearch

AWS DH—ERX FFHLWAWS TVARUIVATRYR—RENTVEEA 12
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Amazon CodeWhisperer

Amazon Connect Customer

Amazon Connect Customer Customer Profiles
Amazon Connect Customer Voice ID
AWS Deadline Cloud

Amazon Detective

Amazon Elastic Inference

Amazon Elastic Transcoder

Amazon FinSpace

Amazon Flexible 7 ') — bk

Amazon Fraud Detector

Amazon FSx

Amazon Gamelift #—/\—

Amazon Gamelift Streams

Amazon GameSparks

Amazon GuardDuty

AWS HealthOmics

Amazon Inspector Classic

Amazon Interactive Video Service
Amazon IVS Chat

Amazon Kendra

Amazon Keyspaces (Apache Cassandra [d] (7)
Kiro

Amazon Macie

Amazon Managed Grafana

Amazon Mechanical Turk

Amazon Mechanical Turk 7 — 77 — R B
Amazon Mobile Analytics

Amazon Monitron

Amazon Nimble Studio

AWS DH—ER FHLWAWS TUVARUIVATRYR—RENTLWERA
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« Amazon OpenSearch Service Ingestion Service
« Amazon Q
* Amazon Q Business

« Amazon Q Developer

« Amazon Quantum Ledger Database (Amazon QLDB)

* Amazon S3 on Outposts

* Amazon SageMaker Ground Truth
« Amazon Security Lake

* Amazon Sumerian

+ Amazon WorkDocs

» Amazon WorkSpaces

« Amazon WorkSpaces 1 > AX > A

« Amazon WorkSpaces 7 7'\ —=<, 3 >/ (Amazon WorkSpaces 7 7' —>32)

* Amazon WorkSpaces Thin Client
* Amazon WorkSpaces Web

+ Amazon WorkLink

* Amazon WorkMail

* AWS Application Cost Profiler

+ AWS Clean Rooms

« AWS App Studio

« AWS Application Discovery Service
« AWS Audit Manager

« AWS Billing Conductor

* AWS CloudHSM

« AWS Client VPN

« AWS 727 R WAN

+ AWS Control Tower

« AWS F—ER—ABITH—ER
+ AWS DeepRacer

* AWS Device Farm

AWS DH—ER FHLWAWS TUVARUIVATRYR—RENTLWERA
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AWS Direct Connect

AWS Elastic Disaster Recovery
AWS Elemental Live

AWS Elemental MediaConnect

AWS Elemental MediaConvert

AWS Elemental MediaLive

AWS Elemental MediaPackage
AWS Elemental MediaStore

AWS Elemental MediaTailor

AWS Global Accelerator

AWS Ground Station

AWS Healthlmaging
AWSIAM 7A T TAT14E22—
AWS ldentity and Access Management Access Analyzer
AWS 18 B 2t

AWS loT 4/ X2k

AWS loT FleetWise

AWS loT RoboRunner

AWS Mainframe Modernization

AWS Migration Hub

AWS Migration Hub Refactor Spaces
AWS Modular Data Center

AWS OpsWorks

AWS Organizations

AWS Outposts

AWS Parallel Computing Service
AWS Partner Network

AWS B REY Y )L

AWS Private Certificate Authority
AWS Proton

AWS DH—ER FHLWAWS TUVARUIVATRYR—RENTLWERA
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* AWS re:Post Private

+ AWS Resilience Hub

+ AWS RoboMaker

- AWSRTB 777Uy Y

* AWS Security Hub

» AWS Security Incident Response

» AWS Service Catalog

« AWS Shield

« AWS SimSpace Weaver

« AWS Snowball

* AWS Supply Chain

« AWS Telco Network Builder

« AWS Transform

* AWS Transfer Family

+ AWS Transit Gateway

* AWS Trusted Advisor

+ AWS Verified Access

+ Site-to-Site VPN

* Amazon VPC Lattice

« AWS Wickr

* Amazon CodeCatalyst

* Amazon Comprehend Medical

« Conferencing Telecommunications (AMCS LLC A"BR5E 3 B —E RX)
« ARV MEVEZ—BEE (AMCSLLC A"ER5E T B —EX)
« ARV MV R—DOBEERE

« AVEBIOBMEVR—OBEMT 7N
* DynamoDB Accelerator

« Amazon Elastic VMware % —E A

* Oracle Database@AWS

* Red Hat OpenShift Service on AWS

AWS DH—ER FHLWAWS TUVARUIVATRYR—RENTLWERA
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* AWS App Runner
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/cost-management/latest/userguide/cost-optimization-hub.html
https://docs.aws.amazon.com/cost-management/latest/userguide/bcm-lite-coh-savings.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

AWS 7AHDO Y NEE I—%—H4 R

Hae A>Ty 7T3% A>Ty 7T9d%
AWS (F#R) AWS (7 RN A R)

IAM O—IYXZ—J v —ICEBNICAT 1> &Y WLz

K

AVYI=NLNTHONDOE (AYAY-4 (& L

AWS Console Mobile Application @ & WO x (=40}

NIVFEy2a>AoV—=)IlodR—KE2E8S VLLZ (& U\, Builder ID &

iC9% FERALTBEY Y

1093, YIF
v aroyR—
NA"BEIRICE RN
BVET,

TOLABEZLERTS

FMLLWLAWS I VARVIVAZFERATRE., BBREZHRBRIDOICKIUDBRREESNLT T+
LN AWS ZHERLET, AWS UY—RRG 7O IV NIEBEBEATVET, 7O T I NIE
AWS 7HOUN, ZOAPIIVKNTHIVRNREHENS &, HOHRREEBEEHRETILEHOREN
BENTVET, BR7SV2FATHES. 7O I VMR, FABREFEENDBEIZHO
BEIANERETDICEETERT, ATALTLVWRIRTO7O IV M EBEEAL. AWS
HRECEETHIRNZBUTEELEY, COMEMBE AWS Organization EEUTI A, AWS &
I—H—ICRbO>TCOEBOAEZEELET,

AWS &, AWS HHEBORNDEZRZEELXT,

c HBOEEBRI—, HILLWAWS I VARVUIVAZFERATSE, EUY—AD> MO—ILR
1) — (RCPs) Y —E R NO—JLAR) > — (SCPs) Z8LHBEERIS — AWS ZEEL
£9, MED ZERTDHESE. Sign up for AWS (advanced) ZFEAL £,

s BE1—XTOEAO—IN, E1—X2T7OLAO-IIE., ABBEOTIVELAFIZHFE5THE
E0O-IITY, &, I—H—EF—LXN=IZ7OPIOMNOERBET VLA AWS 212
HLEIT, ZJOP IV MNMERER., F—AXN—ZEBMBLVHIBRTEE T, FMICOVWTIE,
"F—ALXNN—7% AWS BRETHEEXICHEFITS, 2ZBLTKEEV, - 1—H—%
ERLEB A, AWSBuilderID &, L—KRI—H—OEX—)7RLATREAHLIOZIIRNT

TOELAEEBZLRTS 19


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_role-manager.html
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AWS 7AHDO Y NEE I—H—H4A R
NIOVKRZFRBELTBY ., BEBBEEZT VT A JILLTEEEEhERA, BEICHLUTIAM
O—J)LE IAM A—H—%ZERTEEITH, OVV-ITI7EATEEL, 7O9SLICKDTYD
TAICOKFERATERT,

FRTOFOTIY MR, BEER> THECHETESTX—J REF1UT I REFSY
T FTALRTE, FTOVIVRAOIRNTOT 7 U —¥ 3V ErEI—kE, AU7OYTY
FIDTRTO AWS UY—RETF UV HATEET, BNOT VL AREERT T BERSY Et
boo

AWS £#27O2TI70 VY—AR, BREOVY—AOIVOATOPIIRNT 7 EAZEMIC
LBWRY, HEICT IV EATE A, LA, 37O T T Lambda EEZERL .
BO7O02TI 7RO API ZHALTHTHEICENTEET, Chix, JORTAHATY MREEW
EhERd, FHEICOWTR., "JO0AT7HTV K Lambda #ig1 22RLTLKEEV, @AFO7O
JIVRNYBEUEBTAHIRNIL>TAHEENATVWARY, ChEYR—FEhTLVET,

F7F2ILRTRE, 7O TIRNEVY—ANOABT 7 RAZRE\ELEEA. NTVYITOERE
FATDELEIICAWS VY —RZRETIVENHYWET, UTZTSENTEXRT,

« UTNBEBNIITHARNELEGT77AINERANTZINT VYO SINTY NEERL
9, Amazon S3 DEFMAIC DWW TIE., Amazon S3 MK A EZSRBL T EE L,

- APl Gateway APl Z/ERKL T, 77U —>3a> 070N RT7ELTHELET, FMICOVWT
&, "HTTPAPI MiEE,, Z5RL T<EE L\,

«c NTUY O IPTRLAZFEALTEC2A VARV AZERL., 1 VARV AREAVR—FY NE
DBEZAALET, FEICOVWTR, "BHDOEC2CA VARV AZEE TS 25RLTLKE
=L,

e CloudFront 1 ARUE1—>3 2 & 4ERL T, .hitml, css, js. 1 X=T7AIIEEDEN
BRUOCBNEDI7 A TV EI—HY—ICEELET. FMIC DOV T, CloudFront DB
E ESELTL X,

 Lambda B8 URL Z4ERL T, Lambda BEDO > 7L TEET J AFRER HTTP I RAKRA
VhERBMUET, Lambda BBEIZIELWT IV EAHAN HBD L ZHRBLET, FMHICOWVT
. "EAFURL OER L & KT "Lambda BIFt URLsy ZZRL T<EE L,

c CNSODANZALERFMD AWS XAZAXLDHEAEDEZFERALET,

TSIC, BEBMEETIOT1A7HTRE, VDY—ANOART I LA ZRETEIESICZ<DOXN
“ALICTOEATEET,

TOELAEEBZLRTS 20


https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-cross-account-lambda-integrations.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedWithS3.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-dynamo-db.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/tutorial-launch-my-first-ec2-instance.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/lambda/latest/dg/urls-configuration.html
https://docs.aws.amazon.com/lambda/latest/dg/urls-auth.html
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-account-payment.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/free-tier-plans.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/multisession.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_ai-opt-out.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_ai-opt-out.html
https://pages.awscloud.com/DSAR_RTF.html
https://pages.awscloud.com/DSAR_RTF.html
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Book store project
Account ID: 111122223333

Project resaurces:

Project team:

@

martha_rivera@email.com

saanvi_sarkar@email.com

Spend limit: USD $25

You!

martha_rivera@email.com

Book delivery project
Account ID: 555555555555

Project resources:

Ble:

Project team:

£

martha_rivera@email.com

¢

saanvi_sarkar@email.com

1

richard_roe@email.com

Spend limit: USD $100

Pet Store project
Account ID: 444455556666

Project resources:

Project team:

£

martha_rivera@email.com

1

richard_roe@email.com

Spend limit: None
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s YADTYTAT I #LkBTS
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&, BEEOTHINERKRIEL, FEZEBF<SEHIC, 1USD (FLERERZEOE D) 7 3~5 HE R
BLET, BRTSVICTYTIL—RIBET, BERRELEEA, THVFEEFE. AWS FRE
ZEALTVOTEBEERBLEY, PTHONZHRBELEYTEXRS, €512, ICHA2Tv 792
tAW& FERRARORRIMNCBEDZBENFHYVET, TOHERK., IHVEBREZEETIHEN D

EBRTSUVICREBENhET, BRI TER., FRATETEBENEFERNTERATSELSICK
&%UBE’E SETCEEXT,

WCHA>T Y7 AWS §% (##) Tlk. Google, GitHub, Apple, E7zld Amazon 27 HD >V KT
FEHRTEET, 75U T Google PTHIV NIBRIZH A4 LTVWBREHEE, TOTAHINEY
ATV TRICEAENhET AWS,

CHAOTYTIBICEAWS ICH AT Y795 AWS (#738)

1. AWSOH AT Y IR—EREERT .,
2. EX—=)LEANTSBH. Google. Apple. GitHub, Amazon ZENOT A > & BIRLE T,

3. ITEMAELTLWAOJAVZERALTVWARHER. 7ONME—0OJ A HAKRTENET,
OJ4>9%&, AWSHAUTYTITRRSICUAALIRENET,

4. BEZAAL, HITZERLET,

CORFIE, 7O T IOMOTILAEEZF—LXN—=ICRHETRZEEIC, F—LX/)N—
EHBFTIET,

5. BRIEEO—RZAALT, OJAVICEERITOSNEE X—I)L2RELET., EX—)L 2R
=5, FITZERBBRLET,

YAV T Y7 (AWS #i#) 2FALTHA T Y T$2 26


https://signin.aws.amazon.com/signup?request_type=builderId

AWS 7AHDO Y NEE 1—%—H4(4 R

COEX=)E, 7O T I RNOT I EAEEZT—LXN—CRETDE, F—LXY
N—EHBENET,

6. PHIURNDBABNADT—RZADL, KiT2RRLET,

AWS Tk, SAT— RAROEGEBELTVIHENHY T,

« 8~128 NFTHERETNhTWAZ &,

C HEOALZT, BEOILET, BE, BE(@4$% & ()<>[{| +=) D35, biE
L3 DDNFRATEEATIAEN HYET,

c AWSTATYKN BEIREX—ITRLALBAUILTRCERFTEREA,
7. EBEOFHEADL, HITEBRLET,

8. AWSIE. 320M55N12CFHLVWERMAWS U—>3> TRAOFO IV NE7OES S
“O0ULFET, HEHEICOVWTE., TAWS U—23> 77O 080, 25RBLTLKEEV, B
BEVWDOTCELEETEET,

CNT, ICTFOEATEEXTFTIAWSYEZIXANIOY =), AWSRREICTIVEARATSICE., »
S7O0VIVNEEEITZERBIRLET AWSIEZIOARNIOY =), AWS ERETIE, F—AX
UN—'EBELLEY., ILLW O IOMNEERLEY), BRXPTOMOERELEZLZEL LV TEE
9,

XD F |

CHAVTYTUES AWS, Al O—F 4 9V —)L28HEL, OSRL—232FBF—LXY
N—%BML., BRT7SONFH358E. XHEIBREERTEET,

c AlO—F A9V — )L B#EHETD

e F—AXN\N—% AWS RRETHEEEICHBEFITS

« AWS SRETHEAGIREERT S
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AWS SREZHEHAT S

/A Warning

BE, ROSNEBOBERICHFLVLIVARUIAZVY—ALTVWET, CcOITAN
VDIVAZEET IV EATERVGEENF HYET,

AWS EEW, 7O IO NEZEBLTTIVEARATREMTYT. AWSRREWR. Y147 v 7 for
AWS (F#) ZFERALTHA TV T IHEEIFERATEETEFT, AWSRKREZFEAL T, UTZEET
TEET,

s MELTWA 7O IV ZERLTTIVEALET, FMICOVWTE, TAWSHRETIO>T
IOREERTD) 25BLTLIEETL,
s HEZATWA 7O IV NITIOEALET,

e F—ALXN—ZFELTOTIOVNTIATRL—232LFET, SFMAICOVTIE, TF—L4AXA
UN—%& AWS ZETCTHEEXIZIBEF TS, 2BLTLSEEL,

s JOIVRNZEYYEZXET, HMICHOVWTE., "T7O0T VRV EZS, 25BLTLKES
Wo

s XIVWAHZEZEBLE T, SFHMAICOVTRE., TAWSBETZHIVWVAEZEZEETS, 283RBLTL
zEEW,

« ERRAEDSERTSICTYTIL—RLET, FHHICOVWTE, TAWSEETTHIV N
BTV 7OL—RTD, BSHBELTLSEETL,

s TOIVRNDZHEIRZETEBLE T, SHEMICOVTR., TAWS BETCHEREIREZERTS, &
SBLTLEEV,

o BREHMERTLET, FHMICOVWTIEK., TAWSEKRETERIEHRZR TS, 2B L TLKES
Wo

s JO77ANEHREEELE T, FHMICOVTIE, AWSKRETRBFLF VvV IZR—LEEET
2, AWSRHRETEX—ITRLAZZEETD, BLTAWS BRETEREEFBRERETS 258
LTLEETW,

s EFAIVFAREETA VAR EEEELEXT, sFMICOVWTIE., TAWSERET/NAT—R%
FHT2 BRI TAWS RETZEET (MFA) #EE 92, 283BLTLKEEL,
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TO77A4INERELGEEFIVTARELZEETDE, AWSEILXA—IDNTIZURAALIRE
NET, AWSENLRZ—IDE, ICHAT YT AWS (FR) 2FEATIEEICERENET, i
C2WTE, TERFAWSEILA—ID, #28BLTLSEEL,

Al d—F 14200V =) &#E RT3

/A Warning

BE, ROSNEBOBERICHFLLVIVARVIAZVY—ALTVWET, COITAN
VIDVAILEET IO EATERVEENBYVET,

AId—F420Y—=)LIZ7OP T MOT I AZRMHML. AWS MCP 4 —N—REEL BB
NEI—JI2MNAFILOEYRNENRILTD T2 NY—ILFYRNZEA AR -IILTER
T CHICEKY, AID=FA2TY—IFI—H—ICRKD2>TAWS VY —RAZERBIVEET
XY,

A—F42 0V —=)L2702 TV NIERITDIBENDEREIR

c AIJ—F1420Y—=)L%Z, AIELTVWR 7O IV MNERERFREBEETATVR 7O T ML
TE&FY,

s AIOd—F A0V —IELEFO—HAILI—2ITO M AWS DY —RAZERTHIBETE. TD
EREBERICHBYET, ChiZlF, EFHEEETEFITERERSNATVWD )Y —-A0EY ZEEF1
TaE, BRSSO TERBENTVRILIERTSUTEREATLVZDL AL HDST, Chsol)
VAN SHRETHAREENDHIBENEENET,

CAIO—F ATV LFTOV I N TI—H— R > TRATBT IS a2 R, TRTI-
HF—OEFEEHEVYET,

s IT—I 2 MNYERULEDY —RAZERRTDICE., TOHY—EAOH—ERAOYV—=IIICBELE
9,

o T BHIRIEIE AWS CLI, . AWS Tools for PowerShell, & KT* AWS SDKsTHEHRTZ =8

DEDTT, AV —IBEHR—REATVEVWEEN BN ET, VY—ANDT VLA 12 K
BEMTY, RALBEWMEEHITAICE., ROON REFEALET,

aws login --profile profile-name
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profile-name %, MHRERICBERLUL7O77AMLBRICEERAET, OINVREFT7 1)
NOT7SOH288NICHZET, OJA 0 7O0REXRTIT2ICK, 7O IV NEZERTD
RBENFHYET, AWS Ik 90 HERIFEREEHNTEET, 0 BE, 759 V1 2V RIUTEBE
TOEAZHFATIHEN HYET,

Al d—F1420Y—=)Z27001 0 NIERTS

702 7MCRE, AIO—FA420Y=AF1—H—CRH>TAWS UV —RZEEBELVE
BI2-OIEATERMEOTARROEY B KT,

AWS XXX N2V —=)

AWS OV — )L ZFEALTAI O—F42JY—)Iz27O0 TV NCERTBICE

1.

2
3
4,
5

https://settings.aws.com T AWS FREZBHEE T,

XAVFEF—=23AURA(OT, TOEATH 7O IV ZERLET,
ELOFET—232N-T, DO RA2VIZARNTZIFrTOEREERZERLET,
Ald—F420Y—)LTAWS FrLEREFEAITH ZEIRLE T,
I—>zI>h7O0Y7h2IE—Z2BRL, A—F12JI—-2JI 2V MNIABLET,

ChIZKRY, AID—FTAITTI-JI 2V NERTTIVIT7740N2/EBITH7O0T R
EERENhET, ATTIVTT774)E&,. 7027 RaBHREe Al J—FT 12 JI -1
Y NEOELS AWS ZRETD ASATVTRNITIEALET,

Z7O2IO0M07O77ANEBEZANLET, COTO77AIINERE, AAID—FT12TY—
WHFVI—ALCTIEATBHETY,

Use your terminal

ROIAX Y RZEFTLT, Y MNTPYTFIEZADO—RULTEITLET,

curl -fsSL https://github.com/aws/agent-toolkit-for-aws/blob/main/setup-
instructions/setup.md

FLLWAWS I OARVUIVAZFEATRIE, I—2T 2 MMFAWSMCP H—N—Z A2 A M=)l
L. 7O T RTEATERI-CIVRNAFINET IV ERLATEET, &y COITVARUI
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JALEDETRAEBENLEAAEI D AZEBCIL—IILNTFAILNERBEIET, L—-ILT7 71 TE.
I-CIVhIRBIDALTOLRILEERTDEETEERT, JR—REATLBIAILTLA
LMEROESTT,

c K BEP, AFIIBEEFIVTAVRICORTZTERTET T—FTITFTrOREPRE
REFERESIhFLEA,

« FUBEPICHEENSCBEfr REEhZEE, AFLBVLSODPOPRBRCEBZITDEFHYE
o T—FTIOTFFOREPRERGERESIAFTEA,

« BIBER, AFIIEELARNIILOYR-—RNEZRBHLET, 7T—FTI/F r OXEPREBREZREL
£

BHEOT7ODIVNERETS

702 7RMCRE, AID—F420Y=)Ad1—H¥—CRH>TAWS UV —RZEHBLVE

BYR-OICEATERHMEOTLRTROEY NFHYET, 7EI77’()LE{§FEL/‘C%7 A>T

7I\L) JEALET, 7O77M4I)E, CE>TEBENRRELTABR7I 7M1 THY) AWS
CEBZ7O7T7ANC—BEORRENTET,

ez, B0 O2 T M MyFirstProjectT, Y RT7 Y

7’MyFirstProjectProfileRFIC7 A7 7 AL B ZERL ZBE, AOIAN RAWSCLI Z#HA
LTICOdA>TBET, TOTAOAPIIVNITIVEATEERT,

aws login --profile MyFirstProjectProfile

EVWSEHORO7O T NEERT S5 EEBookstore, Y NTPY TRV NEFERHL
T7O774) BERTEDETTIEATE £IBookstoreProfile, TN#, KXOIIN R
AWSCLI &AL T ICOJA4>TEEY,

aws login --profile BookstoreProfile

EEL, 2hsOON ROVTNAERITITIHEE. Y32 0BIRR—2 T AWS FRIHER
OAWS Y I VEBIRTDMBEN HYET,
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Choose AWS sessions

(i) By continuing, you allow AWS CLI, SDKs, and local developer tools to use your
credentials until your session expires.

~ Active sessions Sign out of AWS

MyFirstProject b

Signed in 1hour ago

~ Add session for Martha Add session

Bookstore

COR=TIZF, BNTERTITATREYZIVEREYDIVHARRENET, YA VRR
ALEREEAL TRAIE N REBZEZRL AWS ., AIJ—F A I I—JI 0 MUY —ADERE
ERICEATDOLRAURGMIRHREZRHLET,

coOflTk, BEIC [COJ 4 MyFirstProjectLTH Y, ICOJ 4> L TLVWEHE ABookstore,
AWS Y2 3> NBRR—I T, UTZ2ETTEET,

« AWS IC Z5|ZHEFRAT S ICEMyFirstProject, ZBIRL FIMyFirstProjects

e ICT7U1EATBICIEBookstore, %#3EIR L £9IBookstore,

s WEOLEYSIIVEHBRTAICIE. BTT7AOZEBRLET,

« THERUETHIYRBEED IAM 1—H— AWS PAYY N £EALT L7 2 EATBIC
F. EYSITOBMEY AT Y TTBAWS (F RV AR)EBRLET,
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BIRU EFERRE, AD—FA2II—CI MUY —AOEREERICEATHRALERE
BUICBRWET, LEXFE, ROONY RAWSCLI Z#ALTICOJA >V TEERT,

aws login --profile MyFirstProjectProfile

RIZBookstoret v ar#ERTDE, Al I—F 129V —)LICk 2 TBookstoreZ7 O TV
N AWS DY —ANMERENET,

J7O77A4)NICEERM TSN E7OS I ONI—BT5Ev>a zEICiBRLET,
AWS O IO NFRBED 703>

/A Warning

BE, RONEBOBSERIIHLOVLIVARVIZAZ)—ALTVERY, COITAR
VDIVAZEET IV EATERVGEENF HYET,

J7OPIONZMETRE, 7JODI VRN EEEBTEET, chilld, TRETTERRRAINEE
NEFAWS REZFEATD, oo L—FDOEDT VIV 2RTITBDEELTEXRT, chsD
Toarvik, F—LXVN—RBGRETTEREA,

ETTEDIREDIL—BMNOKOTIIFERODEBY)TY,
e INTOTVIININZEEBETDSINTY NRUS—ZFEEFEIFEHBRLET, chET>dE,
NTY RRID—OREIATSINTY h2OY VBBRTEET,

c IXNTOTVINILZEBRTS SQS VY —AR—ADR) Y —ZmEXZEFHIKRLET, Ch
ZT5&8, DY—AR—ADRII—DOREIATSQS F1—20Y VHERTEFRT,

W—bhDOHKOTI>3>ERTIBICE

1. Z7O2 o MO 4> L., https://console.aws.amazon.com/iam/ T IAM V=)L ZHE &
T,

2. AVV=ILOFET—23aURAVT, )L—KNTOEAEE] ZEIRLET,

3. FHETVAVTR., XON—THIRNTRITIDHET VIV EBIRLET,
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[Amazon S3 /N7 v RRUU S —ZHIBR] ZBIRL T, IXTOT U /N)LA Amazon S3 /N
TYRNITIOEATR L ZEBRTS, B2 TRECNTVWANT Y NRUD—ZHIBRL &F
9,

a. SBURIZANTBN, S3Z5RB ZBRLT, 7O ITIOMONTY MDA SEBIZE
RLUEY,

b. [INTY RARUD —ZHIBR] ZBIRLET,

c. BROTEREESNERII—%ZHIBRL =&IC. AmazonS3 OV —I)L&FERL TN
TYRRYS—ZEELET, FHEICOVWTIE., "AmazonS31—H—HA R, ®
FAmazon S3 AV —)LaFERLENT Y RRU—0EM, 22BLTSEEL,

Amazon SQS R —DHIBRZBEIRL T, IXTOF U2 /VILA Amazon SQS F 1 —I(C
TOEATRERZERTDIIVY—AR—ANDR) > —ZHIBRLET,

a. SQSF1—FICF1—BZAHDLET,
b. SQSKUL—DHIBRZEIRLET,

C. BOTHREETNLRUS—ZHIBRL Z&IC., AmazonSQS OV —I)LZFEAL T
F1—RV—ZEBELET, HMAICODVWTE., "TAmazon SQS RO Y /N—HA
K, @ TConfiguring an access policy in Amazon SQS; 2B L T E&E LY,

AWS FRETNAT—RZEHITS

/A Warning

BE, ROSNEBOBERICHFLLVIVARUIAZVY—ALTVWET, CcOITAN
VIDVAILEET IO EATERVEENBYVET,

NAD—RIEAWS FRETEMTEEXT,

AWS FRETNAT—RZEHMITBICIE

1. https://settings.aws.com T AWS 5REZBHE X7,

2. XADFET—23URADT, EFIVTAOEBEG A AV ZEBERLET,

Builder DAWS ZOA7 ZANWICUR AL O KRENET,
3. BAT, NAD—ROEH ZiBRLET,
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-configure-add-permissions.html
https://settings.aws.com
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4. [Current password (RED/NADT—R) ICRED/NAT—RZADLET,
5. ILWNAD—RIZE, FILLNAD—RZADLET,

AWS TR, NAD—RARODFHZBELTVWIHBENF SV XTI,

- 8~ 128 XFTHREN TV &,
- BFOANT. BFOIF. BF. B2 (@#3% & ()< _+=) D55, PELE
E3IDDNFRATEFERATIXEN HYET,
6. FLWIRT—ROBRIC, HLWINRT—REANLET,
7. [E#H ZBRULET,

AWS R ETHZEZRFG (MFA) ZEE Y%

/A Warning

BE, RONEBOBSERIIHLLVLIVARVIZAZ))—ALTVERY, COI VAR
VIVAZEET IV EATERVGEENF HYET,

SERFT (MFA) F, EF1UTF A Z2RILTDEDOI VT THRHIBXAZAXLTT, 1 DB

NERTHBD/NAT—RiF, I—H—HRETIRETHY ., IBREREELHENETT, TOMBOE
HELTR, FIBER (EF1UTFAF—KE, I—HF—HAFE>TVRE0) PMAER (EAETA
FroRE, I-H—HEOED)FHUET, PTHIVRNILAV—2BNTBLSIC MFA 5%

ETR B BBOLET,

HAAKDRRIET 7V T—23a 02 EF L, WENICZSAEEMICREITSDEF21 VT F—EERK
FTRENTEET, HARLAADFEIAY 7 h2FATERVEER., BEEAOEXFIVT1F—%
FERTEET, RAET77VT—23a2Il20VTR, TNSOTTIUTIOSIORNYOTY TR
HBEZEVNCTRDEETEET, chiZLl), MFATNARAZMRELZRIHRIBLEBELC, 7
A77ANCT O CATEBLKBD CEZBSCENTEERT,

EERA2 B
MFA 7/ ZE BB L CBERT DL &R, ROBEFXAITEEL TS EE L,

« BEO MFAFNAAEXRRITHDEEHEBOHLET, BEENLEITNTO MFAF/NAAICT Y
TATEBRLKBODEFE, FTHIUNE2EIHTB LR TEEXE A
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« BRULEMFATFNARAZEHNICREL T, BFTHELTVWA L ZRFEITD L z2h8HL
T, e, ChSsOFNA AR, FALBVEERYENCZREBEAMICRELTSEEL,

« [Google THfT) ZFEALTTHV Y M EERL IBEEE. Google 7HU N ZEBU TZERFTE
ZEMITEET, FHIEODVTE., "2 BEFRZEMICTE L ZZRLTSEZL,

« Continue with Apple ZFERLTT7HU > NZERL IZ3BE. Apple THT 2 NTEZERFREN
BICBEMIB>TVRAREMENBYET. TS5THRVEE, BVWCTIHEOFMIOVT
&, "Apple 7THObD 2 BRRIL ZZRLUTLKEE L,

« Continue with GitHub ZFA L T7HV > M ZEKL EBEE. GitHub 7HU 2 hZ2BUTZE
ZRAZEMCTEERT, FMICOVWTIE, " (GitHub) @ 2 ERFRANEE, 2SR L TLKEE
Wo

- Continue with Amazon ZERALTT7HV Y M EERKL 2BEE. Amazon PTHU M ZEBU TS
EXFAZBEMICTERT, FMAICOVTR, "2 ATV TRIEEEFE ) ZSRLTSEEL,

FLOWAWS TOARYIATHERATES MFA 247

FLVWAWS TOARD IV AT, ROZERRI (MFA) FNA ARATHFHR—RENTVE
E

FIDO2 F3REH#ERE

FIDO2 & CTAP2 & WebAuthn ZETEZETHY), NTVYIF—BEHICEITVTVWET, FIDO R
AEERE, FRAIEHmAMER S hi- Web 1/ N (AWSHKE)BEDENDTH B, 714V VT
B L TRETY,

AWS (&, FIDO BN HZE— MW BT 2 —LT777RELT, #HHAAAKFFEAEELFIVT A F—D
227 R—KRLTVET, FIDO FRAMEDTE — RN BZ XA TOFMIOVTRE, UTZSRL
TLEE L,

#E o JA o D FEREHEBE

MacBook ® TouchID ¥, Windows Hello iGN AXTBEED —ZBF/INA ARKEIL M U RRES AT
EREBLTVET, BEVOF/NA AHD WebAuthn Z2EE FIDO ORI EEBMANH B HE
Li BRXPEZE-—NDEZRLE L THEATEE T, FHFMICOVWTIE, FIDORZAE 2B L TS EEL,

tFIUFAF—

FIDO2 ®ISM I T USB, BLE, £zlE NFC EHDOEF 1T A F—ZBATEXRT, MFAFN
AADADEROSNES, F—OEH—2X2YTLET, YubiKey E & Feitian FEBRMEDH
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BPTFNAAZHELTVET, BERMEOHZ2IXTOEFIVTAF—OUJARMIDOVWTE, FIDO
ERmMECESILEET,

NAT—RIZ=2v—, NAF—=TONAE—, TOD FIDO A A

BHEOY—RN—FT47ONAFX—H, NAT—RIZX—I¥—, FIDO E—ROAN—KH—K,
TOMDT A —LOEROBEE LT, ENAIINT7UT—2320 FIDO RBiZHR—KLTVE
¥, 5D FIDO BE#fEF/V 4 Al IAM Identity Center TEMEL ETH, CcOAT> 3> % MFA T
BMCIBHC FIDO RAIMEZCHEITTARNT DL ZHEOLET,

® Note

FIDO RREEMBED HIC Ik, NAF—EMEF N B RETEER FIDO RABREERTEDED
EHVET, NAF—RF, NAF—ZERLETFNARIINA RENATVREHEEEH N
&, BHAUETISIRIINYITYTENTVWRBEEHNET, flAEF, HR—KEh
TW% Macbook T Apple Touch ID ZfFE> T/NAF—ZEKL, OV 4 VRICEEICKRRE
NBERICHE 2 TiCloud O /VAF—T Google Chrome Z > T Windows Y 7 kY 7'H
S5HARNIOTATEERT, EOFNAANFBEHABEBNAF—ZEHR—KLTVD &,
ARL—TFA VI IATLAET ZIOHVEOBREONAF—OHEEERAEZYR—KNL TV

DML, FIDOFPZATVAETD=IRIDA RDTT AV =T LA (WSC) NEETD !
V—ATHB passkeys.dev O "F/NA AHHR—hK1 ZSRLTSEEV,

AT 7V —>3ay

AL F 7V T—>3avEk, D224 LNAT—R (OTP) R—ADH— R)N—7 1 —FBEIHMEEZ R R
TVET, ENALTFNARRERTLY NCAVAR—LNENEREAT7VT—232 %, FAEh
IEMFATFNARELTERTRZRCENTEERT, Y—RN—FT A= RRET77VT—>32 . 6 M
DRAI—REERTEDIEZER—ADRALR—ARDITRALALNAT—R(TOTP) PIdU XA
THD RFC 6238 ICERL TWBRBENHVET,

MFA ZR®$2 7OV M RRENES, BRBET77VUT—>23arohrsBEI—REAIRY IR
CADTRIUENHYNVET, I—HF—ICE)HTSNEZEMFATNA AR —ZETHBHENVET
To 1TAD I—H—ICHLT2 20T 7V ABBRIDENTEEXT,

LToBERBBY—RN—FTAORAT S VT—>3a 0 h88RTEEXT, L, TOTP EHRDT
1)4r—<,3 > (& AWS Builder ID MFA TEIEL £ 9,

HLULWAWS TOVARUIVATHERTES MFA XA 37


https://fidoalliance.org/certification/fido-certified-products/
https://fidoalliance.org/certification/fido-certified-products/
https://passkeys.dev/
https://passkeys.dev/device-support/
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Ao

"Version" : "2012-10-17",
"Statement" : [

{
"Sid" : "BlockOrgEscape",

"Effect" : "Deny",

"Action" : [
"account:CloseAccount",
"organizations:AcceptHandshake",
"organizations:LeaveOrganization",
"sso:Createlnstance"

1,

"Resource" : "*"

HEOBEER ) —
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}I
{

"Sid" : "ProtectManagedRoles",
"Effect" : "Deny",
"Action" : [
"iam:AttachRolePolicy",
"iam:CreateRole",
"iam:DeleteRole",
"iam:DeleteRolePermissionsBoundary",
"iam:DeleteRolePolicy",
"iam:DetachRolePolicy",
"iam:PutRolePermissionsBoundary",
"iam:PutRolePolicy",
"iam:TagRole",
"iam:UntagRole",
"iam:UpdateAssumeRolePolicy",
"iam:UpdateRole"
1,
"Resource" : "arn:*:iam::*:role/managed/*",
"Condition" : {
"StringNotLike" : {
"aws:PrincipalArn" : "arn:*:iam::*:role/managed/
AWSManagedAccountManagementAccessRole"

SESBEETITA7HLTE, CORUZ—RHIBREhTEFRA, FHICOVLTR., "BEXL
AWS #EEZT VT 1 71L3 %1 ZSRLTLKEE L,

EELSMEET VT 47432, CORVI—RFEBDODIL—NITRYFENRLETRILBEDED,
BTERFEFBEIZDT7HI RN EELIRTOXN=THINCERAENET,

TSI, 7O IO MAOINTOI—H—ICROY—ERD>Y MO—-ILRUZ—ZEAL T, ¥
R—RENATLWEVA, AWSRHRETRTIRIMBEN HZTOCIIMOBENEEZHIRL &
ER

{
"Version" : "2012-10-17",
"Statement" : [
{
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"Sid" : "BlockAccountManagementAPIs",

"Effect" : "Deny",

"Action" : [
"account:AcceptPrimaryEmailUpdate",
"account:DeleteAlternateContact",
"account:DisableRegion",
"account:EnableRegion",
"account:GetAlternateContact",
"account:GetContactInformation",
"account:GetGovCloudAccountInformation",
"account:GetRegionOptStatus",
"account:PutAccountName",
"account:PutAlternateContact",
"account:PutContactInformation",
"account:StartPrimaryEmailUpdate"

1,

"Resource" : "*"

"Sid" : "DenyBillingOperations",
"Effect" : "Deny",

"Action" : "billing:*",
"Resource" : "*"

"Sid" : "DenyNotificationContactsOperations",
"Effect" : "Deny",

"Action" : "notifications-contacts:*",
"Resource" : "*"

"Sid" : "DenyRestrictedNotificationOperations",

"Effect" : "Deny",

"Action" : [
"notifications:AssociateChannel”,
"notifications:AssociateManagedNotificationAccountContact",
"notifications:AssociateManagedNotificationAdditionalChannel",
"notifications:AssociateOrganizationalUnit",
"notifications:CreateEventRule",
"notifications:CreateNotificationConfiguration",
"notifications:DeleteEventRule",
"notifications:DeleteNotificationConfiguration",
"notifications:DeregisterNotificationHub",
"notifications:DisableNotificationsAccessForOrganization",
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"Sid"

"Effect"
"Action"
"Resource" : "*"
"Condition" : {

"notifications:
"notifications:
"notifications:
"notifications:
:EnableNotificationsAccessForOrganization",
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
:UntagResource",
"notifications:
"notifications:

"notifications

"notifications

"Resource" : "*"

DisassociateChannel",
DisassociateManagedNotificationAccountContact",
DisassociateManagedNotificationAdditionalChannel",
DisassociateOrganizationalUnit",

GetEventRule",

GetFeatureOptInStatus",
GetNotificationConfiguration",
GetNotificationEvent",
GetNotificationsAccessForOrganization",
ListChannels",

ListEventRules",
ListManagedNotificationChannelAssociations",
ListMemberAccounts",
ListNotificationConfigurations",
ListNotificationEvents",
ListNotificationHubs",
ListOrganizationalUnits",
ListTagsForResource",
PutFeatureOptInStatus",
RegisterNotificationHub",

TagResource",

UpdateEventRule",
UpdateNotificationConfiguration"

"DenyRoleManagerDisablement",
IlDenyl
"iam:PutAccountProperties",

1
’

"ForAnyValue:StringEquals" : {

"iam:AccountPropertyNamespaces"

"RoleManager"
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FHoERTEECA, BEICOVTR., "BEAKEEFITATULEEOTOSIIRNTAY
TRy BBBRLTILKEZL,
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9,

"Version" : "2012-10-17",
"Statement" : [
{

"Sid" : "UsEastlPartitional",

"Effect" : "Deny",

"NotAction" : [
"account:*",
"acm:*",
"activate:*",
"artifact:*",
"aws-marketplace:*",
"bedrock-mantle:CallwWithBearerToken",
"bedrock-mantle:CreateInference",
"bedrock-mantle:GetInference",
"bedrock-mantle:GetModel",
"bedrock-mantle:ListModels",
"bedrock:ApplyGuardrail”,
"bedrock:CountTokens",
"bedrock:GetFoundationModel",
"bedrock:GetFoundationModelAvailability",
"bedrock:GetInferenceProfile",
"bedrock:InvokeModel",
"bedrock:InvokeModelWithResponseStream",
"bedrock:ListFoundationModels",
"bedrock:ListInferenceProfiles",
"budgets:*",
"ce:*",
"chatbot:*",
"cloudfront-keyvaluestore:*",
"cloudfront:*",
"cloudshell:*",
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"cloudtrail:LookupEvents",
"cloudwatch:BatchGet*",
"cloudwatch:Describe*",
"cloudwatch:GenerateQuery",
"cloudwatch:Get*",
"cloudwatch:List*",
"consoleapp:*",
"cost-optimization-hub:*",
"ec2:DescribeRegions",
"ecr-public:*",

"freetier:*",

"health:*",

"iam:*",

"identitystore-auth:*",
"identitystore:*",

"invoicing:

* 10
’

"kms:CreateGrant",
"kms:Decrypt",

"kms:DescribeKey",
"kms:ListAliases",

"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:

AttachCertificateToDistribution",
CreateCertificate",
CreateContactMethod",
CreateDistribution",
CreateDomain",
CreateDomainEntry",
DeleteAlarm",
DeleteCertificate",
DeleteContactMethod",
DeleteDistribution",
DeleteDomain",
DeleteDomainEntzry",

DetachCertificateFromDistribution",

Get*",

IsVpcPeered",

PutAlarm",
ResetDistributionCache",
SendContactMethodVerification",
SetIpAddressType",
TagResource",

TestAlarm",
UntagResource",
UpdateDistribution",
UpdateDistributionBundle",
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"lightsail:UpdateDomainEntry",

"logs:*",

"managedblockchain-query:*",
"managedblockchain:*",

"mapcredits:*"

"notifications:
"notifications:
"notifications:
"notifications:
"notifications:

"organizations
"pricing:*",
||q:*||’

"routeb3:*",

GetManagedNotificationConfiguration",
GetManagedNotificationEvent",
ListManagedNotificationChildEvents",
ListManagedNotificationConfigurations"
ListManagedNotificationEvents",

Il
. ’

"route53domains:*",
"route53globalresolver:*",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"servicequotas
"signin:*",

"sso-directory
"sso-oauth:*",

Il
. ’

Il
. ’

"sso:*",
"sts:*",
"support:*",
"tax:*",
"trustedadvisor:*",
"uxc:*",
"waf:*",
"wafv2:*"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" {
"aws:RequestedRegion" : "us-east-1"
}
}
I
{
"Sid" : "DenyUsEastlWafResourceAssociation",
"Effect" : "Deny",
"Action" : [

"wafv2:AssociateWebACL",
"wafv2:DisassociateWebACL",
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"wafv2:GetWebACLForResource",
"wafv2:ListResourcesForWebACL"

]I

"Resource"

"Condition"

i n
’

{

"StringEquals" : {
"aws:RequestedRegion" : "us-east-1"

}
iy
{

"Sid" : "UsWest2Partitional",

"Effect"

"NotAction"
"bedrock-
"bedrock-
"bedrock-
"bedrock-
"bedrock-

"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:

"Deny",

[
mantle:CallwWithBearerToken",
mantle:CreateInference",
mantle:GetInference",
mantle:GetModel",
mantle:ListModels",
ApplyGuardrail",

CountTokens",
GetFoundationModel",
GetFoundationModelAvailability",
GetInferenceProfile",
InvokeModel",
InvokeModelWithResponseStream",
ListFoundationModels",
ListInferenceProfiles",

"cloudshell:*",
"cloudtrail:LookupEvents",
"health:*",
"identitystore-auth:*",
"identitystore:*",
"kms:Decrypt",
"kms:DescribeKey",
"kms:ListAliases",
"networkmanager-chat:*",
"networkmanager:*",

"routeb53-
"routeb53-
"routeb53-

recovery-cluster:*",
recovery-control-config:*",
recovery-readiness:*",

"servicequotas:*",
"sso-directory:*",
"sso-oauth:*",
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"sso:*",
"support:*",

"trustedadvisor:

"uxc:*"

iF

"Resource" : "*",

"Condition" : {
"StringEquals"

* 11
’

{

"aws:RequestedRegion" : "us-west-2"

}
iy
{

"Sid" : "RegionFloor",

"Effect" : "Deny",
"NotAction" : [

"bedrock-mantle:
"bedrock-mantle:
"bedrock-mantle:
"bedrock-mantle:
"bedrock-mantle:

CallwithBearerToken",
CreateInference",
GetInference",
GetModel",
ListModels",

"bedrock:ApplyGuardrail",
"bedrock:CountTokens",
"bedrock:GetFoundationModel",

"bedrock:GetFoundationModelAvailability",

"bedrock:GetInferenceProfile",
"bedrock:InvokeModel",

"bedrock:InvokeModelWithResponseStream",

"bedrock:ListFoundationModels",
"bedrock:ListInferenceProfiles"

iF
"Resource" : "*",
"Condition" : {

"StringNotEquals" : {
"aws:RequestedRegion" : [
"unspecified",

"us-east-1",

"selected-region",

"us-west-2"
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}

BEABEETITA7HTRE, ROY—ERODY MO—ILRIZ—HAFTHO NCHEAEhE

9,
{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" : "UsEastlPartitional",
"Effect" : "Deny",

"NotAction" : [
"a4b:*",

"access-analyzer:*",

"account-access:

"account:*",
"acm:*",
"activate:*",
"artifact:*",

* 1
’

"aws-marketplace-management:*",
"aws-marketplace:*",

"aws-portal:*",

"bedrock-mantle:
"bedrock-mantle:
"bedrock-mantle:
"bedrock-mantle:
"bedrock-mantle:

CallwithBearerToken",
CreateInference",
GetInference",
GetModel",
ListModels",

"bedrock:ApplyGuardrail",
"bedrock:CountTokens",
"bedrock:GetFoundationModel",

"bedrock:GetFoundationModelAvailability",

"bedrock:GetInferenceProfile",
"bedrock:InvokeModel",
"bedrock:InvokeModelWithResponseStream",
"bedrock:ListFoundationModels",
"bedrock:ListInferenceProfiles",

"billing:*",

"billingconductor:*",

"budgets:*",
"builderid:*",
"ce:*",
"chatbot:*",
"chime:*",
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"cloudfront-keyvaluestore:*",
"cloudfront:*",
"cloudshell:*",
"cloudtrail:LookupEvents",
"cloudwatch:BatchGet*",
"cloudwatch:Describe*",
"cloudwatch:GenerateQuery",
"cloudwatch:Get*",
"cloudwatch:List*",
"compute-optimizer:*",
"config:*",

"consoleapp:*",
"consolidatedbilling:*",
"cost-optimization-hub:*",
"cur:*",
"datapipeline:GetAccountLimits",
"devicefarm:*",
"directconnect:*",
"ec2:DescribeRegions",
"ec2:DescribeTransitGateways",
"ec2:DescribeVpnGateways",
"ecr-public:*",

"fms:*",

"freetier:*",
"globalaccelerator:*",
"health:*",

"iam:*",
"identitystore-auth:*",
"identitystore:*",
"importexport:*",
"invoicing:*",

"ig:*",

"kms:*",
"license-manager:ListReceivedLicenses",
"lightsail:AttachCertificateToDistribution",
"lightsail:CreateCertificate",
"lightsail:CreateContactMethod",
"lightsail:CreateDistribution",
"lightsail:CreateDomain",
"lightsail:CreateDomainEntry",
"lightsail:DeleteAlarm",
"lightsail:DeleteCertificate",
"lightsail:DeleteContactMethod",
"lightsail:DeleteDistribution",
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"lightsail:DeleteDomain",
"lightsail:DeleteDomainEntry",
"lightsail:DetachCertificateFromDistribution",
"lightsail:Get*",
"lightsail:IsVpcPeered",
"lightsail:PutAlarm",
"lightsail:ResetDistributionCache",
"lightsail:SendContactMethodVerification",
"lightsail:SetIpAddressType",
"lightsail:TagResource",
"lightsail:TestAlarm",
"lightsail:UntagResource",
"lightsail:UpdateDistribution",
"lightsail:UpdateDistributionBundle",
"lightsail:UpdateDomainEntry",
"logs:*",
"managedblockchain-query:*",
"managedblockchain:*",
"mapcredits:*",

"mobileanalytics:*",
"networkmanager:*",
"notifications-contacts:*",
"notifications:*",

"organizations:*",

"payments:*",

"pricing:*",

"qix,
"quicksight:DescribeAccountSubscription",
"resource-explorer-2:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"routeb53:*",

"route53domains:*",
"route53globalresolver:*",
"s3:CreateMultiRegionAccessPoint",
"s3:DeleteMultiRegionAccessPoint",
"s3:DescribeMultiRegionAccessPointOperation",
"s3:GetAccountPublicAccessBlock",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetMultiRegionAccessPoint",
"s3:GetMultiRegionAccessPointPolicy",
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"s3:GetMultiRegionAccessPointPolicyStatus",
"s3:GetStoragelLensConfiguration",
"s3:GetStoragelLensDashboard",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints",
"s3:ListStoragelLensConfigurations",
"s3:PutAccountPublicAccessBlock",
"s3:PutMultiRegionAccessPointPolicy",
"savingsplans:*",

"servicequotas:*",

"shield:*",

"signin:*",

"sso-directory:*",

"sso-oauth:*",

"sso:*",

"sts:*",

"support:*",

"supportapp:*",

"supportplans:*",

"sustainability:*",
"tag:GetResources",

"tax:*",

"trustedadvisor:*",

"uxc:*",
"vendor-insights:ListEntitledSecurityProfiles",
"waf-regional:*",

"waf:*",
"wafv2:*"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"aws:RequestedRegion" : "us-east-1"
}
}
I
{
"Sid" : "UsWest2Partitional",
"Effect" : "Deny",

"NotAction" : [
"bedrock-mantle:CallwWithBearerToken",
"bedrock-mantle:CreateInference",
"bedrock-mantle:GetInference",
"bedrock-mantle:GetModel",
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"bedrock-mantle:ListModels",
"bedrock:ApplyGuardrail",
"bedrock:CountTokens",
"bedrock:GetFoundationModel",
"bedrock:GetFoundationModelAvailability",
"bedrock:GetInferenceProfile",
"bedrock:InvokeModel",
"bedrock:InvokeModelWithResponseStream",
"bedrock:ListFoundationModels",
"bedrock:ListInferenceProfiles",
"cloudshell:*",
"cloudtrail:LookupEvents",
"health:*",
"identitystore-auth:*",
"identitystore:*",
"kms:Decrypt",
"kms:DescribeKey",
"kms:ListAliases",
"networkmanager-chat:*",
"networkmanager:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"servicequotas:*",
"sso-directory:*",
"sso-oauth:*",
"sso:*",
"support:*",
"trustedadvisor:*",
"uxc:*"

1,

"Resource" : "*",

"Condition" : {
"StringEquals" : {

"aws:RequestedRegion" : "us-west-2"

}
I
{
"Sid" : "RegionFloor",
"Effect" : "Deny",
"NotAction" : [
"bedrock-mantle:CallWithBearerToken",
"bedrock-mantle:CreateInference",
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"bedrock-mantle:GetInference",
"bedrock-mantle:GetModel",
"bedrock-mantle:ListModels",
"bedrock:ApplyGuardrail",
"bedrock:CountTokens",
"bedrock:GetFoundationModel",

"bedrock:GetFoundationModelAvailability",

"bedrock:GetInferenceProfile",
"bedrock:InvokeModel",
"bedrock:InvokeModelWithResponseStream",
"bedrock:ListFoundationModels",
"bedrock:ListInferenceProfiles"
1,
"Resource" : "*",
"Condition" : {
"StringNotEquals" : {
"aws:RequestedRegion" : [
"unspecified",
"us-east-1",
"selected-region",
"us-west-2"
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15,

"Version": "2012-10-17",
"Statement": {

"Sid": "DenyBedrockUsage",

"Effect": "Deny",

"Action": [
"bedrock:ApplyGuardrail”,
"bedrock:CallWithBearerToken",
"bedrock:InvokeAgent",
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]I

"bedrock:InvokeAutomatedReasoningPolicy",

"bedrock:InvokeDataAutomation",
"bedrock:InvokeDataAutomationAsync",
"bedrock:InvokeFlow",
"bedrock:InvokeInlineAgent",
"bedrock:InvokeModel",
"bedrock:InvokeModelWithResponseStream",
"bedrock:InvokeTool",
"bedrock:0ptimizePrompt",
"bedrock:Retrieve",
"bedrock:RetrieveAndGenerate",
"bedrock:StartFlowExecution",
"bedrock-mantle:CallWithBearerToken",
"bedrock-mantle:CreateInference"

"Resource": "*"

"Version": "2012-10-17",
"Statement": {
"Sid": "DenyLambdaUsage",
"Effect": "Deny",
"Action": [

1,

"lambda:DeleteFunctionConcurrency",
"lambda:InvokeAsync",
"lambda:InvokeFunction",
"lambda:InvokeFunctionUrl",
"lambda:PutFunctionConcurrency"

"Resource": "*"

"Version": "2012-10-17",
"Statement": {

"Sid": "DenySageMakerInference",
"Effect": "Deny",
"Action": [

"sagemaker:InvokeEndpoint",
"sagemaker:InvokeEndpointAsync",
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"sagemaker:InvokeEndpointWithResponseStream"

1,

"Resource": "*"

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyCompute",
"Effect": "Deny",
"Action": [
"ec2:CreateNatGateway",
"ec2:CreateVolume",
"ec2:CreateVpnConnection",
"ec2:RunInstances",
"ec2:StartInstances",
"elasticloadbalancing:CreatelLoadBalancer",
"autoscaling:CreateAutoScalingGroup",
"ecs:CreateService",
"eks:CreateCluster",
"eks:CreateNodegroup",
"eks:CreateFargateProfile",
"elasticbeanstalk:CreateEnvironment",
"apprunner:CreateService",
"apprunner:ResumeService",
"batch:CreateComputeEnvironment",
"elasticmapreduce:RunJobFlow",
"appstream:CreateFleet"

1)

"Resource": "*"

"Sid": "DenyLambda",

"Effect": "Deny",

"Action": "lambda:CreateFunction",
"Resource": "*"

"Sid": "DenyDatabase",
"Effect": "Deny",
"Action": [
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"rds:CreateDBCluster",
"rds:CreateDBInstance",
"rds:RestoreDBClusterFromS3",
"rds:RestoreDBClusterFromSnapshot",
"rds:RestoreDBClusterToPointInTime",
"rds:RestoreDBInstanceFromDBSnapshot",
"rds:RestoreDBInstanceFromS3",
"rds:RestoreDBInstanceToPointInTime",
"rds:StartDBCluster",
"rds:StartDBInstance",
"dynamodb:CreateTable",
"dynamodb:CreateGlobalTable",
"elasticache:CreateCacheCluster",
"elasticache:CreateReplicationGroup",
"timestream:CreateDatabase",
"timestream:CreateTable",
"memorydb:CreateCluster"”,
"es:CreateDomain",
"aoss:CreateCollection",
"redshift:CreateCluster",
"redshift:ResumeCluster",
"redshift-serverless:CreateWorkgroup",
"dsql:CreateCluster"

1,

"Resource": "*"

"Sid": "DenyStorage",

"Effect": "Deny",

"Action": [
"elasticfilesystem:CreateFileSystem",
"datasync:CreateTask",
"storagegateway:ActivateGateway",
"glacier:CreateVault"

1,

"Resource": "*"

"Sid": "DenySageMaker",

"Effect": "Deny",

"Action": [
"sagemaker:CreateApp",
"sagemaker:CreateEndpoint",
"sagemaker:CreateNotebookInstance",
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"sagemaker:CreateProcessingJob",
"sagemaker:CreateTrainingJob",
"sagemaker:CreateTransformJob",
"sagemaker:StartNotebookInstance"

]I

"Resource": "*"

"Sid": "DenyBedrock",
"Effect": "Deny",
"Action": [

"bedrock:CreateCustomModelDeployment",
"bedrock:CreateDataAutomationProject",
"bedrock:CreateEvaluationJob",
"bedrock:CreateMarketplaceModelEndpoint",
"bedrock:CreateModelCustomizationJob",
"bedrock:CreateModelImportJob",
"bedrock:CreateModelInvocationJob",
"bedrock:CreateProvisionedModelThroughput",
"bedrock-mantle:CreateCustomizedModel",
"bedrock-mantle:CreateFineTuningJob",
"bedrock-mantle:CreateReservation"

]I

"Resource": "*"

"Sid": "DenyAIML",

"Effect": "Deny",

"Action": [
"kendra:CreateIndex",
"personalize:CreateSolution",
"personalize:CreateCampaign",
"forecast:CreatePredictor",
"forecast:CreateForecast",
"rekognition:CreateProject",
"lex:CreateBot"

]I

"Resource": "*"

"Sid": "DenyNetworking",
"Effect": "Deny",
"Action": [

"cloudfront:CreateDistribution",
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"route53:CreateHostedZone",
"appmesh:CreateMesh"

]I

"Resource": "*"

"Sid": "DenyApiGatewayCreate",
"Effect": "Deny",

"Action": "apigateway:POST",
"Resource": [

"arn:aws:apigateway:*::/restapis",

"arn:aws:apigateway:*::/apis"

"Sid": "DenyMessaging",

"Effect": "Deny",

"Action": [
"mqg:CreateBroker",
"kafka:CreateCluster",
"kafka:CreateVpcConnection",
"kinesis:CreateStream",
"firehose:CreateDeliveryStream",

"kinesisanalytics:CreateApplication",

"kinesisvideo:CreateStream",
"sns:CreateTopic",
"sqs:CreateQueue",
"events:CreateEventBus",
"pipes:CreatePipe",
"scheduler:CreateSchedule"

]I

"Resource": "*"

"Sid": "DenyAnalytics",

"Effect": "Deny",

"Action": [
"states:CreateStateMachine",
"glue:CreateJob",
"glue:CreateCrawler",
"athena:CreateWorkGroup",
"appsync:CreateGraphqlApi",
"appflow:CreateFlow",
"datazone:CreateDomain",
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}I
{

]I

"datazone:CreateProject",

"entityresolution:CreateMatchingWorkflow",

"datapipeline:CreatePipeline",
"dataexchange:CreateDataSet"

"Resource": "*"

"Sid": "DenyDevTools",
"Effect": "Deny",
"Action": [

1,

"amplify:CreateApp",
"amplify:CreateBranch",
"cloud9:CreateEnvironmentEC2",
"codebuild:CreateProject",
"codepipeline:CreatePipeline",
"codedeploy:CreateApplication",
"cloudformation:CreateStack",
"cloudformation:CreateStackSet",
"codeartifact:CreateRepository",
"codeartifact:CreateDomain"

"Resource": "*"

"Sid": "DenySecurity",
"Effect": "Deny",
"Action": [

]I

"kms:CreateKey",
"wafv2:CreateWebACL",
"cloudhsm:CreateCluster",
"network-firewall:CreateFirewall",
"secretsmanager:CreateSecret"”,
"acm-pca:CreateCertificateAuthority",
"cognito-idp:CreateUserPool",
"cognito-identity:CreateldentityPool",
"ds:CreateDirectory",
"ds:CreateMicrosoftAD",
"fms:PutPolicy",
"payment-cryptography:CreateKey"

"Resource": "*"
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"Sid": "DenyMedia",

"Effect": "Deny",

"Action": [
"medialive:CreateChannel",
"mediapackage:CreateChannel”,
"mediaconnect:CreateFlow",
"mediatailor:CreateChannel"

1,

"Resource": "*"

"Sid": "DenyIoT",

"Effect": "Deny",

"Action": [
"iot:CreateThing",
"iot:CreateTopicRule",
"iotevents:CreateDetectorModel",
"iottwinmaker:CreateWorkspace",
"iotsitewise:CreateAssetModel",
"iotsitewise:CreatePortal",
"jotfleetwise:CreateCampaign"

1,

"Resource": "*"

"Sid": "DenyMisc",

"Effect": "Deny",

"Action": [
"ses:CreateConfigurationSet",
"ecr:CreateRepository",
"aps:CreateWorkspace",
"healthlake:CreateFHIRDatastore",
"transfer:CreateServer",
"managedblockchain:CreateNetwork",
"managedblockchain:CreateMember",
"route53-recovery-control-config:CreateCluster",
"fis:CreateExperimentTemplate",
"appfabric:CreateAppBundle",
"appfabric:CreateIngestion",
"b2bi:CreateProfile",
"b2bi:CreateTransformer",
"geo:CreateMap",
"geo:CreatePlaceIndex",
"geo:CreateTracker",
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"geo:CreateGeofenceCollection",
"geo:CreateRouteCalculator"

]I

"Resource": "*"
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"Version": "2012-10-17",

"Statement": [
{

"Sid": "AllowFreeTierServices",

"Effect": "Deny",

"NotAction": [
"a2c:*",
"access-analyzer
"access-analyzer
"access-analyzer
"access-analyzer
"account:*",
"acm:*",

:CheckAccessNotGranted",
:CheckNoNewAccess",
:CheckNoPublicAccess",
:ValidatePolicy",

"aco-automation:*",
"action-recommendations:*",

"activate:*",
"aiops:*",

"airflow-serverless:*",

"amplify:*",

"amplifybackend:*",
"amplifyuibuilder:*",

"aoss:*",
"apigateway:*",

"app-integrations:*",

"appconfig:*",
"appflow:*",

"application-autoscaling:*",
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"application-signals-mcp:*",
"application-signals:*",
"application-transformation:*",
"applicationinsights:*",
"appmesh:*",

"appsync:*",

"aps:*",
"arc-zonal-shift:*",
"artifact:*",

"athena:*",
"autoscaling-plans:*",
"autoscaling:*",
"aws-external-anthropic:*",
"aws-marketplace:*",
"b2bi:*",
"backup-gateway:*",
"backup-search:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bcm-pricing-calculator:*",
"bedrock-agentcore:*",
"bedrock-mantle:*",
"bedrock-websearch:*",
"bedrock:*",

"budgets:*",

"ce:*",

"chatbot:*",

"cloud9:*",
"cloudformation:*",
"cloudfront-keyvaluestore:*",
"cloudfront:*",
"cloudshell:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codecommit:*",
"codeconnections:*",
"codedeploy-commands-secure:*",
"codedeploy:*",
"codepipeline:*",
"codestar-connections:*",
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"codestar-notifications:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"compute-optimizer:*",
"config:*",
"consoleapp:*",
"consolidatedbilling:*",
"cost-optimization-hub:*",
"customer-verification:*",
"databrew:*",
"datapipeline:*",
"datasync:*",
"datazone:*",

"dbgms:*",

"dlm:*",

"ds-data:*",

"ds:*",

"dsql:*",

"dynamodb: *",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",

"ec2messages:*",
"ecr-public:*",

"ecr:*",

"ecs-mcp:*",

"ecs:*",

"eks-auth:*",
"eks-mcp:*",

"eks:*",

"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"entityresolution:*",
"es:*",

"events:*",
"evidently:*",
"execute-api:*",
"finops-agent:*",
"freertos:*",
"freetier:*",
"geo-maps:*",
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""geo-places:*",
"geo-routes:*",

"geo:*",

"glue:*",
"groundtruthlabeling:*",
"health:*",

"iam:*",
"identitystore-auth:*",
"identitystore:*",
"imagebuilder:*",
"internetmonitor:*",
"invoicing:*",
"iot-device-tester:*",
"iot:*",
"iotdeviceadvisor:*",
"iotfleethub:*",
"iotjobsdata:*",
"iotmanagedintegrations:*",
"iotsitewise:*",
"iottwinmaker:*",
"iotwireless:*",

"kms:*",

"lakeformation:*",
"lambda:*",
"launchwizard:*",

"lex:*",
"license-manager-linux-subscriptions:*",
"license-manager-user-subscriptions:*",
"license-manager:*",
"logs:*",

"mgn:*",
"migrationhub-orchestrator:*",
"migrationhub-strategy:*",
"mpa:*",

"mq:*",
"networkflowmonitor:*",
"networkmanager-chat:*",
"networkmanager:*",
"networkmonitor:*",
"notifications-contacts:*",
"notifications:*",
"nova-act:*",

"oam:*",
"observabilityadmin:*",
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"opensearch:*",
"organizations:*",
"osis:*",
"payment-cryptography:*",
"piixt,

"pipes:*",

"polly:*",

"pricing:*",

:DeleteConversation",
:GenerateCodeFromCommands",
:GenerateCodeRecommendations",
:GetConversation",
:GetIdentityMetadata",
:GetTroubleshootingResults",
:ListConversations",
:PassRequest",

:SendEvent",

:SendMessage",
:StartConversation",

:UpdateConversation",

OO0 O0oo0o0o0a0o0o0a0a0a0a0a0a0a0

:UsePlugin",

"ram:*",

"rbin:*",

"rds-data:*",
"rds-db:*",

"rds:*",
"rekognition:*",
"resource-explorer-2:*",
"resource-explorer:*",
"resource-groups:*",
"rhelkb:*",
"route53-recovery-cluster:*",

"route53-recovery-control-config:

"route53-recovery-readiness:*",
"routeb3:*",
"route53domains:*",
"route53globalresolver:*",
"route53profiles:*",
"route53resolver:*",

"rum:*",

"s3-object-lambda:*",

:StartTroubleshootingAnalysis",
:StartTroubleshootingResolutionExplanation”,

:UpdateTroubleshootingCommandResult",
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"s3.x",
"s3express:*",
"s3files:*",
"s3tables:*",
"s3vectors:*",
"sagemaker-data-science-assistant:*",
"sagemaker-geospatial:*",
"sagemaker-mlflow:*",
"sagemaker-unified-studio-mcp:*",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"secretsmanager:*",
"serverlessrepo:*",
"servicecatalog:Describe*",
"servicecatalog:List*",
"servicecatalog:ProvisionProduct",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:SearchProvisionedProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct",
"servicediscovery:*",
"serviceextract:*",
"servicequotas:*",
"ses:*",
"signer:*",
"signin:*",
"sns:*",
"sqlworkbench:*",
"sqs:*",
"ssm-contacts:*",
"ssm-guiconnect:*",
"ssm-incidents:*",
"ssm-quicksetup:*",
"ssm-sap:*",
"ssm:*",
"ssmmessages:*",
"sso-directory:*",
"sso-oauth:*",
"sso:*",
"states:*",
"sts:*",
"support:*",
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"swfi*",

"synthetics:*",

"tag:*",
"tax:*",

"timestream-influxdb:*",

"tS:*",
"uxc:*",

"verifiedpermissions:*",

"vpce:*",

"waf-regional:*",

"waf:*",

"wafv2:*",

"wellarchitected:*",

"xray:*"

]I

"Resource":

i n

"Sid": "DenyEC2CapacityBlock",
"Effect": "Deny",
"Action": ["ec2:PurchaseCapacityBlock", "ec2:PurchaseCapacityBlockExtension"],

"Resource":

g n

"Sid": "DenyRestrictedAgreements",
"Effect": "Deny",

"Action": ["artifact:AcceptAgreement", "artifact:AcceptNdaForAgreement"],

"Resource":

"arn:aws:
"arn:aws:
n

arn:aws:
"arn:aws:

L

artifact::
artifact::
artifact::
artifact::

"Sid": "DenyDocDB",
"Effect": "Deny",
"Action": ["rds:CreateDBCluster", "rds:CreateDBInstance"],

"Resource":

"
’

"Condition": {
"StringEquals": {
"rds:DatabaseEngine": ["docdb"]

:agreement/agreement-9clkBcYznTkcpRIm",
:agreement/agreement-y@3aUwMAEorHtqgjv",
:agreement/agreement-bexgr7sjvXAW4Gxu",
:agreement/agreement-HZTdNwJuqOKLReXC"
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}I
{

"Sid": "DenyCloudWAN",

"Effect": "Deny",

"Action": [
"networkmanager:CreateCoreNetwork",
"networkmanager:CreateConnectAttachment”,
"networkmanager:CreateConnectPeer",
"networkmanager:CreateVpcAttachment",
"networkmanager:CreateSiteToSiteVpnAttachment",
"networkmanager:CreateTransitGatewayPeering",
"networkmanager:CreateDirectConnectGatewayAttachment",
"networkmanager:PutCoreNetworkPolicy",
"networkmanager:ExecuteCoreNetworkChangeSet"

]I

"Resource": "*"

"Sid": "DenyTransitGatewayAndVPN",
"Effect": "Deny",
"Action": [

"ec2:CreateTransitGateway",
ec2:CreateTransitGatewayVpcAttachment",
"ec2:CreateTransitGatewayConnect",
ec2:CreateTransitGatewayConnectPeer",
"ec2:CreateTransitGatewayMulticastDomain",
ec2:CreateTransitGatewayPeeringAttachment",
"ec2:CreateTransitGatewayPolicyTable",
ec2:CreateTransitGatewayPrefixListReference",
"ec2:CreateTransitGatewayRoute",
ec2:CreateTransitGatewayRouteTable",
"ec2:CreateTransitGatewayRouteTableAnnouncement",
ec2:CreateClientVpnEndpoint",
"ec2:CreateClientVpnRoute",
ec2:AuthorizeClientVpnIngress",
"ec2:AssociateClientVpnTargetNetwork",
ec2:CreateVpnConnection",
"ec2:CreateVpnConnectionRoute",
ec2:CreateVpnGateway",

"ec2:CreateCustomerGateway"

1,

"Resource": "*"

},
{
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"Sid": "DenySageMakerGroundTruth",

"Effect": "Deny",

"Action": [
"sagemaker:CreatelLabelingJob",
"sagemaker:CreateWorkteam",
"sagemaker:CreateWorkforce",
"sagemaker:CreateHumanTaskUi"

1,

"Resource": "*"

"Sid": "DenyGlacierStorageClasses",
"Effect": "Deny",
"Action": ["s3:PutObject"],
"Resource": "*",
"Condition": {
"StringEquals": {
"s3:x-amz-storage-class": ["DEEP_ARCHIVE",

"Sid": "DenyEC2Fleet",
"Effect": "Deny",

"Action": ["ec2:CreateFleet"],
"Resource": "*"

"Sid": "DenyEC2BYOLAndLicenseConfigurations",
"Effect": "Deny",

"GLACIER"]

"Action": ["ec2:RunInstances", "ec2:StartInstances"],

"Resource": "arn:aws:ec2:*:*:instance/*",
"Condition": {
"StringEquals": {
"ec2:Tenancy": "host"

"Sid": "DenyEC2InstanceStoreRootDevice",
"Effect": "Deny",

"Action": ["ec2:RunInstances"],
"Resource": "arn:aws:ec2:*:*:instance/*",
"Condition": {
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"StringEquals": {
"ec2:RootDeviceType": "instance-store"

"Sid": "DenylLicenseManagerAssociation",
"Effect": "Deny",

"Action":

"Resource": "*"

"Sid": "DenyIAMRestrictedActions",
"Effect": "Deny",
"Action": [

1,

"iam

"iam:

"iam:

lam

"iam:

"iam:

lam

"iam:

"iam

"iam:

lam:

lam:

lam:

lam:

lam:

lam:

:*Alias*",
*Qrganizations*",
*Provider*",
SetSecurityTokenServicePreferences",
*LoginProfile*",
:CreateGroup",
AttachGroupPolicy",
AddUserToGroup",
PutGroupPolicy",
:UpdateGroup",
UpdateServerCertificate",
UpdateSigningCertificate",
:UploadServerCertificate",
UploadSigningCertificate",
TagServerCertificate",
UntagServerCertificate"

"Resource": "*"

IISidII:
"Effect": "Deny",

"Action": ["sso:CreateInstance"],
"Resource": "*"

"Sid":
"Effect": "Deny",
"Action": ["ec2:RequestSpotInstances"],

"DenySSOCreateInstance",

"DenyRequestSpotInstances",

["license-manager:CreatelLicenseConfiguration"],
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"Resource": "*"

I
{
"Sid": "DenySpotMarketType",
"Effect": "Deny",
"Action": ["ec2:RunInstances"],
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:InstanceMarketType": "spot"

"Sid": "DenyReservedInstanceAndCapacityPurchases",
"Effect": "Deny",
"Action": [
"athena:CreateCapacityReservation",
"cloudfront:CreateSavingsPlan",
"dynamodb:PurchaseReservedCapacityOfferings",
"ec2:AllocateHosts",
"ec2:CreateCapacityReservation",
ec2:CreateCapacityReservationBySplitting",
"ec2:CreateCapacityReservationCancellationQuote",
ec2:CreateCapacityReservationFleet",
"ec2:PurchaseHostReservation",
ec2:PurchaseReservedInstancesOffering",
"ec2:PurchaseScheduledInstances",
"elasticache:PurchaseReservedCacheNodesOffering",
"es:PurchaseReservedElasticsearchInstanceOffering",
"es:PurchaseReservedInstanceOffering",
"glacier:PurchaseProvisionedCapacity",
"memorydb:PurchaseReservedNodesOffering",
"rds:PurchaseReservedDBInstancesOffering",
"redshift:AcceptReservedNodeExchange",
"redshift:PurchaseReservedNodeOffering",
"sagemaker:CreateReservedCapacity",
"savingsplans:CreateSavingsPlan"
1,
"Resource": "*"
},

{
"Sid": "DenyExportableCertificateRequests",

"Effect": "Deny",
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"Action": ["acm:RequestCertificate"],
"Resource": "*",
"Condition": {
"StringEquals": {
"acm:AllowExport": "true"
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowPaidTierServices",

"Effect": "Deny",

"NotAction": [
"a2c:*",
"access-analyzer:CheckAccessNotGranted",
"access-analyzer:CheckNoNewAccess",
"access-analyzer:CheckNoPublicAccess",
"access-analyzer:ValidatePolicy",
"account:*",
"acm:*",
"aco-automation:*",
"action-recommendations:*",
"activate:*",
"aidevops:*",
"aiops:*",
"airflow-serverless:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
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"app-integrations:*",
"appconfig:*",
"appfabric:*",

"appflow:*",
"application-autoscaling:*",
"application-signals-mcp:*",
"application-signals:*",
"application-transformation:*",
"applicationinsights:*",
"appmesh:*",

"appsync:*",

"aps:*",
"arc-zonal-shift:*",
"artifact:*",

"athena:*",
"autoscaling-plans:*",
"autoscaling:*",
"aws-external-anthropic:*",
"aws-marketplace:*",
"b2bi:*",
"backup-gateway:*",
"backup-search:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bcm-pricing-calculator:*",
"bedrock-agentcore:*",
"bedrock-mantle:*",
"bedrock-websearch:*",
"bedrock:*",

"budgets:*",

"ce:*",

"chatbot:*",

"cloud9:*",
"cloudformation:*",
"cloudfront-keyvaluestore:*",
"cloudfront:*",
"cloudshell:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",

"codecommit:*",
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"codeconnections:*",
"codedeploy-commands-secure:*",
"codedeploy:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codeguru-security:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"compute-optimizer:*",
"config:*",
"consoleapp:*",
"consolidatedbilling:*",
"cost-optimization-hub:*",
"customer-verification:*",
"databrew:*",
"dataexchange:*",
"datapipeline:*",
"datasync:*",
"datazone:*",

"dbgms: *",
"devops-guru:*",

"dlm:*",
"docdb-elastic:*",
"ds-data:*",

"ds:*",

"dsqgl:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",

"ec2messages:*",
"ecr-public:*",

"ecr:*",

"ecs-mcp:*",

"ecs:*",

"eks-auth:*",
"eks-mcp:*",

"eks:*",

"elasticache:*",
"elasticbeanstalk:*",
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"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"emr-containers:*",
"emr-serverless:*",
"entityresolution:*",
"es:*",

"events:*",
"evidently:*",
"execute-api:*",
"finops-agent:*",
"firehose:*",

"fis:*",

"fms:*",

"forecast:*",
"freertos:*",
"freetier:*",
"geo-maps:*",
""geo-places:*",
"geo-routes:*",
"geo:*",

"glacier:*",

"glue:*",
"groundtruthlabeling:*",
"health:*",

"iam:*",
"identitystore-auth:*",
"identitystore:*",
"imagebuilder:*",
"internetmonitor:*",
"invoicing:*",
"iot-device-tester:*",
"iot:*",
"iotdeviceadvisor:*",
"iotfleethub:*",
"iotjobsdata:*",
"iotmanagedintegrations:*",
"iotsitewise:*",
"iottwinmaker:*",
"iotwireless:*",
"kafka-cluster:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
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"kinesisanalytics:*",
"kinesisvideo:*",

"kms:*",

"lakeformation:*",
"lambda:*",

"launchwizard:*",

"lex:*",
"license-manager-linux-subscriptions:*",
"license-manager-user-subscriptions:*",
"license-manager:*",
"logs:*",
"managedblockchain-query:*",
"managedblockchain:*",
"mapcredits:*",

"memorydb:*",

"mgn:*",
"migrationhub-orchestrator:*",
"migrationhub-strategy:*",
"mpa:*",

"mq:**",

"neptune-db:*",
"neptune-graph:*",
"network-firewall:*",
"networkflowmonitor:*",
"networkmanager-chat:*",
"networkmanager:*",
"networkmonitor:*",
"notifications-contacts:*",
"notifications:*",
"nova-act:*",

"oam:*",
"observabilityadmin:*",
"opensearch:*",
"organizations:*",

"osis:*",
"payment-cryptography:*",
"personalize:*",

"pi:*",

"pipes:*",

"polly:*",

"pricing:*",
"q:DeleteConversation",
"q:GenerateCodeFromCommands",
"q:GenerateCodeRecommendations",
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:GetConversation",
:GetIdentityMetadata",
:GetTroubleshootingResults",
:ListConversations",

:PassRequest",

:SendEvent",

:SendMessage",

:StartConversation",
:StartTroubleshootingAnalysis",
:StartTroubleshootingResolutionExplanation",
:UpdateConversation",
:UpdateTroubleshootingCommandResult",
:UsePlugin",

"ram:*",

O 00000000 a0a0a0a0n

"rbin:*",

"rds-data:*",

"rds-db:*",

"rds:*",

"redshift-data:*",
"redshift-serverless:*",
"redshift:*",

"rekognition:*",
"resource-explorer-2:*",
"resource-explorer:*",
"resource-groups:*",
"rhelkb:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"routeb3:*",
"route53domains:*",
"route53globalresolver:*",
"route53profiles:*",
"route53resolver:*",

"rum:*",

"s3-object-lambda:*",

"3 x",

"s3express:*",

"s3files:*",

"s3tables:*",

"s3vectors:*",
"sagemaker-data-science-assistant:*",
"sagemaker-geospatial:*",
"sagemaker-mlflow:*",
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"sagemaker-unified-studio-mcp:*",
"sagemaker:*",

"scheduler:*",

"schemas:*",

"secretsmanager:*",
"securityagent:*",
"serverlessrepo:*",
"servicecatalog:Describe*",
"servicecatalog:List*",
"servicecatalog:ProvisionProduct",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:SearchProvisionedProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct",
"servicediscovery:*",
"serviceextract:*",
"servicequotas:*",

"ses:*",

"signer:*",

"signin:*",

"sms-voice:*",

"sns:*",

"social-messaging:*",
"sglworkbench:*",

"sqs:*",

"ssm-contacts:*",
"ssm-guiconnect:*",
"ssm-incidents:*",
"ssm-quicksetup:*",

"ssm-sap:*",

"ssm:*",

"ssmmessages:*",
"sso-directory:*",

"sso-oauth:*",

"sso:*",

"states:*",

"storagegateway:*",

"sts:*",

"support:*",

"swfi*",

"synthetics:*",

"tag:*",

"tax:*",
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"textract

Il
. ’

"timestream-influxdb:*",

"timestre
"transcri
"translat
"ts:i*",
"uxc:*",

am:*",
be:*",

e:*u’

"verifiedpermissions:*",

"vpce:*",
"waf-regional:*",
"waf:*",
"wafv2:*",
"wellarchitected:*",
"xray:*"
1,
"Resource": "*"
},
{
"Sid": "DenyEC2CapacityBlock",
"Effect": "Deny",
"Action": ["ec2:PurchaseCapacityBlock", "ec2:PurchaseCapacityBlockExtension"],
"Resource": "*"
},
{
"Sid": "DenyRestrictedAgreements",
"Effect": "Deny",
"Action": ["artifact:AcceptAgreement", "artifact:AcceptNdaForAgreement"],
"Resource": [
"arn:aws:artifact:::agreement/agreement-9clkBcYznTkcpRIm",
"arn:aws:artifact:::agreement/agreement-y@3aUwMAEorHtqjv",
"arn:aws:artifact:::agreement/agreement-bexgr7sjvXAW4Gxu",
"arn:aws:artifact:::agreement/agreement-HZTdNwJuqOKLReXC"
]
I
{
"Sid": "DenyCloudWAN",
"Effect": "Deny",
"Action": [
"networkmanager:CreateCoreNetwork",
"networkmanager:CreateConnectAttachment",
"networkmanager:CreateConnectPeer",
"networkmanager:CreateVpcAttachment",
"networkmanager:CreateSiteToSiteVpnAttachment",
"networkmanager:CreateTransitGatewayPeering",
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"networkmanager:CreateDirectConnectGatewayAttachment",

"networkmanager:PutCoreNetworkPolicy",
"networkmanager:ExecuteCoreNetworkChangeSet"

1,

"Resource": "*"

"Sid":

"DenyTransitGatewayAndVPN",

"Effect": "Deny",
"Action": [

1,

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:

CreateTransitGateway",
CreateTransitGatewayVpcAttachment",
CreateTransitGatewayConnect",
CreateTransitGatewayConnectPeer",
CreateTransitGatewayMulticastDomain",
CreateTransitGatewayPeeringAttachment",
CreateTransitGatewayPolicyTable",
CreateTransitGatewayPrefixListReference",
CreateTransitGatewayRoute",
CreateTransitGatewayRouteTable",
CreateTransitGatewayRouteTableAnnouncement",
CreateClientVpnEndpoint",
CreateClientVpnRoute",
AuthorizeClientVpnIngress",
AssociateClientVpnTargetNetwork",
CreateVpnConnection",
CreateVpnConnectionRoute",
CreateVpnGateway",

CreateCustomerGateway"

"Resource": "*"

"Sid":

"DenySageMakerGroundTruth",

"Effect": "Deny",

"Action": [
"sagemaker:CreatelLabelingJob",
"sagemaker:CreateWorkteam",
"sagemaker:CreateWorkforce",
"sagemaker:CreateHumanTaskUi"

]I

"Resource": "*"

}I
{
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"Sid": "DenyEC2Fleet",
"Effect": "Deny",
"Action": ["ec2:CreateFleet"],

"Resource": "*"

"Sid": "DenyEC2BYOLAndLicenseConfigurations",
"Effect": "Deny",
"Action": ["ec2:RunInstances", "ec2:StartInstances"],
"Resource": "arn:aws:ec2:*:*:instance/*",
"Condition": {
"StringEquals": {
"ec2:Tenancy": "host"

"Sid": "DenyEC2InstanceStoreRootDevice",
"Effect": "Deny",
"Action": ["ec2:RunInstances"],
"Resource": "arn:aws:ec2:*:*:instance/*",
"Condition": {
"StringEquals": {
"ec2:RootDeviceType": "instance-store"

"Sid": "DenylLicenseManagerAssociation",

"Effect": "Deny",

"Action": ["license-manager:CreatelLicenseConfiguration"],
"Resource": "*"

"Sid": "DenyIAMRestrictedActions",
"Effect": "Deny",
"Action": [

"iam:*Alias*",

iam:*Qrganizations*",
"iam:*Provider*",

iam:SetSecurityTokenServicePreferences",

iam:*LoginProfile*",

iam:CreateGroup",
"iam:AttachGroupPolicy",
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iam:AddUsexrToGroup",

iam:PutGroupPolicy",

iam:UpdateGroup",

iam:UpdateServerCertificate",

iam:UpdateSigningCertificate",

iam:UploadServerCertificate",

iam:UploadSigningCertificate",

iam:TagServerCertificate",

iam:UntagServerCertificate"
1,

"Resource": "*"

"Sid": "DenySSOCreateInstance",
"Effect": "Deny",

"Action": ["sso:CreateInstance"],
"Resource": "*"

"Sid": "DenyRequestSpotInstances",
"Effect": "Deny",

"Action": ["ec2:RequestSpotInstances"],
"Resource": "*"

"Sid": "DenySpotMarketType",
"Effect": "Deny",
"Action": ["ec2:RunInstances"],
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:InstanceMarketType": "spot"

"Sid": "DenyReservedInstanceAndCapacityPurchases",

"Effect": "Deny",

"Action": [
"athena:CreateCapacityReservation",
"cloudfront:CreateSavingsPlan",

"dynamodb:PurchaseReservedCapacityOfferings",

"ec2:AllocateHosts",
"ec2:CreateCapacityReservation",
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ec2:CreateCapacityReservationBySplitting",

"ec2:CreateCapacityReservationCancellationQuote",

ec2:CreateCapacityReservationFleet",

"ec2:PurchaseHostReservation",

ec2:PurchaseReservedInstancesOffering",
"ec2:PurchaseScheduledInstances",
"elasticache:PurchaseReservedCacheNodesOffering",
"es:PurchaseReservedElasticsearchInstanceOffering",
"es:PurchaseReservedInstanceOffering",
"glacier:PurchaseProvisionedCapacity",
"memorydb:PurchaseReservedNodesOffering",
"rds:PurchaseReservedDBInstancesOffering",
"redshift:AcceptReservedNodeExchange",
"redshift:PurchaseReservedNodeOffering",
"sagemaker:CreateReservedCapacity",
"savingsplans:CreateSavingsPlan"

1,

"Resource": "*"

"Sid": "DenyExportableCertificateRequests",
"Effect": "Deny",
"Action": ["acm:RequestCertificate"],
"Resource": "*",
"Condition": {
"StringEquals": {
"acm:AllowExport": "true"

70220 VY—AO>  O=I)LRD S —

AT, 7O I hAOUY—RADYY—RATY RA—LKI I —TT,
£t A,
{
"Version" : "2012-10-17",

"Statement" : [

{

"Sid" : "DenyAnyoneOutsideMyOrgAndAWS",

CORV—RBFEETE
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"Effect" : "Deny",

"Principal" : "*",

"Action" : [
"aoss:*",

"appconfig:*",
"appstream:*",
"autoscaling:*",
"codebuild:*",
"codecommit:*",
"cognito-identity:*",
"cognito-idp:*",
"comprehend:*",
"comprehendmedical:*",
"dax:*",
"dynamodb:*",
"ecr:*",
"health:*",
"kinesisvideo:*",
"kms:*",

"logs:*",

"3 x",
"secretsmanager:*",
"sqs:*",

"sts:*",
"support:*",
"textract:*",
"transcribe:*",
"translate:*"

1,
"Resource" : "*",
"Condition" : {
"BoolIfExists" : {
"aws:PrincipalIsAWSService" : "false"
I
"Null" : {
"aws:PrincipalARN" : "false"
},
"StringNotEqualsIfExists" : {
"aws:PrincipalOrgID" : "${aws:ResourceOrgID}"
}
}
I
{
"Sid" : "DenyAwWSWhenItsNotMyOrgsSourceAccount",
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"Effect" : "Deny",
"Principal" : "*",
"Action" : [
"aoss:*",
"appconfig:*",
"appstream:*",
"autoscaling:*",
"codebuild:*",
"codecommit:*",
"cognito-identity:*",
"cognito-idp:*",
"comprehend:*",
"comprehendmedical:*",
"dax:*",
"dynamodb:*",
"ecr:*",
"health:*",
"kinesisvideo:*",
"kms:*",
"logs:*",
"3 x",
"secretsmanager:*",
"sqs:*",
"sts:*",
"support:*",
"textract:*",
"transcribe:*",
"translate:*"
1,
"Resource" : "*",
"Condition" : {
"Null" : {
"aws:SourceAccount" : "false"
I
"StringNotEquals" : {
"aws:SourceQrgID" : "${aws:ResourceOrgID}"
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{
"Instances": [
{
"InstanceArn": "arn:aws:sso:::instance/ssoins-0000000000",
"IdentityStorelId": "d-000000",
"OwnerAccountId": "111122223333",
"CreatedDate": "2025-10-26T23:10:58.529000+00:00",
"Status": "ACTIVE",
"PrimaryRegion": "us-east-1",
"Regions": [
{
"RegionName": "us-east-1",
"Status": "ACTIVE",
"AddedDate": "2025-10-26T23:10:58.529000+00:00",
"IsPrimaryRegion": true
}
]
}
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aws identitystore describe-user --user-id 00000-e00f-000-000-0000000 --region us-
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"UserId": "00000-e00f-000-000-0000000",
"UserName": "carlos_salazar",
"Name": {
"FamilyName": "Salazar",
"GivenName": "Carlos"
b
"DisplayName": "Carlos",
"Emails": [
{
"Value": "carlos_salazareexample.com",
"Type": "work",
"Primary": true

1,
"UsexrStatus": "ENABLED",

"CreatedAt": "2025-10-26T723:15:27.213000+00:00",
"CreatedBy": "00000000000",

"UpdatedAt": "2025-10-26T723:18:55.432000+00:00",
"UpdatedBy": "0000000000"
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https://docs.aws.amazon.com/powershell/latest/userguide/
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AWS SDK

AWS SDKs l&, e XETEB 7OV TZVIEREBETIYVRNTF—4A

(Java, Python, Ruby, .NET, iOS. Android B&) DT A 7TV EH U TIII—RTERENE
9, SDK Ik, BEBRICKDVIIAN, IZ—0EEB, VDUVIANOBEBHBEIBENDZARY
#MELET, AWS SDKs "Amazon Web Services DY —)L 1 #ZBL TS EEV,

AWS P HO 2 NEE HTTPS VI API

AWS PHOVRNEBHTTPS VIV API ZEATHE, AWSTHOV N LT AO7OTZ
LIZKBDTUOEANTREIZEYET AWS, HTTPS VT APl 2R T2 &, HTTPSUY IR
NEBEEY—ERAICRITTEEXT, HTTPSAPI 2FEAT2545k., RIEEHREFEALTUIIA
NCFORIINBETADI—RESHDVLENf HYVET, FMHICOVTR, "THTTPIIUVST
ANZHERLTAPI ZHUHT ) 2SRBLTLEE L,

AWS 7HOUBN AN ABEZSTE

COBERIE, A>T YT for ANS (F RINVARYAWS OERICHA T YT LEBRE, €T
DO NDEERBEET VT A TIHLEBED AWS PHOU N HANFT U ABEOHBEICETS
EOTT, YAV TYTATY IV EBIBIE, T EBRLIKECVWIA LT Y TA TS 3
BT S,

12OFHAIVRTAWS v —Z—ZRRLIEAELNERAN,. TR, 7—70—-ROYAXE
BHENFKELBRIIONT, @?&0)} NIOVKRERETDAWS CEZHHHLET, hREDRE
THOITEREETH>TE, F—RED—VO-ROZ—RAEBEICHETANT > ABEDOFE
ZERTILENBYNET,

Ot arTlk, IVFFHAIURNANFT U ABEZRRITZ-HIC AWS TREATEDFIRE
HNF DV AF—ERICODVWTHBALET,
N R
- BHO Z2FEATRAS AWS THI B
- BEMATDRZA 2% AWS Organizations
- ZEHTB X432 Y AWS Control Tower
« APIBEE—RICDOVT
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https://aws.amazon.com/tools/#sdk
https://docs.aws.amazon.com/accounts/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/accounts/latest/APIReference/Welcome.html
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BYD 2FEATBRIAWS THT > b

COERE, YA T YT for AWS (P RNVAR)DFERICHA T YT AWS THOU N LEE
B, FERTADVNOEERBEEZT VT 1 7{LLESE, BHO AWS ZHATZAICETS
ENTY, YA TV TATa>aEBITDICEK., ") Z5BLTIKEEVWHA T Y TAT> =
CEEEBTD,

AWS PHO N TEANBZEFIVTABREFELETAWS VF TR, ChsEUY—ANT
TFTELUTHEL, R TEYICEBECAEIRRZERNIZIEOCFATRBEERIBL AV —%
RHELET, FHICODVTR., "TEFEAWSTHIY b, Z8RBLTLSEZL,

JY—RZFBMAWS THIU KN $22ET, V2V RRETUTORAUZYR—NTEFRT,

s XAV FTAARNO=N-T7V5—23 20 IlEBZEFIUT47A7 74NN HY),
NSOBEYICEBZ A MNAO—=ILRIS—EXAZALNBEBILEDHEEN HYET, 1’5']7{.(31‘
EBEAEFEITANEZAICEE T, Payment Card Industry (PCH) ¥ 1) 7 1 ZEORREBES
DT—OO0—ROIXTODEBEEZAWS THIVKN RANTBDE—D ZRANTEET,

DE-AWS THIU KN BEFIVFTAREOENTY, BENBIARIEEF1UT 1 LOER
&, O ICREZEXZAWS TAIUN FICICEOIBENBYET, F—LXEFIVUT147T
O77ALHFRBDISH, EF1UTAZ—ANEBRBEENHBYUET,

c BROTF—L-F—ALAZEILEBREREVY-—RAZ—ANHBVET, T—LZR% DEMICBE
TRET, F—LHNBEWVWCLTHIZDOEHSENTERTAWS THIU K,

s T—ADHE —F—LDOFTBICNMAT, T—RARNTZTAIVNIDHIDCENEETT,
ChiZkY), TOTF—RARNTFICTIVELALTEERTER 1Y —OHZEFIRTEXRT, Chi
. BELCTTAR—BMEF—EANORENFBENTHY, — T —2FEHRA (GDPR) \Di#E
BICRIBET,

« EBTOEA -BXBEUPHRICI>TENPTOLANEBDIBEN BV ET. BEHRO 2EA
THREAWSTHIOUM ESZRAIZY NOBEND_—AZHR—NTEET,

c BR—THIUKRE., BRILRILTEHEZDIDE—DEDSFETT. BROTHIUKNE. E
TRAIZY N, #EEF—L, FEFEZ2OI—H—RETHRELRILTTATLZDHITDOICK
NEFET, BHERZXYN NS, INTOFEREZ 1 DOXI#HE (AWS Organizations & —3F
EREFER) ICRETERTAWS THIU M,

« VA—RENET-AWS H—ERIVF -2, ThThEABICEREIAhETT AWS THIV K,
D—O0—REEBDAWSTHIYKNICHFRZET, ELWOI+—RZ2HEBELESDZEML
TEXT,
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https://www.pcisecuritystandards.org/pci_security/
https://gdpr.eu
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CORFAIXVNTHALTVDINTOHREEE FIEIEF, AWS Well-Architected 7L —AL7T—

VICHEETRENTY, CO7L—LD—V, XEM, MESEE, RT—F7INBITIRSAY

T7Z2ARNSUVFYORFELZETDIEZHNELTVET, NMREASHOHBIHEETE, 7L—A
D—DICBTRCOHA AV AEF)BHNSEODZZEEZBHOLET, T5THET, KRICH
SN ERICHERERD LR, BEEZRLICHRTEET,

EHO OEBAWS THOUKN

BEOTHORNZEMTBEIC, PTHOKROEBHBEZRLTLKEEZV, TOLHICEK., Z#F
B33 a288HLET, ZhIiFAWS Organizations, fBERADIXTH 2EETS AWS 7HY
N EHOERD AWS H—EATT,

AWS (& £EHLET, ChlZ&k') AWS Control Tower, Organizations 2 AWS YZx— RA—K
X=23a> oL A4 vV—HFEME h AWS CloudTrail AWS Config, Amazon CloudWatch AWS Service
CatalogZ EDD AWS H—EREBENICHEEENE T, chsOY—ERICREMBESN RE
ITHUREEN B ET, FMICOWTIE, TAWS Control Tower B&& ) #SBLTLIEEV,

BSER

- ZFEHT S X4 =7 AWS Organizations
- ZFEHTS X427 AWS Control Tower

ZERAT XA X7 AWS Organizations

COBERIE, AT YT for AWS (7 RN AR)AWS OERICH A > 7 ¥ 7° AWS Organizations
LEBE., SEET7HAVNOBEBBEEZT VT4 7{LLESEICERATRZIRAIJICHETSRE
NTH, YA TVTHAT2 a0 2kBITDIZE., T ZZRLTILKEEVWHA 7Y T AT 3>
EHBT D,

AWS Organizations &, ZJIL—7AWS T7HIOU N ELTEBTRLHICERATESD AWS H—
EATT, CcOY—ERIZE. THIVRNDIXNTOBREZIIIL—T7LL. BE—OXIEICKST
WMIBAIEEICT S —HEBER AV ITF—T14Y REU D) BREOBEN ED>TVET, RV —
R—ADA hO—-)ZFEALT, HBOEF 1T Z—TWICEEITDELEETEET, FMIC
2 W Tk AWS Organizations, AWS Organizations " 1—H—7H 4 R} 2SRBLTEET,

BEELETIEA

AWS Organizations ZFEALTT7HI RN ETIL—TELTEBTREE. HBORBRLEALNDERXR
AVBEBOEBET NIV RTOAREITTEERT, 72 MTR, HBBEBEOEERICEETDRE
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https://aws.amazon.com/architecture/well-architected
https://aws.amazon.com/architecture/well-architected
https://aws.amazon.com/organizations
https://aws.amazon.com/controltower/pricing
https://docs.aws.amazon.com/organizations/latest/userguide/
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DHHNEENET, Organizations £Z D AWS Y —EABOFEEENET I EAZEMICISR L

T, COEBNMBREZMO Y—ERICHRTEET., FHENLETIVEAR, HBEThIIEEND

TAORNCEATRIERICTIVERIZEHOT IV EAFTZEEENE AWS Y —ERIZNFEL &

Jo THORNEBOGBEENLET IO RAZEMITRE, THONEBY—EAR. H#BOITAX

T@X/A THIYRDXRT— Q(EEE%%FﬁVﬁﬁﬁ%ﬁﬁﬁﬁt) TOEATRIED
TOEAFTZEBE IO TOERTHIVMNIRELET,

FMCOVTR, TAWSTADV NEEBOGEEEWET IV EAZEMICTS ) 25RLTKEE
W

EZEEEE

BEENETIVERRAZBHILES, WTADLDOXN—TAHINE AWS THOY NEBOEE
BEEETHIVRNELTEEITZDCEETERT, chilkl), EEEEETNIVRNE, CHET
EETNAIVRNODEANITAL, BEBROXN=TAIORNIRTDITHAIRNEROAXEZT—2E
BRAVERITTEDRDILBYERT, ZEREEETNHIVNE, THAUVVNEBY-—EADEEXR
ARVCDHRT I EATERY, EXEEEETHIVNE, EEETHIY MEOHEBIRFTZI TN
THOEBET VEABZE >TLVRDIHTRESYFEA,

FHCOVTR, "T7HVNEEOZEREEEAWS PHI RN ZEMICTS, 25RBLTLSEE
W,

- O—-RDZ—

AWS THOU KN HFIZKR > TEEBE N TVWSRHEBO —ZTHSIH5S AWS Organizations, HEHBOE

BEGE. XON=THIRNOTIININERITTCEDREZFIRTESD Y —EAOD > O—)

R — (SCPs) ZHATEE T, SCPRERT7IVEAFTERNETRHENDTRELELS, XUN=TAHD

VRNAERATERD TV EAHITEZFIRTZ 7 1IN E—TF, XON—THONOI—Y—FIE

O=IL(ZVN) &, TOTHOUNIEREIhS SCPETUINIICTRY FENT IAM
77‘|Z7\ELFEI7J':U:/—0)I_"LEJHEJ:'D'C?F—Ié*lé?y“i'f’ﬁa)&’éiﬁ'Céi? BlzIE, SCP &#ERAL

T THIVRNOTIINILABSOTHIO Y NORBEBAZEETERVLSICRETSD L
£t TEERT,

NEHAENS SCPs ") #2B L T & WAWS Organizations Y —E A RO— LK) S —%fE
ALTT7OtAZFETSH, AWSTHIV K~

AWS THOY NEBDBEBEENET VEAZEMICTS

CNSOFEIEGE. Y142 T Y7 for AWS (7 RV AK)AWS OERICH A>Ty 7 UESE, &1
T AT N OBERBEET 271 TLLEBAL. ANS THYY NEEOEES hET 7 E2
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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BEMICTRDFEZERLTCVETS, YA TF7v7A7>2a>rzBdaICFE. T, 25BLTLKEE
WHA Ty TATa>azlbBdd,

AWS THOV NEBOFHENLETIVEAZEMITERE, EBTHVNOERERF., OFEX
YIN=TAHATVRNIEEOBREXRTFT—R (T7ARVELEREBOEREOHMELEE) ZEET
& £9 AWS Organizations, I DV Tk, TAWS Organizations 1—%—7# 4 K1 ® TAWS
Account Management and AWS Organizations; ZZB L T EE V., EEENLETIVEADOLEK
BT M BERICOVTE, "D AWS —E X AWS Organizations TO OfEA L 228
LTLEEW,

BEENLETIVEANFBEMLE NS, accountID NTX—REHR—NTBDTHDO KNEE AP
ARL—=2320T, CONTA—ZREZFEATEDLIICBYET, CONTA—RZEREICEATE
20k, EET7HVY NORIAER. FEEEBOZEEEEETHVY NOFLER (ZEEEEET
AV RZBHILTVRIER) ZBALTARL -3V ZHVPHLEBEDOKTT, FHMICDOV
TR, "7THORNEBEOZEEEEEAWS THO R Z2EMCTD, 22RLTSEEZWL,

BEBRAOTHIOY NEBRAOBEENET IV EAZBNICIZICR. ROFEZEALET,

© BNTUEAHT
ChSDRAVERFTIBCE. UFOBHEE-TAXENHYET,
- ChiE. EEOBETAIY R SOAERFTEET,
BT, TRTOBEN BRI TV BEFHYET,

AWS XXX N2V —=)
AWS PHOYV NEEBDEEENLET IV EAZBMICITBICE

1. AWS Organizations AV —=)LIZH A4 LET, BBOEBETHDUNT, IAM 1—
H—elLTHSAY 412F2H., IMMO—-)LZBIEZFDH, I—RI1—H—-ELTHS
VAT B (HERENFBA)BENBYET,

FESF—2 3 RA2T, [Services] (H—ER) ZBIRLET,
H—EZA®M ') A NT [AWS Account Management] (7 0> NEE) ZBIRLE T,
[Enable trusted access (ERENIET7 VA EZEBRMICT ) Z&IRLET,

AWS TPAHO NEBQOEBEENLET IV EAZEMCTZL FA4T7OJRYIRAT, T8
MLLTHRBLETL EABL, "BEENETIVEARAZEMICTS, 2BRLET,

o M 0N
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https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/accounts/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/accounts/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://console.aws.amazon.com/organizations
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AWS CLI & SDKs

AWS 7HO O NEBOEBENET IV EAZEMCTZICE

RDIAR > ROFTERIC, HBOEBETHI MNORIEHREZFEHAL T, --accountId /NS
X—BRZFERATEITHIRNEEBAPI ARL—2 3> 2RUOHL, BBROXN—=THI K
HBSBITDITENTEEXT,

« AWS CLI: enable-aws-service-access

RO OBITE, FEHLTO AWS THUY NOBEBTTHO Y NEBOFEESNETIEA
ZEMCLET,

$ aws organizations enable-aws-service-access \
--service-principal account.amazonaws.com

COONY REEIIFICHDZERLEE A,

THAOVRNEBEOEFEEEAWS THO N Z2BMICTS

CNSDOFIEE, Y42 T Y7 for AWS (7 RNVAR)AWS OERICH ATy T LESE, £
ET7HONOBEBMEET VT4 7LEBEIC. AWSTHDY NEBOEEEEETHDY
NREBMCTZHEERLTVES, YA TV TATarzkBIDICE,. T, 283RBLTLKE
EWHATYTFAT A mERT D,

THOVREBY—ERLCR, BB EC1 DOZEEXEBEEAWS THIU N EBEBRTEET, C
DTHIRNEERITDE, TOTHIONOI—H—O—-)IE, 723> 0 AccountId/\
FAXA—=R%ZEHR— KT B & T Organizations T— R THEETE % accountBAIZERE T AWS CLI
BRTAWSSDK ARL —2 a2V ZFPHTENTEERT, ChiZklY), ZFEEEG OtD
XON—AWS PHIVKRDTHIVRNEEBAPI ARL =232 2aFHUPHTENTEET AWS
Organizations.

HBERAOXN=T NI N eEEEBETNIORELTEEITZICE,. ATOFIEZEAL X
ER

AWS CLI & SDKs

TAOYNEBY—EARNERFEBET NV N EEETDICE
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https://docs.aws.amazon.com/cli/latest/reference/organizations/enable-aws-service-access.html
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RDIANY RZFEALT, THADVNEBY—EARANEZERAEBREZBMCIBDENTER
ER

© BT EAKT
CNSORAVERFTHICR. UFOBHEBLIARENGYET,
. Chiz, EBOBEET NIV SOKRTTEET,
BT, TRTORBENEMEBE2TUD REABYET.
c BBAOT NI NEBTEBEE N T I RS BN 2TV BREFHYET,

RDG—ERATVINILEEETIHEN HVET,
account.amazonaws.com

« AWS CLI: register-delegated-administrator

ROBITE, MBOXN=TAIVRETHAINEBY—EADEEEEEL L TERL
£9,

$ aws organizations register-delegated-administrator \

--account-id 123456789012 \
--service-principal account.amazonaws.com

COOXRY RERIBFICHIZERLTEA,

COON REEFTLES, PHDU N 123456789012 MRiIE#HREZFEAL T, --
account-id/ N AXA—RZFERAL THEBRNOXN—THIO O NESBIBDTHONEE
AWS CLI B KT SDKAPI ARL —2 3> &#FHUOHTENTEEXT,

AWS X ZRI X N2VY—=)

CORATE, AWSTHOURNEBIOVY—ITRYR—RENhTVEBA. COXARVIE,
AWS CLI £V hnh D AWS SDKs.
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/cli/latest/reference/organizations/register-delegated-administrator.html
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AWS Organizations Y —E A ROA—)ILRU>—ZFRALTT7 IV AZHIRTS

COERIE, ATV T for AWS (7 RNAR)DERIZY A>T YT UGS, EEETAHD
RNOBELSMEET VT 1 7L L =BAIC. AWS Organizations H—E A1 NO—J)LKRKU Z—
AWS ZERALTT7 O ERAZHIRTRDEODEDTT, YAV TV TATIa22BRIBICE
T ZZRBLTIKEETWNS ATV T AT a2 ztbB8T 5,

O REY Tk, AWS Organizations DY —E XA NO—JLR S — (SCP) #FEAL THEBD
THOROI—HY—PAO-I)NFETTERREZFIRIZDFEZ, flZzRLUTHALET, —FE
AV RO=IRUS—OFMIZDOVWTIE, AWS Organizations I—H—HA4 ROULTOREY &

ZESRLTLSEEL,

- SCP MERK

c OUBKVTHINICSCPZTRYTFTD
« SCP ICDV\T O

« SCPRUS—#X

Examplefil 1: 7HDO MBS ORBEREZZEETEBRVLSICTS

ROBIE, AR RFOTHD KE—RT PutAlternateContact &
DeleteAlternateContact MDBEBENEDAX U N—THIO UMD SERTHENBZVRDIZTSE
NTT, CchickY), HEEZIFDTHIROTIUINILNBORBERACELEETCEARLE
VWVET,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Statementl",
"Effect": "Deny",
"Action": [
"account:PutAlternateContact”,
"account:DeleteAlternateContact"
]I
"Resource": [ "arn:aws:account::*:account" ]
}
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_attach.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_syntax.html
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}

Exampleff] 2: #BR DD X N—=T A7 NORBEBREXN—T ATV NIEETERZLV
KDIZTD

ROBITIE, Resource ERZ M, ELT—MRILLTEY ., ChEFEENAZRT7OVE—RE
HBT—ROVIVIAMNOEAICEAESND CEZERLET, 2FVY), 7HIORNEEBICODWVWTE
ZABEBETHIVRNTE, SCPHEATShZ EHABROEZENOTHI Y NOREBEREEZLEET
ERLSBYET,

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Statementl",

"Effect": "Deny",

"Action": [
"account:PutAlternateContact”,
"account:DeleteAlternateContact"

]I

"Resource": [ "*" ]

}
]
}

Examplefl 3: OU DX N—FT H IOV M MEOREBERAZEETERVKRSICTS

XD SCP OBICIE, THIY NOBEBNAE2DOOUDIJANELETZIRHENEEATVE
T, chiZkl), BEENLZOURNDEEDT ATV RNOTIINILFMEORBEREZEE
TERVKSICTOYVENET,

HERAT 2422 AWS Control Tower

COBERIE, Y1 T Y7 for AWS (7 RN AR)AWS OERICH A > 7Y 7 AWS Control Tower
LEBE., FERTHIVCMNOBELSEEET VT 1 7L EBEICERATZZZAIVJICETRE
DT, YA TYTATL AV ZRBIBICRE,. "1 ZBRLIKEEVWHA O TYTATS 3>
EHBT D,
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AWS Organizations &, AWS IRBEL U %Z —THICEBHB LOCRETEDIEFNE Y —ERAT

9o < ® AWS OrganizationsH 0BT 7O—FOEBBZER(F TF AWS Control Tower, (&
Organizations N Y& X > K>V —JL AWS Control Tower & U THEEL . REWBERANTZ
VT4 AZHERALT, E2ETYNILFTHIONAWSIREZ Y NTYTHBRTER TR -HDOME
WA LEZRMLET,

PREEBEITZZOEFIVFTAORARNTZIOT4AT7O—F k. OIF7HEE AWS Control Tower
ZILR L EF AWS Organizations, &, #HBETHO Y MERE WD EFIVFT4 LI
TO2ATVABEICBEICENTEDRSIC, " EOFHA—RL—-IIEBREA—RL—IL AWS
Control Tower Z AL £,

ZEAL TEYICERETE 1l AWS Organizations #8131 9% Z & T AWS Control Tower, A
T—Z7 )N TRETENMLE AWS REZRARICTTOCNTEET, VTV REBEANTVAICH
ITR2D—TbEni=T77O0—Fk, BELRILOEFIVFAEAVTSATUAANWS 5T R
ZHEFLENS, OEIZHEARRISEALEVLRELCE>TRAKRTT,

HMICDOWVWTIE., AWS Control Tower1—%—7 4 R® TAWS Control Tower & &, Z5BL TL
e\,

APl BEE—RICDOWT

COBRIE, YL T YT for AWS (7 RINAR)AWS OEFERICHA T YT LESE, @7
HIORNODBEERMEET VT 1 T{ULEBED API AL —> 3 F—REEBBRTZDEHOED
TS, YA TVvTAT2arzkBITDICE., "1 Z23RBLIKEEWHA TV T A7 3%
HEsgs,

AWS PHIVNOBMZRIETS API ARL—232 @, BlZ220ARL—232F—ROVT
hATEELRT,

e AZVRF7AOAVAVTFAN —COE—RE, 7HDMNAOI—Y—FLZEO—-ILFREUTAH
TORNADTAIRNBHRIZTVEARATS, EERTOTHINEREZEETZBAICHERS
nNEJT, AZR7AAVTHFANE—RE, 7THV2 NEE AWS CLI £72& AWS SDK AR
L—23a>oVWdnhZHEHETEEIC AccountId N\ X—2ZEHBVEESICEBNICFERS
nEd,

c MBI TFAN —ZOFE—REF, HEBRAO1 2OT7AHIMNOI——FEO-ILA, EL
HBAOBDODXIN—THINOTHINBRIZTIVEATS, FLEEZEOTHVNEMRZE
TEITHIHEICFERAETIET, PTHIRNEE AWSCLI £/ AWSSDK AXRL—>3 >0\ e
NAZHVPEHTEEIZ AccountIdNTX—RZEHD L, B TFANE—RFBEBNICHE
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
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AEhET, COT—RTR, BEBOEETHIUDN, FEETHAVNEEOERERETHY
DhOIDSBREEZFRTEIZENTERT,

AWS CLI 8 RTF AWS SDK AR L —2 32k, AR RTOVREFEBOIOT TF AN THEE
£

« AccountId NSX—2&Z2EHHBEWVEES, BEFAZRTZOVIAVTFARNTETESN, UOT
ANERICERALETAHDNIVUOIANNBENIGERAEhE T, chik, 7HDU 2 MRS
DA NN—THIHLESHICELADYFEA,

e AccountId N X—ZZEHEBEE. BEREZKI THFARNTERITEN, EELEEABRTH
JDORNTEELET,

c BEEROETTHIRNY., PHIYRNEBYH—FEANEBTHIVNEFEEEEEBET
NI RNTHBDEE, AccountId / NTX—ZIZFOHEBOEZEOXN—THORNZEEEL
T. BELETHINEZEEHITBD_ENTEET,

- REERECBEIZDIBREOVTIAZFTEHL T, AccountId NZX—XRICBEEOTHY
VRESEZEETEDHBANOTHV NG, THOV NEBY—EARAOEFEEET
NOVKRELTEEENLETAIVNOATYT, EBTHIVRNZELEOMHOTHI N
l&. AccessDenied fIAEZELET,

¢ A2V RFPOVE— RTREERTTIHE, TRTOUY—REFTTS "*", £LBAZY

R7ZOTAHINAOEXZES ARN DESES5H M Resource BEEZEO IAM AR S —T,

BREORITHFHFUTECATVIMBENFHYET,

c HBETE—RTREZRITITZES. INTOUY—RAZFA TS Resource DLVThHD "*" E

ZEEBUCIAMARD Y —, FEREBAOXN=THO NAOBEXICHE 2= ARN T, BIEDE

INHFTENTVRHBENFHYET,

THAOVRNEBEZEHID TV EAFAONE

FEAED AWS ARL—2 a2 ERKIC. IAMT 9EAFARI—AWS THO U N 2FEAL
T, OTHIVRNEHZEMN B, FLEHBRIZDEOHOTIEAFTZNELET, https:/
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AccountID NFX—RZEOBVWCEICE 2 TARARTPOVE—RTTHI REBHEOAAXR
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"ForAnyValue:StringlLike": {
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"account:AccountResourceOrgPaths": [
"0-aalllbb222/r-alb2/ou-alb2-f6g7h111/*",
"0-3alllbb222/r-alb2/ou-alb2-f6g7h222/*"
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=L,

"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgTags/project": [
"blue",
"red"

(® Note
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ap-southeast-4
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Bl A 7> a0 Z2BRUEEESRE., RERENETFANEZERL, BROLHIC
disable EAHNL T, [V—230Z2BMICTD] ZBIRLET,

AT7RNA)=232#BMCITSE, U—2aryFreES—2a>N—-rsE0)—23>
ZERTEEXRT, V—2arvZzBRIDFIRICOVWTE, TAWSNYZIX OV
OFES—IUN—HE )=V AL EERT S, ZBELTLKLEW, PAIVROU—
DIAaVEBOAVYV-LAFEILCOVTR, TAWSYZIX ROV =ILOT7 IO
U /E/ODI:]X}EJ E%Fﬁbf<7{_é\,\o
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https://console.aws.amazon.com/
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AWS CLI & SDKs

)= 3 FATRAT—RAOEML., BME, A, —BERTZITSICIE. XD AWS CLI
ANV RFEFAWSSDK EREDARL -3 ZFEALET,

* EnableRegion
* DisableRegion
* GetRegionOptStatus

* ListRegions

© BN EAHT
RDFIEZRITITRICIE, TOARL—=—232ICIXVYETTREOOT I AFAIN %
Z2T9,
* account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

* account:ListRegions

CNSOEBOT IV EAFATZEATIE, —HOI—H—CV)—23a2F T MEROFTHEL)
DHEHAL, OI—H—CRFHHIMY) EEERAKZHATIEVSCEETERT,

ROBITE, BBROEEENIEXN=TAIMOU—-23a2Z2BHILET., FAETHD
AL FHRIE . HBOEETAVUN, FERTHIVNEROERERET AV AOVTIA
NPEMBIIHLENHYET,

BLU Y2 R (enable-region & disable-region ICBEZE#A %) ZFAL T —>2a &
MZTBEETEET,

aws account enable-region --region-name af-south-1

COONY REEIIFICHDZERLEE A,

COARL—>3VRBFERBPTT, ROOANY R2EATRIE, VITIANDBHAT A%
BETEXY,
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aws account get-region-opt-status --region-name af-south-1

{

"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"
}

BEEAO) -3 oBMELREEEML

DAVN=THINOBHE)—23 2 ZFEHT SIZ1E AWS Organizations, XDFIEEZETLE
9,

(® Note

AWS Organizations B 7R ) > —AWSOrganizationsReadOnlyAccess & 1z &
AwSOrganizationsFullAccessHAE#HE ., AWS Organizations AV —)ILASTHD
RTF—RIZTIOEATEDRSIC. AWSTHIY NEE APISANDT JEAFIAFf 5
NET, EFEhEEEBRI)S—ERRTSICIE, "Organizations AWS BEERJS —NDE
#i 2RLTSEEL,

(@ Note

HBOEBT NI NEEREEREBET DI MDD SXN=THORMIH LTINS
DRERERITITDHIC, UTETSBENF HV)ET,

s XUN=TADVRNORELZEETZLEHIC, HBROIXTOREZBMICLET., C
hiZkt), BEEENXN=TAIOVRNEZHBETEDRSICRYET, Chik, BBZHE
KIBdE, F7ZINNTRESIAEXT, BN —FREOKXIRETNRTVT, INTD
BEEZzBWICIT258R. "THERNOIXNTOREDEML) 22BLTSEEZL,

c AWSTHVYNEBY—EADBEENLET IV ERAZEMILET, ChERETDIC
&, TAWS 7AHVY hEBQEEEAET I EAZENICTS ) 23RBLTLKEEL,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_available-policies.html#ref-iam-managed-policies-updates
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_available-policies.html#ref-iam-managed-policies-updates
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html

AWS 7AHDO Y NEE I—%—H4 R

AWS X R X N2 —=)

BEBAD) -2 3> ZBMREEEMCTEFIR

1.

o o A~ W b

HBOEBTHD NORIEE#HR%Z FH L T AWS Organizations AV —J)LIZH4 >4 L
-

[AWS 7HIY N R=DT, EFTHTHIRZERLET,

[FHDOURERE]| RTZBIRLET,

(V=232 T, BMNFLERFEMCTDI)—2a &BRLED,

[Fo>av]#BRL, [BWL] £k (B A7 a>oVwdThhEBRLETD,

(B A7 3> &B8RUEBERE. RRESNETFARNEZEELTAS, [V—23ar %
BMCTR]) &ZBIRLET,

(B A7 >3 2 BRUEBEE. RRENETFANEEREL., BEOLOHIC disable
EABLT, (V=23 &2EMCTE]) ZBIRLET,

AWS CLI & SDKs

HBEBAXN=TAIONOI=232FT NAT—RAZBML. B, HAHE), —BEXT
TBICKE, RO AWSCLI OXY Y RERIEF AWSSDK LRAEDARL —> a2 Z2FEALET,

* EnableRegion

* DisableRegion

* GetRegionOptStatus

* ListRegions

© BT O EAHT

RDOFIEZEETTBICE, TOARL—232IXVYETITREHOT IV EAFAN &4
2TY,

* account:EnableRegion

* account:DisableRegion

* account:GetRegionOptStatus

* account:ListRegions
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ChSDBEBOT IV EAFTZEATRE, —HOI—H—ICU—232F T MEBOFTHEY)
DHEHFAL, DI —H—ICREFTHY) EFEAKEZHFATRIEVWSEETEXRT,

ROBITE, BBRAOEEENEAXAN=TAIRO) 232 ZBMILET, EAETIS
AL IFHRIE . HBOEETAVUN, FERTHIVNEBOERERET AV AOVTIA
HoMEITIVENFHYERT,

BLU Y2 R (enable-region & disable-region ICEZE#A %) ZFAL T —>2a &
MZTBEETEET,

aws account enable-region --account-id 123456789012 --region-name af-south-1

COOXRY REEIBFICHAIZERLEE A,

(® Note
BB RRICEDCENTER 23UV TAMNE, RR20BOATT, chzid
A% &, TooManyRequestsException A"EB4EL X7,

COARL— 3V BHRABTT. KOV REEATDE, UITANDBRFAT—RA%
BBRTEET.

aws account get-region-opt-status --account-id 123456789012 --region-name af-south-1

{
"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"

ERZEHITDAWS TAHIY b

cNSDOFIEE, YA 2T Y7 for AWS (7 RINAR)AWS OERICH A>T YT AWS ThHI Y
NUEBE, SEET7HIVNOBELBBEEZT VT4 7{LLEBEIC., OBREEHIDHEE
SLUTVWET, Y47y 7A72a 2RI DICE,. T 2SBLTIKETVWYA 7Y THT
>aTaERERT D,

AWS Billing 8 & T JAREEIL Y —LEFEALT, $XTHOAWS FHYIY N BRBES
MTCEERT, THIOVMNOBERBEDREZEHM TS HEICOVTE. TAWS Billing and Cost
Management 1—H'—74 Ry ZZRBL T EEV,
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W—RI1—H—DEX=)IF7RLAE OEHH

CNSOFIEE, YA T YT for AWS (7 RNAR)AWS OEFERICH A>Ty T LEBE, £
BT7HIORNOBELBEEZT VT 1 7IULEBEIC, L—NI1—HY—DOEX—I)L7RLAZEH

IREEERLTVET. AV TYTATIaVERBIBICE, T EBBLTIKEETLWH A
TYTATa>eak®T s,

AWS THIURDI—RI—F—DEX—)TRLAL 2EHITILENHIEDRALOER
FEXRETETT, AR, EF2VTIEEBERBOLZUIVABETT., cOREY ITR, AR
R7OTADYREXDN=T AP NOBEADIL—RI—HF—DEX—ITRLAL ZEHT
70ROV THALET,

® Note

ADZEEEF, ECTELEBENDETILEXRLBFELDLD AWS THIU N BENHYE
9,

L=RI—H—DEX—IE R, TAODKRHFAZRTOCTH2H, HBO—HTH3H IS
LT, EBBHETEHRTEXRT,

« ARV RFPOAVFHIYNAWS PAIY N EREETHY k- B7I1CHER TS 1 AWS 7
ATV R TOELD, TEREBOEETHYY ROBAR. AWS IXIXYRIVY—LE&ME
ALTIL—RI—H—EX—)L X—LEEHTEET, ChEFTSHECOVTH, TAZUEK
FOAYFHIVNAWS PHIV N EHREETHIVROL—RI—H—EX—)L X—JEE
B, BBBLTIEEL,

« AWS 7HU N BN -AWS BB —BTHBIXN—THO NDOBEE, EBTHO B
FERIEEREBETHI MOI—¥—E., AWS Organizations 1>V =LA S, £k CLI &
SDKs ZNLT7OTZ AT, XUN=THJ>2 KD Amazon AWS X—)LZ—THICEFHF TEE
T, cNEITSHZEICOVTRE, "#HBAWS THU N AOEED O)—KI1—H—E X—)|
X—=)EEHITD1 BSRLTLILEE,

(N =R/

« AZVRFPOVFADVNAWS PHIOU N FEFEET7HINOIIL—RI—HY—E X=)
X—IZ2EHMIS

« HBAWS T7HVN HOEED OI—RI—Y—EX—)ILZEHTS
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AZYRFTOAYTATINAWS THIO N REGEBTHO MO —RNI—H—
EX—I X—)Z2EFHT>

AR RTOAYTADINAWS THOU N RERERTAIRNOIL—RI—HY—0DE X—=I)T
RLAZwRET S, ROFIRZRITLET,

AWS X R X N2 —=)

® Note

ELTHA AV IRBENHNET. TOLOAWS THI MOII—KI1—H—, &
Mo IAMT7 O EAFATRBESYELEA. IAMA—H—FBFO-ILELTINSDF
JE2RTFBDERFTEREA,

1. AWSTAHIURDEX—=ITRLAENAD—RZFEALT, AWSYXEZI XA NIV
J=ILELTIEBA A2V LETAWS 7AHIU MDII—KI—H—,

2. AVV=INOELBOTAIRNEXREZGTHO NESEZEIRL TH S [Account] (FAY
V) ZBRLULEXY,

3. [FADURIR=DJT, [PHOYNOFMR OEICHD [7U>32]Z2&RL, EX-ILT
RLAENADT—ROEH] 2 BRLET.
4. [TAIVRNOFM R—T T, EX—ILTRLA] DEICHD [WE] Z:BRL XTI,

5. EX=)LT7RLAOWEIR—DT, ILWEX—=)ITRLAIEFHLWE X—=ILT KL
ADERIDOT7 1 —)LRIZAAL, BED [/NAT—R] ZHEBLET, RIZ[REFLLET Z
BIRLET, no-replyeverify.signin.aws ASHFHLWE X—)L7 RL AICKRIEI—R
EFEENET,

6. [PHAIVKMEX—LOBWMEIR—IO KIAI—R] T, EX—IASZFIR2LI—-RZA
BL., [EFOHER] Z2BRLET,

(® Note
BRIED— RIBBEITDETICRARS DL HRDBENHYVET., ZEETE XY
ROPsBWEEE. ANLAT AT PERBX—ILT7#)XEZHEL T EEL,
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account
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AWS CLI & SDKs

CDEATIE, AWSCLI £EWTFhAD AWS SDKs 'S API ARL— 32 TRYR—K
ThTVEEBA, COEAIE. ZFEALTOHKRITTERT AWSYRI XNV Y-,

BBAWS THO N AOEED OIN—RNI—Y—EX—J)LZEHT

AWS Organizations AV —)LZFERAL THEBRADOXN—=THONOIL—RN 11— —0OE X—
ILWFRLA, ROFIEZETLET,

(® Note

XN=TFAHIRODIIL—RI1—H—DEX—ITRLAE ZEFHIBEIC, cOFRL—
JAVOREZEBRLTIBKILZHEBHLET, FMICOVTIEE. TAWS Organizations

d—%—HA Ry ® "AWS OrganizationsTX/N—F AV NI —R 11— —D E X—

LT RLAE OF#. 22BLTEEV,

LW=RI—H—-LTHAA LR, ODTAIRIR=IHISEE. XN=THIVKD
LW=RI—Y—DEX—)LTRLAZEFHFHIDELEELETETRT, AWSNERIARNIOVY-IL A
TYTNAARATYTOFIBICOVTR, "AZVRTOYTAINAWS THOY N FlFEE
THAORDIL—RI—HF—EX—I)I A Z2EHIZ1 OFIEICEVET,

(® Note

AWS BRET7OZIIONELTHRERLIEXN=THIRTHZTOAZIIRNT A
RO =RI—H—DEX—ITRLAZEHIDLEBFTEEEA, AWS Builder ID
FE. L—RI—HF—DEX—)ITRLATREEBELZTOPIIRNTHIVNEZRBELTSH
V), BEBHBEZT VT AL TEEEEhFRA, HFHICOVTR., "SESEEEZT
DTATUHLERBOTOSIORNT AV R ZBRLTLKEZL,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_update_primary_email.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_update_primary_email.html
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AWS Management Console

@ TEBE

« HBRNOEBET AV NREREREBET NI SXUN=THAIMIFHLT
COFIEZRTIDICE. 7HV NEBY —EAROEEENET IV EAZEMICT
PHEBENBHNET,

« COFIEZFEALT, ARL—232OFUHLICERAL TV EBE FREEZEBO
TAIVRNCTIERATDZR LR TERE A,

AWS Organizations AV —J)L&EFERALTXN=F A KNOII—RI1—HF—DE X—=)LF7 KR
LAZE#HITBICE

1. AWS Organizations AV =)L IZH A4 LET, HBOEBETHINT, IAM 11—
el THAM2420F2D, L—RI1—HF—ELTHAM420FD (HEBENFELA)ME

AHVEYS,

2. [AWSTAHIUNR=IT, L—=hI1—HF—DEX—ITRLAE ZEHIDIXAN-T
NI RNEBRLULET,

3. [FHDUKOFEM €032 T, [TO23aV]REVZEZBERL, [EX—ILT RL ADEH]
ZERLET,

4. EX=L]T,. L=hRI1—Y—OFHFLVEX—ITRLAZASL, [RfF] ZBRL KT,
ChICKRY) FLWEX=ILTRLALZDYEZALINAT—R (OTP) A" EFENET,

@ Note

d— RZ#F > TVWBEIC Organizations AV — )L T OR—D ZHLUDXEN BB
LAk, O—ROEEHNS 24 BFELAIC OTP 7OELAZRL TR TTEET,
NZTSICE, [THONOFMI R—DT[T7o23aV]|REZERL, [E X—
ILEFDORET]) ZBIRLET,

5. MREEO—R] T, BIORATYTTHLWE X—)T RLALZEFEhizO-REZADL, [H#
] ZBIRLET, ChCLY, PHAOYRNOIL—RI—H—ICEHHAIIY FEhFTT,
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https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://console.aws.amazon.com/organizations/v2
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
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AWS CLI & SDKs

L=KRI—HF—DEX—ILTRLA(TZFARIVEX=ILTRLALEERENET) ZBBEL
FEHIBHICE. XOAWSCLI AN RELIF AWS SDK EFEDARL —2 32 ZFRALE
ERD

» GetPrimaryEmail

 StartPrimaryEmailUpdate

» AcceptPrimaryEmailUpdate

@ TEBE

c BBROBEET NI NELREAEEET AT R SASN—T ATV MIRLT
CNSOBEERFTBHIE. THYY NEBY—ERAAOEEE NET IR %A
BT BRENBHYET,

c ARL—YIVORTELICEALTVAEBE BERZEBOT NIV NCTFIER
TBHoERTEEA,

« O IIVRNTAIVNDGE, BEBT IV EAFANF $>TH,
StartPrimaryEmailUpdate& ([kAccessDeniedExceptionITZ—
TAcceptPrimaryEmailUpdate kB L £ 9,

® BNTFUEAHT
BERECODVTE., TORECRISTEDIT IV EAFANI VETT,
* account:GetPrimaryEmail
* account:StartPrimaryEmailUpdate

* account:AcceptPrimaryEmailUpdate

chsOT7 7 tA#AZERNICEATS E, —HOI—HY—IC)I—RI—HY—DE X—
L7 RLAE OFEBROZHEY DHEFAL, HOI—H—ICFFTHANY) EFERAKD
MADHAAZNETRIEVWI2CENTEDLSICRYET,
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https://docs.aws.amazon.com/accounts/latest/APIReference/API_GetPrimaryEmail.html
https://docs.aws.amazon.com/accounts/latest/APIReference/API_StartPrimaryEmailUpdate.html
https://docs.aws.amazon.com/accounts/latest/APIReference/API_AcceptPrimaryEmailUpdate.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
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L=RI—F—OEX—ITRLATOLAZRETIDICE. 774X E X—)L APIs ZXD
BRI IEFT—EICERTILENHYET,

Example GetPrimaryEmail

ROBITE, MBRAOEEENIEAXAN=THAI P SIL—RNI—HF—DEX—-)TRLAL
EMBLET. FAETNBFARRGE. BBOERTHIUN, KERTHIY NEBOEREE
BETNAIVROVWTNADSHBITILENHY)ET,

$ aws account get-primary-email --account-id 123456789012

Example StartPrimaryEmailUpdate

ROBITRE, W—RI—HP—OEX—)ITRLAE OEH7OELAZRHE KL, HFLWE X)L
T RLAZERIL, BBRAOEEENIEXN=TADVROHFELVWE X=ITRLALDOVAR
A LINAT—R (OTP) Zi2ELET, AT NZRIAERIE. HBOEBTHIUU N, EET
NIV KRNEBOEREBETHIVROVWTNANSHBIIHEN HYET,

$ aws account start-primary-email-update --account-id 123456789012 --primary-email
johneexamplecorp.com

Example AcceptPrimaryEmailUpdate

ROBITE, OTP O—RZZF AN, HFILVWEX—IT7 RLAZEBADEEE Nz X2 /N—
TADVRNIRELET., FAENZFARRE. BBOERTHIU N, EETHIVRE
BOEREBETNHIOROVTNANSEBEITIHENHYVET,

$ aws account accept-primary-email-update --account-id 123456789012 --otp 12345678
--primary-email johneexamplecorp.com

LW—RI1—F—DONAT—ROEH

CNSOFIEE, YA T YT for AWS (7 RNAR)AWS OFERICH ATy T LEBE, £
ET7HINOBEBBELZT VT4 7LLEBEIC, I—NI—HF—0ONRATD—REEHIT D 5%
ZERLUTVWET, YA TV TAT2avzERITBICE. "1 ZSBLTIKECVWGHA Ty T F
723 EBT S,

AWS TAHIYNIL—KRI—Y—ONAT—RZHmEETDICE. ATOFIEZRITLET,
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AWS X R X N2 —=)

L=—RI—H—NAT—RZHERT DI

® Note

ELTHA AV TRIREBENDNET, TODEHAWS THI MOIIL—BI—H—,
moAM 72 EARARSES ) XEA. IAMIA—Y—FEEO-)E L/'Cc_hbd)¥
JE2RTFHDERFTEREA,

1. AWSTAHIVRDEX—=)ITRLAENADT—RZFEALT, AWSNXZRI X KOV
J=ILELTEHAAZLERTAWS PAHO Y MDIIL—RI—H—,

2. AVI=IOELRBOTAHADIY NERLEET NI NESZIEIRL TH S [Account] (FAHD
V) ZBRLULEXY,

3. [FADURIR=DJT, [PHOYNOFMR OEICHD [7U>32]Z2&RL, EX-ILT
RLAENADT—ROEH] 2 BRLET.

4. [TAOYRNOFM R—T T, [INAT—R]DEICHS [wE] Z:FRL X T,

5. [NAT—ROGE R—I T, BEO/NAT—K], BHLW/IRT—K], #HLWIZT—K
DRF] OE7 A —ILRIZADLET., T0O%, NAT—ROEH 2BRLET, JL—h~
A—H—ONAD—ROEREICETEIRANT ST A REZECEMNOHA A AIZDOWVT
E. TIAM 1—%—HA K, O© TAWS PHIY RO —RI—H—0/NAT— RKELEF
%, BBRLTILEEL,

AWS CLI & SDKs

CDEATIE, AWSCLI £EEWTFhAD AWS SDKs S5 API ARL— 32 TRYR—K
ThTVEEBA, COERAIE. ZFEALTOHKRITTERT AWSYRI XN Y-,

AWS THIOUDN BRIZEFHITS

CNSOFIEE, YA T YT for AWS (7 RNAR)AWS OEFERICH A>Ty T LEBE, £
THIORNOEEBKEZT VT 1 7ILLESEIC, AWSTHUU N BHIZEH IR HEER
LTWETS, YA T v T7AT72a>aBIRICEK. ") Z5BLTIKEEVWHA T YTHAS
A ELBT D,
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-password.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-password.html

AWS FHI> NER I—H—71 K
BHO Z2ERITRHERRFAWS THUV K, EDZRAIZY NRT7UT—>3avIl&b B i-HE
BwERUZEAL T, BRCBEZITVERT. BiRK. a6t. BN, K BRYOEHFFIC, —BL
RS rOEREEEZRIGITDLEOICT AV NEL2EEITIHLEN HIBENBYVET,

THOMOEZRIRF, BREXPBEREBER, JARNEEX Y 21R—RKR, O2VY—IBED AWS
Organizations A2V =)L E, BROBFAICRRENE T, THI NBENFTARICEENEH
EEFERATRDET, THIRBERBLPTVEDICTZ L EBEBOLET, 2HOTHIY
N DiFE k. organization-purpose-environment (il 2 IE, sales-catalog-prod) D & S BB EEZF
A33LZRELTLKEEV, T7FA4NI—tEF1 )71 LOEBERLS, BAZESETESER
(P) ZRMTDTHORMBRFEALAVTEZV,

« AZVRFPAVFTADVNAWS PHIU N EFEET7THVY b - BEBICEEN TS AWS
THOKN TWBVWTFAIUN, EFLEREBOERTADI MOFZER., AWSNERI X RN
>Y—J)., . AWSCLISDKs ZFRALTT7HIVRNEBZEHTEELT. CchZEITDIHEICOVT

. TAZVRPOVFATVNAWS FHIU D FEBEBT AV RNODTAI DB ZERH
95, Z2ZRLTLSEZ L,

c AWS 7HIUY KN HBA - 0O—EBTHBIXN—=THV> ~NDFE AWS Organizations, BEET 75
DONELEREREBET NI MOI—F—&E, AWS Organizations AV —I)LA S, £lk&
Z7O7ZALTAWSCLI SRV SDKs 2N L T, #HBROEBEDOXN—=THINOTHIV B
BE—TNICEFTEET, ChETSIHEICOVTR., THEBAWS 7HIOUNKHRO OTFHD
VhBRZEHTH ZSRLTLEED,

® Note

ANDEBER, ECTERBENDETICER4KREALL D AWS THIOY N FEFHY &
EE

Ky D
« AZVRTFAVFHIVRNANWS ZPHIOUN EHEREEBTHIORNDTHIORNBZEH TS
s B AWS 7HIONKHDO OTHIRNBEZEHTS
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AR RTAYTAHAIVNAWS PHIU N KIEREBTAIVNODTHI NE%
EHTD

AAVRFPOAVFHINAWS THIUN FEREBTHIORNOTHIO U RNBEZEETSIC
&, XOFIEEETLET,

AWS XXX hO2YU—=)L

® &NMNT UV EAHFH
L= I1—H— IAMIA—%—, FEEIAMO—)LZ2EALT, THONBEEH
TEEXT, I—NI—Y—2FEHALTVDEE, THOUNBEEFHITDLEHICEMD
IAM 7O AHFTRIEHSEHEBA, IAMI—H—FEF IAMO—/)Z2EATZHEE
F, PBELSEERDIAM T IO EAHFANMBETT,

* account:GetAccountInformation

* account:PutAccountName

AR RTF TFHIKRNFEEZEBTHIRNOTHI O RNBEEHRITSICE

1. AWSTAHIVKRDEX—=ILTRLAENAD—RZFEALT, AWSNZRI X NIV
J=ILeELTEHA A2V LERFTAWS FTHIO MO — NI —H—,

2. AVV=IORLEBOTAHIRNBELERETHY REESZIBIRL TH S [Account] (FHD
VRN ZBEBRLULET,

3. [FADURIR=IT, [FTHOVNOFHR OEICHD [TU>3V]&2&RL, [THOU b
BAOEH 2BRLKT,

4. [BEI T, EFITRIHMLVTHIRNEBZADL, [RIF] ZBRLET,

AWS CLI & SDKs

© BT O EAHT

L=RI—Y— IAMIA—H—, FEEIAMO-ILZEALT, PTHIORNEZEHT
EXT, AOFIEZRTIBICRE, IAMIA—HY—FKEFIAMO—LICLBLEELTO
IAM 7V AHANBETT,

e account:GetAccountInformation
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https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account

AWS 7AHDO Y NEE I—%—H4 R

* account:PutAccountName

ABRTFOAVTAID RNEILREBT AV NOTAINEZEHTHICE
LTOWTFhADARL —>a>a#ERTHEETETT,

* AWS CLI: put-account-name

$ C:\> aws account put-account-name \
--account-name "New-Account-Name"

 AWS SDKs: PutAccountName

HBAWS T7HIOUNAO OTHIO U RNBEEHTS

Tld., IXNTOHBEE— R AWS Organizations ZFEAL T, EBTHI 2 NEEFTEEETHV Y
NOmAT, ARBEnE IAM1—HY—FEF IAMO=IUAFTHINBEE—TEBTEET,

HBBADXN=TAINOTHAIRNEBZEETRICEFE. ROFEZRTLET,

B

AWS Organizations A2V —)LTTFPHI NBZEFHITBICE. WK DOHOERREEZTOMXLEND
WETD,

*c XUN=TAIDVRTHREZEETIICKK, FIBIZEBICL 2> TIXNTORENFBMICET B4
ENFHVERT, ChiCkY, EEBENMNNXN—THAIVNEHETEDRSICAY KT, hid,
EBZEKTIE, TTAIRNTRESNET, BN —FREOKXICRETNTVT, IXTD
BEEZEMCITZHEER. "THENOIXNTOBEOEML, ZSRL T EE L,

c AWS 7HDUY NEBY —EADBEENET IV ERAZBMCTIZEN BN ET, ChERET
BICE. TAWS T7HDY NEEQEREWET IV EAZENICTS, 25RLTSEZ L,

AWS X RI X N2 =)

@ &NT I EAFH
XIN=TFAIDRDTHINEB2EHIBICE. IAMI—H—FKEEIAMO-)LIC
ROT IV AFANBETT,
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« organizations:DescribeOrganization (A2VY—ILMdk)

* account:PutAccountName

XVIN=TFAIRNDTHAONEZ2EHIBICE

1. Organizations 1>V —JL (https://console.aws.amazon.com/organizations/) ZF& £9 .
2. XAVFETF—23URAT, [AWS THIO N Z2BIRLET,

3. AWSTAHIUNR=IT, BHIRDIAN-THIKEERL, [7o>32]rROYT
AIOUAZ1—%BRU, [THIVRNEOEH] Z2BRLET,

4. [BHI TEHEhEBEZALL, [RiF] ZBRLET,

AWS CLI & SDKs

@ ®NT I EAFH
XUN=TAIOURDOTATYNEBZEFHIAICE, IAMI—H—FLE IAMO—)LIC
RDT VEAFANBETT,

« organizations:DescribeOrganization (A>Y—J)LMdk)

* account:PutAccountName

XIN=THIORDTHAHIYNEBZEFHIBICE
LTOWTFNADOARL -3V EEATRIEELTEERT,

* AWS CLI: put-account-name

$ C:\> aws account put-account-name \
--account-id 111111111111 \
--account-name "New-Account-Name"

 AWS SDKs: PutAccountName
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https://console.aws.amazon.com/organizations/
https://docs.aws.amazon.com/cli/latest/reference/account/put-account-name.html
https://docs.aws.amazon.com/accounts/latest/APIReference/API_PutAccountName.html
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DRBERALZEFH IS AWS THI B

CchsOFIEE, Y42 T Y7 for AWS (7 RNVAR)AWS OFERICHA T YT AWS 7ThHO
NUESE FEETHINOSELRBEET VT4 7ULESEIC. ORBEREEZEHITS
FEZERLTVWET, YA TYTAT2 a2 ZBITDICE. "1 Z2RBLTLKEEVWG AT Y
T7A7aakBd D,

REEBRELEFERATDEAWS, FHIUNIEERTShERER 3 DORBEREISELRTESR

T, REEREE, BEODAYTHIVLERHYEHA, BFKR, BEA. BLOFEFIVT1BHENR
BE2EBIRZTF—LNHDEERE. ROYICEX—IBHAJARNZENTEERT, Cchslk. 7H

DOROIL—RI—Y—ICHERTSNATWVWA EX—)IT7RLACMATEEEIAET. TETH

I hEEERF, L—RTAIRDEX—=)ITRLACEFENLEINTOE X—)LBEZS|E
mEZELET,

TAODVNCBEERTSNTVZROBEBEZATOVTIA 1 DDA EEETERT,

- BRICHEITZAHBLEDEL
- REBLEDER
s EFIVFABLVEDER

FADYRHNAZRTOYTH2 D, BBO—BTHZHICRHU T, RBEBEZRBEDHETE
MEEZERMETERT,

« AZVRTAOAYAWS PHUU N -#EBICEEFTFSNh AWS THTV N TOBVWEEEF, AWS
IERIAVRNIOY =) EEIE CLI&SDKs AWS #EAL T, MBEBOREERAEEZEH TEX
To COFEICODVTIK, TAZVRTZOVOAWS 7HI U NOREEREZEH T, 258
LTL<EEW,

« AWS 7HUU N HEBA-AWS O —BTHEIXN—THONDBE, EBTHIV N
FLHRZEEEEETHIMOI—H—E, AWS Organizations AV —ILA S5, £h& CLI &
SDKs AWS ZNLT7 OV T AT, #HBROEEOXN—THI N E—TWICEHRTEE
To CNETSHEICODVTR, "HEBAWSTHUUN AQEED OREEBLEZEF T
ZSRBLTLSEETLY,

(N =Ry
s ERBSELEEX—I)ITRLAODEHK
« AZVRTFOVOREEREZEHITID AWS THI K
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AWS PhO Y NER dA—%—FH4AR
- HBAWS T7HU N ADEED ORBEREEZEHNTS
« account:AlternateContactTypes 1 TF AN F—

BRESELEX—ITRLAOEH

THAOVNORBEREBROEHZEDDFIC, T, BEESELEX—INTRLAZANTS
BROLUTOEH 2B IZEZHEBHLET,

- BREESICE., BF. ZH, BELUVXFE "+-()1 NDHEEHDENTEET,

c EX—=IIT7RLAFEK2564 NFETEETHDCENTE, BEORKFICMAT, EX—ITR
LAOO—ANEDICEHRF "+=.#|18&-_ ZEHDENTEFXRT,

A2 RT7OVORBERZEEZEHRFIAHAWS THI N

AZRTPOVOREBEBAEZEMELFEFEETDICEAWS THIN, ROFIEEERTLET,
AWS YR XV RNV =) ROFIEE, BICAZR7OAVTFANTOHKMELET, &
FALTAWSNYZD X NOVY=I) ., ARL—=2320BUCHUICFERLET A MORE
BREOK T IO CAELEFEETEERT,

AWS YR XNV —=)
AR RT7OVORBERAEEZEBMELIFTETZICEAWS THIU K
@ BINTOVEARFHFH
ROFEZERTITDICE, PHELKEELUTOIAM 7O AT BRETT,

« account:GetAlternateContact (REBEBEDHMZRTTSIES)
« account:PutAlternateContact (RBEXELEREFTLREEHFITIHS)

« account:DeleteAlternateContact (REEIKALZHIBRT 25E)

1. AWSNXZRIAVRAVY = & NMNT OV EAFATZHFHE D, IMMI—H¥—FL@EO-ILEL
THA 242 LET,
2. VAVRIVDABLILSHZDZTAIRNEBZBRL, [THOU RN ZBRLET,
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https://console.aws.amazon.com/
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3. [TADZURIR=IT, [REEBEX]ETTAIO-LEILT, 24 NLOERIT [FHE]
ZBERLET,

(@ Note
WMEATAVHARTENBEVEEGRE, PTAIYMOIL—RI-—H—-ELT, K&
BElCHEEL E&RPROT IV EAFAZFE DI - LTHA 242 LTVEVTA
RN HYET,

4. ERAEZE7 1 —IROEZEELXRT,

/A Important

ESXATREAWS 7HIU N, BACEIZERESLE EX—IITRLATRESE
<, 2HDOBFEBESEEX—ILT RLAZANTIOHIRANTZIT1ATY,

5. IXTOEEZMAKD 215, [Update] (EF) ZRBIRLFT,

AWS CLI & SDKs

RO AWSCLI ONY REEIFEAWSSDK EBEDARL =232 ZFEHAL T, REEKEER
EZHE. B, FEEHKRTEET,

» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact

@ EESE

« HBROEBTAVY NKIEREEEEET NI RDSXN=TATYMIHLT
ChoNBREZRITIDICE, THV MY —ERARAOEEEMLET IV ERAZEMCT
PUBENBYNET,

© BINT I EAHT
BBECOVTH, TOBRECHBTDT I EARTANBETT,
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https://console.aws.amazon.com/billing/home#/account
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« GetAlternateContact (RBEBEDHMEZRTTDIHE)

- PutAlternateContact (REERALZRETLEEMTHIES)

« DeleteAlternateContact (RBEELZHIBRT 25ER)

ChSOEROT VEAFAZFEATRIE, —HOI—F—ICEREFBROFZHAEY O &
ZHEHAL, HOI—F—ICREHARY) EEEZRAAZHATHIEVSEETERET,

Example

ROBITE, REEOTHIVMIREREETATVS, FRICEIZ2BAORFTEREZIE
LEXY,

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
Example

ROBITE, BRECEHIZBHAOABEREZREEOT AV MIHRICRELE T,

$ aws account put-alternate-contact \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@eamazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"

COOANY REEIIEFICHDZERLEE A,
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Example

® Note

BEUCAYRIKNZATAWS TAHIUN EBLUAV RV NZATICHL TEK
MOPutAlternateContactARL —2 30 ZRITITHEHES. FHRACHLLIA XTI B
ZEBML, BUAWS 7HDOU N EQAVRIVRNEZATANOERTDHOCHL EFTXTEE
BOORVNEEHLET,

Example

ROBITE, REEOTAIMIREEATVS, EF1UT A ICHITIBHORBEREZE
HIBRL &£,

$ aws account delete-alternate-contact \
--alternate-contact-type=SECURITY

COONY REFEIIFICHDZERL XE A,

(@ Note

EUEELZMAEEEIBRLEDETRE, AVE—DRERERENTICIEBTRIILE
T, ThUBOEHEITIETNT ResourceNotFound BIAZERL ET .

HEAWS THOO N AOEED ORBEREEZEHRTS

BEAWS THO N AO ORBEBROFMEZENTLLEIRETZICE. ROFIEZETLR
ERD

B4

AWS Organizations A2V — )L TREBELKREZEHMITBICE. VSOV DOEBRREZTOILEN BV
9,

¢ XUN=TAIOVHRTREZEETZICE, FIBIZEBIC L2 TINTOMENFBHMICThD 4
ENFHUET, ChilkY), EBENAN-THAIO R ZHBETERLSCRYET, ZhiF.
HBEERTZE, T7FLPTREECAETY, BB —FEREFOKXICRESATVWT, IXNTO
BeE2BMICI258R. "THERNOIXNTOREDEML) Z2ZRLTSEEZL,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
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« AWS 7HDUY NEBY —EADBHEEINLET IV EAZBMCTIZEN BN ET, ChERET
BICFE. TAWS 7HIV NEEQEEESNET IV EAZENMICTE ) ZZRLTSEZ L,

® Note

AWS Organizations B 7R ) > —AWSOrganizationsReadOnlyAccess& =i
AwWSOrganizationsFullAccessA'Efich, AVVY—IASTHIVNF—RIZT
DERATEDELSIC, AWSTHIY RNEEB APISNDOT IV EAFINTEEhET AWS
Organizations « EFiENEEBR) > —2KTTSICE. "Organizations AWS EEER
DB, #BSRLTLSEZL,

AWS XXX NO2YU—=)L
BB AWS THI N AD ORBEREZENRLEERETDICE

1. HBOEBTHO NOFRIEREMEAL T, AWS Organizations 1YV —)LICcH A4 >4 >
LET,

2. AWSTAHIUKRAS, EMIBDTHVYMNEBRLET,

3. [Contact info] GE4&E15¥R) Zi#IRL T, [Alternate contacts] (X EHE#K L) T, BEED R A
7" ([Billing contact] (FE3RE#E ). [Security contact] (¥ 1) F 1 BVWEDLE %), £iiF
[Operations contact] (#ERIVED B %)) ZEEELET.
4. ﬁbL\Lﬁﬁﬁ'ﬁELﬂﬂﬂ'éL . [Add] GEfn) ZBIRLET., BIFEOEREZEFH TSI
. [Edit] ({mEE) &BIRL £ 5.
5. ﬁﬁﬁ—lﬁﬁf&7 1—ILROEZZEELET,

/A Important

ESZATREAWS THTU N, HACEITZDEFEESEEX—IIT RLATRE
<. 2HDOEBFBESEEX—INT RLAZANTIOHIRANTZIT1ATY,

6. INTOHOEEEMAKD 225, [Update] (EH) ZiBIRLET,

AWS CLI & SDKs

XD AWSCLI ON Y REEKE AWSSDK EBEDARL—2 3> ZFEAL T, REBERKEER
EHE. B, FEEHIKRTEET,
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» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact

© EESE

« HHBRNOEBET AV NEREREREBETNIORDSXYN=THAIMIFRLT
ChSDBREZRITIDICRK., PHO VRN —EAROEEENET IV EAZEMICT
PHENBHNET,

e ARL—230OHUOHBULUICERALTVSEBEFERZBEBOTHOORNITIEA
FTBRD_ERFTEFTEA,

© BT ERAHT
SRECOVTR, TOBRECHETDT I EAAAARETT,

« GetAlternateContact ((RBEHZEDFHMERRTD5HE)
« PutAlternateContact ((REBEREZREFTLFEEMNTSHES)
« DeleteAlternateContact ((REEHEEZHIBRT 2HS)

CNSOEROTVEAFAZERATRE, —HOI—Y—(CEREBBRDTHELY) O H
ZHAL, MO —ICRFRAMY EETEAXAZFTATRIEVNSIEELTERT,

Example

ROBITRE, BBRAOREFEEOTHIMNIREREETNATVWS, FRICET 2 BAOREELRE
REMBLET., FAEIDFEAERGE. BEEOEBTHIUN, £LEETHAIVNEEOERE
EBETNAIROVTIhALSEETIHRENHYET,

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING \
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https://docs.aws.amazon.com/accounts/latest/APIReference/API_GetAlternateContact.html
https://docs.aws.amazon.com/accounts/latest/APIReference/API_PutAlternateContact.html
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--account-id 123456789012

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
Example

ROBITRE, MBADEEENIEAXAN=THINOBRECEITIRBERLTERELET.
EHTRFRABREE. BEBOERTHIUN, FERTHV NEBOEEEEETHIVND
WIFNHLTHIBENFHVET,

$ aws account put-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@amazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"

COOANY REEIIEFICHDZERLEE A,

@ Note

BUOVRIOKNZATAWS 7HDON EBLUOAV RO NEZATICRL TER
MOPutAlternateContactARL —2 a0 ZRITITHES. BFHRACHLLVLI XIS
ZEML, BUAWS PHOU N EOVERINEATANOEHRTDIHEPEHL FINTE
BEOOAVROKNEEFHLET,

Example

ROBITE, BBRADEEENEXN=THAIMOEF21IVT(4ICETZHBERLZHIR
LET. FATHFEARRE. HEBOERTHIUN, FERTHV Y NEBOEXERETH
DUROVWTIhDATHIBENFHYVET,
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$ aws account delete-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=SECURITY

COOXRY REHIIBFICHIZERLEE A,
Example

(@ Note

BUEEEZMEEHEIBRLEIDETRE, XVE—DRFERRENTICIEBBTHILET,
FThLBEOEITIE X T ResourceNotFound A Z £/ L £,

account:AlternateContactTypes 1> TF AN F—

OV TFANF—%FEAL Taccount:AlternateContactTypes, IAM R 2 —IZ &k 2 TEHA

(FEREB) T3 3 20BRVEDERATZEETEET, fIRE. ROBD IAM T I AFHH

RID—TR, COFRHbF—Z2FALT, BBRNOBEDTH I MO BILLING REERXREDH%E
L. ZBERITOEBEVCEZ, TERYFERLETVONILICHFTLTVET,

account:AlternateContactTypes FEHEZF OXFIED =&, ForAnyValue izl
ForAllValues EMEXFIEE T2 AT ILEN B KT,

DT TAXV)EREEEHFIDAWS THOU K

CNSOFIEEGE, YA T Y7 for AWS (7 RNVAR)AWS OFERICH AT YT AWS THI Y
NUEBE, RERTAIVNOBEBSKEZT 77-47ﬂ$b7°'i=47AL\ D774V ERBTEE
MTDHEEERLTVET, ATV TAT2a2ZzEBIDICE. T ZZRLTIKEEVWTA
YTV TAT AV EHRT D,

TADVKNIRENTSATVREEEREFREEHMTERT, chilRF, EBEORAE, &4
A, BEEER, BRFES. VITHA KT RLABENEENFET,

IR ERAOEEESERRTHCLETEST, FMILOVTR, TInEEAEFEES R
%, BBRLTILEEL,

TADYRHFAZR ROV TH2H, BBO—BTHZIAICKLU T, TETHVY MEREDIRE
FEFERNEY,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions

AWS 7AHDO Y NEE 1—%—H4(4 R

« AZVRTAOVAWS THOU N -EBICEEFTFSh AWS 7HTV N TOBVWEEEF., AWS
NERIAVRNIOY—=IEEE CLI&SDKs AWS ZFEAL T, MBEDTSAIXVUT AT NDE
WEEFEHTEET, CNETOIFZEICOVWTR, "AZRTPOCAWS PTHOU N OFEE
WEDEH ) ZSRLUTLEZV,

« AWSTAHTY N BN -AWS BBO —HTHBIXN—THIOV S NOBE, EBTHIV
NELREXEBETHI MOI—Y—E, AWS Organizations AV —I)LA S, k&
CLI & SDKs AWS ZN L T7OJF AT, HHBROEEDOXN=THO hZ2—THICE
MICTEET, chZT5HEICDOVTE., "Update AWS 7772 b primary contact in your
organizationy; ZZRL T E&E W,

KeY D
« BEEBESELEX—)ITRLAOEH

« AZXVRTFAYTAIVNAWS THIOU N FIEREBTHIVRNODTFAREREEEFNT
%

o HBADO AWS XN—THIRNOEEEREZEHRTS
« FRBEREEFESZHERITD

BRESLEX—ITRLADEH

THOVNOETEEBERBROEFHZEORHIC, £T, BEBFSELEX—ITRLAZANTS
BOUTOERZBRFITD_CZHEBOLET,

- BERBESICRBFOAZEOILEN HYVET,

- ERESRE + CEI-RTHFTILENHY, EJ-RORICETEOPEMDAR—ZAAN H >
TREVREA. BIZE, +1 CRE/AFH) ¥ +44 (RE) T,

- EFBESICE, THARE. XP|I—R, O—ALI-ROBICZAZEHR LR TEEEA, i
ZE, +12025550179 T,

s EF1VT A LOEHRHAS, EFEESIEE AWSHS D SMS ZZETEIHXLENHYET, FEA
ENBERERESE SMS ZHR—MLTVEVEYD, BHRNTSIhELRA,

c EDS>RATIRAWS THIN, BACEBIREFEESLEEX—ITRLATRELELS, 2HNDE
ABEBEEX—ITRLAZANTEIOHIRANTZITAATY, PTHAO MO —HI1—
H—ZEADEX—ILTRLAFLEREFERES THRETS L., TOREANBREBL LBEICTAHD
PrNOBEIBFRECZDAEENBY)ET,
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AZYRTFOAYTAHAHIVNAWS FTHIV N KEREBTHOMOTZ4 X ) EME
KEEHITD

AZRTAVFZHAHDIUNAWS PHOU N FEEEBT AV NOFEEREDHBZRET S
ICIE, ROFIEZERITLET, AWSY XX RIAVY—I)L ROFIEE, BEICAX> RF7O>]
VTHFANTORAMMELET, AWSNYZIOX RV =) 2FRALTT IO AT EETE
B0, ARL—23a0FTEUICEALETAV Y MOETEEREFTBROAKTT,

AWS X RI X NO2YU—=)L

AR RFPAVFTATVNAWS THIUN £LREBT AV NOT AN EBREZHRET
2

® BINTUEAHT
ROEEEETTHICE. DB ELUTOIAM PO RALTHFBETT,

« account:GetContactInformation (EEBEKENFHMERTTD5HR)

 account:PutContactInformation (EEEKENFHMZEFH T 5E)

1. AWSXEIAVKRIOVY =) CRNNTIVERAFAZED, IAMIA—¥—FEO-)L&L
THA2A42LET,

2. DAVRIVDABLILSHDZTAIRNEBZBRL, [THO RN ZBRLET,

3. [Contact information] GE#&%&1EHR) V>3 FRTTICAVO—-IL. TOBEICH S [Edit]
(m&) ZERLE T,

4. FHTEZR 7T —I)ILROEZZELET,
5. IXTOEEZMAKD 215, [Update] (EF) ZBIRLFT,

AWS CLI & SDKs

XD AWS CLI AN RE/E AWS SDK ERAFDARL —> 3> Z2EAL T, TEZEREE
HEEE., B, ELEGHIBRTEET,

» GetContactinformation

» PutContactinformation
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/accounts/latest/APIReference/API_GetContactInformation.html
https://docs.aws.amazon.com/accounts/latest/APIReference/API_PutContactInformation.html
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@ FEEHE

« HBRNOEBET AV NREREREBET NI SXUN=TAIMIFHLT
ChSDBREZRITIDICEK., PHOV KNS —EAROBEEENET IV EAZEMICT
PHEBENBHNET,

© BNTFUERHT
SBECOVTR, TORECHSTET I LAFANRETT,

 account:GetContactInformation

 account:PutContactInformation

CNSOEROT IV EAFAZERATRE, —HOI—Y—(CEREBBRDOTHELY) D&
ZEFAIL, HOI—Y—ICEHARY) EEETAAZHATRIEVSILETERXT,

Example

ROBITE, REEOTHIOMOREOEEEBABERENEBLET.

$ aws account get-contact-information
{
"ContactInformation": {

"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",
"WebsiteUrl": "https://www.examplecorp.com"
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Example

ROBITE, REEOTHIMIHLVWEEEREBERERELE T,

$ aws account put-contact-information --contact-information \

'{"AddressLinel": "123 Any Street", "City": "Seattle", "CompanyName": "Example Corp,
Inc.", "CountryCode": "US", "DistrictOrCounty": "King",

"FullName": "Saanvi Sarkar", "PhoneNumbexr": "+15555550100", "PostalCode'": "98101",
"StateOxrRegion": "WA", "WebsiteUxl": "https://www.examplecorp.com"}'

COONY REEEIIFICHDZERL TR A,

HBRNO AWS XN—THIORNOETEEEALZETITS
HEBRDOAWS XON—FHINOEEERENDHEMERETSICIE. ROFIEEETLET,

TOHDEHN

AWS Organizations A2V —)LTT7 AR VEREZEHITBICE, VS DODHVDEBRIREZITOLE
FHUET,

s XUN=TAIVRTREZEETIICK,. FIBIZEBICL 2> TIXNTORENBIMICET D4
ENFHVERT, ChiCkY, EEBENMNNXN-THAIOVNEHBETEDRSICAEY KT, hid,
HBEERTZE, T7FLPTRESCATY, BB —FBREOKXICRESATVWT, IXNTO
BEEZ2BMNICIT2BEE. "THENOINTOHEEDEML, 2ZBLTSEEL,

c AWS 7HDUY NEBY —EADBEEINLET IV ERAZBMCTIZEN HYNET, ChERET
BICE. TAWS T7HDY NEEQEREWET IV EAZENICTS, 25RBLTSEZ L,

AWS YR XA ROV
EBEAWS THON RO O OXEBEREZREITDICE

1. HBOBEBT7HV NORRIAEHRZEFEAL T, AWS Organizations 1V —)LICH A 214>
LET,

AWS THIOU KNS, EMMTDTHI N EBRLET,
B EIRWMEBERL, T77A/NVEBKEEZRDITET,
[Edit] (fR£E) Z:BIRL 7
ERAAREE7 A —)ILROEZZEELERT,

o &~ 0D
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6. INTOEEZT25, R Z2BRLEXT,

EFESZZLETR L, REZERIZERIAI-—RIFMLLVESICEBEIhE T, BRI
o, FLERETHEBTERT, FMICOVTR, "THBROXN=—TAHIOVNDEFEHSZHE
wd2 ZSRLTLSEEL,

AWS CLI & SDKs

XD AWS CLI XY RELIF AWS SDK EREDARL —> 3 Z2FAL T, TEREREE
HE2EE, Ef. ELEGHIBRTEET,

» GetContactinformation

» PutContactinformation

@ EEEE

s BEBROEBT NIV N REREREBET NI SXYN=TAIMIFHLT
ChSDBREZRITIDICEK., PHOV MY —EAROEEENET IV EAZEMICT
PHREBENBHNET,

s ARL—=23VOROCHLUICEALTVAEBERREZEBOTHINITIEA
FTRERFETEFRE A

© BT UEAHT
SRECOVTE. TOBRECHETEF I LARAARETT,

* account:GetContactInformation

 account:PutContactInformation

ChSOEROT VEAFAZ2EATRIE, —HOI—H—ICEREFBROZTARY O &
ZHAL, MO —ICRFRAMI EETERAXAEZHTAITRIEVNSIEELTERT,
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Example

ROBITE, HBROEEENIEXN=—TAIOMNOREOETEEREFREMELEXT, &
RAEn2FAERE. BBOERTHIUN, FEETADV NEBOEREEREETHIND
WIFhL L SEBTIRENHYET,

$ aws account get-contact-information --account-id 123456789012

{

"ContactInformation": {
"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",
"WebsiteUrl": "https://www.examplecorp.com"

Example

ROBITE, HBROEEENEXN=—TAINOETEERERFHRERELET., FATD
ALIERE, BBOBERT AV N, ERTHIOVNEBOZEEERET AV AOVT ALY
THIVENHYNET,

$ aws account put-contact-information --account-id 123456789012 \
--contact-information '{"AddressLinel": "123 Any Street", "City": "Seattle",
"CompanyName": "Example Corp, Inc.", "CountryCode": "US", "DistrictOrCounty":
"King",

"FullName": "Saanvi Sarkar", "PhoneNumber": "+15555550100", "PostalCode": "98101",
"StateOxRegion": "WA", "WebsiteUxl": "https://www.examplecorp.com"}'

COONY REEIIEFICHDZERLEE A,

ERERCEFRES MR T

“nﬁﬁ?(&" DEEBZEREBERTHEIETEET AWS THIV b, DRIEICKY), BREZ ATV
BFEESHF SMS THEFARNXYE—D2ZETED L ZRALET,
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KRILIZHRABTDE, SMSTFARXY E—IJT 6 MORIAD—RY, PHONOBREERENT
WERERBESICEGBENET, RIIZHBIDLOICEFEESEADLELRA. BTITDICRE. B
HRAYINDEIICI—REZAHDLET,

EFRBESERIALITDEER. RORKRITEBLTSEE W,

- O— RIEFEER 5 S THRINICEY ET,

c FLWI—REVITIARNT D E, BECEELETD— RIBELESBYET,

« J—RAELLBEVA, BHBBRIINRTVSBEE. HLLWVI—REUSITIANLT, 85— F
HLTLEEL,

s I—ROZEERICEFESHIEEEINLEES., TOOA—REFERATEREA,. BEOESOFHFLLV
O—-KEUSIANLET,

c RERAT—RAREIC, BEBRENTVIEFEE2RALET. EEESE2LEIHE, A
F—RARHLLVEEERLET.

c BEBADXYN—THIVROEE, I—REXYN—FAIY NOXEERAEFES CREE
n, I—Y—CREEEhELA, BHBTBHIC, TOBFER>TLVBINTOI—H—15
O—REREBTEDCEERBLTISEE L,

BRIAT—RAEEIET BICE. GetContactinformation AR L —> 3> #FERALET. LAKRA
M VerificationStatus7 41 —J)LRICE., XOWThADENHVYET,

« VERIFIED- 77 A IO ERFBESHIRIAENET,
« UNVERIFIED- 77 A OEFBESERIAEThEFL A,
« NOT_SUPPORTED - EFBES ORI COTHI NTRHRERATEXE A,

AV RTOVERIEFEROBHEES 2R IS AWS THI B

RALEHEERID TNV NOEFEESZHIEIDICIE, RO AWS CLI O RELEF AWS
SDK LEAENARL -3V ZFEALET,

» SendPhoneNumberVerification

» VerifyPhoneNumber

Q@ BNTOEARFHFH
ZFBECOVTIE., TOBRELCKISTZD T I ELAHFAN VETT,
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 account:SendPhoneNumberVerification

» account:VerifyPhoneNumber
BRIAT—RAAZERITDICE. EMXETTaccount:GetContactInformation,

Example

RO O AWSCLI BT, REEDTHI U NOEFTEEEAEFZEZESICRIIO—REEELET,

$ aws account send-phone-number-verification

{
"Status": "PENDING"
}
Example

XD O AWS CLIPITIR, RAEZZTT IR EOICI—RZEFLET,

$ aws account verify-phone-number --otp 123456

{
"Status": "VERIFIED"
}
Example

RO O AWS CLI TR, REEDEBRERLERESOR

EEX?_QZEHR?'%l/ia—o

$ aws account get-contact-information --query VerificationStatus
"VERIFIED"

BERAOXN=T NI NOERESZHRTS

Y=, . AWS CLIE =k AWS SDK Zf#EH L T AWS Organizations , X/ N\—F I kD
EFEESERRNTEET, BABIDEIC. "L OATYTEZERTLUTILKETVZOMOEH,

DTFAIVEREEEHTITS AWS THI ~
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AWS X R X N2 —=)

XVIN=TATDNOETEERAEFRESZRETDICE

© BINT Y EAKT
ROEEEETTHICE. DB ELUTOIAM 7 I ALTHFBETT,

« account:GetContactInformation (EFFHESERIDEAN ESH ZHRT DL D)
« account:SendPhoneNumberVerification (REEJ— REZZEETH L)
 account:VerifyPhoneNumber (1— RZZXET S 8H)

AWSOrganizationsFullAccess BER > —ICIk,
account:SendPhoneNumberVerification¥kZlk FEFENFH
Aaccount:VerifyPhoneNumber, TNDRUS —ILIEBETIHEEF., ChsOF7 IR
HFoEERICNELET,

1. HBOBEBTHYY MORMEHRZEFEAL T, AWS Organizations AV —)LICH A (4>
LET,

2. BSAWSTAHIUN XUN=THIOUNEBRLEY,
3. ERABHREBRRL., 77/YVEKREZRDOTET,

4. BREEBFESIMRAETATVEVESR, BENRTEAET, EFESZERL., EFESOD
BREZBRLULET . XON—THIVNOEFESIC 6 MTOI— RAEFEIET,

5. BRAIO—RICO—RZAHNL, BREEZERLET,

O—RABABWVERR., TOATIAaVHFRAAREICE>LEECTI-REEEFZER
LEXY,

AWS CLI & SDKs

XN=THONOEFES MBI SHICIE., XD AWSCLI OX > REEIE AWS SDK &£[F
EOARL—23a EFEALT, XON=THOKNIDZHEBELET,

» SendPhoneNumberVerification

» VerifyPhoneNumber
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@ EEEE
. ERATIRIERE. EBROEETNIY NS AWS PHYY NEROEAEES
FHIYROWTNAASDEDTHIBEN B ET,

« ARL—23OROCHLUICEALTVAEBERREZEBOTHINITIEA
FTRERFETEFRE A

© BNTFUERHT
SBECOVTR, TORECHSTET I LAFANRETT,

* account:SendPhoneNumberVerification

* account:VerifyPhoneNumber

BIAT—RAZERTSICEE. EBETJaccount:GetContactInformations,

Example

XD O AWS CLIBITIR, BEENLEXIN=THAIRDOT A ) EBEDEFES ICHREL
O—RZZEFLET,

$ aws account send-phone-number-verification --account-id 123456789012

{
"Status": "PENDING"

}

Example

XD O AWS CLIBITIRE, XON=TAIYNOBRFRESICEFEAIEI-—REZEFLEY,

$ aws account verify-phone-number --account-id 123456789012 --otp 123456

{
"Status": "VERIFIED"

}
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AWS 7HI >~ BBlFDRTR

CDEHE, YA T YT for AWS (7 RNAR)AWS OFERICH AT YT LESRE. £hiE
THOORNOBERBRBEEZT VT4 7LEEED AWS THI N BRI FORTRICETREDT
T ATV 7A72aaBTDICE., T 2BLTIKESWYA TV 7A7> a3k
5893,

AWS &, TRhTNICRO—BOBEFZEWITRIT AWS THI > Ko

AWS 7AHD> K~ ID

AWS PHIY K& —BICHBIT S 12 HOBUE (012345678901 £ &), Z< D AWS Y — 7\
(2. Amazon Y —AZ—L (ARNsS) DF O N IDHFEENET, THU2 N ID &5

&, ®2T7HIOROIVY—RE, BIOTHOD ROV —AZXBILET, AWS Identltyand
Access Management (IAM) 1—H—035&E, FHIONIDEEETHONIA )T A AWS
NEDXRNOAVVY=I) Z2FRALT YA A2 TEET, THOMNID R, OFEBIERE
B#RIC, EEICFEABLTRBEITZIHVENHYVETH. WERR, 22T 7HER. FLEH
BEREFRBEENELE A,

ERI—H—

ID QE#FTLEnI-F
.79a59df900b949e55d96ale698Ffbacedfd6e@9d98eacf8f8d5218e7cd47ef2beThH %
BEDEBFRBINFAWS THIVKN, <O ID Z#EAL T, Amazon Simple Storage Service
(Amazon S3) ZFEALTNT Y REATZ IV MNAOIOARTH IV |\77t7\’&§"|-—13'%>
AWS 7HOUK &ZEIZ, ZBAITEEFT, AmazonS3AWS 7HDU U N OERI—H—

k., L—hI1—H—FEFEIAMI—HY—ELTHWETEET,

ChSDBRIFERTRIDICIKEAWS, THRASHTVIHLENHYEXT,

/A Warning

AWS VY —RZ2HBIBLEHICAWS THIUU D BRI F2HEETHE=EIC AWS FBALE
]NAD—RPT7IOEAF—%Z280) 2RELBVTSEEZV, 2595 2&7T, 1—Y—
AR>TVBOEFULT VAN I - —ICREAWS THI N ThFET,
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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AWS T7HOUKNIDEZBRETD

AWS 7HJKNID I, AWS Y XERI X 2V —)L £lk AWS Command Line Interface () Z

AL THRETEELETAWSCLIL, A2V —ILTR. ATV N ID OB, IL—hI1—H—&LT
L2242 LTVWRA, IAIMA—Y—&EULTHA A2 LTVBRICK>TERYET, THVY

RDE., L—RI1I—H—ELTHA2A42LTVWBDD, IAMI—H—ELTHAA42LTVSD N
ICAADLSFRERLUTT,

L—=RI—H—ELTTAIUNID ZRETDICE
AWS XXX N2V —=)L

LW=R1—HY—ELTHA A LEEEBICLAWS TAHINID ZRETDICE

© BN URAHT
ROEEERATHIE, DB ELUTO IAM T I RAHTFBETT,

e L—RI—H—ELTHA2A42FDE, IMMTIRAFATRLBERHYEE A,

1. BEOFET—232N—TTHIVRNBEEGTHIONESEZERL, [EF2UT 1R
ALtERR] ZBRLU KT,

® Tip
[EF 21V TABEREH/ A7 3N RREABVEES, IAMI1I—H—TEFE4&< IAM
O—)ILzZ&F>7I1FL—>23>1—H—&LTHA 42 LTVBAEENH VY E

T, TOHEE. [FTAIDVNIVKNIEZOEIIHDITHONIDESZRLT
<EEL,

2. [FTHOVHROFHM €I32OAWS TATY N ID) DEICTHIY RESHARTENE
9o

AWS CLI & SDKs

EFEALTAWS 7HONID Z#28ETSICE AWS CLI
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© BT EAKT
ROEEEETTHICE. PBEELUTO IAM 7 I ALTHFBETT,

« L—RIA—Y—ELTOAXV RZEXFTIZEHEE. AIMTIEAFATRBEHYFE
Ao

get-caller-identity AN > RZRXRDLSICEALET,

$ aws sts get-caller-identity \
--query Account \
--output text

123456789012

IAMA—H—&LTTF7HAIKNID ZRETD
AWS X ZRZI X N2Y—=)

IAMA—H—&ULTHA A2 LEEEICAWS TAHI N ID 21RT3ICE

® BT U EAHT
ROEEEETTHICE. DB ELUTOIAM PO RALTHFBETT,

* account:GetAccountInformation

1. ALOFETF—>3a2N—TI1—¥—-BZBRL., KL T FRAER 2BRLET,

® Tip
[EF21 VT ABEBEH/ A7 a0 RREABVEES, IAMI—H—TE4A&< IAM
O—)IL%zZ&F>7I1FL—>23>1—H—&LTHA 42 LTV AEENH VY E
T, TOHEWE., [THIRNIVNIEFOHEICHDTHIVNIDESZRLT
<L,

2. R—VLHO [THI MO T, [AWS AT K D] ORICT A NEBSHFRRE
nEY,
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https://docs.aws.amazon.com/cli/latest/reference/sts/get-caller-identity.html
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AWS CLI & SDKs

ZFEALTAWS 7HUNID ##%E&T 3 (C1E AWS CLI

© BINTFOEARHT
ROENEERTTBICE. PBELELUTO IAM 7Y ARTHFBETT,

« IAMA—H—FE@EO-)LELTOANY REETITRHEE. ROEOHFBETT,
* sts:GetCallerIdentity

get-caller-identity AN RZRXRDRSICHEALE T,

$ aws sts get-caller-identity \
--query Account \
--output text

123456789012

DERI—F—IDZHREITDANS THIUU K

AWS X ZI X ROAVY =) EEFAWS THUU N ZFEALT, OERI—Y—ID ZHEBTE
I AWSCLl, DERI—Y—IDAWS PHIU KN, ZTOTAHVDVNIEETYT., OERI—
H—1D &, L—hI1—Y— 7IFL—FT4Y RI—Y— FEBEIAMI—HF—AWS THT>U K
ELTHBTERT,

LN—=hI—Y¥—FLEEIAMI—HF—ELTERI—Y—ID 2&EKTS
AWS NI X N2V —=)

M= I1—Y—FLFIAMIA——LTAV=INICHA A LEEELL, THORMDIE
BI1—Y—IDE2RETDICIE

© BNTFUERHT
ROFIEEERFTTBICE. B EEUTO IAM 7Y AFAHF BETT,

« L—=RI—Y—ELTOAXV REZXFTIZEE. AIMTIEAFATRBEHYFE
Ao
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c IAMIA—H—&LTHA 212 TFTDE, RDZENBETT,

* account:GetAccountInformation

1. I=hI—Y—FKEFIAMI—HF—-—AWSNYRXIZX NIV =)L &L TIEHFA21420L
£9,

2. BEOFET—23VN—TTAIVRNEBXRERTHONESZERL, [EF21VUT 45
ALEHR] ZBRLU KT,

® Tip
[EF2IVTFTARBABR| A7 3 HARRENEVES, IAMI1—HY—TREE<L IAM
O—)zZE27IFL—>3>1—H—ELTHA A LTVBDAEMRNH Y E

T TOZER, [THAIUNIVRIEZOEIIHZDTHIVNIDESEZRLT
<EZL,

3. [PHOVROFM V3> T, [ERI—Y— IDIO#EIC, ERI—F—IDHARTENE
I, ERI—Y—IDZFEAL T, AmazonS3 7V t£A> hNO—JLU AN (ACL) ZFRET
2FT,

AWS CLI & SDKs
ZEALTERI—Y—ID 2#&ETSICIE AWS CLI

IAMIA—Y—AWS THO MOII—RI—H—, FLEIAMO—-)LTEFLU AWS CLI £ &
O'API XY RABEELE T,

list-buckets AN RZRXRDEKSICFERALET,

$ aws s3api list-buckets \

--max-items 10 \

--page-size 10 \

--quexry Owner.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65f98019172f9ch9a5f50ccbEXAMPLE
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IAMO—)Z2HF27I1FL—>321—HY—ELTERID 2&EKTS

AWS X R X N2 —=)

IAMO—J)Z&H27IFL—23a>d—F—eLTA2VY—IILETAAL42LTVRHEIC, 7
NI ROERI—Y—ID 2RI 2 FIE

© BT Y EAHT

* Amazon S3NT Y hE—EBRRLTRRIDICK., PO ELAFANZETT,

1. IAMO—-J)ZHE D27 IFL—FT4Y RI—P—AWSYRXIX ROV ELT ICHA
AV LET,

2. NTYROFMERTIBICE. Amazon S3 AV Y —ITNT Y hEZEBRLF T,
3. [FTUEARFHW 2T &ERLET,

4. [7O2€AOAVRNO=ILIJARN 2320 [NTY NFEEIOTIC, AWSTHIO KN D
ER IDARRENET,

AWS CLI & SDKs
ZEALTERI—Y—ID 2HRETSICIE AWS CLI

IAMIA—Y—AWS TAHOY MOII—RI1—H—, TEEIAMO—-ITEREL AWS CLI & &
O'API XY RABEEL T,

list-buckets AN RERXRDESICHERALET,

$ aws s3api list-buckets \

--max-items 10 \

--page-size 10 \

--query Ownexr.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65f98019172f9cb9a5f50ccbEXAMPLE

THIVNIDOXRR 234


https://docs.aws.amazon.com/cli/latest/reference/s3api/list-buckets.html

AWS 7AHDO Y NEE 1—%—H4(4 R

DRSTIL21—F142F AWS THI K

COBERE. AT YT for AWS (7 RNVAR)AWS OFERICHATFTY T AWS THI K L
EBE. FERTHAIVNOBELBBEEZET VT A 7ULEBEO ONZ TN 1—FT12JICH
TRENTT, ATV TATIV2kBITBRICE,. "1 ZZRLTIKEEWGA VT Y THT
A ELEBRI D,

UTOREY VOBHRIEE. AWSTHOUNCBEITHBEORHEBRIZERIEET, L—F1—
H—ICEITBRIALTICOVWTR, TIAMI—H—HA R, 0 ")L—hI—H—ICBIITEHHEEZRNS
TIN2a1—F4209%1 Z8BLTILKEEV, Y424 TORARICEATEIALTIZOVTE,
FAWS B4 > A4 > 1—%—HA Ry @ TTroubleshooting AWS 7 717> I sign-in issues s ZZ B L
TLEEL,

NSTNZa—F42TDREY D

c AWS7HUV N BICETREEO RTINS a1 —FT 12T

c AWS7HUV N BABICEIREEORNS TN a1 —TFT 12T

c CEYRZTOMOBMBEORNT I I—FAVTAWS FTAHI N

AWS PHOV N ERICEETRRBEO NS TN 1 —FT 1427

CORBRIF. AT YT for AWS (F RNV AR)AWS OERICH AT YT AWS ATV K

LEBES. EERT7HIVNOBELRMEET VT4 TLLEESOERICETIEMEORNS T
JA—FAVIICETRENTE, YAV TYTATI IV B TBICE,. T 283BLTILKEE
WA Ty T7ATa>zkBed3,

RORDITTFLAD D O%2FEALT, HILL OERICEIZEEOLMEMEICKRILITTILSE
EVWAWS 7HTZ K,
Bl SRI>D =R

TFHOORNOHY A TYTE CHATY 73D AWS (7 EBHAR
FRERAENFDASKEN RINZAR)

FLWFP AT N AWS ZHE https://repost.aws/knowledge- ~ AWS re:Post
RIBEHIC MSEFEZFZT  center/phone-verify-no-call
msBhA2kBE. FEEA
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshooting_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshooting_root-user.html
https://docs.aws.amazon.com/signin/latest/userguide/troubleshooting-sign-in-issues.html
https://aws.amazon.com/premiumsupport/knowledge-center/phone-verify-no-call
https://aws.amazon.com/premiumsupport/knowledge-center/phone-verify-no-call
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G SBUD V—2A
AL PIN A #EEL ZWVBE
FESTNELVWTTAH?

BEAWSTHIUKNIZEKD https://repost.aws/knowledg AWS re:Post
BRALZRAATEED "HRAFE  e-center/maximum-failed-att

TEH, I5—ZHARTDIC  empts

FESTNEFELRVNTTAH?

24 BRI EZBL EL 25" https://repost.aws/knowledg AWS re:Post
THDONFEMIZEZ>TWV e-center/create-and-activate-
FHBA aws-account

FLWF AT NOERRIC https://docs.aws.amazon.com/ AWS ¥4 > A > 1—H%—FA
YA A2 TERZLD signin/latest/userguide/troubl R
eshooting-sign-in-issues.htm|

TSICAINTHFBERZBEE, AWSre:Post THRENREBICEETZZ VT OV ERRITDCEED
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"Statement": [

{
"Sid": "GrantReadOnlyAccessToAccountSettings",
"Effect": "Allow",
"Action": [
"account:GetAccountInformation”,
"account:ListRegions"
]I
"Resource": "*"
}
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"Resource": "*"
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"account:Get*",
"account:List*"
]I
"Resource": "*"
}
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{
"Effect": "Allow",
"Action": "account:*",
"Resource": "*"

}
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Examplef 1

"eventVersion": "1.08",
"userIdentity": {

"type": "AssumedRole",

"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
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"creationDate": "2021-04-30T19:25:53Z7"

}
}
.
"eventTime": "2021-04-30T19:26:157",
"eventSource": "account.amazonaws.com",
"eventName": "GetAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"alternateContactType": "SECURITY"
},
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-111111111111",
"eventID": "la2b3c4d-5e6f-1234-abcd-222222222222",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

Bl 2: xoBlE, THO MCEF LW PutAlternateContact REEHK S ZBINT S BILLING 2
EORVHL %2588 T 5 CloudTral O I RUERLTVET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn": "arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
},
"webIdFederationData": {3},
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
}
.
"eventTime": "2021-04-30T18:33:08Z7",
"eventSource": "account.amazonaws.com",
"eventName": "PutAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"name": "*Alejandro Rosalez*",
"emailAddress": "alrosalezeexample.com",
"title": "CFO",
"alternateContactType": "BILLING"
.
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-333333333333",
"eventID": "la2b3c4d-5e6f-1234-abcd-444444444444",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

Bl 3: mDBIE, PHO NDOEED DeleteAlternateContact REELEEEHIBRT S
OPERATIONS IR#ENHUH L 2588 TS CloudTral OJ I KU ERLTWET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
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"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
}
},
"eventTime": "2021-04-30T18:33:16Z",
"eventSource": "account.amazonaws.com",
"eventName": "DeleteAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"alternateContactType": "OPERATIONS"
1,
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-555555555555",
"eventID": "la2b3c4d-5e6f-1234-abcd-666666666666",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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"version":"Q",
"id":"11112222-3333-4444-5555-666677778888",
"detail-type":"Region Opt-In Status Change",
"source":"aws.account",
"account":"123456789012",
"time":"2020-09-30T06:51:082",
"region":"us-east-1",
"resources":[
"arn:aws:account::123456789012:account"”

1,

"detail":{
"accountId":"123456789012",
"regionName":"ap-east-1",
"status":"ENABLED"

}
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"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
]

ROARYRNNZ—>DOFIE, ENABLEDS KU DISABLED U—23a AR NOHEFYITF YT
IL—IEZERLET,

"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
1,
"detail":{
"status":[
"DISABLED",
"ENABLED"
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