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- W5 CHIME Ef&

« Amazon Chime Voice Connector 2 —I1H AMCS LLC HERN RS
* Amazon Cloud Directory

* Amazon CloudSearch

* Amazon CodeWhisperer

* Amazon Connect Customer

« Amazon Connect Customer Profiles

+ Amazon Connect Customer Voice ID

* Amazon Deadline Cloud

* Amazon Detective

« Amazon Elastic Inference

 Amazon Elastic Transcoder

Amazon Web Services RS FXIFHEAHH M Amazon 27 12
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* Amazon FinSpace

« Amazon RSEALRA

* Amazon Fraud Detector

« Amazon FSx

- M 5% Gamelift fRS5 85

« Amazon Gamelift E#%

* Amazon GameSparks

« Amazon GuardDuty

* Amazon HealthOmics

» Amazon Inspector Classic

+ Amazon Interactive Video Service

« Amazon IVS Bl X IhAE

+ Amazon Kendra

+ Amazon Keyspaces (for Apache Cassandra)
+ Kiro

+ Amazon Macie

+ Amazon Managed Grafana

« Amazon Mechanical Turk

o I3 Mechanical Turk 5 T3

* Amazon Mobile Analytics

* Amazon Monitron

« Amazon Nimble Studio

« Amazon OpenSearch RS EREURS
« Amazon Q

« Amazon Q 1l kR

« Amazon Q FF XK ERR

« Amazon Quantum Ledger Database (Amazon QLDB)
* Amazon S3 on Outposts

« 5% G SageMaker round Truth

Amazon Web Services RS FXIFHEAHH M Amazon 27 13
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Amazon Security Lake
Amazon Sumerian
Amazon WorkDocs
Amazon WorkSpaces

I 5 i# WorkSpaces =4

I 53 WorkSpaces B AR ( L5 WorkSpaces NAREF )

Amazon WorkSpaces E &l
Amazon WorkSpaces Web
Amazon WorkLink

Amazon WorkMail

Amazon N RARERFRADHTEE
Amazon Clean Rooms
Amazon N AR ITEE
Amazon Application Discovery Service
Amazon Audit Manager
Amazon Billing Conductor
Amazon CloudHSM

Amazon Client VPN

Amazon = 1E W

Amazon Control Tower
Amazon BIEEETBIRS
Amazon DeepRacer

Amazon Device Farm

Amazon Direct Connect
Amazon B RMENRE

AWS Elemental Live

AWS Elemental MediaConnect
AWS Elemental MediaConvert
AWS Elemental MedialLive

Amazon Web Services RS FXIFHEAHH M Amazon 27



Amazon Ik EE

RAriEmE

AWS Elemental MediaPackage
AWS Elemental MediaStore
AWS Elemental MediaTailor
Amazon Global Accelerator
Amazon Ground Station
Amazon Healthlmaging

Amazon |IAM Identity Center

Amazon Identity and Access Management Access Analyzer

Amazon BiE

Amazon loT 5&3h

Amazon loT FleetWise

Amazon loT RoboRunner
Amazon Mainframe Modernization

Amazon Migration Hub

Amazon Migration Hub Refactor Spaces

Amazon Modular Data Center
Amazon OpsWorks
Amazon Organizations
Amazon Outposts
Amazon H{TITERS
Amazon Partner Network
Amazon EM it &5
Amazon FABIEB MK A
Amazon Proton

Amazon re:Post FA AR
Amazon Resilience Hub
Amazon RoboMaker
Amazon RTB E ¥}

Amazon Security Hub
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Amazon Ik EE

RAriEmE

EEWMAEMAYEZEI Amazon

HEFBEMANZE , BERUTILR. WELE ,

Amazon &£ B4\ 51
Amazon Service Catalog
Amazon Shield

Amazon SimSpace Weaver
Amazon Snowball

Amazon Supply Chain
Amazon Web Services B8 MEHERR
Amazon Transform
Amazon Transfer Family
Amazon Transit Gateway
Amazon Trusted Advisor
Amazon Verified Access
Amazon VPN

Amazon VPC Lattice
Amazon Wickr

Amazon CodeCatalyst

Amazon Comprehend Medical

2WEBE ( 3 AMCS LLC HHER RS )

BRa 0B {5 ( E AMCS LLC HERIBRS )

FHEBEREF O

FIIF RSB O

DynamoDB Accelerator

Amazon Elastic VMware Service
Oracle Database@Amazon

Amazon =% Red Hat OpenShift BRS%

Amazon App Runner

A LUBGE K P B Fr B Amazon IhEe,

R IASEM A ERZE I Amazon



Amazon Tk~ & AFEE

- MRLERENTRESR , flEIE HIPAA & FedRAMP TR SIS E TS , BT EMFEA R
B RE ., Amazon

- BRABREEHERBENEREEEENEEXSE,

« ¥ Amazon R FERLECE Amazon NRENTERMFHBREE, NREEENAFIETAE
R RE TR S |, HAEAMEA Sign up for Amazon ( #ig ) .

- MRFLREFEEHR AmazoniRENRETKFWAREE (tEHREEZRITR ) |, BAEFREM
Amazon ( ¥1) o

- MRBEEREEE Amazon RS , BFAEM A Sign up for Amazon (#1) . BXEZELE |, S
¥ £ ¥ Amazon Web Services g% for M Amazon ( ¥ ) o

LEBUE &I RY Ih BE

TRER T ZHFEM Amazon ( #1 ) S0EM ( &% ) B Amazon Amazon JiZER, MMRETIHEE
FERRPIEHFAREPFHRERFEEE , WX A, MREFETAFAXZFNINEE , AN EN
ik FPBCE B RIhEE, AXEZER | B3 EBE 5% Amazon WAL,

The JEM Amazon ( #7) JEM Amazon (&
%)
A Amazon &R ML & =
IR RS ER & =
BE T A F0EME A i Amazon & =
J43% Amazon 84 B 25 FBA 1T 9 & =
5 Amazon Fil&ENRFEEH & =
B “ Amazon BUE” BREXER IMR & =
5/ Amazon % e =
FFEH Amazon IKFIEEN S HIPAAS, SEC & =

PRIERYIK

ERSERIE Amazon Web Services X1 kel T2, BXEZE b
BE X1 E IR B |, &S Amazon

HEBEAHE T AY T B 17



Amazon Ik EE AriEE

Ihee SEA Amazon (( #7) JEfM Amazon (&
x)
Web Services X135
TYRATIE .
5 [R] AT 3 0 A RY (X35 & =
IAM Access Analyzer B =
Sign-in 8] %K B& B =
NIEHI K 1% B X HBRER = B
Savings Plans & =
B 3hEEF AN BT i RIB R AL O = &
B 3hi%#Z A Amazon Organizations o B
BaERMA 1AM 54 F 0 = &

BaEFEmA IAM A EEER

0
ol

FHKSEmE 5 =
£/ Amazon Console Mobile Application B -
BRZ2EEHEEXE & 2. MREFEALER
2 ID BXES, N
SBFBRRAZLERX
.
LR HEE

LIRERABRANAF Amazon KA , Amazon 2EIETIE B M ERIABEAR BT BRME, K
Amazon BRIRME#HTHL, METEURATSHMEEERAZNRE. MREEERASRITR , U
FHT BRI ESANBRIIRA , MAZHREH. SRENFIETEHERKTENER , ERLE
& Amazon “igE” PR E MK X E# TR, ZALS Amazon HAEE ; ER , Amazon ERE
FEBZELANE NS HE.
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https://docs.amazonaws.cn/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.amazonaws.cn/cost-management/latest/userguide/cost-optimization-hub.html
https://docs.amazonaws.cn/cost-management/latest/userguide/bcm-lite-coh-savings.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_introduction.html
https://docs.amazonaws.cn/singlesignon/latest/userguide/what-is.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_create_role-manager.html
https://docs.amazonaws.cn/consolemobileapp/latest/userguide/what-is-consolemobileapp.html

Amazon Ik EE AriEE

Amazon BEE K Amazon AL UTER :

- HAEEBR, HEEARMNOET Amazon FRE , Amazon AJLLEBALERRE , IERIRE
FIE B (RCP) MRS 2RI (SCP), MRRBHC IR , EEA M Amazon (BH ) "

- ARFHAB, AXTFTRABGRBEFALRBENRNEAAEE, Amazon JEFEEI B R & 124t
DEEERAENER. EATBEMEE , EUUAMANBREAKA. EXELER , H5H BiE
B BA X 52 3 1T IME Amazon 1% B, EFBIZ root AP, WAXE | EAJLIelZ IAM S&F IAM A
P, EBeflIReEATHRRERR , TeEATEHE&FER,

BINEHEREREXE , U TUERRARFHEE, NBERT , B FHEMNARF AR
AT LA B E —31 B R FRE Amazon #iR. BLFHRITHMIFRIEE.

Amazon BRIEBAHRELFZFFEBED R HRNRE , SNFREWE PR RBRELEMEFR, i, &9
RE—NIE B2 Lambda B, RAEES—NMRBEPEA AP BAZE. XEHERANEKSE
B, BXREZEER , S Cross-accountLambda £k, RERANTEHHE —INEBEK,HEE , B
AT AR XA,

RINERT |, BHI B FRENET R IR IER I RINR, EAMEE Amazon BIRA AT LAHE
| BATHATIA TIRME -

- BIEANE SIFEHEBRIEE— I RSN NENBANE, BXEZELE , 1555 Amazon S3 Al7,
« Bl —/ API Gateway API X HNABFWET. BXEZELR | BESEWE HTTP API,

- FANE IP it tlE— EC2 £l , UATFENXIPISERMEHTERE. BXEZEL , F5HE
B IEHE — N EC2 324,

812 CloudFront X1ThX , B A FREHESMZIZE Web WA |, fl#0.html, .css, .js FIBGXH, B
XEZEER , SR Al CloudFront,

« 8/ Lambda BE¥ URL , ¥ Lambda BREIRH—/NMEE, WEELAFIHREIN HTTP LT . BEFR
BH Lambda M EBFENNR. BEXESZEL , HSHAIERI URL A Lambda BIZUM it B
BLZ2MBHRIFER,

« EAIXLE Amazon HlEISEMHHINASE

LA, SEECESRINRERT |, BT LA R E S AL HISRB X R IRE S IR T R AR

HRIGREER 19


https://docs.amazonaws.cn/apigateway/latest/developerguide/apigateway-cross-account-lambda-integrations.html
https://docs.amazonaws.cn/AmazonS3/latest/userguide/GetStartedWithS3.html
https://docs.amazonaws.cn/apigateway/latest/developerguide/http-api-dynamo-db.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/tutorial-launch-my-first-ec2-instance.html
https://docs.amazonaws.cn/AWSEC2/latest/UserGuide/tutorial-launch-my-first-ec2-instance.html
https://docs.amazonaws.cn/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.amazonaws.cn/lambda/latest/dg/urls-configuration.html
https://docs.amazonaws.cn/lambda/latest/dg/urls-auth.html
https://docs.amazonaws.cn/lambda/latest/dg/urls-auth.html

Amazon Ik &EE AFiEm
EE/REY Amazon Web Services K

YRET LA Amazon Web Services Ik 1R IEIREA KB REE Amazon R, TRERTEBE AL
KIEMEE TS,

Task k&SN Amazon &2 Amazon
(#r) (BR)

JEA 3R K SN Amazon &S0 Amazon
(#r) (BR)

BRI kP EHREIME Amazon K SH Amazon
RE (&R )

KA o FEHXAIME Amazon X —/ Amazon
RiE Web Services Ik /-

EFIRN B EREHENEZRD EFHRAF %5

Amazon & &

SEA MFA &% EPEEZREZSH S|3: (HE)IRE
IBiF (MFA) Amazon Amazon MCP BR$5 85
28
I o ol ] 12 5 B AR BB, F AP E# WE% Web
b3t Amazon iR B Services BB 44 b
st
ERIRNEF EPEEENBEER FE IR Amazon
Be#r Amazon & & Web Services I f°
name
EHBRRAER EHiRESNEKRE BHENEERR
B Amazon iXE& A Amazon Web
Services K F~
EMEHARKRA TEA BN E BBRR

A Amazon Web
Services K~

BEIELRA Amazon Web Services Ik 20
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RAriEmE

Task

EIEK S

EEBRSER

jilll

B AZZ A Amazon Web Services X 15

EEKSRRT

B/ 5 &

FHRIEHIIKF

B2 X PR

5B % PR AR

HYUH X H R

3217 B A B 3R

EI B 2 |k

EEARBIE

R & S Amazon
(H)

EPERENARE

k&S Amazon
(BR)

EHFERIKE Amazon

T, Amazon & &

EPEEHRSEID
Amazon % &

FEA. BLEBER
B2/ Amazon Web
Services X1H,

TEH
TEH
ERARER K,

Amazon % &

£ P 2 3 PR &

Amazon % &

T AP BT 32 i PR &

Amazon % &

B BR o Y 3% HH BR &

Amazon % &

323175 B BA B 53 2 1T 17

Web Services i/~

S AR EN

BHAZSEZR Amazon
Web Services X8 1£
YREY K P Hp

B Amazon Web
Services Ik P FRIART

B2 — > Amazon
Web Services i 3l
A

REEEUX

TEH

IAM B 14

£ Amazon X &

FEIE < B f1#

EEARBIE

Multi-session X ¥

FEH

BEIELRA Amazon Web Services Ik
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https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/manage-account-payment.html
https://docs.amazonaws.cn/awsaccountbilling/latest/aboutv2/free-tier-plans.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id.html
https://docs.amazonaws.cn/awsconsolehelpdocs/latest/gsg/multisession.html

Amazon Ik EE

RAriEmE

Task

W ERFRE 2 1E

EETER Al B3

FEREN BIE

I BR¥REY Amazon N A B R

EEEB XK,

PIREERAR

MK BRI IR IE 1

R & S Amazon
(H)

i BR R B9 PR 2 1F

Amazon i &

ERETEAENAR

k&S Amazon
(BR)

FER

Al BR 55 1% £ 58 H SR e

k& RS Amazon
®iE

FiEYRAY Amazon &£

REVRRYEE

B E8 ID #HiE

XA B K Amazon

X — Amazon

RiE

ENEEEKF
Amazon & &

TEH

TEH

Web Services Ik F°

B D E b X A K

k&SI Amazon
(&R)

MRNLREY Amazon
Web Services K/~ 38

R 45

BEIELRA Amazon Web Services Ik
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_ai-opt-out.html
https://pages.awscloud.com/DSAR_RTF.html

Amazon Ik EE AriEE

&S0 Amazon ( #7)

/A Warning
BINBEEOERBENT S X ARNOTAER, ERIEEETTET R AR,

HIREREM Amazon ( 118 ) B , IREBIE— P FBEEM Amazon 35 |, ATFREA K Google iX
HELPEENERABZY GitHub T7R{RHY Amazon &R, BHNRRZEMBE#ITHLN, MBEIERATEH
& ¥EE L =M Amazon Web Services I~ MiRE, MREFERMNRITR , NENT B ETUNRES
ARBBIAA , AT HRE . SRENFEUEHER T ENHEL, BRI LE “ Amazon RE” HE
BEWALR, TrE &I E FMR N R 5 o
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Book store project
Account ID: 111122223333

Project resaurces:

Project team:

@

martha_rivera@email.com

saanvi_sarkar@email.com

Spend limit: USD $25

You!

martha_rivera@email.com

Book delivery project
Account ID: 555555555555

Project resources:

Ble:

Project team:

£

martha_rivera@email.com

¢

saanvi_sarkar@email.com

1

richard_roe@email.com

Spend limit: USD $100

Pet Store project
Account ID: 444455556666

Project resources:

Project team:

£

martha_rivera@email.com

1

richard_roe@email.com

Spend limit: None

24



Amazon Ik EE AriEE

LABEM Amazon £ Sign up for Amazon ( #1) B , Amazon iE& 812 —1 Amazon & E ID itk
P, ZkFR—IMEREDMARDAER, BNBEFERMHu REEH — Amazon WEE ID . MERAR
B 812 Amazon &% ID B & k82 Amazon Web Services Ik , N AT E R RIR T — LR E |
RUMB R BB IIXLRE,

BREM Amazon (1) WEZER , FSHLT XA :

o HEBGEMHEIR
« X #F Amazon Web Services IR%% for JEM Amazon ( #7)

£ R EM# 1TEM Amazon (¥ )

M ESERE Amazon , B THAERCRENKELS. BWRIEARAEISKNNBIET (DS
EH ) | BREGHRIKS LR, EARINRUNZE  EFLFEEARA, ETUMME
5t * Amazon B BRMRERBAKAMS . Wk, HLSEHE Amazon , BALTEREREGLHR
=8, EEHERT  AEEREGARES  ARSEEANRITY. EAMRERN  STNRES
HIRHT | EEE TN TR T EREE,

FERAAH GitHub, FERFLDF NS EM Amazon (3 ) X, NRECEKENRBHERT
Google fk = , Nz ik P fF 72 & E MBS £ A Amazon,

ZEM Amazon £ fEM Amazon ( 7 )

1. $TFEM Amazon WH.
2. WMAZWEFEBHSHIERERSN , Hluadk
4\11\

3. MREBFEAECLPENERSE , NRELNF
Amazon E it

4. WAERER FIRE B,

GitHub, FRHI L3,
EMERHENERE, BXE , EFEEEQR

HERTHAR AT EENTE WRRE , ZB8HFEMRNHE,
5. WARIEN A RIESENBFAXRNE TR, RIFEFIiE | & Ha,

HERTHAR AT EENTE WRRE | 5=t B F a4,
6. NEMKFWMA—NBED , RGiEF 4a,

Amazon EXRZBHNZEHE B AT :

« KEMXMED 8NER , BZ 128 NERS

fEFEMEEATEM Amazon (( #) 25


https://signin.aws.amazon.com/signup?request_type=builderId

Amazon ik & A5
- WMEDLDEUTFRLBEGT=MNAESE : KEFE, NEFE, BF , UR'Q#$%"&*()
<>[1{}| _+=f/5,
- ERBE5EM Amazon Web Services Ik 7 2 F 2 B8 T o A sttt 48[
7. WMALHNRRARN , REEE 48,

8. Amazon FFREH =/ E F ) —/ N0 E B Amazon Web Services X1, — ¥ & . BEXEZ
£8 , #FS5 Amazon Web Services Xi3 7 TRV E , & 0] LABE RS XA FFo

I 1E AT LLTA [|] Amazon Web Services BB &|A. EifR Amazon iRE , EMNHEFRERIE
Amazon Web Services BIE#4|A, £ Amazon “KE” & , B LUBRERI AR . BIEHIE AR
ok S RN E AR E

s LR

XM E Amazon |, BRI BUERE Al RIBTE | RMEMRRARTHME , MREENREER  WAWNKRE
X HRE,

- EEARBITE

o BIEHBA K 57 Bt 1TIH4E Amazon 1% &

o EFAELX HRE Amazon i%iE

/A Amazon 1Zi&

/A Warning
BMNEREERRREENETSRBENNIAR, ETRRETE F AR,

Amazon EEREEEMHRIT B M. Amazon HEMER XM Amazon ( # ) » BITEMET | &
B A, B LER Amazon “iRE” AT TRE -

- BIERMIGEEZHEENIE, BXESER , BHEH EF0EME Amazon B E.

- FRIESZEXZHNmA,

- BiEH A R RENTE#TIHME. BXESER , FSH BIBEH KA #HTIME Amazon RE,
- EWMB AR, BXEZER , BSM £ E 2R,

ICEE2 S 26


https://settings.aws.com

Amazon /= &2 A m

- BEBENARAR. BXEZEER , B2H EPEERLNAFA X Amazon BE,

s NMEBREEBARINREE, BXEZEL , FSH £ ARENIKF Amazon ®iE,

- EEMBENIHRI, BXEZEL , HSH EFAEZ HEH Amazon ZiE,

- EEENKEFER, BXELER , BZH EPEFLNKEEE Amazon BE,

- BEEENNMABRRMER. BXEZER , BZHA EPEELNEEREN Amazon RE, EHEH
IR B FHR 3 Amazon IRE Ml ERREBENKRER Amazon iRE,

- EEANRESEBENERRY. BXEZELR , BSRETEHNLHNEB Amazon EEMEFEE
ZRESHREIE (MFA) Amazon i &,

HEREBNMNABTREERZLIREN , BFEEEDE Amazon EE ID H0v. & Amazon HE
% ID RELMER XM Amazon ( FTE ) " NAIEN., BXEZER , BZHT L2 Amazon IEE

ID?,

T Al RIBIE

/A Warning
BMNEREEQARKENETS RARNOTAR, EREETTET R AR,

FBAIH Al RIB T ERMIM B FENRHALZEREIES , ZTE 3L T Amazon MCP %258
BN —ABERNAERE, XELN Al RBITETURRECNENEE Amazon BFo

MmiE T EEERHE N EESEM

- BULF A FEBEISEEIZECHIEREEELAZNIE,

« YA BBIEREAWARERE Amazon BRI , BNERNHEHAR, XBFELIETTERMENNR
BRHESZSM , URXEFRAESENEMARA , TeXERAREEFITNPITEN , ERRE
A3 T 1T R WY o

o BRINEH Al wmEB T EEENT A PRJEXBVEMRIENT,

- EEFELANRECRNRR , BiFRIZRSHWRSES A,

o BERMIEHM Amazon CLI, Amazon TEMEH Amazon F AT ESEM. PowerShel AJEER
SEABIE, NENRFEOFREREN 12 Mit, FAUTHSEITENIES

aws login --profile profile-name

EEARBIE 27


https://docs.amazonaws.cn/signin/latest/userguide/sign-in-builder-id.html
https://docs.amazonaws.cn/signin/latest/userguide/sign-in-builder-id.html
https://www.amazonaws.cn/compliance/shared-responsibility-model/
https://www.amazonaws.cn/compliance/shared-responsibility-model/

Amazon Ik EE AriEE

profile-nameB N EBENEREHHRERNEE XG4BT, ZH DN BNITHFERERIAN K
85, REERRFNIME BHREREBEFZTRE. Amazon T SUFEMEIELIT 90 X, 90 Xfg , 1R
EEBRENRR[EOFRFIHRENER,

FER Al w5 TEEEIENTE

BADMEBHEBCH —AIUS , Al REIEUFERAXEETERRFVUEBNEE Amazon &R,
Amazon Web Services EE12414

EGEN Al RB T EEREREWINE |, B6H Amazon B4 &

1. FEA$TFF Amazon “i%iE” https:/settings.aws.com o

2. EEXSMBERD  EBREHRNTBE,

3. HEALAENSHES  ERCENSESEMEY,

4. &#E“fE Al RIEIEFRFEREN Amazon iEP” ,

5. REREFRBERETAFEHMAIZHNREBNRESR,

X2tlZEEN Al REAERAEESXMANRR. ESXHFIHRRENHEA Amazon |, Xk
RRE T ENIE FIUENERY Al gmiDRE 2 B AV EER,

R RENTEMAREX BN, LEREXHRMNEEN Al RBTEHRFR AN,

Use your terminal
BTATHS TEARBLERPIHITERE

curl -fsSL https://github.com/aws/agent-toolkit-for-aws/blob/main/setup-
instructions/setup.md

HIREHABEANF Amazon KA | BINREFLZ L Amazon MCP R8s , BREB AT E WK
BREE, BEERE—GANYE  EFIEHN AR BARNIER, ANXHEARTFEENEBHFER
BRI Fh R BIAYFEBD . AT R XEMEBEIR R -

- K SRBERN , ZRERSNFIEZERK, EFSBWNENERNRTEARHEIERNST R,

FRM Al R8T EEETEHTE 28


https://settings.aws.com

Amazon Ik EE AriEE

« BE EMRETHEN  IRZKERNIZEERE , ek - EBEENEE, EF2ERN
N RRRITEMRHERERST R,

- B SREERN , ZRERREHESKFIIXE, CRENUENRYNRHEIERT R,

L-I2 %N H

SATEHEATH—BIED | Al HBITETUEARESTERRIRRMER Amazon BF. &
SERERE ARSI, BEXHRELHWEBREASEH4 Amazon CLI , BAUNE
NEE SR — N — B

flan , MRERE—NIE BMyFirstProject} BEEREMyFirstProjectProfile fiEIEE T
BEXHEN , WALBEFERAUL TSR RRKIGRIZME : Amazon CLI

aws login --profile MyFirstProjectProfile

MREBET B —NE RN EBookstore , M AT LASE A Z2 2% B 4% H 6 22 B B ST 3K 175 9] iZ I
BBookstoreProfile., A , B LIERL T HSEF : Amazon CLI

aws login --profile BookstoreProfile

BR , YRETEXAENGTHFHNEM - |, REEEERLSFRE L RIRE Amazon iEPHEEFE—
Amazon £i%.

WAEZANTE 29
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Choose AWS sessions

(i) By continuing, you allow AWS CLI, SDKs, and local developer tools to use your
credentials until your session expires.

~ Active sessions Sign out of AWS

MyFirstProject b

Signed in 1hour ago

~ Add session for Martha Add session

Bookstore

HHAEIERESSFENEALURMBNSE. 2FFEALHN Amazon IEBRREN EHBILRS , B2
HIEPEZN Al RIEREATAEMNERERFENERER,

Tiltlza'_\1’§J':|:' , BEAEFEMyFirstProject{BiE R EHFRBookstore, £ “i%#¥ Amazon &% WH
, AT LAAT AT R 1E -

o EYEEFEH Amazon MyFirstProject , Hi%#¥MyFirstProject,

- EijaBookstore , FikFEBookstore,

- ERBREMYBISE , BTIEFIR H B

« Z Amazon Web Services Ik /4 IAM AP AE |, FlIEIZENIKF RSB SN Amazon (5
&), BEBRMEE,

WAEZANTE 30
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BIEBRNIEBESEN Al FBRAEBEATURNEERFENEILER, fll0 , S ERAUTHS
% : Amazon CLI

aws login --profile MyFirstProjectProfile

IR EMEG%EEABookstorei |, £1 Al R8T El¥#EBookstorell B 8|2 Amazon ‘&if,

B R SN AR EEB TR B ARG AE,
Amazon I B FrE BEWRE

/A Warning
BMNEREEQARKENETS XA RNOFAR, EREETTET R LAR,

HREABECHIER , AN EHAAEERHEN, XERAUEREFTRIESER Amazon %
Bo AT LHAITRER A HIRE, SV AR R T T BOX LR,

B A TRV R B R R PRV REDT -
- RESMERIELFTIEZIEAN S3 FHBRE., SALUXHMRERE REBNEHBRIEHAN S3
M.

- RERRBRELAEZEEANET SQS HIRAVRE, RANXEMY , BIEREENETRARNEK
B ARSI SQS BRI,

WATIXBRBR A gy 1E

1. BEEBNITE FHITIF IAM #2414 |, Mk N https://console.aws.amazon.com/iam/e
2. ERFIENSMERTD  EERHEEE,
3. XNTFNREE , BEEEEKAKS FHRITHRSURE,

IR ER Amazon S3 FEAERERER , UUIMBR —TNE B45 RN EEIERRE , LR SELFTE
F KI5 B Amazon S3 EE @R,

a. WA S3URI, Si%#E B rowse S3 NI B Y FREBFERE —NE K.
b. IEZFMIBRIF R

Amazon Il B Fi B & WR1E 31


https://console.amazonaws.cn/iam/

Amazon Ik EE AriEE

c. TEMPRELESERWES , A Amazon S3 B ARUEFMERE. BXESEE,
#FZ 0 (Amazon S3 A 1ER) SRISEA Amazon S3 2§ & A M7 i 48 K B

£ “IBR Amazon SQS ZFKBE” LAMIBRIELE FRE Z4E A 151 Amazon SQS RAFIHE F R IRH
KA,

a. T SQS BAFIEFrAH ARSI R,
b. &#E ‘MR SQS HKHE",

c. TEMBREBLE RIS , £ Amazon SQS 241 AR ERAFIKEE, BXEZEER
S (Amazon SQS F A A& #ER) M Configuring an access policy in Amazon
sas.

EHREFHEHNZRTE Amazon R E

/A Warning
BMNEEENBRBENES RARNOMER., EREETET R AR,

{RAILATE Amazon “iRiE” F EFIRNZB,
EEFREHEHZRG Amazon iRE

1. TEXHTFF Amazon “i&E” https://settings.aws.com o
2. EXSMERT K EREER2ABR.

B EE [ R RE Amazon B3R ID MAER
3. XWTF B, &EHF BEHEE,
4. XF Current password (HEIZB) , FRALHNHEEHB,
5. XNF BB, MAFEL,

Amazon ERIEHZRIHE L T &M -

- KEXRAED 8 NMNFER , &F 128 NFHo
- BAMEDBEUTFHRREP=HHNAS : KEFH, NEFE, BF , UR'@#$% &™)
<>[{|_+=H&5,
6. H “WIAFIEE B, @ALRIFED,

B REY B 32


https://docs.amazonaws.cn/AmazonS3/latest/userguide/add-bucket-policy.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-configure-add-permissions.html
https://docs.amazonaws.cn/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-configure-add-permissions.html
https://settings.aws.com
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7. EEREHF

EFEEZRZFHEIE (MFA) Amazon i% &

/A Warning
BMNEEENBRBEBNES RARNOIER., EREERTET R AR,

Multi-factor & 331E (MFA) R — M2+ EEMAERNNH. F—I EE ( FG ) REILEN
WE, RN HRRE, AtRETUARRERE (LHENEA , fINRLES ) IIBEFRE (£5
HERNKRE , GINEYRAEE ) o FRIBEINBUEEE MFA U ENIKS R INFHANE

FALCIMAB S HRIIE b UIMREEYERSNBHNRSTH, NELLEEANBE SRR
R , WAIEASEMNZEEA. N TEHRIERNARERF , CEEXENATERAERHIEEE
B IhaE. XA BB TEEE MFA RFEZRHBANBRT , RENEEXHR B ENR,

RER
SEMAEE MFA B8, BILEUATES :

- BUCEMZA MFA &%, MREBTEHEMESEMN MFA 8% |, WEEEREEHKS, .

- BNBEWEEHRED M MFA RE , BRENLGCTRITRSBEEEET. A, FEAN,
R XLEREFHREVELZLNVE,

- ERRBYMEMEA Googlet| BHIKF , BBLEILUEREH Google W BRAZESHRIE, B
XEMEER , FSHRTERFRIL,

- WMRBER YL Apple” SIS |, NEH Apple (kP A AIBEERX AT ZES BRI, MR
TR, BXUMABSHACWIFAEE , BSH Apple Tk Two-factor 53K,

- WMREHER G AIE T KS GitHub , M AT UER EH GitHub lkFERAZEFHRIE. BX1F4A
E8 |, B HEE (GitHub) XA E FHRIL,

- MREHER SEFERALSH QIEK,  NAUABIENTLEHKFEAZESHRIE, BXF4H
BR , BSR4 RE Two-Step BiE ? o

KAV EHO T AN MFA 228 Amazon £/7

BATHH Amazon B XU T ZERFMRIUE (MFA) RZFRE,

BEEZEHHRIE (MFA) 33


https://support.google.com/accounts/answer/185839
https://support.apple.com/en-us/102660
https://docs.github.com/en/authentication/securing-your-account-with-two-factor-authentication-2fa/configuring-two-factor-authentication
https://www.amazon.cn/gp/help/customer/display.html?nodeId=G3PWZPU52FKN7PW4

Amazon Ik &EE AFiEm
FIDO2 5 KiEas

FIDO2 E—1MNEE CTAP2 K#r/E , WebAuthnH BEEFNMAMNER ., FIDO L EARMENETNEE
HAENReIZEIENMNILFTIRER |, Hl20 Amazon,

Amazon ¥ FIDO B RIISEMNFHHZEELAEAE  NESHRIERNEZEFH, BEXRELN
FIDO B RIESRELBNEZER |, BFSHR T X,

Built-in & 3% 1 85

FERZEENENSHRILRS , HIAFZH TouchlD MacBook = Windows Hello-compatible %
L, MREMIRZFRE FIDO B ( BFE ) WebAuthn , MAILMEREARERERNE—EX, BEXE
ZEE , 52 A FIDO B/ RIL,

Z2EH

IBA AR FIDO2-compatible #M& USB, BLE = NFC-connected Z£ %4, HRERTRAA
MFA Z &8 , RERBWERBEEE. YubiKey RE Y RBERBNRE. BXMERDREEHNT
& , B2 H FIDO NI~ o

#EER, ZRRUEFMEMM FIDO 50 KIERE

ENBE=ZFRUBIBFBINARFTHN FIDO FHRIE , fINZBEERHHNINEE, F8 FIDO EX
BB RUREMATENIE, XL FIDO-compatible %% AT L5 IAM Identity Center B2 &ER , B
TEETE RN MFA 5 A& 2 513 BNiE FIDO & RIEES.

® Note

AL FIDO B RIFSE A LUSIEFAIM FIDO &Eif , HAHHH., B TUSER QER4
Nig% , LA RS HEZBEI R, a0, B LAEZFH Macbook EfFA Apple Touch

ID EMEE  RAERBERNEFE LWRRFER Google Chrome , 7 iCloud H {E A ZE M
Windows EiEREBMEFZTMiL, BXRAMEREXFARSBAUR ST ZAERERZN K
BZRNEREMNEZEL | 1519 passkeys.dev EMEEE T ( WA JRA FIDO BB
T4 REREE (W3C) 437 )

SORIERNARERF

SORIUERNARFRET —XMRE (OTP ) NE=ZAFHRIESR. BARLEEBIRENT
R LY B RIS N ARFAERNN MFA RE., E=550RIESFNABRFSI/FE RFC
6238 , IR — M ENE TR/ —XMURE (TOTP ) 8% , BB ERAUHE HRIES,

BRAVEHEHA T A A MFA 322 Amazon £/ 34


https://fidoalliance.org/fido2/
https://www.w3.org/TR/webauthn-2/
https://fidoalliance.org/fido2/
https://fidoalliance.org/certification/fido-certified-products/
https://passkeys.dev/
https://passkeys.dev/device-support/

Amazon Ik EE AriEE

RABITZEFHRIEN , SAEETRNRAETRARE FORIERNARFNERNE. 2EEH
FHEE MFA RBLARME -, AIAEELAEAFEMANTSHRIERNAERF.

BAMUTERNE=F FHRIENARRFFHITER, B2 , 70 TOTP-compliant 5 12 F & 7]
LAEA Amazon £ 28 ID MFA,

BRIERS £33N & B 2R N AR F
Android 1Password, Authy., Duo Mobile, Microsoft &

BRIEEE. Google &M KIUFES

i0S 1Password, Authy, Duo Mobile, Microsoft &
HBRIEEE. Google & KIUFES

EM MFA &%

@ Note

EMMFA TR, BHER , ARER—RELEHFER , REURT 2RI EEZEENEE
L3#1T MFA,

FREMRIIENARZREM MFA 8%

1. TELUTMEITHF Amazon “IRE” hitps://settings.aws.come
2. EXSMERT K EREERL2ABR.

IG5 E E @ B &M Amazon Builder ID N A B HL,
£ Security ( ®£M ) WE L , 1£#% Register device ( FMEE )

4. 71£ Register MFA device ( ¥t MFA i%#% ) TTH L , %48 Authenticator app ( BB RIUEEENAE
F)o

5. Amazon Builder ID #EHEREEFEE , S _4BEF., LEFERZREZFHNRRERN ,
ERATAXE QRRENEHRIISZNARF LNFEIH A,

6. HFASOBRIBNARF. UFETHRNARFIIXR , E5H FHRIERNAER.

MREHRIERNARFZFES N MFA REHIKS | HEFENAETUAGER MFA REH
1,9

SEM MFA &% 35


https://play.google.com/store/apps/details?id=com.onepassword.android
https://play.google.com/store/apps/details?id=com.authy.authy
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile
https://play.google.com/store/apps/details?id=com.azure.authenticator
https://play.google.com/store/apps/details?id=com.azure.authenticator
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2
https://apps.apple.com/us/app/1password-password-manager/id1511601750
https://apps.apple.com/us/app/authy/id494168017
https://apps.apple.com/us/app/duo-mobile/id422663827
https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://apps.apple.com/us/app/microsoft-authenticator/id983156458
https://apps.apple.com/us/app/google-authenticator/id388497605
https://settings.aws.com
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7.

9.

HWE MFA NARFEAXEF QR 18 , RJGTE Set up your authenticator app ( % & & BRI sS
RARRF ) NHERTUTREZ—

1. %&%% Show QR code ( 2R QR 18 ) , REEAZNARFAM QR K15, Hlm , &A%
BRGLERHEREEL T Scan code ( Eiﬂiﬁﬁ% ) FIET , AEEARKENERGLAMIER
i,

2. 1£#% Show secretkey ( 2% ) , ARNZERAB AL MFA NABFH,

TERBAR , ENSHRIERENARFRERF LRI,

£ Authenticator code ( SRR ) R , AN E R ESHRIISENAREPHN — XM
B, EEDE MFA,

/A Important
ERRBZEILRERENER, IRELERRBEFSFHALKIRIRIER , Il MFA
RE KIS EH Amazon £ 8% ID XE , B2 MFA REZFEL, XREANETEIEHN
—XMEB (TOTP ) RREIH, XHERT , BANEHELIRE, BXEZER,
BZ W I get the message 'An unexpected error has occurred' when I
try to register or sign in with an authenticator app.

EE Amazon Builder ID F REHIEZE—NMNRFWER , FER ‘ENR. WBEHUHBEX D
KEMEETMNWEMEE,

MFA ZRRINEERTE , AT LS Amazon “RE”, “GETE” # “ Amazon £ /K85 ID” —#&E A,

MREBAEMAEHN MFA RZE

A L2245 EM MFA i1R%

1.
2.

FELATZEITFF Amazon “IRiE” https://settings.aws.com,
EEXESMERD , EREERLNE R,

R HEE R EEH Amazon Builder ID M A& H,

£ Security ( &£ ) WE L , 1%£#% Register device ( FMEE ) .

£ Register MFA device ( £t MFA &% ) TUE L , 1%3#% Security key ( Z£%4 ) »
BREEARLENR., IREFEALMNYELTLRNA , BHEEEIENITEN.

FZ2ZHEMNEN MFA 8% 36
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6. ERBEELMEBARTERE. BREREURTENWRERSNN KRS

7. E7f Amazon Builder ID P AR E—NREFNER , HiER EdE. BT EX S
HEENEIMOEMBES,

MFA &M EHERZME , TS Amazon “IRE", “GEVIEB” A “ Amazon £/ 85 ID” —&£ A,
HEin& MFA 1%
EmHB MFA 8%

1. FELLTMEITHF Amazon “i%E” https://settings.aws.com,
2. EEXSMERT  EREERLNER,

B E E M REH Amazon Builder ID N A&l
3. EELREM. NTUHIEE , T&Z Rename ( EWE ) ERNREE,
4, EREEURM MFARE., XFAFEILEE Rename ( EHB ) » FEEIE RITFEE,

5. TEITFHIIRTRH , £ MFA device name ( MFA R & &% ) AT B , REIEE Rename ( E
BHE ). EMABMNIREE REMult-factor HHRIE (MFA) RE T,

I BR MFA 8%

BUWREBRNHZAED MFA 8%, EZERAZEHHRIE , BMNEHMNABTEHPHRERFIEEEMRDH
MFA & &,

B MFA &%

1. FELLTMEIT I Amazon “i%&” https://settings.aws.com,
2. EXSMERT , EREERENEFR,

R HEE R EEH Amazon Builder ID M A&,
3. EZ&WEHL , EREFERM MFA RE , RIEEEMER.
4. 7 Delete MFA device? ( EMIBR MFARZE ? ) BB OH |, HBUHBARMBREES,
5. IEFEMIER.

2 M BR 8918 & = B H I Multi-factor & RIE (MFA) 88 To

EHH MFA &% 37


https://settings.aws.com
https://settings.aws.com
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IR I FrE £1F Amazon iR E

/A Warning
BMNBEMEEQBRBEBNETS RABRINOFER. EWRETTETRILER,

&R BAE Amazon “RE” PHIBREB R BN E2E, MRETERINERRE | BEIEDHFMERAR
B2iE,

W ERFR B 21

1. FEAL3TFF Amazon “I%E” https:/settings.aws.com o
2. EXSMERT K EREERL2VBER.

W EEMEIEHN Amazon B ID MAERE,
3. WNTFEEFWNIRE , EBRRBRMESIE,
4. WINEHIER  RABRER ‘WBRFFIE&1E

BHIEH “ Amazon RE”,

ERERLNMRIEN Amazon KE

/A Warning
BB EERERBENES KA ENOFER. EW8ETET R LR,

{RAJLABER ERIRIV B 7o FRERIAR A MU UBIMRNE T , MRRELARIINREE , N EF
REHIMERNKEES L. MRE Amazon EHEEM , WENKELAEITIATEFEFRIENX
HFEETRHERTE -

LHEERHER , BLFEH Amazon £HE ID B, XHFEMERE Amazon iIREFHIHS,
Amazon £ 588 ID AR BEEEST Amazon ¥EE8 ID 5B #Y{E{A Amazon FiR,

FHEFREESHAESNEIENBRSPREMENEF. REVEMREKTMRAEENMEHE Amazonfik
MEMSRBLDEERN AFTINR,

HIBRFTE &1 38
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ERIRN B T

1. TEAFTFF Amazon “IRE” https:/settings.aws.com o
2. EXSMERT  EREENMARHE.
3. EEFENARAER , BEEEENMNARHR,

R EEMEEN Amazon EHE ID MARE.
EEENMARREER  BTAR “RE .

(AIE ) T “BW, MAFER.

(AE ) CBRRR R, R AFTRYBERR.
ERREFER.

RS -

EPEREI B FHRF it Amazon IRE

/A Warning
BEMNEEEQRRKENETS RBENOIER, ETTREETE F AR,

BRI LATE Amazon “IRE” PE BN B L4, HEEHRE FIREE |, B2 BEFHEFSEN
Amazon PN ABEF Amazon £ X8R ID 2 FF. BT EFERZEBE FH4T R Amazon “i%iE” FREVEM
B |, {B& e LA AiZE Faf4 Amazon BIXE

HERTHBK R RGN E VN RE |, &R B FE ik SR =,
E SR B ERFE

1. HELTMEITH Amazon “IRiE” https://settings.aws.come
2. EXSMERT  EREENMARHE.
3. EEFENMNAREMER , BEBREEMNARE,

G4 E E [ 2R 8Y Amazon Builder ID D A& E
4. BIREBRXRAGE , BHhEERS,

5. & “BFERMEMH P, WA BRI | REEERE RIEBFEE . BINFEEREHE
FHRF b AYIRIERS . ZORFE “IRUE S B4 B HAEP R A

B RUEKY B F BB st b 39


https://settings.aws.com
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6. X TIIERD , i ARMNKIEE G B F oAU,
7. EERIE,

ERREENEREE Amazon iRE

/A Warning
BINBEEOERBENT S X ARNOFAER, EREEETTET R AR,

B RES “ Amazon REB” KXW B FSBEMbi, HEEUUXLEN , EIAESE WA L

%o

BERBENBKRER

L FTFF Amazon “IZE” hitps://settings.aws.com o
EEXESMEERD , ERFEENARR,
EEEHKRER , BB RE
BMAFNBKRRAGE

ERRT

o K~ w0 bhd =

ERTEREZHNANBRRAEZRS Amazon IRE

/A Warning
BMNEEENBRBENES RARNOMER., EREETET R AR,

Amazon Al RS ATREFEANEEEF AR RS RS |, flNEEZERE, TERSHEE. B
BRI, Fik , BT FUEANBREHELFEARS Amazon Web Services X135 Byith 75
Amazon Web Services XiF L4k, BRI LUEN Amazon R B BT FEAEHNANBRURERS . E#F
BHEAMERT Al RSERIREBE Amazon BEINEREELL, Amazon BXEFRBREBENESE
B, BZH Al RFIEFRIE BRI,

ERBRHFIE RS EENAATE IR HRS R | EREHABTRITIIMRRIEN Al BS , X
LRSS H Al BRS5ERIR HEERSE,

REBENBKRRER 20


https://settings.aws.com
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_policies_ai-opt-out.html

Amazon Ik EE AriEE

EEFEHB T TE Monitron , M EEXNEMI R, BXEZEL | ESHE Amazon fiEEF. RE
I EFrE & LLEEARLE Amazon A TEBERS E AR,

BEATAREREFER BT Amazon A TEHEERS

1. TEAFTF Amazon “iZi&” https://settings.aws.com o

2. EEXSMBERF , &E WA,

3. EBIR” B, &R BRAE, REER ERBRE Amazon Al RS ERBIE" .
4. WINERERFEFRRD,

BiEVREY Amazon £ 88 ID #iE

/A Warning
BMNEEENBRBENES RARNOMER, EREETER R AR,

BOLVERMEE 5EM Amazon HWESS ID AR FERAMESS ID 58 Amazon B AR MRS HEx
B ANAGEE. Amazon BATFTE 30 KRALBENIER , AEENEEESRERNBALE, HEHNKIE
BERA T ERASE |, BT EXAEHN Amazon PARE, BMARTLLAATERIBEFRETE /N
A0,

BEXRITERFEZTANIANEZELS , SERENSEHME Amazon Ry, NAREFE. &m. RS, &3
FEBERXHWPMAEE |, §SEAmazon EFh,.

FREWVEE

1. TEX#TFF Amazon “i&E” https://settings.aws.com o
2. EEXSMERT , EREBEMAER.
3. EEEBEMARH .

B EE MRS Amazon 5 ID MPAEEL
4. %$F Privacy & data ( BRFRASEIE ) -
5. EFBREREHERGE ID BIEH Amazon B,

NHIB2ER—FEZEBNEINVER , RRBRIMNEREENERFFE 30 KATEFZ.

FHUER Amazon B ID 8 41


https://www.amazonaws.cn/service-terms/
https://settings.aws.com
https://www.amazonaws.cn/privacy
https://settings.aws.com
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6. BRI BIMNKENBEXBERSLAEN B FHR4R |, FREEEH Amazon Builder IDA A F
HIBRFAF BB . EZRHRF A FAMIZ4 Download ZIP archive with your data ( FEE & EHHE
M ZIPFR ),

YR BIEE R F S BIRSE | [T EMIEREH Amazon £ K28 1D,

EHAEIME Amazon &iE

/A Warning
BMNEEENBRBENES RARNOMER, EREETETE AR,

—ANRE 88— 1MNHT 62 Amazon A RAY ¥ — Amazon Web Services i HiH., MBEEZEAT
SHMSEEREZMNRE, BLIEMN Amazon BRMREKX—MNARFR—AMEXHBAHN, —E
AN ARFNTRMEFRE, §la0 , SaL8IE2 — 1% 7 Bookstore IR , ZW B SZEH
IERARFNER , SRBHERE. HERRNFME.

BRI EEMBEARRAXZRIE |, AN BIERREFHENERRR.

BEKSHNER , 81/ EHEECHEAEH, IREEANRAREE WA LE Amazon 8
BERFNEINNBEEEXHRG. AXESZER , F5H £PEIEX HRH Amazon RE. FEHTEFR
BE AT TESBAKARVNZENRANKR.

BIET A REESEM

« ENEARKA , AL E AR FEMImE,
- BAMBEEMN T RN E LA EHE—H, EMFAKKAFEENIE TLEEHERN A .
- MBBMALLBEUTERFSR  a-z. A-Z, 0-9 MAR ()o

- RIEWEN , BERRBUFHESR , NE Amazon P EBA—MEX—EEERE (us-east-218
ZBM ) (eu-north-1), BM ( HIES/RE ) (ap-southeast-2) KW AKX (FE ) (), BIE
E. MMNEL AKX, SENEAXEERBHREETZXE. BXEZEL , 55/ Amazon
Web Services X138 71 7 YREVIE -

A Zm 42



Amazon Ik EE AriEE
BIZEI B

BRI E

1. ELUTEITH Amazon “IRE” https://settings.aws.com,
2. EEXSMERH , &FmMA”

3. EFEGIEmAB,

4. HEWMBHEMF , WA B EREER.

LB EAAR RARITHMEN | RESEMNEZLH B
5. &EBIE,

SIEMEBEEE/ LW, BN E AR, BaLLUERD B #15R Amazon Web Services B2 &l &
LAFF R 2R

MREEN Al HEBIEIEERNSENZ Amazon Web Services Ik H , M Af IR REEFHTE B4
BER.

ER Al w53 TERN ROIRTFABER !

What is the Region for my project test project?
Create a hello world Lambda function in my project test project.

Create an S3 bucket in my project test project.

Amazon Web Services X15 7 T 4REVIN B

/A Warning
BB EERERBENES KA ERNOFER. EWEETTET R LR,

ST AR , RBENERRUPHER/MX (B, KMZ Amazon T AKX ) FHOBEEN|X
H—XERD (HBXZBEMNeu-north-1) (). BN ( iESF/REap-southeast-2) () HILEK
WX (EE) (). us-east-2&BIENEFAXE R REBHREEEZXEH,

o=y 43
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LT B REHKF%EE Amazon Web Services X1 B =B :

o MRIFE Amazon “RiE” FEURKRELE , WMEXENFTLER, MREBFEHRIBEXSE , &
EREM Amazon ( BHR ) . EBETLUREHKFEUES R ThEELLE R TR X,

- Amazon AHESB| ABMTIHNXE K EXEXEGEATFEH M, EESEEE 2026 £8 A 18 H
NEFIZEFXE , SR TR, MREECKXEWME , A LAEAmazon 1% B F # Bk X,

s WM ERELKERES, XERFR2ESE —XFHAH , ZXKETEELNRs X RE, Ex
EZEE | B5H Amazon HEREL R, AL, - EREZSAESE®XFER. £+ Amazon
Web Services BIER4|A , BALEBEXBEEXERS , BREYESMIEMBERSEH |, B£FIR
B 2 Firik X 13

o WMREFEH Amazon Bedrock , N AT LAE A BRIABS AR EMAR L & 8|2 &R Amazon Web
Services X135 89 API,

o MREFEH CloudFront , M FELAEMEXE 2 ACIER RN IIERTH, X2E Amazon WAF &
—i#2{#fH CloudFront,

o —HHREIKIRS CloudTrail NEHIERELKBFEEN X P, B LFRIXLES,
« Amazon WAF FI &3k CloudWatch BEEEXE RS ( FFELILEB ) (us-east-1) A,

O LAEF “ Amazon iR iE” R EIKF RATE T B ik EXE, 7£F Amazon Web Services B2 &l
B, RZEBRFEHEHEEETEMENXE , 23F Bedrock 1 SageMaker. M REEF K 5L IKR
SHRFEGE |, ZEFHESBNENME AP AABAHEZSKRSHWAEN X,

¥ E%EEHR Amazon Web Services X5 1 7 YRRV B

ENRESSR | RINBIWWEEVNETMA Amazon BRZBISXEIATIEMNAZR. Amazon Web
Services X1

EKIEER Amazon Web Services X8 h T {REVIN B

1. FEAL$TFF Amazon “i%E” https:/settings.aws.com o
2. EEXSMERF , &EWME”,
3. EHRIoF , EFRHMES.

EHMEF | Bk A H B EEI B <BH Amazon Web Services IKF ID.
4. WFXE , B3 E 2 Amazon Web Services X5, BT E S 2P HTEE.

HZ%kER Amazon Web Services X185, 7 7 #REY T B 44


https://docs.amazonaws.cn/whitepapers/latest/aws-fault-isolation-boundaries/global-services.html
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Amazon ik F° & 12

RAriEmE

WMAREE{A I B )22 X8 Amazon BIRE |, XLERFENT S RREZHGFZTEXLRIR Amazon

Web Services X1,

EXERE (BXBM ) (us-east - 2 ) BEXEHRFEHER

E R/ X & #
ZRAMB /X
B AR 2
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ER/XEH
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SRF
IEIERI
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HEE
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3R/ X & #h 2R/t XA
REAREES VG
FERS KY
FEH & CW
BREER FK
£ ZE AR GF
REZE GP
DRER MQ
Montserrat MS
REHEE PR
EZBERHK BL
=0T MF
EEBRRNBRERS PM
"AEEST SX
45 e BT A RHT B TC
U.S. #REES VI
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SR/ X B R R/ XA
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R/ X & 5
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UTREATHEHAMBEAFNRSRERRE , T8 :

"Version" : "2012-10-17",
"Statement" : [
{
"Sid" : "BlockOrgEscape",
"Effect" : "Deny",
"Action" : [
"account:CloseAccount",
"organizations:AcceptHandshake",
"organizations:LeaveOrganization",
"sso:CreateInstance"

1,

"Resource" : "*"

"Sid" : "ProtectManagedRoles",

"Effect" : "Deny",

"Action" : [
"iam:AttachRolePolicy",

jam:CreateRole",
"iam:DeleteRole",

iam:DeleteRolePermissionsBoundary",
"iam:DeleteRolePolicy",

iam:DetachRolePolicy",

iam:PutRolePermissionsBoundary",

iam:PutRolePolicy",
"iam:TagRole",

iam:UntagRole",

iam:UpdateAssumeRolePolicy",

iam:UpdateRole"
1,

"Resource" : "arn:*:iam::*:role/managed/*",
"Condition" : {
"StringNotLike" : {
"aws:PrincipalArn" : "arn:*:iam::*:role/managed/
AwWSManagedAccountManagementAccessRole"

}

Ui B 9 BR S5 42 ) SR A
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A, BAINIE R FrE AP R AT RS2 HIBUER
Amazon “iZiE” FERIIEN :

"Version" : "2012-10-17",
"Statement" : [
{

"Sid" : "BlockAccountManagementAPIs",

"Effect" : "Deny",

"Action" : [
"account:AcceptPrimaryEmailUpdate",
"account:DeleteAlternateContact",
"account:DisableRegion",
"account:EnableRegion",
"account:GetAlternateContact",
"account:GetContactInformation",
"account:GetGovCloudAccountInformation"
"account:GetRegionOptStatus",
"account:PutAccountName",
"account:PutAlternateContact",
"account:PutContactInformation",
"account:StartPrimaryEmailUpdate"

1,

"Resource" : "*"

"Sid" : "DenyBillingOperations",
"Effect" : "Deny",

"Action" : "billing:*",
"Resource" : "*"

"Sid" : "DenyNotificationContactsOperatio
"Effect" : "Deny",

"Action" : "notifications-contacts:*",
"Resource" : "*"

BSH BUEE % Amazon &g,

, AR B B R T B # 1T R EF IS HMMAE

4

nS",
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IlSidll
"Effect"

"Action" : [

]I

"notifications:
:AssociateManagedNotificationAccountContact",
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
:DeleteNotificationConfiguration",
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
:DisassociateOrganizationalUnit",
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
:GetNotificationsAccessForOrganization",
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
:TagResource",
"notifications:
"notifications:
"notifications:

"notifications

"notifications

"notifications

"notifications

"notifications

"Resource" : "*"

}I
{

IlSidll
"Effect"

"DenyRestrictedNotificationOperations",
IlDenyll ,

AssociateChannel"”,

AssociateManagedNotificationAdditionalChannel",
AssociateOrganizationalUnit",

CreateEventRule",
CreateNotificationConfiguration",
DeleteEventRule",

DeregisterNotificationHub",
DisableNotificationsAccessForOrganization",
DisassociateChannel",
DisassociateManagedNotificationAccountContact",
DisassociateManagedNotificationAdditionalChannel",

EnableNotificationsAccessForOrganization",
GetEventRule",

GetFeatureOptInStatus",
GetNotificationConfiguration",
GetNotificationEvent",

ListChannels",

ListEventRules",
ListManagedNotificationChannelAssociations",
ListMemberAccounts",
ListNotificationConfigurations",
ListNotificationEvents",
ListNotificationHubs",
ListOrganizationalUnits",
ListTagsForResource",
PutFeatureOptInStatus",
RegisterNotificationHub",

UntagResource",
UpdateEventRule",
UpdateNotificationConfiguration"

"DenyRoleManagerDisablement”,
IlDenyll ,
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"Action" : "iam:PutAccountProperties",
"Resource" : "*",
"Condition" : {

"ForAnyValue:StringEquals" : {
"iam:AccountPropertyNamespaces" : "RoleManager"

HiEEE R , WERIN2ENER. AXESEE , S BEEHR Amazon hEE,

A RATENT B FRMERAFNARTRSESIEEK , Amazon Web Services X1 SRS o 1F
YEFH»XES , EABRTENselected-regiontdiit -

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" : "UsEastlPartitional",
"Effect" : "Deny",

"NotAction" : [
"account:*",
"acm:*",
"activate:*",
"artifact:*",
"aws-marketplace:*",
"bedrock-mantle:CallWithBearerToken",
"bedrock-mantle:CreateInference",
"bedrock-mantle:GetInference",
"bedrock-mantle:GetModel",
"bedrock-mantle:ListModels",
"bedrock:ApplyGuardrail",
"bedrock:CountTokens",
"bedrock:GetFoundationModel",
"bedrock:GetFoundationModelAvailability",
"bedrock:GetInferenceProfile",
"bedrock:InvokeModel",
"bedrock:InvokeModelWithResponseStream",
"bedrock:ListFoundationModels",
"bedrock:ListInferenceProfiles",
"budgets:*",
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"(:e:*",

"chatbot:*",
"cloudfront-keyvaluestore:*",
"cloudfront:*",
"cloudshell:*",
"cloudtrail:LookupEvents",
"cloudwatch:BatchGet*",
"cloudwatch:Describe*",
"cloudwatch:GenerateQuery",
"cloudwatch:Get*",
"cloudwatch:List*",
"consoleapp:*",
"cost-optimization-hub:*",
"ec2:DescribeRegions",
"ecr-public:*",
"freetier:*",

"health:*",

"iam:*",

"identitystore-auth:*",
"identitystore:*",

"invoicing:

* 11
’

"kms:CreateGrant",
"kms:Decrypt",

"kms:DescribeKey",
"kms:ListAliases",

"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:

AttachCertificateToDistribution",
CreateCertificate",
CreateContactMethod",
CreateDistribution",
CreateDomain",
CreateDomainEntry",

DeleteAlarm",

DeleteCertificate",
DeleteContactMethod",
DeleteDistribution",
DeleteDomain",
DeleteDomainEntry",
DetachCertificateFromDistribution",
Get*",

IsVpcPeered",

PutAlarm",
ResetDistributionCache",
SendContactMethodVerification",
SetIpAddressType",

T Y AR 35422 1R SR B

62



Amazon Ik EE

RAriEmE

"lightsail:TagResource",
"lightsail:TestAlarm",
"lightsail:UntagResource",
"lightsail:UpdateDistribution",
"lightsail:UpdateDistributionBundle",
"lightsail:UpdateDomainEntry",

"logs:*",

"managedblockchain-query:*",
"managedblockchain:*",

"mapcredits:*"
"notifications

"organizations
"pricing:*",
"qi*t,
"routeb53:*",

’

:GetManagedNotificationConfiguration",
"notifications:
"notifications:
"notifications:
"notifications:

GetManagedNotificationEvent",

ListManagedNotificationEvents",

kN
o ’

"route53domains:*",
"route53globalresolver:*",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"servicequotas
"signin:*",
"sso-directory
"sso-oauth:*",
"sso:*",
"sts:*",
"support:*",
"tax:*",

kN
o ’

kN
o ’

"trustedadvisor:*",

"uxc:*",
"waf:*",
"wafv2:*"

1,

"Resource" : "*"

"Condition" : {
"StringEquals"

’

{

"aws:RequestedRegion" : "us-east-1"

ListManagedNotificationChildEvents",
ListManagedNotificationConfigurations"
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"Sid" : "DenyUsEastlWafResourceAssociation",
"Effect" : "Deny",
"Action" : [

"wafv2:AssociateWebACL",
"wafv2:DisassociateWebACL",
"wafv2:GetWebACLForResource",
"wafv2:ListResourcesForWebACL"

1,

"Resource" : "*",

"Condition" : {
"StringEquals" : {

"aws:RequestedRegion" : "us-east-1"

"Sid" : "UsWest2Partitional",

"Effect" : "Deny",

"NotAction" : [
"bedrock-mantle:CallwWithBearerToken",
"bedrock-mantle:CreateInference",
"bedrock-mantle:GetInference",
"bedrock-mantle:GetModel",
"bedrock-mantle:ListModels",
"bedrock:ApplyGuardrail”,
"bedrock:CountTokens",
"bedrock:GetFoundationModel",
"bedrock:GetFoundationModelAvailability",
"bedrock:GetInferenceProfile",
"bedrock:InvokeModel",
"bedrock:InvokeModelWithResponseStream",
"bedrock:ListFoundationModels",
"bedrock:ListInferenceProfiles",
"cloudshell:*",
"cloudtrail:LookupEvents",
"health:*",

"identitystore-auth:*",
"identitystore:*",
"kms:Decrypt",
"kms:DescribeKey",
"kms:ListAliases",
"networkmanager-chat:*",
"networkmanager:*",
"route53-recovery-cluster:*",
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"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"servicequotas:*",
"sso-directory:*",
"sso-oauth:*",
"sso:*",
"support:*",
"trustedadvisor:*",
"uxc:*"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"aws:RequestedRegion" : "us-west-2"

}
},
{

"Sid" : "RegionFloor",

"Effect" : "Deny",

"NotAction" : [
"bedrock-mantle:CallwWithBearerToken",
"bedrock-mantle:CreateInference",
"bedrock-mantle:GetInference",
"bedrock-mantle:GetModel",
"bedrock-mantle:ListModels",
"bedrock:ApplyGuardrail”,
"bedrock:CountTokens",
"bedrock:GetFoundationModel",
"bedrock:GetFoundationModelAvailability",
"bedrock:GetInferenceProfile",
"bedrock:InvokeModel",
"bedrock:InvokeModelWithResponseStream",
"bedrock:ListFoundationModels",
"bedrock:ListInferenceProfiles"

1,

"Resource" : "*",

"Condition" : {

"StringNotEquals" : {
"aws:RequestedRegion" : [
"unspecified",
"us-east-1",
"selected-region",
"us-west-2"
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BoRERNEER , AT RS EFIREF A TERNIKS

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" : "UsEastlPartitional",
"Effect" : "Deny",
"NotAction" : [
"a4b:*",

"access-analyzer:*",
"account-access:*",

"account:*",

"acm:*",

"activate:*",

"artifact:*",
"aws-marketplace-management:*",
"aws-marketplace:*",

"aws-portal:*",
"bedrock-mantle:CallwWithBearerToken",
"bedrock-mantle:CreateInference",
"bedrock-mantle:GetInference",
"bedrock-mantle:GetModel",
"bedrock-mantle:ListModels",
"bedrock:ApplyGuardrail",
"bedrock:CountTokens",
"bedrock:GetFoundationModel",
"bedrock:GetFoundationModelAvailability",
"bedrock:GetInferenceProfile",
"bedrock:InvokeModel",
"bedrock:InvokeModelWithResponseStream",
"bedrock:ListFoundationModels",
"bedrock:ListInferenceProfiles",
"billing:*",

"billingconductor:*",

"budgets:*",
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"builderid:*",

"ce:*",

"chatbot:*",

"chime:*",
"cloudfront-keyvaluestore:*",
"cloudfront:*",
"cloudshell:*",
"cloudtrail:LookupEvents",
"cloudwatch:BatchGet*",
"cloudwatch:Describe*",
"cloudwatch:GenerateQuery",
"cloudwatch:Get*",
"cloudwatch:List*",
"compute-optimizer:*",
"config:*",

"consoleapp:*",
"consolidatedbilling:*",
"cost-optimization-hub:*",
"cur:*",
"datapipeline:GetAccountLimits",
"devicefarm:*",
"directconnect:*",
"ec2:DescribeRegions",
"ec2:DescribeTransitGateways",
"ec2:DescribeVpnGateways",
"ecr-public:*",

"fms:*",

"freetier:*",
"globalaccelerator:*",
"health:*",

"iam:*",
"identitystore-auth:*",
"identitystore:*",
"importexport:*",
"invoicing:*",

"ig:*",

"kms:*",
"license-manager:ListReceivedLicenses",
"lightsail:AttachCertificateToDistribution",
"lightsail:CreateCertificate",
"lightsail:CreateContactMethod",
"lightsail:CreateDistribution",
"lightsail:CreateDomain",
"lightsail:CreateDomainEntry",
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"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:
"lightsail:

"logs:*",

DeleteAlarm",
DeleteCertificate",
DeleteContactMethod",
DeleteDistribution",
DeleteDomain",
DeleteDomainEntzry",
DetachCertificateFromDistribution",
Get*",

IsVpcPeered",

PutAlarm",
ResetDistributionCache",
SendContactMethodVerification",
SetIpAddressType",
TagResource",

TestAlarm",

UntagResource",
UpdateDistribution",
UpdateDistributionBundle",
UpdateDomainEntry",

"managedblockchain-query:*",
"managedblockchain:*",
"mapcredits:*",
"mobileanalytics:*",
"networkmanager:*",
"notifications-contacts:*",
"notifications:*",

"organizations:*",
"payments:*",
"pricing:*",

||q:*||’

"quicksight:DescribeAccountSubscription",
"resource-explorer-2:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"routeb53:*",

"route53domains:*",
"route53globalresolver:*",
"s3:CreateMultiRegionAccessPoint",
"s3:DeleteMultiRegionAccessPoint",
"s3:DescribeMultiRegionAccessPointOperation",
"s3:GetAccountPublicAccessBlock",
"s3:GetBucketLocation",

T Y AR 35422 1R SR B

68



Amazon Ik EE AriEE

"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetMultiRegionAccessPoint",
"s3:GetMultiRegionAccessPointPolicy",
"s3:GetMultiRegionAccessPointPolicyStatus",
"s3:GetStoragelLensConfiguration",
"s3:GetStoragelLensDashboard",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints",
"s3:ListStoragelLensConfigurations",
"s3:PutAccountPublicAccessBlock",
"s3:PutMultiRegionAccessPointPolicy",
"savingsplans:*",

"servicequotas:*",

"shield:*",

"signin:*",

"sso-directory:*",

"sso-oauth:*",

"sso:*",

"sts:*",

"support:*",

"supportapp:*",

"supportplans:*",

"sustainability:*",
"tag:GetResources",

"tax:*",

"trustedadvisor:*",

"uxc:*",
"vendor-insights:ListEntitledSecurityProfiles",
"waf-regional:*",

"waf:*",
"wafv2:*"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"aws:RequestedRegion" : "us-east-1"
}
}
I
{
"Sid" : "UsWest2Partitional",
"Effect" : "Deny",

"NotAction" : [
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"bedrock-mantle:CallWithBearerToken",
"bedrock-mantle:CreateInference",
"bedrock-mantle:GetInference",
"bedrock-mantle:GetModel",
"bedrock-mantle:ListModels",
"bedrock:ApplyGuardrail",
"bedrock:CountTokens",
"bedrock:GetFoundationModel",
"bedrock:GetFoundationModelAvailability",
"bedrock:GetInferenceProfile",
"bedrock:InvokeModel",
"bedrock:InvokeModelWithResponseStream",
"bedrock:ListFoundationModels",
"bedrock:ListInferenceProfiles",
"cloudshell:*",
"cloudtrail:LookupEvents",
"health:*",
"identitystore-auth:*",
"identitystore:*",
"kms:Decrypt",
"kms:DescribeKey",
"kms:ListAliases",
"networkmanager-chat:*",
"networkmanager:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"servicequotas:*",
"sso-directory:*",
"sso-oauth:*",
"sso:*",
"support:*",
"trustedadvisor:*",
"uxc:*"

1,

"Resource" : "*",

"Condition" : {
"StringEquals" : {

"aws:RequestedRegion" : "us-west-2"

}
iy
{

"Sid" : "RegionFloor",
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"Effect" : "Deny",

"NotAction" : [
"bedrock-mantle:CallwWithBearerToken",
"bedrock-mantle:CreateInference",
"bedrock-mantle:GetInference",
"bedrock-mantle:GetModel",
"bedrock-mantle:ListModels",
"bedrock:ApplyGuardrail",
"bedrock:CountTokens",
"bedrock:GetFoundationModel",
"bedrock:GetFoundationModelAvailability",
"bedrock:GetInferenceProfile",
"bedrock:InvokeModel",
"bedrock:InvokeModelWithResponseStream",
"bedrock:ListFoundationModels",
"bedrock:ListInferenceProfiles"

1,

"Resource" : "*",

"Condition" : {

"StringNotEquals" : {
"aws:RequestedRegion" : [
"unspecified",
"us-east-1",
"selected-region",
"us-west-2"

32 H BR Y AR 55 422 4Rl BUR

MBEERAZHRE , N YENTBEFATHESIR |, U TRESEZEHRENNATZIMEB, EXXHE
HNWESZER , HSREFEIES HEE Amazon 1®iE,

"Version": "2012-10-17",
"Statement": {
"Sid": "DenyBedrockUsage",
"Effect": "Deny",
"Action": [
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"bedrock:ApplyGuardrail”,
"bedrock:CallWithBearerToken",
"bedrock:InvokeAgent",
"bedrock:InvokeAutomatedReasoningPolicy",
"bedrock:InvokeDataAutomation",
"bedrock:InvokeDataAutomationAsync",
"bedrock:InvokeFlow",
"bedrock:InvokeInlineAgent",
"bedrock:InvokeModel",
"bedrock:InvokeModelWithResponseStream",
"bedrock:InvokeTool",
"bedrock:0OptimizePrompt",
"bedrock:Retrieve",
"bedrock:RetrieveAndGenerate",
"bedrock:StartFlowExecution",
"bedrock-mantle:CallwWithBearerToken",
"bedrock-mantle:CreateInference"

1,

"Resource": "*"

"Version": "2012-10-17",
"Statement": {

"Sid": "DenylLambdaUsage",

"Effect": "Deny",

"Action": [
"lambda:DeleteFunctionConcurrency",
"lambda:InvokeAsync",
"lambda:InvokeFunction",
"lambda:InvokeFunctionUrl",
"lambda:PutFunctionConcurrency"

]I

"Resource": "*"

"Version": "2012-10-17",
"Statement": {
"Sid": "DenySageMakerInference",
"Effect": "Deny",
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"Action": [

]I

"sagemaker:InvokeEndpoint",
"sagemaker:InvokeEndpointAsync",

"sagemaker:InvokeEndpointWithResponseStream"

"Resource": "*"

"Version": "2012-10-17",
"Statement": [

{

"Sid": "DenyCompute",

"Effect": "Deny",

"Action": [
"ec2:CreateNatGateway",
"ec2:CreateVolume",
"ec2:CreateVpnConnection",
"ec2:RunInstances",
"ec2:StartInstances",
"elasticloadbalancing:CreatelLoadBalancer",
"autoscaling:CreateAutoScalingGroup",
"ecs:CreateService",

"eks:CreateCluster",

"eks:CreateNodegroup",
"eks:CreateFargateProfile",
"elasticbeanstalk:CreateEnvironment",
"apprunner:CreateService",
"apprunner:ResumeService",
"batch:CreateComputeEnvironment",
"elasticmapreduce:RunJobFlow",
"appstream:CreateFleet"

1,

"Resource": "*"

"Sid": "DenyLambda",

"Effect": "Deny",

"Action": "lambda:CreateFunction",
"Resource": "*"

T Y AR 35422 1R SR B

73



Amazon Ik EE

RAriEmE

"Sid": "DenyDatabase",
"Effect": "Deny",
"Action": [

]I

"rds:CreateDBCluster",
"rds:CreateDBInstance",
"rds:RestoreDBClusterFromS3",
"rds:RestoreDBClusterFromSnapshot",
"rds:RestoreDBClusterToPointInTime",
"rds:RestoreDBInstanceFromDBSnapshot",
"rds:RestoreDBInstanceFromS3",
"rds:RestoreDBInstanceToPointInTime",
"rds:StartDBCluster",
"rds:StartDBInstance",
"dynamodb:CreateTable",
"dynamodb:CreateGlobalTable",
"elasticache:CreateCacheCluster",
"elasticache:CreateReplicationGroup",
"timestream:CreateDatabase",
"timestream:CreateTable",
"memorydb:CreateCluster",
"es:CreateDomain",
"aoss:CreateCollection",
"redshift:CreateCluster",
"redshift:ResumeCluster",
"redshift-serverless:CreateWorkgroup",
"dsgl:CreateCluster"

"Resource": "*"

"Sid": "DenyStorage",
"Effect": "Deny",
"Action": [

1,

"elasticfilesystem:CreateFileSystem",
"datasync:CreateTask",
"storagegateway:ActivateGateway",
"glacier:CreateVault"

"Resource": "*"

"Sid": "DenySageMaker",
"Effect": "Deny",
"Action": [
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"sagemaker:CreateApp",
"sagemaker:CreateEndpoint",
"sagemaker:CreateNotebookInstance",
"sagemaker:CreateProcessingJob",
"sagemaker:CreateTrainingJob",
"sagemaker:CreateTransformlJob",
"sagemaker:StartNotebookInstance"

1,

"Resource": "*"

"Sid": "DenyBedrock",

"Effect": "Deny",

"Action": [
"bedrock:CreateCustomModelDeployment",
"bedrock:CreateDataAutomationProject",
"bedrock:CreateEvaluationJob",
"bedrock:CreateMarketplaceModelEndpoint",
"bedrock:CreateModelCustomizationJob",
"bedrock:CreateModelImportJob",
"bedrock:CreateModelInvocationJob",
"bedrock:CreateProvisionedModelThroughput",
"bedrock-mantle:CreateCustomizedModel",
"bedrock-mantle:CreateFineTuningJob",
"bedrock-mantle:CreateReservation”

1,

"Resource": "*"

"Sid": "DenyAIML",

"Effect": "Deny",

"Action": [
"kendra:CreateIndex",
"personalize:CreateSolution",
"personalize:CreateCampaign”,
"forecast:CreatePredictor",
"forecast:CreateForecast",
"rekognition:CreateProject",
"lex:CreateBot"

1,

"Resource": "*"

I

{
"Sid": "DenyNetworking",
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"Effect": "Deny",

"Action": [
"cloudfront:CreateDistribution",
"route53:CreateHostedZone",
"appmesh:CreateMesh"

1,

"Resource": "*"

"Sid": "DenyApiGatewayCreate",

"Effect": "Deny",

"Action": "apigateway:POST",

"Resource": [
"arn:aws:apigateway:*::/restapis",
"arn:aws:apigateway:*::/apis"

"Sid": "DenyMessaging",

"Effect": "Deny",

"Action": [
"mq:CreateBroker",
"kafka:CreateCluster",
"kafka:CreateVpcConnection",
"kinesis:CreateStream",
"firehose:CreateDeliveryStream",
"kinesisanalytics:CreateApplication”,
"kinesisvideo:CreateStream",
"sns:CreateTopic",
"sqgs:CreateQueue",
"events:CreateEventBus",
"pipes:CreatePipe",
"scheduler:CreateSchedule"

1,

"Resource": "*"

"Sid": "DenyAnalytics",

"Effect": "Deny",

"Action": [
"states:CreateStateMachine",
"glue:Createlob",
"glue:CreateCrawler",
"athena:CreateWorkGroup",
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1,

"appsync:CreateGraphqlApi",
"appflow:CreateFlow",
"datazone:CreateDomain",
"datazone:CreateProject",

"entityresolution:CreateMatchingWorkflow",

"datapipeline:CreatePipeline",
"dataexchange:CreateDataSet"

"Resource": "*"

"Sid": "DenyDevTools",
"Effect": "Deny",
"Action": [

]I

"amplify:CreateApp",
"amplify:CreateBranch",
"cloud9:CreateEnvironmentEC2",
"codebuild:CreateProject",
"codepipeline:CreatePipeline",
"codedeploy:CreateApplication",
"cloudformation:CreateStack",
"cloudformation:CreateStackSet",
"codeartifact:CreateRepository",
"codeartifact:CreateDomain"

"Resource": "*"

"Sid": "DenySecurity",
"Effect": "Deny",
"Action": [

1,

"kms:CreateKey",
"wafv2:CreateWebACL",
"cloudhsm:CreateCluster",
"network-firewall:CreateFirewall",
"secretsmanager:CreateSecret"”,

"acm-pca:CreateCertificateAuthority",

"cognito-idp:CreateUserPool",

"cognito-identity:CreateIdentityPool",

"ds:CreateDirectory",
"ds:CreateMicrosoftAD",
"fms:PutPolicy",
"payment-cryptography:CreateKey"
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iy
{

"Resource": "*"

"Sid": "DenyMedia",

"Effect": "Deny",

"Action": [
"medialive:CreateChannel",
"mediapackage:CreateChannel”,
"mediaconnect:CreateFlow",
"mediatailor:CreateChannel"

]I

"Resource": "*"

"Sid": "DenyIoT",

"Effect": "Deny",

"Action": [
"iot:CreateThing",
"iot:CreateTopicRule",

"iotevents:CreateDetectorModel",
"iottwinmaker:CreateWorkspace",
"iotsitewise:CreateAssetModel",

"iotsitewise:CreatePortal",

"iotfleetwise:CreateCampaign"

]I

"Resource": "*"

"Sid": "DenyMisc",

"Effect": "Deny",

"Action": [
"ses:CreateConfigurationSet",
"ecr:CreateRepository",
"aps:CreateWorkspace",

"healthlake:CreateFHIRDatastore",

"transfer:CreateServer",

"managedblockchain:CreateNetwork",
"managedblockchain:CreateMember",
"route53-recovery-control-config:CreateCluster"
"fis:CreateExperimentTemplate",

"appfabric:CreateAppBundle",
"appfabric:CreateIngestion",
"b2bi:CreateProfile",
"b2bi:CreateTransformer",
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"geo:CreateMap",
"geo:CreatePlaceIndex",
"geo:CreateTracker",
"geo:CreateGeofenceCollection",
"geo:CreateRouteCalculator"

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowFreeTierServices",

"Effect": "Deny",

"NotAction": [
"a2c:*",
"access-analyzer:CheckAccessNotGranted",
"access-analyzer:CheckNoNewAccess",
"access-analyzer:CheckNoPublicAccess",
"access-analyzer:ValidatePolicy",
"account:*",
"acm:*",
"aco-automation:*",
"action-recommendations:*",
"activate:*",
"aiops:*",
"airflow-serverless:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"app-integrations:*",
"appconfig:*",
"appflow:*",
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"application-autoscaling:*",
"application-signals-mcp:*",
"application-signals:*",
"application-transformation:*",
"applicationinsights:*",
"appmesh:*",

"appsync:*",

"aps:*",
"arc-zonal-shift:*",
"artifact:*",

"athena:*",
"autoscaling-plans:*",
"autoscaling:*",
"aws-external-anthropic:*",
"aws-marketplace:*",
"b2bi:*",
"backup-gateway:*",
"backup-search:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bcm-pricing-calculator:*",
"bedrock-agentcore:*",
"bedrock-mantle:*",
"bedrock-websearch:*",
"bedrock:*",

"budgets:*",

"ce:*",

"chatbot:*",

"cloud9:*",
"cloudformation:*",
"cloudfront-keyvaluestore:*",
"cloudfront:*",
"cloudshell:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codecommit:*",
"codeconnections:*",
"codedeploy-commands-secure:*",
"codedeploy:*",
"codepipeline:*",
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"codestar-connections:*",
"codestar-notifications:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"compute-optimizer:*",
"config:*",
"consoleapp:*",
"consolidatedbilling:*",
"cost-optimization-hub:*",
"customer-verification:*",
"databrew:*",
"datapipeline:*",
"datasync:*",
"datazone:*",

"dbgms: *",

"dlm:*",

"ds-data:*",

"ds:*",

"dsqgl:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",

"ec2messages:*",
"ecr-public:*",

"ecr:*",

"ecs-mcp:*",

"ecs:*",

"eks-auth:*",
"eks-mcp:*",

"eks:*",

"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"entityresolution:*",
"es:*",

"events:*",
"evidently:*",
"execute-api:*",
"finops-agent:*",
"freertos:*",
"freetier:*",
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""geo-maps:*",
"geo-places:*",
"geo-routes:*",

"geo:*",

"glue:*",
"groundtruthlabeling:*",
"health:*",

"iam:*",
"identitystore-auth:*",
"identitystore:*",
"imagebuilder:*",
"internetmonitor:*",
"invoicing:*",
"iot-device-tester:*",
"iot:*",
"iotdeviceadvisor:*",
"iotfleethub:*",
"iotjobsdata:*",
"iotmanagedintegrations:*",
"iotsitewise:*",
"iottwinmaker:*",
"iotwireless:*",

"kms:*",

"lakeformation:*",
"lambda:*",
"launchwizard:*",

"lex:*",
"license-manager-linux-subscriptions:*",
"license-manager-user-subscriptions:*",
"license-manager:*",
"logs:*",

"mgn:*",
"migrationhub-orchestrator:*",
"migrationhub-strategy:*",
"mpa:*",

"mg:*",
"networkflowmonitor:*",
"networkmanager-chat:*",
"networkmanager:*",
"networkmonitor:*",
"notifications-contacts:*",
"notifications:*",
"nova-act:*",

"oam:*",
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"observabilityadmin:*",
"opensearch:*",
"organizations:*",

"osis:*",
"payment-cryptography:*",

"pi:*",

"pipes:*",

"polly:*",

"pricing:*",
:DeleteConversation",
:GenerateCodeFromCommands",
:GenerateCodeRecommendations",
:GetConversation",
:GetIdentityMetadata",
:GetTroubleshootingResults",
:ListConversations",
:PassRequest",

:SendEvent",

:SendMessage",
:StartConversation",
:StartTroubleshootingAnalysis",
:StartTroubleshootingResolutionExplanation",
:UpdateConversation",
:UpdateTroubleshootingCommandResult",
:UsePlugin",

"ram:*",

OO0 o0oa0a0o00a0o0a0a0o0a0ao0a0a9

"rbin:*",

"rds-data:*",

"rds-db:*",

"rds:*",

"rekognition:*",
"resource-explorer-2:*",
"resource-explorer:*",
"resource-groups:*",
"rhelkb:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"routeb53:*",
"route53domains:*",
"route53globalresolver:*",
"route53profiles:*",
"route53resolver:*",

"rum:*",
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"s3-object-lambda:*",

"s3.*",

"s3express:*",

"s3files:*",

"s3tables:*",

"s3vectors:*",
"sagemaker-data-science-assistant:*",
"sagemaker-geospatial:*",
"sagemaker-mlflow:*",
"sagemaker-unified-studio-mcp:*",
"sagemaker:*",

"scheduler:*",

"schemas:*",

"secretsmanager:*",
"serverlessrepo:*",
"servicecatalog:Describe*",
"servicecatalog:List*",
"servicecatalog:ProvisionProduct",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:SearchProvisionedProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct",
"servicediscovery:*",
"serviceextract:*",
"servicequotas:*",

"ses:*",

"signer:*",

"signin:*",

"sns:*",

"sglworkbench:*",

"sqs:*",

"ssm-contacts:*",

"ssm-guiconnect:*",
"ssm-incidents:*",
"ssm-quicksetup:*",

"ssm-sap:*",

"ssm:*",

"ssmmessages:*",

"sso-directory:*",

"sso-oauth:*",

"sso:*",

"states:*",

"sts:*",
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"support:*",
"swfi*",
"synthetics:*",
"tag:*",
"tax:*",
"timestream-influxdb:*",
"tso*",
"uxc:*",
"verifiedpermissions:*",
"vpce:*",
"waf-regional:*",
"waf:*",
"wafv2:*",
"wellarchitected:*",
"xray:*"

1,

"Resource": "*"

"Sid": "DenyEC2CapacityBlock",

"Effect": "Deny",

"Action": ["ec2:PurchaseCapacityBlock", "ec2:PurchaseCapacityBlockExtension"],
"Resource": "*"

"Sid": "DenyRestrictedAgreements",

"Effect": "Deny",

"Action": ["artifact:AcceptAgreement", "artifact:AcceptNdaForAgreement"],

"Resource": [
"arn:aws:artifact:::agreement/agreement-9clkBcYznTkcpRIm",
"arn:aws:artifact:::agreement/agreement-y@3aUwMAEorHtqjv",
"arn:aws:artifact:::agreement/agreement-bexgr7sjvXAW4Gxu",
"arn:aws:artifact:::agreement/agreement-HZTdNwJugOKLReXC"

"Sid": "DenyDocDB",
"Effect": "Deny",
"Action": ["rds:CreateDBCluster", "rds:CreateDBInstance"],
"Resource": "*",
"Condition": {
"StringEquals": {
"rds:DatabaseEngine": ["docdb"]
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}
iy

{
"Sid":

"DenyCloudWAN",

"Effect": "Deny",

"Action": [
"networkmanager:CreateCoreNetwork",
"networkmanager:CreateConnectAttachment",
"networkmanager:CreateConnectPeer",
"networkmanager:CreateVpcAttachment",
"networkmanager:CreateSiteToSiteVpnAttachment",
"networkmanager:CreateTransitGatewayPeering",
"networkmanager:CreateDirectConnectGatewayAttachment",
"networkmanager:PutCoreNetworkPolicy",
"networkmanager:ExecuteCoreNetworkChangeSet"

1,

"Resource": "*"

"Sid":

"DenyTransitGatewayAndVPN",

"Effect": "Deny",
"Action": [

"ec2

1,

ec2:
"ec2:
ec2:
"ec2:
ec2:

ec2:

CreateTransitGateway",
CreateTransitGatewayVpcAttachment",
CreateTransitGatewayConnect",
CreateTransitGatewayConnectPeer",
CreateTransitGatewayMulticastDomain",

:CreateTransitGatewayPeeringAttachment",
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

CreateTransitGatewayPolicyTable",
CreateTransitGatewayPrefixListReference",
CreateTransitGatewayRoute",
CreateTransitGatewayRouteTable",
CreateTransitGatewayRouteTableAnnouncement",
CreateClientVpnEndpoint",
CreateClientVpnRoute",
AuthorizeClientVpnIngress",
AssociateClientVpnTargetNetwork",
CreateVpnConnection",
CreateVpnConnectionRoute",
CreateVpnGateway",

CreateCustomerGateway"

"Resource": "*"

iy
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{

"Sid": "DenySageMakerGroundTruth",

"Effect": "Deny",

"Action": [
"sagemaker:CreatelLabelingJob",
"sagemaker:CreateWorkteam",
"sagemaker:CreateWorkforce",
"sagemaker:CreateHumanTaskUi"

]I

"Resource": "*"

"Sid": "DenyGlacierStorageClasses",
"Effect": "Deny",
"Action": ["s3:PutObject"],
"Resource": "*",
"Condition": {
"StringEquals": {
"s3:x-amz-storage-class": ["DEEP_ARCHIVE",

"Sid": "DenyEC2Fleet",
"Effect": "Deny",

"Action": ["ec2:CreateFleet"],
"Resource": "*"

"Sid": "DenyEC2BYOLAndLicenseConfigurations",
"Effect": "Deny",

"GLACIER"]

"Action": ["ec2:RunInstances", "ec2:StartInstances"],

"Resource": "arn:aws:ec2:*:*:instance/*",
"Condition": {
"StringEquals": {
"ec2:Tenancy": "host"

"Sid": "DenyEC2InstanceStoreRootDevice",
"Effect": "Deny",

"Action": ["ec2:RunInstances"],
"Resource": "arn:aws:ec2:*:*:instance/*",
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"Condition

H: {

"StringEquals": {
"ec2:RootDeviceType": "instance-store"

"Sid": "DenylLicenseManagerAssociation",

"Effect":
"Action":

"Resource":

HDenyH’
["license-manager:CreatelLicenseConfiguration"],

"

"Sid": "DenyIAMRestrictedActions",

"Effect":
"Action":

iam:Cre

iam:Att
"iam:Upd
"iam:Upd
"iam:Upd
"iam:Upl
"iam:Upl
"iam:Tag
"iam:Unt

]I

"Resource":

"Sid": "De
"Effect":
"Action":

"Resource":

"Sid": "De
"Effect":

HDenyH’
[

jam:*Alias*",

iam:*0rganizations*",

iam:*Provider*",
iam:SetSecurityTokenServicePreferences",
iam:*LoginProfile*",

ateGroup",
achGroupPolicy",

iam:AddUserToGroup",
iam:PutGroupPolicy",

ateGroup",
ateServerCertificate",
ateSigningCertificate",
oadServerCertificate",
oadSigningCertificate",
ServerCertificate",
agServerCertificate"

i n

nySSOCreateInstance",
"Deny"’
["sso:CreateInstance"],

i n

nyRequestSpotInstances"”,
HDenyH’
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"Action": ["ec2:RequestSpotInstances"],
"Resource": "*"

"Sid": "DenySpotMarketType",
"Effect": "Deny",
"Action": ["ec2:RunInstances"],
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:InstanceMarketType": "spot"

"Sid": "DenyReservedInstanceAndCapacityPurchases",
"Effect": "Deny",
"Action": [
"athena:CreateCapacityReservation",
"cloudfront:CreateSavingsPlan",
"dynamodb:PurchaseReservedCapacityOfferings",
"ec2:AllocateHosts",
ec2:CreateCapacityReservation",
"ec2:CreateCapacityReservationBySplitting",
ec2:CreateCapacityReservationCancellationQuote",
"ec2:CreateCapacityReservationFleet",
ec2:PurchaseHostReservation",
"ec2:PurchaseReservedInstancesOffering",
"ec2:PurchaseScheduledInstances",
"elasticache:PurchaseReservedCacheNodesOffering",
"es:PurchaseReservedElasticsearchInstanceOffering",
"es:PurchaseReservedInstanceOffering",
"glacier:PurchaseProvisionedCapacity",
"memorydb:PurchaseReservedNodesOffering",
"rds:PurchaseReservedDBInstancesOffering",
"redshift:AcceptReservedNodeExchange",
"redshift:PurchaseReservedNodeOffering",
"sagemaker:CreateReservedCapacity",
"savingsplans:CreateSavingsPlan"
1,
"Resource": "*"
I
{
"Sid": "DenyExportableCertificateRequests",
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"Effect": "Deny",
"Action": ["acm:RequestCertificate"],
"Resource": "*",
"Condition": {
"StringEquals": {
"acm:AllowExport": "true"
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowPaidTierServices",

"Effect": "Deny",

"NotAction": [
"a2c:*",
"access-analyzer:CheckAccessNotGranted",
"access-analyzer:CheckNoNewAccess",
"access-analyzer:CheckNoPublicAccess",
"access-analyzer:ValidatePolicy",
"account:*",
"acm:*",
"aco-automation:*",
"action-recommendations:*",
"activate:*",
"aidevops:*",
"aiops:*",
"airflow-serverless:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"app-integrations:*",

BZSR BUE S Amazon &L,
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"appconfig:*",
"appfabric:*",

"appflow:*",
"application-autoscaling:*",
"application-signals-mcp:*",
"application-signals:*",
"application-transformation:*",
"applicationinsights:*",
"appmesh:*",

"appsync:*",

"aps:*",
"arc-zonal-shift:*",
"artifact:*",

"athena:*",
"autoscaling-plans:*",
"autoscaling:*",
"aws-external-anthropic:*",
"aws-marketplace:*",
"b2bi:*",
"backup-gateway:*",
"backup-search:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bcm-pricing-calculator:*",
"bedrock-agentcore:*",
"bedrock-mantle:*",
"bedrock-websearch:*",
"bedrock:*",

"budgets:*",

"ce:*",

"chatbot:*",

"cloud9:*",
"cloudformation:*",
"cloudfront-keyvaluestore:*",
"cloudfront:*",
"cloudshell:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codecommit:*",
"codeconnections:*",
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"codedeploy-commands-secure:*",
"codedeploy:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codeguru-security:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"compute-optimizer:*",
"config:*",
"consoleapp:*",
"consolidatedbilling:*",
"cost-optimization-hub:*",
"customer-verification:*",
"databrew:*",
"dataexchange:*",
"datapipeline:*",
"datasync:*",
"datazone:*",

"dbgms:*",
"devops-guru:*",

"dlm:*",
"docdb-elastic:*",
"ds-data:*",

"ds:*",

"dsql:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",

"ec2messages:*",
"ecr-public:*",

"ecr:*",

"ecs-mcp:*",

"ecs:*",

"eks-auth:*",
"eks-mcp:*",

"eks:*",

"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
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"elasticloadbalancing:*",
"elasticmapreduce:*",
"emr-containers:*",
"emr-serverless:*",
"entityresolution:*",
"es:*",

"events:*",
"evidently:*",
"execute-api:*",
"finops-agent:*",
"firehose:*",

"fis:i*",

"fms:*",

"forecast:*",
"freertos:*",
"freetier:*",
""geo-maps:*",
"geo-places:*",
"geo-routes:*",
"geo:*",

"glacier:*",

"glue:*",
"groundtruthlabeling:*",
"health:*",

"iam:*",
"identitystore-auth:*",
"identitystore:*",
"imagebuilder:*",
"internetmonitor:*",
"invoicing:*",
"iot-device-tester:*",
"iot:*",
"iotdeviceadvisor:*",
"iotfleethub:*",
"iotjobsdata:*",
"iotmanagedintegrations:*",
"iotsitewise:*",
"iottwinmaker:*",
"iotwireless:*",
"kafka-cluster:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
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"kinesisvideo:*",

"kms:*",

"lakeformation:*",

"lambda:*",

"launchwizard:*",

"lex:*",
"license-manager-linux-subscriptions:*",
"license-manager-user-subscriptions:*",
"license-manager:*",

"logs:*",
"managedblockchain-query:*",
"managedblockchain:*",
"mapcredits:*",

"memorydb:*",

"mgn:*",
"migrationhub-orchestrator:*",
"migrationhub-strategy:*",

"mpa:*",

‘mg:*,

"neptune-db:*",
"neptune-graph:*",
"network-firewall:*",
"networkflowmonitor:*",
"networkmanager-chat:*",
"networkmanager:*",
"networkmonitor:*",
"notifications-contacts:*",
"notifications:*",
"nova-act:*",

"oam:*",
"observabilityadmin:*",
"opensearch:*",
"organizations:*",
"osis:*",
"payment-cryptography:*",
"personalize:*",

"piixt,

"pipes:*",

"polly:*",

"pricing:*",
"q:DeleteConversation",
"q:GenerateCodeFromCommands",
"q:GenerateCodeRecommendations",
"q:GetConversation",
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:GetIdentityMetadata",
:GetTroubleshootingResults",
:ListConversations",
:PassRequest",

:SendEvent",

:SendMessage",
:StartConversation",
:StartTroubleshootingAnalysis",
:StartTroubleshootingResolutionExplanation”,
:UpdateConversation",
:UpdateTroubleshootingCommandResult",
:UsePlugin",

"ram:*",

"rbin:*",

"rds-data:*",

"rds-db:*",

"rds:*",

"redshift-data:*",
"redshift-serverless:*",
"redshift:*",

"rekognition:*",
"resource-explorer-2:*",
"resource-explorer:*",
"resource-groups:*",

"rhelkb:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"routeb53:*",

"route53domains:*",
"route53globalresolver:*",
"route53profiles:*",
"route53resolver:*",

OO0 o0o0oa0o0o0a0ao0aao0

"rum:*",

"s3-object-lambda:*",

"s3.*",

"s3express:*",

"s3files:*",

"s3tables:*",

"s3vectors:*",
"sagemaker-data-science-assistant:*",
"sagemaker-geospatial:*",
"sagemaker-mlflow:*",
"sagemaker-unified-studio-mcp:*",
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"sagemaker:*",

"scheduler:*",

"schemas:*",

"secretsmanager:*",
"securityagent:*",
"serverlessrepo:*",
"servicecatalog:Describe*",
"servicecatalog:List*",
"servicecatalog:ProvisionProduct",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:SearchProvisionedProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct",
"servicediscovery:*",
"serviceextract:*",
"servicequotas:*",

"ses:*",

"signer:*",

"signin:*",

"sms-voice:*",

"sns:*",

"social-messaging:*",
"sqlworkbench:*",

"sqs:*",

"ssm-contacts:*",
"ssm-guiconnect:*",
"ssm-incidents:*",
"ssm-quicksetup:*",

"ssm-sap:*",

"ssm:*",

"ssmmessages:*",
"sso-directory:*",

"sso-oauth:*",

"sso:*",

"states:*",

"storagegateway:*",

"sts:*",

"support:*",

"swfi*",

"synthetics:*",

"tag:*",

"tax:*",

"textract:*",
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"timestream-influxdb:*",

"timestre
"transcri

am:*",
be:*",

"translate:*",

"tS:*",

"uxc:*",

"verifiedpermissions:*",

"vpce:*",

"waf-regional:*",

"waf:*",
"wafv2:*"

"wellarchitected:*",

’

"xray:*"
1,
"Resource": "*"
1,
{
"Sid": "DenyEC2CapacityBlock",
"Effect": "Deny",
"Action": ["ec2:PurchaseCapacityBlock", "ec2:PurchaseCapacityBlockExtension"],
"Resource": "*"
1,
{
"Sid": "DenyRestrictedAgreements",
"Effect": "Deny",
"Action": ["artifact:AcceptAgreement", "artifact:AcceptNdaForAgreement"],
"Resource": [
"arn:aws:artifact:::agreement/agreement-9clkBcYznTkcpRIm",
"arn:aws:artifact:::agreement/agreement-y@3aUwMAEorHtqjv",
"arn:aws:artifact:::agreement/agreement-bexgr7sjvXAW4Gxu",
"arn:aws:artifact:::agreement/agreement-HZTdNwJugOKLReXC"
]
1,
{

"Sid": "DenyCloudWAN",

"Effect": "
"Action": [

"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:
"networkmanager:

Deny",

CreateCoreNetwork",
CreateConnectAttachment",
CreateConnectPeer",
CreateVpcAttachment",
CreateSiteToSiteVpnAttachment",
CreateTransitGatewayPeering",
CreateDirectConnectGatewayAttachment",
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"networkmanager:PutCoreNetworkPolicy",
"networkmanager:ExecuteCoreNetworkChangeSet"

]I

"Resource": "*"

"Sid": "DenyTransitGatewayAndVPN",
"Effect": "Deny",
"Action": [

"ec2:CreateTransitGateway",
ec2:CreateTransitGatewayVpcAttachment",
"ec2:CreateTransitGatewayConnect",
ec2:CreateTransitGatewayConnectPeer",
"ec2:CreateTransitGatewayMulticastDomain",
ec2:CreateTransitGatewayPeeringAttachment",
"ec2:CreateTransitGatewayPolicyTable",
ec2:CreateTransitGatewayPrefixListReference",
"ec2:CreateTransitGatewayRoute",
ec2:CreateTransitGatewayRouteTable",

"ec2:CreateTransitGatewayRouteTableAnnouncement",

ec2:CreateClientVpnEndpoint",
"ec2:CreateClientVpnRoute",
ec2:AuthorizeClientVpnIngress",
"ec2:AssociateClientVpnTargetNetwork",
ec2:CreateVpnConnection",
"ec2:CreateVpnConnectionRoute",
ec2:CreateVpnGateway",
"ec2:CreateCustomerGateway"

]I

"Resource": "*"

"Sid": "DenySageMakerGroundTruth",

"Effect": "Deny",

"Action": [
"sagemaker:CreatelLabelingJob",
"sagemaker:CreateWorkteam",
"sagemaker:CreateWorkforce",
"sagemaker:CreateHumanTaskUi"

1,

"Resource": "*"

"Sid": "DenyEC2Fleet",
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"Effect": "Deny",
"Action": ["ec2:CreateFleet"],
"Resource": "*"

"Sid": "DenyEC2BYOLAndLicenseConfigurations",
"Effect": "Deny",
"Action": ["ec2:RunInstances", "ec2:StartInstances"],
"Resource": "arn:aws:ec2:*:*:instance/*",
"Condition": {
"StringEquals": {
"ec2:Tenancy": "host"

"Sid": "DenyEC2InstanceStoreRootDevice",
"Effect": "Deny",
"Action": ["ec2:RunInstances"],
"Resource": "arn:aws:ec2:*:*:instance/*",
"Condition": {
"StringEquals": {
"ec2:RootDeviceType": "instance-store"

"Sid": "DenylLicenseManagerAssociation",
"Effect": "Deny",

"Action": ["license-manager:CreatelLicenseConfiguration"],

"Resource": "*"

"Sid": "DenyIAMRestrictedActions",
"Effect": "Deny",
"Action": [

"iam:*Alias*",

iam:*0rganizations*",

iam:*Provider*",
"iam:SetSecurityTokenServicePreferences",

iam:*LoginProfile*",
"iam:CreateGroup",
"iam:AttachGroupPolicy",

"iam:AddUserToGroup",
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iam:PutGroupPolicy",
"iam:UpdateGroup",

iam:UpdateServerCertificate",

iam:UpdateSigningCertificate",
"iam:UploadServerCertificate",
"iam:UploadSigningCertificate",

iam:TagServerCertificate",

iam:UntagServerCertificate"
1,

"Resource": "*"

"Sid": "DenySSOCreateInstance",
"Effect": "Deny",

"Action": ["sso:CreateInstance"],
"Resource": "*"

"Sid": "DenyRequestSpotInstances",
"Effect": "Deny",

"Action": ["ec2:RequestSpotInstances"],
"Resource": "*"

"Sid": "DenySpotMarketType",
"Effect": "Deny",
"Action": ["ec2:RunInstances"],
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:InstanceMarketType": "spot"

"Sid": "DenyReservedInstanceAndCapacityPurchases",

"Effect": "Deny",

"Action": [
"athena:CreateCapacityReservation",
"cloudfront:CreateSavingsPlan",
"dynamodb:PurchaseReservedCapacityOfferings",
"ec2:AllocateHosts",
"ec2:CreateCapacityReservation",
"ec2:CreateCapacityReservationBySplitting",
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"ec2:CreateCapacityReservationCancellationQuote",
"ec2:CreateCapacityReservationFleet",
"ec2:PurchaseHostReservation",
"ec2:PurchaseReservedInstancesOffering",
"ec2:PurchaseScheduledInstances",
"elasticache:PurchaseReservedCacheNodesOffering",

"es:PurchaseReservedElasticsearchInstanceOffering",

"es:PurchaseReservedInstanceOffering",
"glacier:PurchaseProvisionedCapacity",
"memorydb:PurchaseReservedNodesOffering",
"rds:PurchaseReservedDBInstancesOffering",
"redshift:AcceptReservedNodeExchange",
"redshift:PurchaseReservedNodeOffering",
"sagemaker:CreateReservedCapacity",
"savingsplans:CreateSavingsPlan"

1,

"Resource": "*"

"Sid": "DenyExportableCertificateRequests",
"Effect": "Deny",
"Action": ["acm:RequestCertificate"],
"Resource": "*",
"Condition": {
"StringEquals": {
"acm:AllowExport": "true"

1B B BRI B R

LT RIE PR IR FRIZRE R, LEERTEEN

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" : "DenyAnyoneOutsideMyOrgAndAWS",
"Effect" : "Deny",
"Principal" : "*",
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"Action" : [
"aoss:*",
"appconfig:*",
"appstream:*",
"autoscaling:*",
"codebuild:*",
"codecommit:*",
"cognito-identity:*",
"cognito-idp:*",
"comprehend:*",
"comprehendmedical:*",
"dax:*",
"dynamodb:*",
"ecr:*",
"health:*",
"kinesisvideo:*",
"kms:*",
"logs:*",
"3 x",
"secretsmanager:*",
"sqs:*",
"sts:*",
"support:*",
"textract:*",
"transcribe:*",
"translate:*"
1,
"Resource" : "*",
"Condition" : {
"BoolIfExists" : {
"aws:PrincipalIsAWSService" : "false"
I
"Null" : {
"aws:PrincipalARN" : "false"
},
"StringNotEqualsIfExists" : {
"aws:PrincipalOrgID" : "${aws:ResourceOrgID}"

}
I
{
"Sid" : "DenyAwWSWhenItsNotMyOrgsSourceAccount",
"Effect" : "Deny",
"Principal" : "*",
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"Action" : [
"aoss:*",
"appconfig:*",
"appstream:*",
"autoscaling:*",
"codebuild:*",
"codecommit:*",
"cognito-identity:*",
"cognito-idp:*",
"comprehend:*",
"comprehendmedical:*",
"dax:*",
"dynamodb:*",
"ecr:*",
"health:*",
"kinesisvideo:*",
"kms:*",
"logs:*",
"s3.x",
"secretsmanager:*",
"sqs:*",
"sts:*",
"support:*",
"textract:*",
"transcribe:*",
"translate:*"

1,

"Resource" : "*",

"Condition" : {
"Null" : {

"aws:SourceAccount"
I
"StringNotEquals" : {
"aws:SourceOrgID"

"false"

"${aws:ResourceOrgID}"
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EESMESRYP , BF EEMARE , REEE HIANKE

1t Default payment preferences ( BRIAS R EED ) 20 , 1EF Edit (HE ) .
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H, SHEHNKS EETEARBEH Amazon H1E,
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2. EEXSMERD , &EF EEMARR , AFEE TTRIAKE

3. ERLZNKFHEREEHRSZIL , ARERRE. £ REIMER TRN,

4, (MRENBNTRFARGAFRIERLEF ) EESMERP , ER “EEMNARH , RREE
“TrRIFKE” .
ERAIMNRARERBARNZSFHNFAERE , HERMFTHINF,
REXMAFE , EFZHERIA

MANRERTRD RER , BN RANSRAXTHFEERH SOR FEANZRMS. HINXAF
&, BRIFE , WRERHER,
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BINBEEOERBENT S K ARNOFER, ERIEEETTET R AR,

HIEEMBEANTNHE Amazon KA , BELAER M5 5 Support Amazon &1E.

WA LAFRIEASZFREIL T+, BIANERT , BB XM Basic Support, &R LAFF#Ai% A Business
Support+ , ZRZARFTEAASNA,
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MREEDE. ARERAEESRIBHESITRAEXHNREE , ATLE “ Amazon RE” #1778 Basic
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EEENREE
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4, EOXFARRZELOE , FEEEFRALHEE , ARERERZERE,
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3. EEBREN,
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MREBNFrEDIE MALES <A |, M Support
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F11 81 B, MEENTHRER , LHRE 174 EXNBHLXFH+RS , ATXAKEANANE
A29 %, SRRAERANRD TR , BFRFTARES , AEENERAFTERTT 26 Amazon
BHE , RAEBITHRHTENITR,

BB S X+ FEA N ET29/month  Amazon XHHW—EB S , LREENHE, BXESER
BSAENFE. ENITXEARIT X, EXEEUERN Lk,

F 412 A Business Support+

1. FEUTHMEIF Amazon “i&E” https://settings.aws.com,
2. EEXSMENKT , %#F Supp ort,

3. &E “‘FHiAA . XFEMEALTNFREME,

4. BEZFRN, &EH M SEE , RREE FFHEiRA

BRI LABERTBUH , TEHAE , B R 2ZEEML T, BUHE |, Business Support+ 17 [A] £ BR~F 37 BN 4%
It , FTERERANR D FHORW, SRR UAREMERET M , ERBSZFHEHEEE—BE
H, MEEMRE,

HUH Al 55 32 45+

1. FELLTFMEITIF Amazon “i%&” https://settings.aws.com,

2. EEXSMBERD , %E#F Supp orto

3. EEBUHEZ".

4. EFPZEEELFINEUE Business Support+ 2 ENREIEM S |, BN EERY HANE , H
BIEM 174 EXR D FEMBR BT ERE

5. &% “BUHITXI” IRE Basic Support.
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FE RS EEIIE Amazon CloudTrail

BT E 5 Amazon CloudTrail— RSB &K , Z RS A1 FKHAR K A = Amazon BRSSP REXYAT

3. CloudTrail 1l B AT EAPIARBRAEHN. BARNAASEREEFENFARURMBEXRE
Amazon RS API 214, FERWEMNEER CloudTrail , BRI LB EMEHNINE RHENER, BHEEX
A, AR EHERAREMiEAER,

BT CloudTrail EF# &K 7 &R B

AYEEATAEBNAS Amazon CLl, MRESZANEARKEXLZTE , MALEA CloudTrail 3k
BEEHRBRTUIE PHEARIER. onBehalfOfZ I FEHE KR EFEA Amazon “RE” =
Amazon Web Services B2 H A GRS E NI ESNRE, KSHBERAF ID MSHEF
i ID, XLEEHFENTHREBEHREWTENEESE ID,

ERFlonBehal fOFS TS HEREIIFRR R , LEEIHE Amazon CLI 1 Amazon Web Services
EEEHS, MREEE Amazon CLI BLE , M AT LAER Amazon CloudShell 15 A1 & FX/ %85,

Z 53T EUERY shell , BT LAEIZEM B 311Z 5 5% Amazon Web Services B4 & HizTmH,
Amazon CLI

B 1 EH— Amazon CloudTrail =4

1. &% Amazon Web Services EXE#EH|& HFTFF CloudTrail ##|& , Mk A https:/
console.aws.amazon.com/cloudtrail/,

2. HESMERT , AEEHFLER. LB -IHENSHIR , RINEHE S EREIHE, &
B84

3. HEEBEMEFRTF , BF/BIUTRE

"onBehalfOf": {

"userId": "00000-e00f-000-000-0000000",

"identityStoreArn":
"arn:aws:identitystore::111122223333:identitystore/000000-0000-0000-0000-60000007"

}

X2 EMNBIE CloudTral EH AR I N &4,

S8 2 : IF on BehalfOf S¥EZZ|H AR A

EFEAU TS HFonBehal fOfSHUEREZIFR K & Amazon CLI :
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EB XA Amazon CLI ER KR i E

1. BT TS %% Amazon CLI, #RA]EAfE A HEBRFTTERY # X Amazon Web Services X1 7 7
YREVINE

aws login --region project-region

2. BITUTHSLIREUEN &4 1F68 ID. iZ CloudTrailE#E RE 13 FM# ARN , EREREMRF
% ID, EEKR S HDFM#ER ID Amazon Web Services X8 us-east-1 Bt ,"d‘\tﬁ‘ LA,

aws sso-admin list-instances --region us-east-1

MEREUTRREL

"Instances": [
{
"InstanceArn": "arn:aws:sso:::instance/ssoins-0000000000",
"IdentityStorelId": "d-000000",
"OwnerAccountId": "111122223333",
"CreatedDate": "2025-10-26T23:10:58.529000+00:00",
"Status": "ACTIVE",
"PrimaryRegion": "us-east-1",
"Regions": [
{
"RegionName": "us-east-1",
"Status": "ACTIVE",
"AddedDate": "2025-10-26T23:10:58.529000+00:00",
"IsPrimaryRegion": true

BEEHBHEFEM ID, EAXRGIH , BHEM ID d-000000,
3. EITUTHSRERSZonBehalfOfS X RMAYERARK & o

aws identitystore describe-user --user-id 00000-e00f-000-000-0000000 --region us-
east-1 --identity-store-id d-000000
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MR EUTRREL

"IdentityStoreId": "d-000000",
"UserId": "00000-e00f-000-000-0000000",
"UserName": "carlos_salazar",
"Name": {
"FamilyName": "Salazar",
"GivenName": "Carlos"
1,
"DisplayName": "Carlos",
"Emails": [
{
"Value": "carlos_salazar@example.com",
"Type": "work",
"Primary": true

1,
"UserStatus": "ENABLED",

"CreatedAt": "2025-10-26T723:15:27.213000+00:00",
"CreatedBy": "00000000000",

"UpdatedAt": "2025-10-26T23:18:55.432000+00:00",
"UpdatedBy": "0000000000"
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EFASonBehal fOfSHuERETIF BARK 52 Amazon CloudShell , &% 3 Amazon Web Services &
BiEH A Hi5E CloudShell, BXEZEER |, S Al Amazon CloudShell, & BB EHHN
IAM 7 [B] X BR CloudShell,

EHXATE Amazon RiE
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« FRERIBAR R R B 31 R EXNZIE R ERNEFA R E R,
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A RERRVEA , HSHZRSWEN Amazon X,

o BULVEXABEFHITHIME, MBREZEHRTHIME , WM E FRRVBRSHEHITR. BHERE
ARG EEAR,

s BMERMELERFTARSHAMMERTEZANKEMAE., SFEMELEREHTNAWE Amazon
Mk, fltn  MBHE1 A 15 BXATHRS, , NEFE2 B¥9KEI1 A1 BE 15 B EMA~=4FE
HEMNKE,

« MBXAR , Amazon FERINEFEHB 2N ARANEBRRIEE Fif#, HBEWE =G , BFEE
BHCEME | RAVEHE 30 RABIBRZEEFZBERBAEIME, BXESZER , B2 R
B Amazon Web Services ik B XA K AKXA , TAVE B EE Route 53 HiEM . XEEFEERE
HNIE wER Amazon Web Services Ik |, BiZEEXNTIME MS 2 HEBEMN.

« Amazon CloudTrail 2 —MEMZ£RF. XEWRE , A IERREREIEEI B < /5t 7] A4k
SEFEHINEN , RIEAFEXATIE 251 AHEMIER T I E PHVIRER, BXIAERA G E KM
BRERERHY Amazon Web Services IKF? EZ{ER. , 2 CloudTrail A 58 F f9Amazon Web
Services Ik XIAMBRER, XLEEFEERNITME HER Amazon Web Services Il , B2 X FIN
BREBN.

XHATE
ikl

1. TEAFTF Amazon “iZi&” https://settings.aws.com o
2. EEXSMERKRD , REZHRNTE,
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4. WINEHNER , RAFEEXAME.

MENEAE 90 XKNNL£ERENINE , EECH K AR,
Post-closure B Hi

KA RHIREMNERAK S 2 BE Amazon KAXATE 2RI EKE, EXAHN 90 X, EXH
EHiE , BREBEBIEHRITAIE RILFEEHABM Amazon BrS. XAEHEE , & Amazon KX
KABHIE , LR EBEMITFIZIEB . Amazon &M REKF FHRBMAIR ( CloudTrail
RERBRIN ) o KAXRMTBE , HME D HEEEEHEA.

EXMITRTIE

I E N 90 REKAXA , ZEENLTEEHITFIE , Amazon FHFHHIRIE FRIRHBAR.
EREMB XKAKRAZBEFRITHIE |, (1) B9 Amazon Web Services X1F RIREXR |, (2) BANHM
EWRFRAZBE 60 RNKEIFFERERINETNR , SRREHAZELEHANMEES.

(® Note
MREEHATFAIE , MW B FRRORSFERIT R,

BUEE S Amazon ThEE

/A Warning
BMNBEMEEQERBEBNES RABRINOFHER. EWRETTET AR,

BUESRINEER |, BULESRFATERECIEMNIE MR BN K K Amazon AR, EEMk
PRHEREBERAKSF, SFEZEEIE Amazon REN LS, BEBEMNERARK G &G, &L R EHAib
Amazon RS, Z X IThag AR 1858 1Y B B A0k 8 42 4,

BT RIEHKT , RRSREAESRYBE. BXREZER S EPARENIKS Amazon
RE,

AESRUMER2REMAL

BUEERIEERE , U TERFINATENERKF NI EEMINE B Amazon A4 :
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IBMK iR E root Fi 7 &1,
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s ERNZEMALALANBRAKFIREEER AR | BYMEIE—1 OrganizationAccountAccessRoles
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X, BFTEN Amazon £KER ID EFEANEHR. BXREZFELRE , BZH EXHHKIRE Amazon
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R EAILAERALIIEEE XA, FRINE , B PATENAFERAaws login i Mg H
IAM B L FIEPHITER, BXESEFER , $ZWAmazon K/~ 15 R EEER.

- Amazon EZENALAGE—NEN ‘GHEREER WRAKS, , ZKkFEEERNEERA
B, LAGHATE IAM BHFLMKFHREESRFRITASHERTS, EXERD (HBFEL
b3 ) XIMEAERNERRAAR, BXEZEE , 12 Delegated administration,

- HUE , B NEERIREERE (RCP) MARSTEHGIHKM (SCP) , AEEALP IR EE P E.
BAEl , fA5RIE Amazon EIE RCP M SCP, HHUEEHRMAEE , B MERX LR, BXEZE
B, F5H BRALEKE,

¥

BUEERIhEER , U TERHLNATEMN Amazon AR :

o« NRIEHVES Amazon K EA T HREN | NiZFREUFHMIBR. A1 Z/FAIFT AR ER EHH
e MREHESRINGE , W ECIEHRH . Mk , EUTNTHBEERKENXAEEIE, X
RREME, THHARNEERREURER Amazon RAFRERNKLNREH, ERUERAX
EESRTEXRSH. AL, HRIMEICRE,

- EALLABEFTE Amazon RS . H 5 T A AR BRSthe section called “Amazon Web Services i
F AEERNVF R Amazon 277, EEAXLERS2H , BN ZAXREHER RS X E. Lt
45, Agent Toolkit 32 T F S EAXLERFHEEE.
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3. 1% Forgot your password?,

ZHEENRUREEBESRIERIRIE root A HBAYT K.
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« BULNBESHELEET L JSON B REBRERRBRIEXAN, HE , BAILEAMNNRERR
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MEBTBEEZHAAREDPE#HWAMEIE , WLKADEB, XAEENKS HHBEREN Amazon
Builder ID,

NEBRABOEWECHFZENEM Amazon BIRNER |, BU4MKATE HXAALNNERK, , BEF
HRHANA Amazon BEl, E2xBH Amazon £ K8 ID 2R %M,
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1. REEWE FERHMIIRER4 X AR EREBHIAKS EREN B FHEES. BEBEEFTE/L
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Amazon, HTTPS &if] AP| A[ LB E#E MRS &% HTTPS 3K, £ HTTPS API B, 2A0% 0
KRB , TEEALNEIEINERBITHFENLR, EXEZER , BSRELESL HTTP &EifiER
@A AP,

M RYREY Amazon Web Services M SETELE

MREZEM Amazon ERZEM Amazon ( &R ) ECETKFNERINEE , NtEE XTI
Amazon Web Services Ik JREBEHWNEE, ELBOFMIET |, SR LBOF AL,

REEH Amazon FRIEATREUL —NIKFFFEE |, 1B Amazon BiUERTE TS EHMNE N S 2= M1 18 hnedig
BEZNKF, TieRREMERAREMSN | BEEFERBLEWITR , UBEREEN TERZRERE
BIRHEZE.

EFNEPREENNZFNAERS Amazon , UHBBSMSK UM E LN,
e}

« FERAZNMHIFL Amazon Web Services i F°

- fAIRt{E A Amazon Organizations

 {aIE}{EA Amazon Control Tower
. THE API HVI2EER

A Z 4L Amazon Web Services T

BEAE RN 48 Amazon Web Services K~ 1R & EM Amazon £ A EM Amazon ( &4 ) SBUE 7 ik
FHERINEE , NFEASTNFL., ELEBEMED |, F5 R LBOEMIED,
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Amazon Tk~ & AFEE
Amazon Web Services Ik~ #i5K T Bt L £ 38 8. Amazon Web Services ZENMERN BRN B | 12
BTN RBHNREEE , INTUEZE, AEEFNHEEXEE, EXEZEE , HSR LR
Amazon Web Services K2,

FEIED R AR AR Amazon Web Services Ik BT EESHMERZZHUTEN ;

- ZE2EE FEANNARFUREETEANZLEEXH , XERENHEETRNEFIKEF
W&, flin  EEHIHIRRERZBS , B EHE Amazon Web Services K A& Z 4 F17
(PCl) &t HEARNAIE TEARBEEZMNFTITHLM,

- f@® — An Amazon Web Services it B L2 RIPFWEN., RFEERKNL LR ESE
Amazon Web Services it FE Mt AWEERN,. BTRATENEARSIFTRNZLSEEN M ,
ESTRIARNEZEER,

- ZHR : TRNVENETRNIRTAERER, R SUEFHEBA 2T &K L BAEE T,
Amazon Web Services Ik 2

- BIERE - RTREEARZA  FEEEERBREE—NKFPEREE, XBEBTRSI LR
EEZBEFENAR. XEBTEHNSELEHRENEE RGBT ETREN (BABERYE
%) (GDPR) ,

« IHFRE - TFTRNLZFENSE~RAEETETERNENNRE, F£AZA Amazon Web Services
WP BRI L SIINEES K.

c KR -KFPREKERNSPHAMENE—EEASR. SANKFEHTERKERS LHFF LS
By, REEABRSENMNARAFPNTIE, BOHATUNMEKESHEE KA ( £H Amazon
Organizations MIZEESMKE ) , FTFHMEH E %5 Amazon Web Services K~ 5o

« BEPE — B Amazon IRESELEH % 51T Amazon Web Services I, FTERE DR TR
Amazon Web Services i~ A LA L E1EE & AR,

A RN REFBES (Amazon Well-Architected E28) o BAEZR SERMBIERITR
F. BRMETT BNSEMEE. DEENERS | RINCRUAERERB0ES I,
BTLBYEZ ST BRE , MTLWER LRKTHNENSETE,

&I %N Amazon Web Services K~

EFBAMSNKF 28, FEEFHEEBEXLERFAPITTR. Nt , BMNBWEER Amazon
Organizations , X2 — % %% Amazon RS , ATLAEE AL Amazon Web Services Ik REIFTE A
&

Amazon & 12t Amazon Control Tower , © RELEIMNT 2R Amazon RE B3 , HEIREEH
ft Amazon &S5 ( 41 Amazon CloudTrail, Amazon Config CloudWatch Amazon Service Catalog,
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Amazon Ik EE AriEE

T MEMERS ) EX. XERFZARELTETAEZR. BXESZELR |, HZSHEAmazon Control
Tower EfTo

5EZH

« {84 fE A Amazon Organizations
« {aB}{E A Amazon Control Tower

AT Bt A Amazon Organizations

IS B R X FEEM Amazon H Amazon Organizations St Amazon ( &8 ) REECE Tk
M EREER R EA. BELBOIMED |, BSH L BOEAHEDL,

Amazon Organizations & —I Amazon RS , {RAT LA EXREEIRH Amazon Web Services K~

B, XRMTECTREESNINGE , IMBEKRKFHOKEERAN—A , HEE—FRALE, &i&
ALUEAETRBENESREFERAANT S, EXWEZEE Amazon Organizations , %[
{Amazon Organizations &) -

A= 15 R A PR

% 4% Amazon Organizations EABAEEK/TH , ZALNAKSHEEETS ReEBALNERIK S H
7. RABRT , SREESHABFEEEXNRE, BEEAALE1Z Amazon RFZ BRI AIE
A, AT LU I Thee s REVE MRS . AIEARIMIEE Amazon lREEBEFIHRIBEXALKRHEHAR
EKFHNEENNIR, HEAKFEEUEHRNRE , KREEBRS SR T Organizations R EEE
WP IGRELAMERAKFINTEHE (LNEESLZAKRIAGE ) PR,

BREZER , FERANUTHREMAETFR Amazon K~ EHE,
EREER

BRAWEHRE , BEAMERREN - ITKAKFEENKFEENELEER Amazon 1K/~ X
¥ ZEREEAKPRANNAAPHEAKSHTKSEEIRENERES , MU EERKS
FRNTHHES, ZEREEAKSRELAKSEERSNERES. ZEREEAKS TREEKS
BEHAENALNFEEENR,

BXEZER | BHSHA NEHAZEREE G, Amazon Ik EE,
AT KRB A R{EH1R Amazon Ik - &

X L3 A A B AN R ESEM Amazon EREM Amazon ( B4 ) SUEE T Amazon IKF ISR IhEE |, 0
ARKFEERGATEHRNR, EEEBOEMED |, FSEEEOEMIET,
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B A Amazon IKFEENAEHFRNBRATERKFNEEABRFEINNAKFHNFEEEEN
TTEAE (Hlm , EERKZLABKZRAFRX ) Amazon Organizations, BEXEZELR , 25 H (Amazon
Organizations FIF$ER) HH Amazon Ik~ B3 Amazon Organizations. A< A/ 1A 8] T/ERERN
—#RER , FZRE5HM Amazon RS> Amazon Organizations —# £ /.

BRATEHRNERE , ATAEXEF accountID Bk EIE AP BEFFERZSH. REEFEH
ﬁ"“iﬂlﬁﬁjﬂmﬂﬁéﬁ‘“ﬁmlﬁﬁ (MRBH ) WEIEEARZIRER , TERIEALSHE., BX
BEZER BSRNEREXEERAKS Amazon IKFEE,

FREATSIREARHERKSEENAEHRNR,
® &RPMR
BERITXERS , BLTREATER :

REENHELARNEEKF TR E,
- BNALAXTE S AFRB MR,

Amazon Web Services BIE124] 4
R B RAAEiAE Amazon KPP EE

1. &3 Amazon Organizations 2% &, BAMEL IAM AR EHE R , BE IAM A6 ; HELH
ANEBKFHPLURAFNEHER ( THE ).

ESMBERY , B8RS,
ERSEHIERPIEFEAMazon KA EHE,
%% Enable trusted access ()8 B 1517 18])o

£ “A Amazon IKFEEERAEHR NEES , BA BA” #TEIN, AREE BAA
EEE .

o ~ w0 b

Amazon CLI & SDKs
R B A AEiAE Amazon KPP EE

BITUTHSE , RAUEAALERKFHINEILAAKSEE AP 8E | XLIREFER --
accountId ¥k FALRFPHERAK,,

« Amazon CLI : enable-aws-service-access
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Amazon Ik EE AriEE

LU 7R 9 e AL K P 4B 4R FR 9 Amazon I 7= & 32 3 A RIS i R AR

$ aws organizations enable-aws-service-access \
--service-principal account.amazonaws.com

MREY , BT REFEE MR T,

NERAZEREE LK, Amazon IKF EIE

XL BN B AN R ESEM Amazon EREM Amazon ( B4 ) SUEE T Amazon IKF ISR IhaEE |, W0
ARAKFERSAZEREEAKS, . ERBOEMED |, B5 8 LBOEAED,

BHLRABNALEM— N EREERKTRER Amazon IkFEERS . EMEK,E , ZKF
PR MAER UEE X FAEAccountIdS R Aaccountin & Z R FH Amazon CLI
Amazon SDK #1E , XERETMUEEAAERNTET. XEZREERATUESRNEMA R Amazon
T 7= 18 FA Ttk = B2 AP ##4E Amazon Organizations,

EALAPFNRRKF IMAZTRERAKS |, HREBUTIREE,
Amazon CL| & SDKs
RNk EBERS IMEREERKF,

BAUERUATHS , AKFEERSEAZREER,

® BIMUE
THATIXEES | ERTHREUTER
. FEEMALH EEIK T IR AE,
. EHERNAERE RGN,
. EHAERERSTERT RS EEN TSR,

IEFIEE LTRSS £ 44 -

account.amazonaws.com
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Amazon Ik EE AriEE

* Amazon CLI : register-delegated-administrator

LT ROFALHNRAKFEM N ER TR EERSHNEREER,

$ aws organizations register-delegated-administrator \
--account-id 123456789012 \
--service-principal account.amazonaws.com

MREY , ST REFEE MR T,

TS SE , B MEAKS 123456789012 AAHYEH ki AMK & Amazon CLI 1 SDK
APl 181 X EMFH--account-idS¥Re|HALTPHRIATK,,

Amazon Web Services BIER&| 4

Amazon IKF EEEBEHI AT ZZFAES . BReeEHRAE P —4 Amazon SDK A Amazon CLI
= APl B#ERRMITHAES

{6t E F§ Amazon Control Tower

E B RRXFESEM Amazon 8 Amazon Control Tower SEfft Amazon ( B8 ) REFBUE Tk
M ERINEER BB . BELBOEMED |, ESH L BOEAHEDL

Amazon Organizations & — &M RS , FEEBEPEENRF B Amazon MK, XF Amazon
Organizations BAFR /O /Y 5 AR X B 4A BX B 3 & Amazon Control Tower, Amazon Control
Tower AHALAFHEERF A , BENAATHERERER , FRENEELZLNZ K Amazon
RRM T —RELN &,

REN XL 2 KESSE S % Amazon Control Tower ¥ & 7 B#%/0Zh € Amazon Organizations,
Amazon Control Tower S —EFBF AR | BERREHALNK S FEBUNZ S MEAIR
o

B fE AR EM EHFH Amazon Organizations 4 Amazon Control Tower , XA BURIEERE A5
B, R£MEM Amazon BWIRE, XREN KN ZEERTREAENTHFERXI AN EILE
Amazon Web Services = R RIEREZEMENMENETENT L EXEE,

EXEZEER , {52 Amazon Control Tower A FIEE Y+ 4 EAmazon Control Tower ?
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T & AP| BYIR1ERE S

WEB B T #HIEEM Amazon FEAEM Amazon ( B4R ) BUETKF S RIVEEFH API IREE
No BLBOIMIE |, HSH LB EMET,

£/ an Amazon Web Services IKF B MK APl BIEBAXAUTHMREEN 2 — :

c M ETX — EXATEANKFAFRSACTHRAZERRE K/ PHKS BN HEEEHK
FE®E Amazon CLI = Amazon SDK ##ERTEEAccountIdS At , BN FEMAIET LT XHE
o

 HALFTY — EXATHALRPENKFAFRRARHEARERE —HLPRERKZKSHKSE
Hat, HEEFARAKFEZE Amazon CLI 5] Amazon SDK #EREEAccountIdSHET , 54
BFERAAAETXER, HEXT , REESALNERKF KA EENERXEEAK,FRRE
(=

Amazon CLI #1 S Amazon DK ##4ER[ LAEIR I IR BEAETT , A A EALRKREREIT,

o MBBAKREE AccountId S8, MMHBRESTERYI ETXH , HEPFERNAIEATAHE
RO, TP ERNALNRKRAKS, |, #E21t,
- MRWBXEET AccountId S8, NBRESITEAL LTXH , HENIBRELREIEENALIKF
+iz17,
- MRFALBENKFEEEKFIKFEERSNEREERIKF, , WA LTE AccountId S
FIEEZALNE AR AR REFIBEENK, .
e AP —TERARABRRAREHAE AccountId SHHIEEEBREKSNIK, 2IEE K
FEBRSZXEEAKI,NKF, ., EME Ak K SEEEKF, , #H2WE AccessDenied &
E
« MBAEMVIERTIZTRE , WATFKAFER IAM FHIZTIZIRE | ZEKKIEMW Resource TE
HEANAGFMEREN "+ | NERNFEHAIRLIKFEER ARN,
« MBHEALERTIZTRE , WAXATFRAFER IAM FHIZTIZIRE | ZFKKIEMW Resource TE
REAARGFMERRN "+ | HEREAHALRRIKFEEN ARN,

RTEHIKSEEANNR

S5 XZH Amazon BE—# , BULER IAM SRR Z TR, T MBIk S B AR,
Amazon Web Services Ik~ @ IAM & ( AP HAE ) K IAM RXREREE , ATSIEE XA
TEMRLE B R E AR TEfH AR THRITHRLE R4,
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LT R IR RREE BT E X K - EEN — EEEET,

L B & R B &= Amazon Web Services i/~

- BESESIANKFRMYKF,ERELATNIKS B HSEEBEFHresourcetEH
ML 53 3R E ¥ (ARN) BWEES X BFTRRE. Amazon Web Services Ik EZH T i API Hi2
EERX ] -2,

. K PRI ARN ¢
arn:aws:account: :{AccountId}:account
EABE AccountID SHMMUER T BT, B ERER | STER PN,
ALAR R TK BV IK S ARN
arn:aws:account: :{ManagementAccountId}:account/o-{0rganizationId}/{AccountId}

E3FE AccountID SHHAELERX T ETKF EHIRER | HAER RN,

IAM SREHY £ T 308

KRERERSERESNMNKSEERSTERMEE , AXNER TN RETEAES,

##:AccountResourceOrgPaths

E 38 account:AccountResourceOrgPaths AFIEE—RKBIALRRRERE R EALAR
fI (OU) B9, REZ OU T2 AKF I HERML. U TR BNRBERFINREATFTHAD
EE OU #{E— OU MK/,

BT account:AccountResourceOrgPaths EZEFAHRE  FHILM4MEM ForAnyValue
ForAllValues ZEFHFEEER. ZEEE , BIFELASIANRAL D OU WERaccount , FHF
FNFIRtE R,

"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgPaths": [
"0-aalllbb222/r-alb2/ou-alb2-f6g7h1ll/*",
"0-aalllbb222/r-alb2/ou-alb2-f6g7h222/*"
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]

##:AccountResourceOrgTags

E R348 account:AccountResourceOrgTags AR VFERSI AT LAK INFNA LMK F HRE, IRER
— key/value ZREX , TR TR P RREHITOEMIRE. BXEZEER , 55 (Amazon
Resource Groups AIF M) FMInERESR. AXEETEMENHEEFRBPERATRENEER ,
ESE (IAM BFiEm) PR M AR Amazoniy ABAC, AT RIS EBOFRIEREI N NERTFHEAGE
A% project M{E blue = red WIRZEM K/,

BT account:AccountResourceOrgTags @ZEFAHRRE | HHATER ForAnyValue
=, ForAllValues ZEFHEZERF. B/, EFE , FELSIANRALRAKS LR
ZLaccount , U EHNAREER.

"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgTags/project": [
"blue",
"red"

@ Note

RS INBIALRIK, . BT EMPRZM N0 32 R4 Amazon Web Services ik
[~

Bl E{REY Amazon Web Services i F~

XL BRI R T WA ELE & Amazon Web Services K & Amazon R EM Amazon ( &4 ) =
BUE TR B RINEE, BELHBOEMET |, BFSH ELEEMED,

Ao DEH R MM B IEZH B EB Amazon Web Services K/,
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® Note

IR & Amazon Web Services lKF RERATSBMERSENEMABTRLR (NE ) &
Amazon EERIEN , NEEEMIZE, BXEZELR , TSR EENEHBXHIKS,

FH

+ 82— Amazon Web Services Ik 5|8

+ BRAZSZ A Amazon Web Services [Xig FE/REYIK F° FF
- EFEHKE Amazon Web Services ik F°

- FEF WS # Web Services B FHB 4t

- EFRAF R

« EFREY Amazon Web Services K F° name

- EFENZABREA Amazon Web Services Ik~

- BN EZERERA Amazon Web Services Ik 2

- #AE Amazon Web Services ik F° ¥RIREF

B2 — > Amazon Web Services K 5%

X L5 B B A0 R IR Amazon EFEM Amazon ( &R ) SEMEIBCE T KPS RINEE , a2
Amazon Web Services Ik BlH. ELEBOEMED |, {555 L BOF AL,

MREHE IAM AP URL @8N AREN ( HEMS Ti2ENFRRRF ) T2 Amazon Web
Services Ik ID , W a] AN K F 5B

ETHNAERERKSBE , BESH 1AM AP EETHNERAZER Amazon Web Services K/ 1D
HBIE .

B HAZREH Amazon Web Services X183 7E#REY MK /= &

WEBRXFEEM Amazon EAEM Amazon ( &4 ) SBUE 7K ISR IhEE Amazon Web
Services Ik Bt Amazon Web Services Xif EENKF S ARZEAN, ELLBOIMER |, FS
%] L B E AR I,

An Amazon Web Services X1 2t E Amazon EEZ/NATAXHWYENE, TAXH—MEHZ
E# Amazon BWBIEHROARK , SMNBEFORBEETRBRE, MEMEE , N TFAEMNIEES, X
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ERESMNXEEYE L Amazon Web Services X1i3, i ZIBEH |, M FHEMXE, XS2HAHERE
B, REMFRMY | BB ER, EERLRF Amazon Web Services Xif EiEf it 5z 1T TE
FE AR S MAEHBRRER. BXxTAXSMEGH#H EXENwE , F5H XgMATAX, ET#
BRI EMEFE Amazon Web Services XiF RN EZER |, iFiABAmazon 2 XigE &R,

Amazon Web Services X1 Ik~ 7] 4 K0 HFE:

« BNARKHEL - 2019 F 3 A 20 A Z B HHKBRULFRARS. KERER | AT LHEX LR
WRHFRAEE AR, TxEARRARUKS,

« Opt-in X1 — 2019 £ 3 A 20 Bz E# MW XFHEBRIALTERARS , FAEREMAXE, Z2HN
ERMARBFACERERHASHES  EEANTAFAREXBABIEAR. EFAXLET
‘X, HMEEER Amazon Web Services IKFH B AT, BRAEEMAXEE , BANES
EERZXE  HEZXERNURNEERR. ERNENIEYIKSEREENARXSE , H2H8R
BMUKFEASZEAXE ; ERENEAKSFBSRERMAXSE , H5H. EEALPEARERHXE

LI EMET Amazon Web Services Ik , 2BRIBEMEX R ittt FFE B R/ X 7 & Amazon #HE—4
EFEMAN X, #E Amazon ERMARENER/XNEFGERREENE LFIEXEZE
KX EAERMAXFEHEN, ERNREERMAXBNRAXBHER/MBX (MDNE, BXF
THMEKR) , BEFEMARBEREFEIRL , &S RERMAXBNHESFR R, BEKFE , &9
DAVEMK P /3 A E b Amazon &R MAXE , B A SUERZRSETMEE B ARIERMA X,

BIZ 8} Amazon Web Services it , 88 IAM BEMNEBNFEFIEENEMERIAXEFIZT , N
AFRAFMNEEEYNRN IAM B4 EREIAIERH X EXEFE Amazon BRS. Amazon B
INVERT |, NEXELATFERARS , IAM BIEMNEBSKROEXLEXGARTH |, XS IETHRZiXE
Amazon fR%., HEEREAEFMAXER , Amazon &FEW IAM BEMEIEEERZXE, £
BERHBRAERMAXERE , RAFH IAM 545 7 SUE R 41ERAX S F AR 1AM iE
17 83 B ER A XE S Amazon BRS

HEERENMERMAXER |, 88 IAM FIPR AN , BEERAENZEKERARRN 1AM 175 R R.
ZRREMARSEFALBBRZEXENNTR , BRERANERNAXBEANTR (07 ) WRADER
HERRFEITER,

/A Important

ZRAXERER IAM XN ZXBERRERNTR. XATKMERERTR , XERFRUE~4E R
A, #2AKXEZH , EBRMARRER.
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Amazon FEXFSERN T X, BIMNKERET N2 X , I8N N2 XBE—IHZIMXE, 7XEH
3% 37 #9 Amazon Identity and Access Management (IAM) 354 | HEFRE 2 X HY X2 B R EED
R. Amazon Bl XiFEawsn XH , FENXEEaws-cnZ XHF , Amazon GovCloud (US) X1
ffaws-us-gova XA, RIFEAIEMN S X Amazon Web Services Ik , A LAEZ % X Amazon Web
Services XiF H &M,

« awsZD XHWIKF AL ZiGRIEL 2 XPHNSANXE , XEERAIAEFEERNALERS 3 Amazon
BiR. Bltn |, B ReFEERMXIE B3 Amazon EC2 SR ELHEMMN BN ERIH R ER
ER,

« aws-us-govZ XA F K~ AT ik &5 18 Amazon GovCloud (US-West) X3 # Amazon GovCloud
(US-East) Xigi, BXREZER , i3 Amazon GovCloud (US),

e aws-cn P XAPIKF REELEZBFRAERMTEXE., BXEZEL |, HSH PEA Amazon Web
Services,

ES]

- XETAKESE

- BERNZERAXE A EEEM
o RLIERiE AE SRR

« RIS B RSE A XE

- EARHERSEAXE

XAl i SE

T & Amazon Web Services X3 #ZAI X RSIH, RIAXBLEBEHAALEEZER , MEREEMA
WU RFHEAETREER -

Opt-in Regions

BT XN EEMAXSE , BT EATEER

Name KRB Status
IEM (FFER) af-south-1 GA
TWA#X (FE) ap-east-1 GA
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Name (e Status
TA#X (&Adb) ap-east-2 GA
TA#X (BEHAE ) ap-south-2 GA
oA X ( FEDDE ) ap-southeast-3 GA
WA#KX ( RRA) ap-southeast-4 GA
WA#X (BRAEL ) ap-southeast-5 GA
WAHX (FfE=) ap-southeast-6 GA
TWA#X (%&E ) ap-southeast-7 GA
MEXEI (F/RME ) ca-west-1 GA
RN ( FRER ) eu-central-2 GA
RRM i X (K= ) eu-south-1 GA
RO ( FBBEST ) eu-south-2 GA
Uedl ($ShdgEx ) il-central-1 GA
7R ( PUEREE ) me-central-1 GA
7R (BA) me-south-1 GA
SEE (PE) mx-central-1 GA

Default Regions

UTXERINEABETTER :

Name (42
WAHX (FRR) ap-northeast-1
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Name (AR
TWAMX (BR) ap-northeast-2
T AR# X ((KBR ) ap-northeast-3
TA#X (&R ) ap-south-1
AR X (ETAN3 ) ap-southeast-1
LA#X (EE ) ap-southeast-2
MEX (#HE) ca-central-1
ROMib X ( EZRAE ) eu-central-1
Rt X (BT EERE ) eu-north-1
ROt X ( BR= ) eu-west-1
RRMib X (23K ) eu-west-2
BOM (B2 eu-west-3
EEM (E2RFT) sa-east-1
EERZ (FFRILMILE ) us-east-1
XERIP (HE3BEBM ) us-east-2
XEAEI (dLmFERL ) us-west-1
EEMEI (HEBXM) us-west-2

/A Important

Amazon EiU&6E A X 18 Amazon Security Token Service (Amazon STS) KT 2 M~ 2
2RAWET ARBAER, K EXEH Amazon STS KiFT RS FESEERE Amazon X
HEEM. MREFEHXE Amazon STS KixTT R , WELFHTEAER, BR , KBELR
Amazon STS % R (https://sts.amazonaws.com) B &iE S X Amazon Web Services X1
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ZBRARBRNBRTLETERARSHTER. WREITERNKFZAFXE , M ERAXE
Xi# Amazon STS KimT KRN FETHE , LA LUBUEL KL Amazon STS w7 KR KITH PR
AXEEERNSIESE Amazon Web Services X8, @A TAEXBNAFESHKR A, M
RE#LSEDSHE  SERANTHEITELEINEN RS, BHX Amazon STS KinT K5

Amazon XIFEENEZFER , S Amazon STS £ Amazon XiFHEE,

BRMERAXE A EEER
ERARSARGZH , SXERUTILA

- Joi Region-opt IRASHNAT , &0 AT SATE 5 (X i3 4 38 1t 32 (X 3m AP E A Fr B B AR X8 -2 Amazon
AR Al BB , 23F Amazon Bedrock ( S ES BEXEHEEESELE ) M Amazon Q
Developer ( 2 Amazon Q Developer H#Cross-regionk: 32 ) FREXEHEE, MREFEHIXLE
RS, 414 BahERIEE RN I XiE R ER &KL Amazon Web Services Xifi——BF R AR R
BAIAM BEEANKE, X2EAREMRSHTERRNERNITAY , #MAEEF K%K,

o BAILAER IAM X PR RIZFIXY X1 15 [ AR — Amazon Identity and Access Management (IAM)
SDIENHNER , AT EEFHWMEAFRATUEA. A, REMNIEXE, BXEZER |, 55
E <IAM AR K Amazon : 78 FARZ R Amazon Web Services X3, &t Al LAE
Faws:RequestedRegionZk #4153 Amazon Web Services BRS H #9175 R X PR Amazon
Web Services X1,

- BRANERARERZAEN - BAREAXSHTREEFRMA. BRFNERXE T 62 57FRS
%o

« 5 EventBridge SR — SR EHRITHXERFRAEFEH. EventBridgeF N BIRREE
83 EventBridge A , AFE " HAL THERE.

« &RE Region-opt IRA — HTFEFMAXIEH enabling/disabling R#F R , XiGikREREOME
TERVIRA -

* ENABLING

- DISABLING
« ENABLED
« DISABLED
MR AN SIEFRIR HALF ENABLING 3 DISABLING AR , TR FEHEUE. BN H

ConflictException. EM K (Enabled/Disabled) region-opt & REURF < BE AR Amazon RS
R, RERDN , BAEEE L Amazon BRSTo% 3 BIE FHENABLED,
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A0 32 Bt [8) F1 15 5K BR

ERSZERXER , EEE TR PR &I ERERS

« FREBATEA-IMXERE/LD SRR atE - 25 A - XEE , Amazon FHITRE
LUERBHEZXERNKS, |, flIFERN IAM BIRS KA ZXKE, FASHKFME  EEIEFE
JLo et BERNTRFER/LIE, HHERETRE , BT EERXE,

- ZRAXEHFLERVNAN - ZARERE , RSNEFETRILEN TN, ZERAXETEREE/LD
L F BEENG

« —NEKPEERMELEENBEANE 6 MEAHXIFERER - —MERETHN—NEKFBAZER—
MEEX S,

- AATBELENBEEARARTTE 50 MXEDERER — EEKS A LEEMEE KN E Amazon
ALRE 50 METERMNREGFR, —MNMERETH MK BERAREA -—MEEXE,

FIRILIK P B RS A X

EFHE Amazon Web Services ik BRFRINEXE , FHITUATIEHRN TSR, LT Amazon
Web Services EEZ# A IRBARKXREMI ETXHEER, BREEFEH Amazon Web Services &
BEREGE REEIEFMA T ARRENK, PO T HARXE,

Amazon Web Services BIR1R &5

F I3 RS E8 I8 A & A X 18 Amazon Web Services Tk

® SIMUR
ERITTIEBFFNSER , IAM ARSI AGXMERT TR :
« account:ListRegions ( FE&EHF%IF& Amazon Web Services XiF AR Ef1ZHa14
TRAEREARE)
* account:EnableRegion

* account:DisableRegion

1. LLEBRENBRA Amazon Web Services IKF#EHAF IAM RS AR AR S HE

. Amazon Web Services B 4|5

2. EEAMALS  ERENKS BN , REEEKS.
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Amazon Tk~ B2 A 457
3. ‘EIKFIE , M TR ZE Amazon Web Services Xig #B5.
4. GREGARZEANKXE  RAREEMERE BRAIEM. SFFIBIAET.
5, MRERTEREGEN , FEFETHNXE , RAEEERAXE,

WMRERTERGER , FEFETHNXAE , B A disable #HITHIA , REEEZEAKXE,

BRERMARESE , BUUMXESREFERZXEY, BXEREXENSR , BSHEMN
Amazon Web Services BEE#EHI AN SMEFIEFEX  BXKFPFHBEXEHZEHAIRE ,
&2 M7 Amazon Web Services B4 A P& BEIAXH,

Amazon CLI & SDKs

B LAMERA LT Amazon CLI S SR E Amazon SDK SRURES A, 2., SEMYH X% E
WA -

* EnableRegion

* DisableRegion

* GetRegionOptStatus

* ListRegions

@ TR
EWT TSR, BTN ERF B EBREAR -
* account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

* account:ListRegions

MREAXELMNR , RANARTFELEAAOOEIXIEERRESNNR , MR FEA R X
BME AR,

UTFROINALNEBEERAKFERT XE, FFAKLESAREBAAEEKF K- EERREE
A
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BFAE , KU UUEAERNGSERAENXSE , AEN enable-region Hi#fA disable-

region,

aws account enable-region --region-name af-south-1

MBS, SR EE M.

ZRERFRLN ., UT A UEEESERNEIRS,

aws account get-region-opt-status --region-name af-south-1

{
"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"

HALAPEARERXE

EFEHEHN KR KBS A XE Amazon Organizations , HHTU T EEHH SR,

® Note
Amazon Organizations £ & &
BAWSOrganizationsReadOnlyAccessEAWSOrganizationsFullAccessBEH iR
158 Amazon ik &EE API H’J’fXIZE & itk #& 8] LAM Amazon Organizations #2241 & i 3] K F
BiE, EEEENNRERR , §S AL Amazon &RV ER .

(® Note
EESEEKFANAATNEREERKS AKAKS AT ERELZE , BB

- BRALTHNRANGE  EERAKSHNRE. SHEEAMATUEHKAKS, X2
BALARRINREN, IRENARRENRNEBEKE K MEESAMEYRE , FSHE4L
Lrh B AP A ZheE.

« N Amazon IkKFEEBRZEATEHENER, EFTIRE , BSRANUTHRE A AEHE
Amazon IKFFEE,
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EALHEAREARXE

1. FEARELANERKF, EHES R Amazon Organizations #H| 5,

#£ Amazon Web Services Ik~ WE L , R EEFHMOIKS,

EEKFIREETR,

EXET , ERESASZANXE,

EFRE  RAREERSASEAIRE,

WRERTREALED , BEFETHXER , REEERAXHE,

WMREFRTERARED , BEFETHXAE , B A disable #ITHIA , REEREAXSE,

N o o b~ W b

Amazon CLI| & SDKs

A BAE R LLR Amazon CLI #855H Amazon SDK &3UREB . 2. SEENIHALKRA
T 7 B9 X BOIRES

* EnableRegion

* DisableRegion

* GetRegionOptStatus

* ListRegions

® BB
BERITTADSR | ST A RS B RERI R -
* account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

* account:ListRegions

MREAXLEMNR , MAURTFELER AU XEIERE SR , MR FHEAA S EE
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Amazon Ik~ &1 ArfEm
DTRRBIAALRNEENAKFERATXE., MTAKSIEXTREHAEEKFASKFAEREZRER
AKF,

BEE, RO UERAEEN T SERAEANXE , A5 enable-region #ikHF disable-
region,

aws account enable-region --account-id 123456789012 --region-name af-south-1

MRKY , ISR EE A,
® Note

—MAELENBARSZRER 20 MXEFIER, BN, EL2KEF
TooManyRequestsException,

ZRERRIN, UTwSAUELEETBERNEITRS

P

aws account get-region-opt-status --account-id 123456789012 --region-name af-south-1

{
"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"

}

FIEHKE Amazon Web Services ik 2

Amazon Web Services i 1R ZEM Amazon EAEM Amazon ( &4 ) BE T KPP ERTH
BE , IXLEWRANE T EHIKSE, BEEEIGEMED |, HS R LBOEMIED,

B LAE A Amazon Billing M A EIE 125 & B#TATE Amazon Web Services K IK# Hikll, =
THRNAEHRKFAKEEXRE , FSH (Amazon KESHAEE AFER)

Er W% Web Services B, FHB {41t 31t

XL BA T i RIE Amazon EAEM Amazon ( &9 ) FMBAKFBUE T S RIHEE , WATEFHE
AFWEFEpiiut, BELHEBSEME |, BSF LBOE AL,

HFR&HUSER |, B EEEEHE Amazon Web Services T B9 Amazon Web Services &, FHp
Hiur, Flan  HTEZ2MNEERMEE, RKEBES| S5 K EFHIH K - F K 5 K P B9 Amazon
Web Services B R 4t 1t f 3 72,
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® Note
B E X Amazon Web Services Ik & Z A REEE AN/ F BEE B RT3 5,

B LURERF R ERALAK TR , 253 FE#HAmazon Web Services B FHR4 -

« JHSIKF Amazon Web Services Ik SHEEMK S — X F Amazon Web Services Ik RE54AH R
KEWKFRALWERIKF, |, B LUER Amazon B2 #| & EH Amazon Web Services B
Tk, BT BUOMAHBITIIRE  BESREHFILIIKST Amazon Web Services Ik =5 & 5 Ik F~
#JAmazon Web Services B F B4

« Amazon Web Services 1K/ AR@@ N — N TR TAHLEMNKAKS, , EBKFAHIEZREERK
PR AU Amazon Organizations 2 H AR EFH K R MK |, AT LUEE Amazon CLI Hl
SDK LARTEH RN EH AL A K 7 B9 Amazon Web Services B FH#F, Amazon B 7 & i{an 1T Lt 18
¥ , ES I FEHA L R R BIAmazon Web Ser Amazon Web Services i F* vices B F 4k

F3
« F# WL Web Services B FHB4 Xt F 3437 ik Amazon Web Services Ik = & K
o 3 M 5% Web Services BT HB4F Xt F1EM Amazon Web Services ik~ TERAVLH LR

E# 5% Web Services B 7B Xt FIh 3k Amazon Web Services Ik =& X2 MK
P

EIREBINI K Amazon Web Services Ik SHEE K # Amazon Web Services B FER bt | &
HITUTEEFNT IR,

Amazon Web Services IR 4|4

(® Note

BRI B 17 % F Amazon Web Services IKFRAF , XAEEHM IAM PR, BT E
IAM RSB 5 HMTXYESR,
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Amazon Tk = E AriEE
2. ERHANALS  BRENKSEHRIKS | KFEE Account (S )
3. EMSAE , AEKSEESINBAERE | A5 %EEH ST RS,
4, EWFEETE , AT R AL S AR R
5

EREIKF B FERETUE |, EEHE TRt MBI B Fap it 7 |, HHIAEYE]
MWEL, RS, EBRREFEHME, no-replyeverify.signin.aws fFEETHY L FHB 4 bt
RIEWIER,

6. HEHREKSEFEGRE , TRIEBEHASEY S FHARIINRIED , AREEBHIAE
#o

(® Note

R REFEERS 5 7 E SRR, MREERGEPREILESRYE , FRE
B3R ERAF SR

Amazon CLI & SDKs

Hep—A Amazon #i#-FF X TES Amazon CLI B9 APl B ER X ES . B REEMEARMITIAE
%% Amazon Web Services BRI A,

E ¥ L 5% Web Services B FHB4 Xt F4EM Amazon Web Services M E{REVLE LR
th

ZE# A Amazon Organizations 2 &l & 4m 384 L2 R EX 5 K 7 B9 Amazon Web Services B F BB £ i
i, BRITU TIPSR,

(® Note
£ EFH R R K P #9Amazon Web Services B F R #itbit 2 &I , BMAVRIUE T L IRERI 0T,
BXEZEELR , B2 (Amazon Organizations FIF#§R) FHET Amazon Organizations
AR 5K PP E #Amazon Web Services BT BB 4 it it o

L Amazon Web Services B FoB{Fitiit, MNEZXPSRA |, {HEME E5 I Si# Web Services B FHB4F
3+ F I8 37 ik Amazon Web Services K/ SEIEMK - FIZENSE,
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Amazon Management Console

@ EX
- EENEEKFRALINEREEIAKRFCTRAKFAHTHESE | ST KFEERS
BRAAERR,
- BRREFARSRBERESETRRRENALTRNAL DK,

EF# W% Web Services B FlRHibit Xt FTEAUTRENEK R MK Amazon Organizations

7HE

1. EEIHENEEK,F , LEEMERIENR portal :ModifyAccount WA AES#H

%o
2. 7£ Amazon Web Services ik E L , B ERHHE FHAmazon Web Services B FHB ity
B AR AT P o

EKFHFAERRD PERRERE ARG EEEHEFoR4Fibut.

4. TEBFHHT  WARAKFAFEFE I | REERRT, LRE O B F R4t
HERIE—IRERRD (OTP ) o

(® Note
MREEEFABAFEZER Organizations BHI A PXALTTE , WTAERBRERS
24 PN AIREIH TR OTP T2, ERTIERE  BEKFFHAEFEENEL |, &FE
eI |, RIFIRIRSTA B FEREEER.

o

ERIERT , AT L—SHEAZFE FHR AUt VIOIERE | REEREWEIN, LHRENEH
%K B9 Amazon Web Services B,FBR {43k,
Amazon CL| & SDKs

BAILAE A LA Amazon CLI s S E Amazon B4 X T ESEMIRIERKR ZHEH Amazon
Web Services B &8 FHR 431k -

» GetPrimaryEmail

 StartPrimaryEmailUpdate

» AcceptPrimaryEmailUpdate
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- ERMEEKSPHAATNEREE R KPS XK AKSHRAITIXERE , KN K-EER
KFFH—.”E-LE-'EJO

« BEEBREEATRARRENEALTERNEARFIKS,

© BIMUR
W& MRIE | SR E ARSI AERIAUR :

* account:GetPrimaryEmail
* account:StartPrimaryEmailUpdate

* account:AcceptPrimaryEmailUpdate

MRFEAXESEMANPR |, FA LA FE LA PR FXiEEAmMazon Web Services BT B4 ith
HHE BMER | M E A P E R F IR B ARNR,

E5ERX Amazon Web Services BT R4t RIE | AR BT R~ SRV IR B AR E
B 7B AP,

Example GetPrimaryEmail

LATF RIS ZRE 40 15 7E B 5 K P B9 Amazon Web Services B, FBR4Fithiit, FrRAEIESARBAE
NEEKPFRKFEEEXEEAK,,

$ aws account get-primary-email --account-id 123456789012

Example StartPrimaryEmailUpdate

LAT R B 21Amazon Web Services B F o4t it EFHTRE | iRBIETHRY L FEREur | F@AL
IS E K R 0K P B 37 BB F R s ik R 3K — XS (OTP ) » FRAZIEATREALNERIKF
KREBRSNWEREERAKS,

$ aws account start-primary-email-update --account-id 123456789012 --primary-email
johneexamplecoxrp.com
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Example AcceptPrimaryEmailUpdate

LT REI2EZ OTP KEBHFHZH B FEb i it iIREFALAPHNEER AR, . FRAZIEAMK
BEANEEK S RKFERERSNERERRAKS

$ aws account accept-primary-email-update --account-id 123456789012 --otp 12345678
--primary-email johneexamplecorp.com

EHRAFEE

X L3 BA N B A R ESEM Amazon EEM Amazon ( B4 ) SUBUE TR SR INEE |, NI ANAIEH
BRAFPZBE, ERBOFMED |, §5 5 EBOEMED,

EREIZM Amazon Web Services lIKFIBRAFZRE |, BHITUTIEFRNI R,
Amazon Web Services IR 4|4

BERBENRAFEZD

(® Note

BRI B 17 % 5 Amazon Web Services IKFRAF , XAEZEHHAHN IAM R, &L
EUIAM AP S AR S PRITIXELSE,

1. fEAEH Amazon Web Services Ik 7 B8 1 BB 44 b 1t F1 2288 LUIE#Y Amazon Web Services &2
4| & BB F Amazon Web Services KR A,

ERFENAELA  EEENKFAMEKS , REEER Account ( IKF ) o
ERFTUE , REKFFIESOWIRERE , AR ERBEFEHRE FHR 4t MG,
ERFEFEERHE , REFBELNREZRE.

EREZBIEL  ESEYRE, FEBNBAFEBFER, ARG, tBREHEB, 8XxH
b3S , SR RERAF-BRHRESEK , F5H (AM AFER) RHER Amazon Web
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Amazon Web Services B2 4|5,
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&Y Amazon Web Services K &, ELLRIEMED |, HS R L BOEMIED,

EE %/ B Amazon Web Services P |, RS LSIBIMNARERF — W BEBE 2R A3 TR 51H
BN, EEAH, &F. WHREFGZILHE , SUESEEENEK, , UEE -SRI MNEER

;38

IKFEEBMEIMES M |, HINEEN KRR L URIKE MR ER R ERNZS &F Amazon

Organizations ##lAH, BINBWEFEARERERGBEKS, , LEEHNKFEHS TR, TR
Ak, , BERFERAALQ-BN-MEZRNBEIRE (HlI0 |, sales-catalog-prod ) » HTFREFAMEZELE

B, BREEAIZENMNATHEER (PI) BIKF B F.

« JHI K Amazon Web Services Ik s EBIK - X F 5442 Amazon Web Services ik TR

4H 40

LWNEEKS |, BALLEA Amazon Web Services B 4lA. = Amazon CLI 1 SDK E#H &

MK ZF, BE T HBIMMRITIIRE | BSREFEAIRILIKF ZFR Amazon Web Services ik 7~

HEEKT

« Amazon Web Services i HARE — W TFETHRAKS, , EBEKFREREE AKF, H

# A 7 AT BAM Amazon Organizations #2H AP EMALRPE AR AKFHOKSE |, AR

BT Amazon CLI MM A T EBUREARENHELPEMEAKFHNKFE, Amazon

Organizations & E T B UAAHITILRE | BN EEKS EFENIK T E Amazon Web Services

K EENEALR T,

(® Note
B E X Amazon Web Services ik AIREEE KA NN F BEEBRIFI G 5,

i
o FEHIRHIE K E FR Amazon Web Services K P = & B ik
o NEZKFEIHEHIM T Amazon Web Services I 1ERRILE LD

B IIRRY I 3 K P & # Amazon Web Services K s EE Ik

EERUHIIK T Amazon Web Services I SiEBIKFHIKFE |, HHRTUTIEFRNLT R,
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Amazon Web Services BIEiR&| 4

® =/IMBR
A UERABRRAF. IAM AR IAM BEREHENKFEH. MREEHAERF , NE
FHHAH IAM RENATEH K B . £H IAM AP 1AM Bt , BXTMELEFUT
IAM R :

* account:GetAccountInformation

* account:PutAccountName

ERTMIK R EERIK SRR A

1. {EHZEH Amazon Web Services MK/ B8 7B 4 b 31k 71 2285 LIS Y Amazon Web Services &
4| A BB F Amazon Web Services iR A,

2. EERFHENALA  EBREHNKFEMIEKS , REIEEFE Account (K )
. ERFTUE , REKPIFESONIRERE  AREBREFK, B,
4. EBHE K GALEEFNHKS BN , RARERRT

Amazon CLI & SDKs

® &PRR
BRLMERBRAF, 1AM AP 1AM ABXREMENIKSEH. BT TIIEZR , £
IAM AP IAM BEXREDEFLT IAM R :

* account:GetAccountInformation

* account:PutAccountName

ERTIRIIK S E R K P
R ERNTREZ— -

» Amazon CLI : put-account-name

$ C:\> aws account put-account-name \
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--account-name "New-Account-Name"

« Amazon B X TESE : PutAccountName

HEEK P EIHIEH KB Amazon Web Services I 1E IR HILH LR

£ Amazon Organizations FTIENEEERR T , EENMEZEREEAKSPHERN IAM AFS IAM &7
LAEHEEIK S M.

ERNEALATFNEMARAKFERK,E , BRITUATREFHS R,
ZER
ZE# A Amazon Organizations ZHIAEHIKFEY , BFEEHT - LEHPRE .

- BHELAMTEAMBYRESEEERAKSNRE, IHEEEAMITUEFRAKST . XRECIE
AARMIANREN, MRENARRENNBEESKE K MEESAFMBNE , BSRNELBEAME
RIL R

o BEERN Amazon IKFEBRZBAUEHRNE, EHRHTIRE , BSRAUTHRE A TERA
Amazon Ik EH,

Amazon Web Services BIEin4 &

© B/IMUE
BEHRAKS WK EH S8 AM B IAM £ & 45 RHE BT RUR |

« organizations:DescribeOrganization ( {XBR#EHA )

* account:PutAccountName

B TR R K S B9 T B R

1. ITFALR#EHE |, Wik R https://console.aws.amazon.com/organizations/.
2. HEEXSMBEKH , %&F Amazon Web Services 1K,

3. 71£ Amazon Web Services i TH L , BFEFHFHRAK, | RFRETHESE K ABk
BREHFKF R,
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4. HEHWER K WAEFNER , RAEEERET,

Amazon CL| & SDKs
® /MR
EEFRRAKSPNKSAEZH , 80 1AM AFPS IAM A X TBE UL TR :

« organizations:DescribeOrganization ({XBR#EHA )

* account:PutAccountName

B R A KPRV B AR
IER T BMER LT REZ— -

* Amazon CLI : put-account-name

$ C:\> aws account put-account-name \
--account-id 111111111111 \
--account-name "New-Account-Name"

« Amazon B#F X T EA : PutAccountName
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Amazon CLI 1 SDK UmEREFREFMALPNEARAKST . BT HRNAHITIRE , BSHEN
447 Amazon Web Services Ik FEAMBRRANRZABRR AL

£

- BESEMNBFERFmER

« BEFTINAREYZ FABXR A Amazon Web Services K~

- EFEABRRANZABRREA Amazon Web Services Ik FE BRI H R
« IKF : AlternateContactTypes £ T X %Z4A

B8 iF 585 A B8 F R 4 b 1k SR
ERSREHMKTNWEARRAGCRZE , RNBWERARFSBMNE FRMF bt £ EFUTER,

- BESBREGEHRFE. ZRAMUTER  “+-0)%
o YRR TILAE 254 NERF , RTRENZBHEFZARFIN | 36 0] LAE 8B T #B 4 t hik B9 30
TDEUTEHRER : “+=.#]1&-_"

FE I M & BB R A Amazon Web Services Ik

BRI AP RIS EEZ BB R A Amazon Web Services K |, FHITUA TS BRINES R, U
T Amazon Web Services B2 4| A SRHBLI[CER FMMIL LT, BREEMFEH Amazon Web
Services BB H|A KiF R HE RERITZIREFMAKF PR ABRRE A
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Amazon Ik EE AriEE

Amazon Web Services BIEiR&| 4

R AP RIS mER AEBRR A Amazon Web Services Ik

® BIMUR
BRI THISE | 5%

N\

NEDLEBLT IAM R :

« account:GetAlternateContact (ZEEZAKRAFAEFE )

« account:PutAlternateContact (I REHREFHZHEKRA )

« account:DeleteAlternateContact ( MIBRZRBKRA )

1. LLEERENRMN IAM AP SA®E S Amazon Web Services B2 &I &,
2. HEBEOMALA 6 &EBRENKFE2H , RAREERKS,,
3. EkFIHEL, O FRIBEZAKRRA , ERLAENERRE,

® Note

WMREXEED “wE EW, NWRARKREAKFHRAFFHES , HFEZ
AR ENRENRNAF FHE .

4. BEREATHFERPHE.

/A Important

X F 4l E Amazon Web Services I |, S1E ML =258 A L 7] #Y 8B1E 555 F 88 P
it MARNM AN BIESBE FHRHF bt

5. ZRIBERE , ERE#H.

Amazon CLI & SDKs

Ba LAEALLT Amazon CLI s S5 HE Amazon SDK ERMURERK R, EHMIMBRZABKRALS
B
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https://console.amazonaws.cn/
https://console.amazonaws.cn/billing/home#/account

Amazon Ik EE AriEE

» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact

@ &

- EERERKFHALATHNEREERKSXNR A HATXERE | BAE AKS RS
AEEERER,

® BIMUE
X FEAMBIE , EAREEMRE T IR BUR -

+ GetAlternateContact (BEEZAKRAFMAEE )
+ PutAlternateContact (REREFHZHAEKRA)
« DeleteAlternateContact ( MIBRZEABKRA )

MRFEAXLEERNE  RMAURTFREERAFRNEERRAGEONR , MR TFEMAASE
BRI B AR ER .

Example

UTREIRRTEABTKSASRIKEZRABKRRA.

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING
{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
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https://docs.amazonaws.cn/accounts/latest/APIReference/API_GetAlternateContact.html
https://docs.amazonaws.cn/accounts/latest/APIReference/API_PutAlternateContact.html
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Amazon Ik EE AriEE

}

Example

LT REINBERGKSIRE T #MBREZRBRRA.

$ aws account put-alternate-contact \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@eamazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"

MR, Wan SR EE A% .

Example

(® Note

WRIEXTHE Amazon Web Services Ik~ FERBMBKRAXBERNITS
IPutAlternateContacti®E , ME— PR MHFEKRRA , FEELTWAERRKR
Amazon Web Services Ik AFBRALRBABLLEHFNETEHER A,

Example

TR ROGIMIBRT AABKFNEEEABRR A

$ aws account delete-alternate-contact \
--alternate-contact-type=SECURITY

WMREY , TR EE MR T,

(® Note
MRZHAZRMBRE —PMERRA , B—R2BREYD, cEREZHSBIER

ResourceNotFound %,
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Amazon Ik EE AriEE

FIE AR AN ZBAEEZ A Amazon Web Services i/~ ERIALR

EARMBREBALE Amazon Web Services I REMARRRABRRAFAGE , FHTUTIEHRD
PSR,

EXR
Z A Amazon Organizations EHEMZAKRA , BEEHT - LEHPRE .

. AR KFEAFRAESEETREEERRAKFNRE, XHEEEIMAIUNEHREAKS, X2E0E
AAORFBRINREN ., MBEWARRENNESKE MEESHMAENRE BRI EALERAME
Ihag.

« WEERN Amazon KPR EEBREZBHUEHRENER, BEFTRE , ESEAUATHREHATE1HE
Amazon Ik EHE,

(® Note

Amazon Organizations &%
BAWSOrganizationsReadOnlyAccesszAWSOrganizationsFullAccessEE#H AR
it Amazon Ik P& APl AR , B & LA Amazon Organizations 2l & 177 7] ik F~
HiE, EEREMNEERRE , §S AR Amazon BRI EH.

Amazon Web Services BIE124] 4
REM RIS RmEEZ AR A Amazon Web Services Ik 1R #Y4H 41

1. FERALALHNEEKFZIUEE SR Amazon Organizations &l &,
2. M Amazon Web Services i # , B EEHHIK

3. EERBRAGE , RAEEZRABRRATRIBRRAARE . KERRAA, RERAATZERR
Ao

4. BERMFERRA , BEERN,. NEBZEHMARHRRA |, BIERERE.
5. EREAATAFRINE,
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_reference_available-policies.html#ref-iam-managed-policies-updates.html
https://console.amazonaws.cn/organizations/v2

Amazon Ik EE AriEE

/A Important

X F 4 E Amazon Web Services M, S4EMUE R A L BR85S 55 F & F #f
Hibit |, MARNANBEIESEFE FER4F i,

6. ZTARBEEXRE , EEEH.

Amazon CLI| & SDKs

A LAE A LT Amazon CLI s 53 H Amazon SDK EMUgERK R, EFRMMBREZRABKRAE
B .

/BN .

» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact

@ E&

- EENERKFHALATHEREER KSR A AT ERE | BAE AKS RS
AEEERER,

« BEREFRSERZREMAEARAPHKS TRINEARPHKS,

© BIMUR
W F & AMBAE | EARE ARSI HIRAERIAUR -

+ GetAlternateContact (BEERABKRAFHAEFE )

« PutAlternateContact (IRBEREHZAHIKRA )

+ DeleteAlternateContact ( HIBREAEBKRA )
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https://docs.amazonaws.cn/accounts/latest/APIReference/API_GetAlternateContact.html
https://docs.amazonaws.cn/accounts/latest/APIReference/API_PutAlternateContact.html
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MRFEAXLELNR , MAURTFREERFNEEBRRIAGEINR , MR TFEAAFE
B BREUA B AR ER

Example

LT RIRRTHRFERAGKSNZeIKERHARRA, ATAZIESASRBAR[ETEKS K
EEEREERAKS,

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING \
--account-id 123456789012

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
Example

LT RONELHPHEERAKSRE T REZARREA. ATAKIELANREHALERKS K
EEZEREEAKS,,

$ aws account put-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@amazon.com \
--name="Mateo Jackson" \
--phone-numbex="+1(206)555-1234" \
--title="Operations Manager"

MREY , ST REEE MR,
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Amazon Ik EE AriEE

® Note

R EFTHE Amazon Web Services Ik FHHEBEHBKRAEENITS
IPutAlternateContact®4E , ME—NSRNMEFERRA , FTEELTWAERBRKR
Amazon Web Services Ik AFBRARBBLEHFNETEHER A,

Example

LR ROIMIBR T AR FIEERRAKTNREERABRRA, TAZILESATRAAREERSTHKTE
BEREEAK,,

$ aws account delete-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=SECURITY

MR, s SF = EE A% T
Example

® Note
MRZHZXMRE —PERRA , F—REBRKY. 2ERAEZHBLEK

ResourceNotFound %,

K F - AlternateContactTypes £ T X% 4A

BAILAE A E R #FHaccount:AlternateContactTypesiEE IAM BUER A ( RIEL ) =F B R
REPHW—Fr, Fla, AT RAEIAM SRR FEA L ZGR |, AT AR FARPREK
FHY BILLING # AABRR A , BFREERITE R

BT account:AlternateContactTypes RLEFRAHRRE , L SAMEH ForAnyValue 3
ForAllValues ZEFHFFREZEA.

FHLHNEERK R A Amazon Web Services ik 2

X L5795 B3 F§ T 1% 88 Amazon Web Services Ik 1R & Amazon EREM Amazon ( &4 ) MR
KFBUET SRIEE , MAEFHENETERRA, EBOEMED |, 558 L BOE ML,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
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Amazon Ik EE AriEE

B EHMEKFHEXBRNEERRAGE  SBENBRRAALR, QNEEW, @iFtit, BESHNN
2|8

AR EKF IR K ERERN —87D , AFEASXNEEEKSEBRRA ¢

« J837 Amazon Web Services Il — FF Amazon Web Services I KR EHLRERHIALR | &7
LAE R Amazon EE 24| A BT Amazon CLI fl SDK EFEHCHEKFER A, BT HEMMAHMIT
WiRE |, FSEEHIMIZ Amazon Web Services K BB R A,

- Amazon Web Services Ik HLARNIP-NTFETFHALANRAKS , EBEKFAREREEAKS DM
AP A BAM Amazon Organizations 2§ & &R E# Amazon HAHWERKAKS , BB
Amazon CLI 1 SDK UmREFREFMALPNEARAKST . BT HRNAHITIRE , BSHEN
4H 40y Amazon Web Services Ik EEEBER Ao

£

- BIESHEMBFHR4ER

- EFIMMARMEZERRA Amazon Web Services Ik 2R E K/
- EMEMBRRANEERRA Amazon BHEL R LR K

BH 1% 5 50 A B8 F BB A b ik R

EREFHRKFNEERRAGERZH , RMNBEWERABFSHANE FH4iu it TEEUTER,

- BESBRETERT.

- BiIESHUAT + NERMHXABIFL , HEER/MHXRKBEETSEEAINSERSRNER,
fign , +1(US/Canada) 5 +44 (UK).

- BiESHEXS, JBRABMABRBZERESEEK. HlW , +12025550179,

« HTFZ4EN , BiESBAMEEBEKRKE AmazonEE, TESHHBFESE  HAIASHLHE
BIESHAZEEE.

« XtFlTE Amazon Web Services IKF | RIEMCERRA L TN EFESEME T4 | MF
ENMANBEFSHENE LRI, IKFR root BFEEMNANSEFER 4t KB EFSBAFE X
ABETF A TR USSRk,
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Amazon Ik EE AriEE

FEIIM MR EEB R A Amazon Web Services ik~ =X & IR MK

EIRBIHIIKF Amazon Web Services Ik SEBIKF N EERRAAFAGE , BRITUTIER
HE B, LLT Amazon Web Services BRI A SREBANEMMIINEREER. WLEH Amazon
Web Services B2 #A RGRREXNRERBAKFANETERRAGE,

Amazon Web Services B4 &

YmEEIh 3 ARAY EE B R A Amazon Web Services Tk~ =& E Kk ~

® &/IMXBR
ERTTIEER , BHRRELEFLT IAM R :

 account:GetContactInformation (ZEEEXEKRRAFAEFE )

« account:PutContactInformation ( EHMEEBRRAFAEE )

1. UEBEREKERN IAM B AEZF Amazon Web Services EEZHI A,
EEONALA  RRENKFES  RAEERKS,

[ TR FKRABEND , THELIERRE.
EREAITAFERTHE,

ERABERE , EREN.

o & w0 DN

Amazon CLI & SDKs

Ba LAEALLT Amazon CLI s S 3HE Amazon SDK ERURERK R, EHMBMBREEHKRZRAE
5

» GetContactinformation

» PutContactinformation
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https://console.amazonaws.cn/
https://docs.amazonaws.cn/accounts/latest/APIReference/API_GetContactInformation.html
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Amazon Ik EE AriEE

@ &

- ERENERKFRALATHNEREERKSNR AP RITXLERE | BAE AKS RS
AEEERER,

® &/PRR
NFEMNMRE , BLTMEFRE T RENNR

 account:GetContactInformation

 account:PutContactInformation

MREAXLEMNR  MAURTFELERA PSRRI AGENNR , MR FEMEASTE
B RER A B AR,

Example

LT RORRTAAAKFNEEERRAGR.

$ aws account get-contact-information
{
"ContactInformation": {

"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",
"WebsiteUrl": "https://www.examplecorp.com"

Example

LTREINBRAKFRET HNEZRRAAGER.
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https://docs.amazonaws.cn/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
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Amazon Ik EE AriEE

$ aws account put-contact-information --contact-information \

'{"AddressLinel": "123 Any Street", "City": "Seattle", "CompanyName": "Example Corp,
Inc.", "CountryCode": "US", "DistrictOrCounty": "King",

"FullName": "Saanvi Sarkar", "PhoneNumbexr": "+15555550100", "PostalCode'": "98101",
"StateOxrRegion": "WA", "WebsiteUxrl": "https://www.examplecorp.com"}'

MR , WS R EE A%,

FHEABRRANEZRRA Amazon B4H L H K & K

ERBALDEM Amazon KAKF PR EERRAFAEE , BHITUATIREFNI R,
HAbZER

E# A Amazon Organizations EHIAEMEEBRRA , EFEHRT - LUSRE :

ALV AFMEYEESEEEERAKFMNRE, SEEERAMAILIZRHIRAKS ., X2EQE
HAAOANBRINEEN. MREENALDZENNESKSE MEESRHAMENR  BSRAELERAME
IjJﬁbo

o BEERN Amazon KPR EERSBRAAEHRNE, ERTRE , FSHAUTIREAAEFH
Amazon IKFEHE,

Amazon Web Services BIR124] 4
REEABRR AR EEBR R A Amazon Web Services I FERIVA LR

5 4 A E B IK P &IE & % Amazon Organizations 2§ &
M Amazon Web Services Ik # , IR EEHIKS,
ERBRRAGE , ARRIETERR A,

TR dRE.

BEREATAFEFHNE.

TERIEENRGE , EF “R7TF

o o A~ wbh =

Amazon CLI & SDKs

)

BA LA LLT Amazon CLI i8S E Amazon SDK ERURERK R, FHBIMBRETEHRRALE

¢ ¢
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https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.amazonaws.cn/organizations/latest/userguide/orgs_manage_org_support-all-features.html
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» GetContactinformation

» PutContactinformation

@ &

- EENERKFHALATHEREERKSXNR AR HATXERE | SIS AKS RS
AEEERER,
« BEEBRESERATRARRENAERTENAERRIKS,

© BIMUR
W F & AMRIE | EARE ARSI IR AERIAUR -

 account:GetContactInformation

 account:PutContactInformation

MRFEAXLEERNR  RMAURTFREER P RNEERRIAGEINR , MR TFEMAASE
BRI B A RIBR

Example

UTRAIRRTHRPEERAKFNIANERRRAAGE . ATAKIEAHR B AR EEKS K
FEEZEREERAKS,,

$ aws account get-contact-information --account-id 123456789012
{
"ContactInformation": {
"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",
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"WebsiteUrl": "https://www.examplecorp.com"

Example

LTRANALRPNEERAKTRET TERRARGE. MAKIELFAREHAREEKSHIKS
EEEREERKS,,

$ aws account put-contact-information --account-id 123456789012 \
--contact-information '{"AddressLinel": "123 Any Street", "City": "Seattle",
"CompanyName": "Example Corp, Inc.", "CountryCode": "US", "DistrictOrCounty":
"King",

"FullName": "Saanvi Sarkar", "PhoneNumbexr": "+15555550100", "PostalCode": "98101",
"StateOrRegion": "WA", "WebsiteUxl": "https://www.examplecorp.com"}'

MREY , BT RE=EEMRE T,

B Amazon Web Services K $RiRAEF

WEBRXTEEM Amazon FEAEM Amazon ( &% ) BUE TIPSR INEER EF Amazon
Web Services Ik~ FRIRFHE R . ELLBOFMHET |, 1§55 L BOE ML,

Amazon F 8 Amazon Web Services M FR1R 5 0 Bt LA T ME—FRIBAF -

Amazon Web Services K 1D

— N 12 B F (20 012345678901 ) A FME—#RI2 Amazon Web Services i F . % Amazon &
BEHLD#HZEREM (ARN) FEEKF, ID. K/ ID BoF—NEKFRHRRESS —NKF P
BRX DR, MRER Amazon Identity and Access Management (IAM) P, I ] LA F ik
ID 0K 5% &, Amazon Web Services BB 1A BARAMBEMIRAEE—HEEFRAMNE
EKF ID , BEFRRFEAANE, BRIREES.

MSBA 1D

FREFHRIZF , 6
179a59df900b949e55d96ale698fbacedfd6e@9d98eact8f8d5218e7cd47ef2be , ER
ID WM. Amazon Web Services 1K/~ £ AT I #h # £ F RS (Amazon S3) BF X7
fiE @A T KAV EENK 7 15 B AR Amazon Web Services M /= B |, SEa] LA L ID #7251, &7
BIRAF R IAM AP 544 % Amazon Web Services i/ BHEAF 1D,
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https://docs.amazonaws.cn/general/latest/gr/aws-arns-and-namespaces.html

Amazon Ik EE AriEE

BB BB Amazon FEEE & IX EFRIAS,

/A Warning

FENER Amazon iEH ( SEZEBHIGRZEH ) BUELFEEMN Amazon Web Services Tk
F AR T RSB HE Amazon BRNE=H, XEMSEMIIRESEMERHRINER.
Amazon Web Services Ik /2

K EYREY Amazon Web Services I ID

E A LAE A Amazon Web Services B #l5& 3 Amazon Command Line Interface (Amazon CLI) 3k
& Amazon Web Services I/ ID. E#ZFIEH , K/ ID WUEBURTERURAF EHERER
IAM B B 8%, TIRERENRAFER IAM AFES , K/ ID HBRMEE.

DRAF S BERENKS ID
Amazon Web Services BB # &
AT HEREY Amazon Web Services Ik BA root AP & 13 & FXETHY ID
® =PMR
ERITTISR , BXAEDLEFLT IAM R :
- YLURAF B MHERN , BEFFEEM IAM R,

1. EALANSHES  BERENKSENIES  REEERREKIL,

® Tip
MBS EEINRSETINE , B9 IAM BENEKSAFRSHESE , M¥EIAM A
FEMRESR, EXHERT , BERKFXEREZLNIKF ID 5,

2. EXRFPIEHAEEIED T , iKKE.E/RE Amazon Web Services Ik ID i,

Amazon CLI & SDKs

EEHKIEH Amazon Web Services Ik ID , i5{#H Amazon CLI

EEKFRRAF 201



Amazon Ik EE AriEE

® &RPRR
ERIT TSR, BHAELEFLT IAM KR :

- HURAFSHETHTH , EAFEEM IAM X R,

BT ARMEA get-caller-identity 5

$ aws sts get-caller-identity \
--query Account \
--output text

123456789012

BUIAM AP 56/ ERIKF ID
Amazon Web Services BIEB124] 4

R T K ENYRHY Amazon Web Services I LA IAM B 5B F8tH ID

© BIMUR
BRI THSE , EAAEHEEUT IAM AR ;

 account:GetAccountInformation

1. EELANSMES  ERENAFE , AFERE Security credentials ( R£&iE )

® Tip
MBSEEEINRSETINE , BTUA IAM BENEKSAFRSHES , M¥EIAM A
FEMRESR, EXHERT , FERKFXEREZLNIKF ID 5,

2. HETNEMESNEKFIFMAEET , K5 ERTE Amazon Web Services IKF 1D 3538

Amazon CLI & SDKs

EEKIER Amazon Web Services K 1D , & A Amazon CLI
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https://docs.amazonaws.cn/cli/latest/reference/sts/get-caller-identity.html

Amazon Ik EE AriEE

® &RPRR
ERIT TSR, BHRAEDLEFLT IAM XR :

- S IAM AFS AN SHETRTE , BXMNER
* sts:GetCallerIdentity

BT AR EA get-caller-identity a5

$ aws sts get-caller-identity \
--quexy Account \
--output text

123456789012

EHREHNNEBF ID Amazon Web Services Ik

BT LAEA Amazon Web Services BEE 2§ & HREHK IR Amazon Web Services I & A F
IDo Amazon CLIFYR B ID 4 E Amazon Web Services /P Tz, BA A FESE Amazon
Web Services Il ERIRRAF. &R IAM AFPBRERAF ID,

DARAFE IAM AR EHRERINE ID
Amazon Web Services BIERi24] 4

HEEBAFY IAM AF S FEFENERENKFHAEAF ID

® &RPAR
ERIT TSR, BHTELEFLT IAM KR :
- HURAFSHETHTH , EAFEEM IAM N R,
- S IAM AP S0 EFE , B4MER .

* account:GetAccountInformation

1. LUAEAPFH IAM AP 54 %%, Amazon Web Services B4l &
2. EALANSHED  FEBRENKFEHREAES K REERLREEIL,
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https://docs.amazonaws.cn/cli/latest/reference/sts/get-caller-identity.html

Amazon Ik EE AriEE

® Tip
MREEEEINRSETIRE , £ALUA IAM BENEKEAFRSHE T, M¥EIAM A
PERESRK, EXHERT , FERKFZXEREZIWIKS ID 5,

3. ERFEFEEHST , HEAF IDERENEAF, ID3EiL, ANEANEHAF DEE
Amazon S3 15[ & 5k (ACL).

Amazon CLI & SDKs

EERNEAF ID, & /A Amazon CLI

tBE M Amazon CLI f API i55E BT Amazon Web Services KA. IAM B 1AM A
&,

BT A RAEA list-buckets 5

$ aws s3api list-buckets \

--max-items 10 \

--page-size 10 \

--quexry Owner.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65f98019172f9ch9a5f50ccbEXAMPLE

LEE IAM BENEKEAFSHRERMNTE ID
Amazon Web Services BIRiE 4| &

EUES IAM BEHBEAAS S ARRRHANERKSWATAL D
© BIMUR

- AW ETHMZESF Amazon S3 FE IR,

1. fEA IAM ARLUBKSRAF 5/ &S, Amazon Web Services B4 &
2. 7E Amazon S3 ##lAY , BEABREHBEEN , REEEHBIEAEE,

ERKFIRRAF
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https://docs.amazonaws.cn/cli/latest/reference/s3api/list-buckets.html

Amazon Ik EE AriEE

3. EEMNRIETF,
4. TEIHREBEFHGIRIOVE#HEEREET , HET Amazon Web Services ik~ BIHISE ID,

Amazon CL| & SDKs
EERNEAF ID, #&#H Amazon CLI

#EH Amazon CLI 1 API &5 3E AT Amazon Web Services P RAF. IAM AP IAM &
&,

BIT A XA list-buckets B

$ aws s3api list-buckets \

--max-items 10 \

--page-size 10 \

--query Ownexr.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65f98019172f9ch9a5f50ccbEXAMPLE

BERR BBV S FE Amazon Web Services i

E BT Amazon Web Services ik &M Amazon A EM Amazon ( &4k ) BUE K 7 Y
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B ) o BETHROAERERBMABRERE 2 BRITER , H2H (AM AFER) PHERERRS
NER R B 2 BT

Resource-based B

Resource-based &K g 2 &M i E) & IRAY JSON KEEX i, RHISTHE IAM B EEEEKEEFM Amazon S3
FHAERE, EXFETERNRBNERSY  RZSEERATUEACIIREFSERRENIFRE, &
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Resource-based K& 2N TIZBRFZ PRI WK, ETEEETRRENWEKBEHFER IAM FH Amazon
KEXRBE,

Hith SR EERE
Amazon XIFHMRMAR  XEFMABTLUEBEERNHRMERRFHRAMR :
- RRAFR - REETSHORBTURT AM RANBARNR. EXESEL  #28 (IAM AF

1B/ FH IAM KRN BRIE 5L,

- PRSIEH|IZKRE ( SCP ) — $8E Amazon Organizations AR AL B THRANER, BXESZE
B |, #3® (Amazon Organizations FIFF#8/) R RS IZEIREE

o WREHIRE (RCP) - ZEXNKFHARENFEATANE, EXEZEE , 5H (Amazon
Organizations FAFER) PR EIREFIFKE (RCP)

- QEXRE - ENACTRSAF RGN ER , FASBEZNERRE. BXEZER , BS
5 IAM B F$ER) PHSEERR,

ZREERE

SN RBEPWRBEEA T —MERE , ERORREMERNENIRE, BT RESRSHRBEER
A Amazon BERE AVER , HEH IAM AP EEHRREBITEEE,

BER % Amazon IkFEEE IAM B & FEH

XEESESZBEFERARNNER Amazon K5 BIZHE B &N Amazon Web Services I <,
BTG RS AR R Amazon R ERER | ESE LRI REE,

EEA IAM EEXNKFEENIGR 28], BIZ T FBELE IAM ThEErT A FIKF &2,

BOT LA ELE A/ 1AM ZhEE Amazon Ik B

IAM Zh&E W EE X
|dentity-based BUR =
Resource-based BUR a
RERIRIE =
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IAM T R
R 5 R =
AR 2
ACL &

ABAC ( REEHHVFRZ )

7|

EBRR =2
BSAG &
Service-linked & )

E+HTHEKFEBENMEM Amazon REZ MM EARZE IAM ThEEESER |, E2H IAM AP EEHH
5 |AM B & A Amazon RS

Identity-based Mk F & B BUR
THETHHNERE : 2
|dentity-based SR 2E AT LAKINEI &40 ( Hla0 IAM B, AFASRAE® ) B9 JSON IR FHE THY,

XERBZGEASNASATEMRRA T BLERRNITHERE ETHRNAIRET S HVEE
FZH (AM AFER) PREAESEEERRE X B EYL IAM R,

BEMER IAM ET 50K , BUNEE R TRIELNRENTRUR A TRIELBRENRSE. B
THRAI7E JSON R EAMAAETE , H2H (IAM A #EE) #H IAM JSON KEET&E5I A,

|dentity-based I F~ & 3 #Y BUR 7R 45

EEEKFEERET BRI R | E3FIdentity-based B K BE R4 Amazon ik P &I,

Resource-based I B2 BUER

XBETHARNRKE : &
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_create.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements.html
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Resource-based K E& 2 &M INEI R IRAY JSON KEE X, ETHRROFREN RO2IE IAM BEEF

KEEH Amazon S3 FEMEREE, EXRFETRFENRBENERESH , RSEE L TUAFERSIRZEHX
BERBRNIGR. NTEEPH MK ER , REEIEEEHE AN ZRRINITHLREURES
ARG TIT, BUTMEETRRNREDIEEEZER, ERATUEBEK,. AR, A€, ReAPH

Amazon Web Services IR

ESHAEKFHR , BUEENKFSETCKF P IAM EEEENETERNEBPN TR, B
XEZEER , B5H (AM AFERE) B8 IAM BV ETIK P F IR 151 .

K 7 B E RV R B IRAE
RRRBBRE R

EIE R A LAER Amazon JSON REERIEEWARBRMT L, HFRY , BN EET AR TR
1THRE | UREMALAFHTNIT.

JSON S Action TRMATATFERMSE AV RIEAH AR, ERBDIZRIEUBTH
IRBRIER R

EERRFEBRFEIR , B (RSFENSE) FAmazon K- EEE LAVERE.

TP EEPRRBREERENEANTIR
account

BEEEMEYPEESTRE , BEMAESFHENRTT.
"Action": [

"account:actionl",
"account:action2"

]

BT LAERBER (*) BESMRE. N EREESRARIABRSERANERE , TSR/
T#4%., Amazon Web Services K/~

"Action": "account:*AlternateContact"

EEEKFEERET HONREBH A , S HIdentity-based B KB =5 Amazon K~ B,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/service-authorization/latest/reference/list_awsaccountmanagement.html#awsaccountmanagement-actions-as-permissions

Amazon Ik~ &1 ArfEm
Tk 7= & 2 1Y SR BE IR
EHRBARAR . =2

IR A LAER Amazon JSON SREERIEEWARBRMT L. tHFRY , WA EETT AR TR
1THRE | UREMALAFHTNIT.

Resource JSON R TEIEEEMENAREN —NPNHZAT R, FARESXE , HFEHAE Amazon
HREW (ARN) EERR. W TAXEFERBERNBRIIRE  BEABERAS () BRBONATHMER
Ro

"Resource": "*"

TP EERSE IAM KEERIResource TEPIFUA THERIRRE , A BNETRIAREE I X5 LT

2 A Amazon Web Services TKF :
e account

It resource X EXILE FREF Amazon Organizations IRSS B LA 42 A Y AY 5 1K P B9 3R 3L Amazon
Web Services IKF o

 accountinOrganization
lresourceK BN PEHE BB Amazon Web Services it i% Amazon Organizations fRSS EEHIA R
PR RS,

EERKFEERFRERE ARN WIIR , ESHRRSRNSEHHIAmazon K- EEE IR,
BT RS R BLRERIEESME RN ARN , 128 Amazon K- EEE LAVEE.

BEEKFEEET S ORRIENRE , BZHIdentity-based #Y KM R 5] Amazon Ik~ EHE,
K B IR Y SR SR
XEFRHETRSHRESRFR : B

EIE R W LAEM Amazon JSON REEREEERNIARMT L, BRRY , WA EMAATL T LATIRK
1TH]RE , UREMALAFZHTHT,

Condition TEBRBEENHFHIEEBEIMFNIT. BULUCIRFERASZGZER (Flw , EFH)D
T ) WERHFRER , UERBEPNRESERPWEETE, EEEFRE Amazon £REXHGRE |, ES
1AM B iEE B Amazon £ % H LT X%4A,
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TP EIRARSS ST T SRA 8 | S MERX LKA 1AM REEREBMATHEL :

- [k F7:TargetRegion

R RIS A — 5] Amazon XKIBRBAERK. EAFRIERE , N REEER TEEXEHNR
.

- Ik :AlternateContactTypes

BRFERAEARIARENIIE
« BILLING

+ OPERATIONS

+ SECURITY

SERLE  ERLUFERFE NN EER ABRRARENRE,
- K 7 :AccountResourceOrgPaths

RN SHHBTELBRREHBEREALR R (OU) NEBENFIRARK, ©iLEFLTRE
Hng , EENEIETE OU i B Rk,

0-aalllbb222/r-alb2/ou-alb2-f6g7hl111/*

- Ik :AccountResourceOrgTags

HRAEBNVSHE -JINERNELAR. EATRERKE K MNMAXLBBLETHELARR BIREEE
RERAMERKS .

« Ik 7 :EmailTargetDomain

WEERNSHAE FEEENIIRAR. CLLETUMRERRE  FEXEN5EE SR FEE
EERNRE, EREBXDKNE, BNERBFHRFERA StringEqualsIgnoreCase M3k
StringEquals , SAEIRYE B #ReB FHB b bk H#ERE, U TR —ANRAIER , LB NE
BRI E B8 example.com, company.org SfEMA/NELE ( 10 EXAMPLE.COM ) Bf5ERX
account:StartPrimaryEmailUpdate #4E,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowConditionKey",

"Effect”; UAllow!,
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"Action": [
"account:StartPrimaryEmailUpdate"
1,
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {
"account:EmailTargetDomain": [
"example.com",
"company.org"

EERFKFEERHBRAIR , ESHRSENSEPNAmazon W EEFAER. BT HETUE
RAZMHRNBRENTR , FSAmazon K/~ EEE LAY RE,

EEERFEERETHMNEBNRE , BSHIdentity-based KRB 7B Amazon Ik EHE,
K & PRy IE R R S5 &

TEHEACL: B

mEEHE IR (ACL ) 2HHEEME (KFKA. AFZAR ) ARERARR, ACLEETHRRNE
B3R EL , B EMAER JSON KM AE K,

Attribute-based K F EB B 1TIH A2 H]
¥ ¥ ABAC ( REEHFHIRRZ ) 1 B

Attribute-based 5 A1#2 &) (ABAC) 2 —fE TE M E LRIV IRINERE, £ Amazon , XEEM
MARL, B LURRZMME IAM £ ( ARRAE ) MiFZ Amazon BiR. HFiEEENETRR
ABAC MIZE—2, AR/F1R1T ABAC KB , M EEANHFRZSM1Z 5 R N RIRRZ TR A T i§
(=

ABAC EREEKWIAEFEERR , HERBERTSEMUNITR T R HEF B,

34 F Amazon Ik B , {NBHaccount:AccountResourceOrgTags/key-nameRHBZEFET
HERIGRES, KFAwEZRPH APl FXEF#RE aws:ResourceTag/key-name &%,
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E R 2 X FRAZHAR TP JSON K

AR RO RF R RIENALPERZE « M{E “12345CostCenter” 2 “67890” Fric By ik P RIEX R

1% =|
(=R Ye)

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"account:GetContactInformation”,
"account:GetAlternateContact”

]I

"Resource":"*",

"Condition":{
"ForAnyValue:StringEquals":{

"account:AccountResourceOrgTags/CostCenter": [
"12345",
"67890"

EXABAC WEZER , EFS5H (IAM AFER) FWETEMHE WIEM IAM #iE : BEFZE L
18] Amazon &R R

s a U TIKF &2
X FFIRESEIE : &
e BHIE R X Amazon BIRHVEHHRNR , F AERELEARS S HBR B BRI BIRM,

Amazon BWEHBSERIGHHED K MARERAKBHFRZA, BEXEZER , 858 (AM AFE
Y BH IAM IR Z 2 EIERER IAM B, Amazon Web Services JRS
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Cross-service ik P EENZFE AR
YEEEBRILSTE (FAS) 2

¥ ERIGEATE (FAS) BB AR Amazon Web Services fR% , B L Amazon Web
Services RS B TS & HiERMER, BXAH FAS ERMHNKEIER  BSRERHRLE,

KHhERNRSAE
XEFERSAR B

BREA/EEH-—TURSEE. RREHITEREN IAM A€, IAM EE R TTLE IAM P42, S Fp
BREERSAR. BXEZER , BHZH (IAM AF1ER) FHAI2E [ Amazon Web Services IR 55 Z kAL
BRNAG,

Service-linked IKFEEMN AR
YERZFMEXAE® &

REHExARR—TERSHEXEHN Amazon Web Services IREIRES AR, 2RSS TUREBRINTER
Y€, Service-linked A& HIEEH , Amazon Web Services I~ F HIARESAE. IAM BB R AL
BEEBTRRERS <KARHNIR,

BXRUZFEERSAXBENFAEE , FSHEY S IAM BEEARAmazon RS, ERHPE
& Service-linked A& 3|YesHBEMNRS ., EERERIUEET ZRFHIRSHEX BB,

Identity-based HY KB 45| Amazon ik = EIE

XEESESEBEFERAENNSESR Amazon KK BIZHE S &N Amazon Web Services IKF 5%,
BTG A& AR R Amazon R EER | TSE LRI EEE,

RANBERT , AFNARRAESERKFEEFTRINR, ERTFRALNAERBRRITRENN
BR , IAM B3 G A LA IAM SRR,

ETRMAERXL RG] JSON REXHGIEET IAM KK |, 55 (IAM BFiERE) P8
2 IAM X (258 ) .

BRKFEEEUHRENRFRRE (@ESHHRREN ARN KX ) HEAEE | BEH (RS
RSE) FH “Amazon K- ERAVRE, FRMFMAEA

ES}
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Amazon ik & A5
- RMSEXE

- SERHH ‘K TUE Amazon Web Services EEEH &

- RRMEX MK/ TE R EMXE Amazon Web Services EXEEHI &

- REX K/ WENZE LT REIXE Amazon Web Services EXEEHI&

REERIEREK

Identity-based KEERE T EARBAIAELNIKF RAIER, HRISMBREKFEERR, XEBRIETTRE
£F Amazon Web Services IKFF=4E R A, SIERFERE T BRI | HEREUTIEREMEI :

- FaEA Amazon RERBHERRAKENRNE — EFBEAFMIEARR TR , EEARNIT
ZELAGRTNENAmazon EE XM, SIIERIIMRZAF A Amazon Web Services IKF .
MBEEN E X R A FIE Amazon BEFRRE R K —PRINR, BXEZER , HS
7 <IAM 38R Y Amazon FEE RS TEEREERAmazon FEE K,

- MASKMENRR : E£FEA IAM REEZENRN , BNRFHITESFAENNR. At , BRILEX
EREXRHTIUNBFERFRNTHWIRE , tHWNRENRRTFT, BXEM IAM NANXRHNESE
B, #ZH (AM AFER) B8 IAM R FIR

« fEF IAM SREE R RA4BE — S PR FI T R AXBR ;48 0] LA [6) 3R BE A NS4 SR BR I X R AE R BB A 7)o
Bl | WA LURE RS RIEEMXTMER SSL XEFEER, MEBRSBEREIZRENSXE
FARY | T th AT BASE A R SRR T 30 AR S5 #R AE RV 17 (R] A BR Amazon Web Services RS , a1 Amazon
CloudFormation, BEXEZEE , 5ZH (IAM BF ) H Y IAM JSON KR TE | &4,

- fE£M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEHN LS MHEMINEENY  IAM Access
Analyzer 2B UEFT K MIM AR , SIBREBAS IAM KEEES (JSON ) M IAM FfEK
. IAM Access Analyzer 12 100 ZURIEK BN TIRMENEN , UHBBEFELZ S BIgEMHEMN
Keg, AXEZEERE , BZH (AM AFiEME) PRIEA IAM Access Analyzer ¥ RS,

« EEZESHRIE (MFA)-TIR Amazon Web Services Ik EHNIZSEE IAM APSEBAF | 5
A MFA IRREREM, EEERA API BENEE MFA |, B MFA Z4RMEIEH RSP, BxX
BZEE , BZH (AM AFERE) RHEA MFA RF APIIAEIE,

BX IAMHHREIRNESER , 250 (IAM AFER) #1 IAM F R 2 HEXE,

FEAFH “IKF” TWE Amazon Web Services BB &l &

Ei5E YK 7 T E Amazon Web Services B H| A , BUATHEREREENNR, XN PRAM
RFERS|EAEEEXENFHE S Amazon Web Services Ik, MNBEROIBZNET SN R AT
ENRENBRESE , WEENEFZRBOEE (IAM APSAR ) EEETEH A
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NERAFMAGTUAERKSEEREFE |, BALLER
fFAWSAccountManagementReadOnlyAccessZEAWSAccountManagementFullAccess Amazon
RERBMH B, BXEZELR , H2H (AM AFERE) # 8 AFP IR,

3 FIXE A Amazon CLI 5 Amazon API WA F , BLEERNHIREREEZEHI AR, ARk , FiFZE
MTE , BALUER R AT H R EZZIRNITH API E/EHE B AV IRE,

BEXT “Nk P TWER RIETG EEE Amazon Web Services B4 4

EUTRHIH | BABEH Amazon Web Services IKF # Ry IAM AP & F 3 Amazon Web Services &
BEREEA PP TTHEA REEH RN, MR HA P T E#HITEMNER,

account:GetAccountInformation BERFE K THEEARL P RENNRE, B2, EEE
/8 AR Amazon X1F , &AM BFE account:ListRegions #&4E,

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "GrantReadOnlyAccessToAccountSettings",

"Effect": "Allow",

"Action": [
"account:GetAccountInformation",
"account:ListRegions"

1,

"Resource": "*"

}
]
}

BEXT Ik P TEN 215 EEE Amazon Web Services BB 12414

EUTRHIH | BABEH Amazon Web Services IKF AR IAM AP & F X Amazon Web Services &
BREHAEPIKP THNTSHRNERE. N7 HBEROAFP LSS KPR E,

W RO AR E A REIREE R ER |, AN TENTHNBANR ( BRI\ CloseAccount ) , AFAF
FUKFHAZDIRE , B¥Faccount:EnableRegionflaccount:DisableRegiontX kR,

Identity-based K E& R4l 238


https://docs.amazonaws.cn/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon Ik EE

RAriEmE

JSON

"Version":"2012-10-17",

"Statement": [
{

"Sid": "GrantFullAccessToAccountSettings",

"Effect": "Allow",

"Action": [
"account

"account

"account

1,

"Resource":

FRETEMHHRE (IAM KB ) Amazon IkFERE

:GetAccountInformation",
"account:
"account:
"account:
:DeleteAlternateContact"”,
"account:
:DisableRegion"

ListRegions",
PutContactInformation",
PutAlternateContact",

EnableRegion",

myn

XEESESEBEFERARNNSER Amazon K5 BIZHE B &N Amazon Web Services IKF 5%,

ETHRIBRES AN BRNNH Amazon AIREER | TSR LR EE,

&% Amazon Web Services Il #l IAM P EEITiL | BSREMTLE IAM? £ IAM BFERH,

BRIAREHRESIEERKGRN | &

Amazon Ik P EBRIEBEK

Zi (IAM RFiERE) TV IAM XK,

WRBRT AFHRIKFIRENNR, BXFERXERBRHERE RS , 5/ dentity-based B FEEE R

5| Amazon lKFEE,

ERAETHDRK
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® Note

Em IAM APRFXK A TEPHEK T IRENEAGetAccountInformationfX iR
Amazon Web Services EE#ZH A , RTERATBRZRENNR ( HFT ) 29, BEXM

R ZIBR,
PR B FR 7 B 4% B 88
account:ListRegions LIES B FRBREAS 7T A X3,
account :GetAccount ez BRFREKFEEHNE,
Information
account:GetAlterna BEEY B F IR LA Rk 7 B9 =% A BX
teContact R Ao
account:GetContact ez B F IR AR TRk 7 B9 = B
Information RAEE,
account:GetPrimary REL RFRRUARZEK R EEF
Email R 44 Hh 4k
account:GetRegion0 BRE B FIREUX AT 0 A RS HI X
ptStatus FRo
account:AcceptPrim BEA R FEZ Amazon ALEF KA
aryEmailUpdate K P 3 B, R 44 b ik SE TR AX
PR
account:CloseAccount EA B F <A EIIBR
(@ Note

A PR GE A 125

B. AR TFEZEF API

HiEl,
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RAriEmE

PR A 5

account:DeleteAlte
rnateContact

account:DisableReg
ion

account:EnableRegion

account:PutAccount
Name

account:PutAlterna
teContact

account:PutContact
Information

account:StartPrima
ryEmailUpdate

BB HEE Amazon K P EE 5 17 15 B A PR

e

EAX

i B3

2T PR LA BR K 7= B9 % FABR
F Ko

BRFRUAZRAEAXE,

RFMERE AERXE.
BT BRAEHIK S BB

BT BR LAME SUK 7 B & R BR
F Ko

RTFXBRAEHTIK B £ E B
RAER

£ F Bz Amazon ALH KR
MK F° 3 BB, F BR 44 3 31k BB FT A9 X
PR,

XEESESEBEFERARNNSESR Amazon K5t BIZME B &N Amazon Web Services I <,
BTG E s AR R Amazon R EER |, TSHE LRI EEE,

ERUTERAREEIHMAEEEEAKSEEMN IAM B 8B S8V E I FE,

ES ]

« BRBEK/TUE P HRATREL R

« BREMIIT iam : PassRole

o RABAFRIIH AF A Amazon Web Services TKF R R K P i¥1E

B BEHEE
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BRBE K UE P RATRENNR

R Amazon Web Services BIBIEH A SiFBTTNMITEIRE , WMXMBRREERAT KB, B8
ARERHAFZNZEBHAR,

= mateojackson IAM AP ZAEARFIATER ‘K" IWE Amazon Web Services ik HEFHF
4H15 2 Amazon Web Services EIE#24|A B FBaccount:GetAccountInformationtXBRET |, &
2 HT LT REIEIR

A You Need Permissions
You don't have DEFr‘WISSIDI‘ to access b Iil‘g nformation for this account. Contact your administrator if you need
help. IT you are an administrator, you can provide permissions for your users or groups by making sure that (1) this
account allows 1AM and federated users to access bil ng information and -:2:] you have the required IAM permissions.

EXMERT , Mateo ERMMEE A EMEKRRE , LAFMAEER account: GetWidget BRIEHIR

my-example-widget &R,
L TINIT ia m#PassRole

MREWH IR , RABTRINIT iam:PassRole B , MAAEFHRBE AR T HEMELELKS

B,

BL Amazon Web Services Bi55 RIFERAAABGEKRESLZRS  MTARUEFMVRSACHRSH
XAB, Nt , BLAEEFACEEIRSHINR.

LHEZ N marymajor B IAM AFRZHEAEH A EKRKFEERHITRER , 2 XEUT RAIEIR, B
=, BEYIMEERSZSACHR FHNRBEF AT HITIEE, Mary TEENAGEKE T RSHNER.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIMER Mary B KBS L A FREINAT iam: PassRole #1E,
NRBEEZHRE |, BEBREN Amazon EE R, FNEEARREEREZIIN A,
A AR U AHE A Amazon Web Services i 5 8] R A K P15

gaptlE—1ae  WEEMKSAPHAFRFEEAANARTUERZABRIGRIEHRIR, &0
BIEEEESEY , AURAAR, XTXHETRFEMNRBEHTREHZIR (ACL ) KBRS , E7 2L
£ FIX LR BE 0] A R RT3 889 ARV U5 R X o
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ETHRESER , FZEAUATREA :

s ETRIKFEBRAIEXEINGE , S RIREESE Amazon IKFEES IAM BL& Ao

. ETHRIMAERHERARNEERENIEEPR Amazon Web Services Ik |, &2 IAM AP+
BB &3 AE Amazon Web Services Tk 95— IAM A P 12215 10 XR .

o BT BINAIEE = HREIT SN E IR E R Amazon Web Services I |, 5% IAM P18
FHEE=HREHRNR. Amazon Web Services I F°

s ETHRIMIBEN SMRBRERIEREIFENER , FSH (IAM AFERE) P ALSAT S HEIEN
BF ( BRBRAERIE ) REHRNR,

- ETHERAACNETRENRHATER,FRIZENZS , H2H (AM AFERE) F8 IAM
FR Y B Ik IR A 18] .

Amazon HIEE KBS Amazon Ik &1

XLEEEELEFERARINNESHR Amazon KK Amazon Web Services Ik K F80E & R IhBERT
BIBRNEERNER, ETHBIFRZEHNMAER T HRINE Amazon K% | BSHALLERIFREE,

Amazon Ik~ EE B R R M A HEEAR Amazon FEE R
- Amazon EIE R . AWSAccountManagementReadOnlyAccess

- Amazon BEIEEEE . AWSAccountManagementFullAccess
- WP EBEEHZE Amazon E R

Amazon EEFXHBERVENEIENIE I EMK Amazon, Amazon FEEXBERE N FZE L AHEM
BPR , MEZRTLUF®RAAF, HEAMNZE2ENR,

FigfE , Amazon HERB AT N ENEEASRTFRENBRNR , BN EMNAHEAE Amazon
EREM. RMNBUEBETEXEE TEARMNE - EEERKRE —SBONR.

BT EE N Amazon EEERBPENHNR. R Amazon EH Amazon FEE KR E XK E ,
EHAYNZRBAXBKNMEEAREH (AF. AMEAEE® )., Amazon LFHH Amazon FEEEREE
S Amazon Web Services RS 9 APl IET B TR ERS K , ZRETEEEFHMITE R,

BXREZEE , BHSHE (IAM AFEE) K Amazon FEE XK,

Amazon B KR : AWSAccountManagementReadOnlyAccess

IBA LU AWSAccountManagementReadOnlyAccess KREEHIIIE] IAM & 15,
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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https://docs.amazonaws.cn/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.amazonaws.cn/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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ZERBREETNEFTUTARH R IRNER :

o BXEHTEIE Amazon Web Services Tk~

- EBAFEZAK Amazon Web Services Ik ( R REEFE A Amazon 28 EE K, A A XEIR
2 ) Amazon Web Services X35

FER  BRFSTEM Get* H List* BENNR, EFREEMEIKF THEISADE
Amazon Web Services X5 K #ZhEE,

PR 4 {E B

ZERBEIE U TR,

« account— AT ZERARREXNTHBIEEE. Amazon Web Services I = B3 £ 1F E 451 H K

Amazon Web Services BB #| &R KK F 5 K Amazon Web Services X1 ,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"account:Get*",
"account:List*"
1,
"Resource": "*"
}
]
}

Amazon EE KR . AWSAccountManagementFullAccess

B LA AWSAccountManagementFullAccess REEHINZEl IAM 517,
ZRBEEHEFISEIUTARTNTLEENR

o BXEBHTEIE Amazon Web Services i~
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- EBEHAREAH Amazon Web Services Ik~ ( BREEEA Amazon BEIAEEKFWRASHE A
HEFKXIH ) Amazon Web Services Xig

FER  BFIBITEM account BIEMHR,
MRIFEAMER
ZREEEEULTHR,

« account— AT EFEAEBREHERNTHIEE S, Amazon Web Services Ik B & o F E 4
5| R P i5 AR Amazon Web Services X35 BA K £ Amazon Web Services EE#ZH AR B A

ZH.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "account:*",
"Resource": "*"
}
]
}

kP EEEHZE Amazon FEE RS

EEAZRSTFRBRIRXLET(LARIK S Amazon EEBEREMBFAES . BXRUNEERN A
7R, BITRKS S8 LIS RTE LH RSS K.

BX iR B &
Amazon Ik~ EEH#H T HEH KREBRUEXAUT 2021 £ 9 A 30 H
Amazon EEBER , HHKER Amazon EEBUR :

 AWSAccountManageme
ntReadOnlyAccess
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B iR =g
 AWSAccountManageme
ntFullAccess

HEM I Amazon k&I

BAIRVH Amazon AR T A TEMAZHEN THEAR. U TEEREEERIM Amazon (ER )
B B2 By K AR <o

Third-party & itIf1¥{4 8 Amazon Web Services I fERA ZMNEHM TR — B2 EEHPETH
Amazon RFMZ LM S Amazon €M, EAREHE SOC, PCl, FedRAMP, HIPAA X HAth,

BEXBEESHITREENM Amazon lREBEE |, i5S @ Amazon Web Services fR5s IS HITRISE
H. BX—MER , HZMAmazon M1t

WA LAERA TEE=HFitikes Amazon Artifacte BXEZELR |, BHSH TH RS Amazon Artifact
FE CTHIRS

SR A RS R A M BRAE Amazon Web Services KPP BIZIERNBURE, RLATNARBIRUR

BEAWEREENRE. Amazon REU T RIRUBEILI SR

- ZEMEEAMREANTER — XEHBEFEITCTRWIEST , HRUETHBEULLHENEM
MRE R Amazon HEEREN DR,

« Amazon IFEREA TR — XETEFMINERDTEERTENT LM,

 BIEAmazon Config F7F & A & 5P RIFLN ¥ BR — % Amazon Config RS ¥4k & H & IRELE
RERENEMRAE]. 17Ul EMR,

« Amazon Security Hub CSPM— iX Amazon Web Services fR% AU £ H T B ENZ RS
Amazon , BEEREREFERLTURANRESREK.

g1 Amazon K &I

LT EESMEAE AEX Amazon Web Services I, MREFERAZIANIAIH Amazon 4% , NFEERE
HtXEE, BEXEZEELR , H3 5 Amazon Web Services X 7 7RIV E o

Amazon £ IRERIZRHEE %2 Amazon Web Services Xif, I AX &, SFXBIRHZNEYIE LM B
RENTAX  XEMARESEREK. FHESHEAAMENMEEEE—E., MATAK , &7
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https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/services-in-scope/
https://www.amazonaws.cn/compliance/programs/
https://docs.amazonaws.cn/artifact/latest/ug/downloading-documents.html
https://www.amazonaws.cn/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://www.amazonaws.cn/compliance/resources/
https://docs.amazonaws.cn/config/latest/developerguide/evaluate-config.html
https://docs.amazonaws.cn/securityhub/latest/userguide/what-is-securityhub.html
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RITMREEATRAX 2B THME B XA REERBNNARFNBEE. SEENENIS I RES
DEMIREMAL  TRAXERESHN TN, RERINTT BiE.

B X Amazon Web Services Xif MIAIAXHWEZFER , iHZRAmazon £ EKER 1% M,

PR EMIZEELT S Amazon Ik S8
LU TEES5mA A% Amazon Web Services 7,

ERFEE Amazon RS , £ Amazon Web Services K FIZ TR RS 2 Amazon £HKMNEL LM
&I, BHx Amazon Z2 RF AR I Amazon RIFEMIZENESR |, 528 Amazon =& %, Eff
AEMIRERSRESERKRITEN Amazon M8 | SRR LZER Amazon T EERFHE
AR FERI

&R LAER Amazon ER Y AP EABEE MK THRIKSIRE, B RSAZFUATAR

- RREREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EAREMRRE (PFS) WEBEL |, #ilin DHE ( ZEH ) 5t ECDHE ( #E 4 S E 1 Diffie-
Hellman ) . Diffie-Hellman K ZHIMRRLE ( W Java 7 REERA ) BXiFXLERX,

A, RIERFREZES ID N5 IAM EERBRHUBZFRIBARTBERFITER. HEF , EALUEA
Amazon Security Token Service ( Amazon STS ) £ K IGE Z & F RN BFERF TR,
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https://www.amazonaws.cn/about-aws/global-infrastructure/
https://www.amazonaws.cn/security/
https://docs.amazonaws.cn/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.amazonaws.cn/STS/latest/APIReference/Welcome.html
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5 M4REY Amazon Web Services ik

X B$E Amazon Web Services ik &ER AN ET Amazon KK IR RERAEMNN SR Amazon
ISR, . EHBOIMEIMN |, BS5 LB ML,

SRR 4 Amazon K BB EH M Amazon SRS AT ST, o AR EE A B ED
2 Amazon BHUTURETERKAKF,ERE  REEMEIT , AEEYN B EEUEHE :

« Amazon CloudTrail¥#3R ( BE ) HEHRRELERN API A Amazon Web Services Ik #148
REH AP EEXHEALEEN T Do E L F#EIRS (Amazon S3) F# . X ] LALEEARIR
LERPMKSERT Amazon, RHERAKR IP ut AR ARV RERE. BXEZELE , BSH
Amazon CloudTrail {BF¥ERE)

- W% EventBridgel®d BB REEH (FlIONARFITAMRBHERER ) kKtE—FPREE
# Amazon [RFBa{LEE. kKB Amazon RS EHJLF RER%1%XE| EventBridge B, EHJ LA
ARERENANKERERINES , AEREESHEREMANMNITHELEE. BXEZE
B, B2 5% EventBridge A F#§r,

H&i2% Amazon EAK P& APl VA Amazon CloudTrail

X 2$E Amazon Web Services ik B4R AV ET Amazon KK 8|2 AR ER RN SR Amazon
ISR, EHBOFMEI | HS 5 LB AED,

Amazon Ik EE APl 5E—TR A~ Amazon CloudTrail, A®FREURECENRSRBRAKFE
HREN Amazon lRFHEEK. CloudTraillSFIEKF EE API HRABRAISEH. BRVEASEX
W ERRENFTERA. MRECIERE , WA LI /E[E Amazon S3 FHBIFERITENH , TEK
FPEERENSEH., CloudTrail IIREREERER , IR LATE CloudTrail EHI SN EHHLIERKHPE
ERFEH, FRAKRENEE CloudTrail , BRILIBEFARAK - EBRENER, ATREEROIP
ok, EREFERARMARRHERAREMMFEAER,

ETHEZEE CloudTrail , %5 {Amazon CloudTrail AF#ER) o
Rk P EEE S CloudTrail

CloudTrail ZE& Bk~ Amazon Web Services ik RIEZNPLAFEARS. AKFERRERE
SEBNET , 7 CloudTrail E4 /5% CloudTrail iEFHIERIZEN UK EH M Amazon lRFEH. BUE
hEE, BRNTHBIENEH Amazon Web Services I F . BXEZER |, BSREAEHMLIE
& F CloudTrail &4,
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/eventbridge/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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EREICFEREH Amazon Web Services IKF |, BREKFERRENSH | FOIERER, RERAU
CloudTrail ¥ B &3 #ZE| Amazon S3 Ff#E#. FRIANBERT , HEEHBIZRRERR Amazon Web
Services EE2FI A |, ZBERER TFTHE A Amazon Web Services Xig, ILIRERIZFEIE Amazon &
XAigFkABEXEFNEY , B EXHEEZTEIEEN Amazon S3 T, BAI B EHM
Amazon RS , it —F 5 MR CloudTrail BEFKRENEHEIE, BXEZEL , BSHETS
AES

- BIERIRICFEEAR

» CloudTrail XFHRFMER

o AUTXREE Amazon SNS JEA CloudTrail
- BURBESZANXEE CloudTrail BEI 4

- BURBESZNKSE CloudTrail BEI 4

Amazon CloudTrail iI2RZAIEREM “‘API 22&” 0P FrEK - EIE API BE, Hla
X CreateAccountDeleteAlternateContact. MPutAlternateContactiBENAHALTE
CloudTrail BEXHHERKFE,

BIMNEHBATREBEEBERERBFRNARER. BHEERBTEREUTRR !

- BHEREZFEHBRAFER Amazon Identity and Access Management (IAM) A FiEH & H Y
- BREFEA IAM BEBERKEAFNIKNZLEIERHHN
- BEREEHHEM Amazon RFRE

BXREZER , {2 H CloudTrail userldentity 7T,
THRKFEEBHELXE

RiE2—MEE K ©ATPEEHEN BEXHEREEEIEEN Amazon S3 77i#M. CloudTrail B&
HIE—NHIZNMNAERE . BHRRRKEEMARFENENER , BEERMBERWIRE, BENBH
MetiE, HRSBENELE. CloudTrail BEXHFT 2L H API FANEFHREER , AEfFIR
A EIRFE HI,

R~ LT RBIE R T ABABREDN CloudTraill HES% B |, iZGetAlternateContactiBfEEERZE
ik B9 2 BIOPERATIONS & ABX R A, ZIEREETSHIREREMNE,

Example =l 1

{
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https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.amazonaws.cn/accounts/latest/APIReference/Welcome.html
https://docs.amazonaws.cn/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:ro0le/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T19:25:53Z"

}
}
.
"eventTime": "2021-04-30T19:26:157",
"eventSource": "account.amazonaws.com",
"eventName": "GetAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"alternateContactType": "SECURITY"
},
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-111111111111",
"eventID": "la2b3c4d-5e6f-1234-abcd-222222222222",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

B2 LTFRAIERT FEUZE/ER CloudTrail B&%H |, %PutAlternateContactiE{EE&E M
M PR INETRIBILLINGSE B R A,

THRKFEEBAERE 250



Amazon Ik EE AriEE

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn": "arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:ro0le/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
.
"eventTime": "2021-04-30T18:33:08Z2",
"eventSource": "account.amazonaws.com",
"eventName": "PutAlternateContact",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"name": "*Alejandro Rosalez*",
"emailAddress": "alrosalezeexample.com",
"title": "CFO",
"alternateContactType": "BILLING"
.
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-333333333333",
"eventID": "la2b3c4d-5e6f-1234-abcd-444444444444",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": '"Management",
"recipientAccountId": "123456789012"

THRIKFEERALERE 251



Amazon Ik EE AriEE

}

T3 LT RBIERT ABRERYBIOPERATIONSE BBt R AMDeleteAlternateContacti®fE
B CloudTrail B&E% 8,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA1234567890QEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
.
"webIdFederationData": {},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
},
"eventTime": "2021-04-30T18:33:16Z",
"eventSource": "account.amazonaws.com",
"eventName": "DeleteAlternateContact",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {

"alternateContactType": "OPERATIONS"
.
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-555555555555",
"eventID": "la2b3c4d-5e6f-1234-abcd-666666666666",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
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"eventCategory": "Management",
"recipientAccountId": "123456789012"

}

EAUAT A EZEKSEEEH EventBridge

X 2$E Amazon Web Services ik B FA AV ET Amazon K812 A KR ER RN SR Amazon
A SIEAK . BEHBOFMEI |, FS5 LB AL,

I 5 # EventBridge ( ABI#: A CloudWatch B4 ) ARG ESHH B A EME B AR RE
Amazon Web Services 8%, KB Amazon Web Services RS BIZEHIE F 28T EventBridge #if&i%

#,

£ EventBridge , &R LA LALZ ASHOMAN |, HFElBHE Bt TLHE,
BXEZEER , H5H (L E# EventBridge AAF#E88) EventBridge ) ‘W S# A7
K EEEM4

LTRAERTKFEENSENH. BHSRAREN,

Bal , REZITATES CloudTrailB BMNZ2AXEM AP HRANEH4FTTRATKFEE,

e VTS
=Yk 3 e - Tk Jia

BRMZER XSS

LB R AW AP EAREAKSFNXEN , 2BFSES. DRERFER CloudTrail E4
EFEBRKFH, A, SEARERAIEEFE , EventBridge EMFREFFAKS , HEE—
HETREBRIZEEN,

LR RAIEHERMMAEEER , RRTE 2020-09-30 3 123456789012 MK ENABLED Y ap-
east-1 X1,

{
"version":"Q",
"id":"11112222-3333-4444-5555-666677778888",
"detail-type":"Region Opt-In Status Change",
"source":"aws.account",
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https://docs.amazonaws.cn/eventbridge/latest/userguide/eventbridge-getting-set-up.html
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"account":"123456789012",
"time":"2020-09-30T06:51:08Z2",
"region":"us-east-1",
"resources":[
"arn:aws:account::123456789012:account"
15
"detail":{
"accountId":"123456789012",
"regionName":"ap-east-1",
"status":"ENABLED"
}
}
BN AT BEAIRAS S GetRegionOptStatus H ListRegions API RENMAZSAEPTHEL :
« ENABLED— 2R IhHIER accountId B A T X1
« ENABLING— IEFEHNIET accountId B AKX
« DISABLED— 2Ih N #ER accountId A T XiH
« DISABLING— I[EFEN$ER accountId ZA KX
AT REIBHERANET —FKERTE XSS HRAN,
{
"source":[
"aws.account"
A,
"detail-type":[
"Region Opt-In Status Change"
]
}
T RAIEHERGIE T UHIRENABLEDFIDISABLED X 4RI F N,
{
"source": [
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
15
"detail":{
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"status":[
"DISABLED",
"ENABLED"
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SMNAABAKFH AcceptPrimaryEmail B 11, REIB 11D

Update ERER

AWK R DeleteAlternateContact #F HB¥ 14, REIEV 64
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BANKFH GetContactInformation # 8% 34, REIFH 5
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https://docs.amazonaws.cn/accounts/latest/reference/troubleshooting_close-account.html
https://docs.amazonaws.cn/accounts/latest/reference/manage-acct-update-acct-name.html
https://docs.amazonaws.cn/accounts/latest/APIReference/API_GetAccountInformation.html
https://docs.amazonaws.cn/accounts/latest/APIReference/API_GetAccountInformation.html
https://docs.amazonaws.cn/accounts/latest/APIReference/API_PutAccountName.html
https://www.amazonaws.cn/about-aws/whats-new/2024/01/aws-accounts-discontinues-security-challenge-questions/
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